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The purpose of the Cybersecurity Startup Observatory is to collaborate to build a 
safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

 www.cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2018 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Education

•  Automotive
•  Aviation

https://cyberstartupobservatory.com/
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Preface

Since our first publication of the Observatory© early this year, serious attacks 
have crippled important companies and industries across all economies in the world.

2017 was a terrible year from a cybersecurity perspective, but we foresee that 
2018 is due to follow suit in terms of number of cyber attacks, personal data records 
ending up in the Dark Web and sophistication and fast evolution of the threat landscape. 

Although the technology to address these challenges is progressing  quickly, it seems 
that the Industry and the bad guys are moving at different rates. Artificial Intelligence, 
Machine and Deep Learning enabling automation and speed, represent a major 
breakthrough. Unfortunately, these tools and techniques are also available for criminal 
organizations, gangs, nation-states willing to wreak havoc in our Industries, corporates, 
governments and SMEs.

Our goal with this publication is on the one hand to make practitioners in the referred 
industries aware of the severity of these new threats, the quickly evolving strategies, 
tactics and tools used by hackers and criminal organizations and on the other hand to 
highlight the available solutions to address those challenges and the incredible 
innovation that is coming from some markets all around the world, particularly from 
Israel.

We would like to express our sincere gratitude to all the participating startups and 
their teams for their fantastic solutions and their contribution not only to this 
Observatory, but also to secure the referred industries and society as a whole. All of 
them contribute to keeping our companies and lives cyber-safe.

Nevertheless, the industry is not only driven by entrepreneurs. Established 
companies and their cybersecurity leaders also play an instrumental role in keeping us 
safe, fighting a tough battle on a daily basis with very challenging responsibilities and 
important achievements that are not always properly recognized. 

CISOs, cybersecurity leaders, managers, consultants and in general every single 
stakeholder in this process deserve our recognition and respect.

The CISO / Cybersecurity leader of the Week program was created to recognize 
their contribution, not just to the cybersecurity sector but to our society and to 
share their views and insights.  I am very proud of including just some of them in this 
publication.

https://cyberstartupobservatory.com/
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In particular, we would like to thank:

• Nir Chervoni, Vice President of Information Security for Credorax Group 
• Anyck Turgeon, Executive CISO & Global Cyber-Resiliency Evangelist, IBM
• Glauco Sampaio, CISO Banco Original
• Dr. Mansur Hasib, Global Award Winning Cybersecurity and Healthcare Leader, 

Author, and Media Commentator
• Gary Hayslip, Global CISO, Webroot

The improvement from the first version of the Observatory© has been substantial and 
this is only due to your suggestions and ideas.

Finally, I would like to thank my co-editor Maite Ortega, our colleagues Alicia Peña and 
Carlos Rivas for their infinite patience and support to the preparation of this publication, the 
startup observatory web and many other key “bits and pieces”, David Bailey for his valuable 
advice and top-notch proofreading services  and of course to the fantastic Unsplast photo 
repository (https://unsplast.com) for their fantastic pictures which have been used in this 
publication. Our gratitude goes to all the photographers for their invaluable material.

Maite Ortega
Co-Editor 

maiteo@smartrev-cybersec.com

Jose Monteagudo
Chief Editor 

josem@smartrev-cybersec.com

https://cyberstartupobservatory.com/
mailto:maiteo%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
mailto:josem%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Introduction

This is the third edition of the Cyber Startup Observatory© Israel. This journey 
started in 2017 with several visits to Tel Aviv and Be’er Sheva, meetings with 100s of Israeli 
entrepreneurs, product executives, CISOs and other cybersecurity professionals.

The evolution since our first Observatory© Israel has been both incredible and fascinating. 
At the time of writing this introduction, we have already published Observatories© for 
Israel and France and we are working on the US version.

We have also added new industries such as critical infrastructures, manufacturing, 
automotive and we are planning to add defense and aviation soon. The next release will 
probably represent one of the most comprehensive analysis of the Israeli cybersecurity 
ecosystem with public and free access to cybersecurity executives globally.

Moreover, at the time of this publication, we are researching another 19 markets to 
identify the best cybersecurity initiatives, entrepreneurs and startups.

The insight accumulated is both phenomenal and unparalleled and we are committed to 
making it available for cybersecurity professionals in a way that is easy to digest and easily 
accessible for all cybersecurity practitioners, entrepreneurs, students and in general for 
everybody interested in the subject.

Just a final note to highlight how this document is organized. This methodology is also 
applied to our web (www.cyberstartupobservatory.com) and will be consistent in future 
editions of the observatory.

All the sections are clasified under the following categories and signposted using the 
following tabs:

Innovation

Training

Insight

Trends

ResourcesLeadership

Innovation

https://cyberstartupobservatory.com/
http://www.cyberstartupobservatory.com
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Cybersecurity materials, 
training courses, awareness 
programs and infographics.

Articles covering hot topics 
which are relevant for the 
industry as well as interviews 
with CISOs and other senior 
executives sharing their vision 
on relevant topics for the 
cybersecurity industry.

Focused on the evolution 
the cybersecurity industry is 
experiencing, new directions, 
including innovative 
technologies or approaches 
that might take cybersecurity 
to the next level such as AI, 
Blockchain, automation, 
computer vision, etc.

Covering  information 
from the most innovative 
startups with state-of-
the-art solutions. The 
Information is presented to 
enable the reader to easlily 
understand the startup’s 
value proposion.

In the Startup Observatory 
and our web we share tools 
that are relevant and valuable 
for industry executives, 
cybersecurity practicioners, 
regulators, purchase 
departments, students and 
universities. An example is 
our Israel CyberSlide©.

Senior global cybersecurity 
leaders  from the most  highly 
regarded organizations, 
financial institutions, 
government, healthcare 
corporations and other key 
industry players, sharing their 
thoughts  and forward-thinking 
views on cybersecurity topics.

Innovation

Training Insight

Trends

Resources

Leadership

Innovation

https://cyberstartupobservatory.com/
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The Israeli cybersecurity 
landscape slide: the CyberSlide© 

One of the goals of the Cyber Startup Observatory© is to share insight among the 
key stakeholders in securing the financial services, healthcare, critical infrastructure, 
e-commerce, public sector, manufacturing, law enforcement, education, enterprise 
and SMEs as critical components of our Society.

 These key stakeholders include cybersecurity executives, consultants, analysts, 
researchers, entrepreneurs, regulators and law enforcement professionals. 

The Israel CyberSlide© is a powerful decision support tool to help them understand 
the key players coming from the Israeli market, properly categorized following a 
methodology that is consistent across all the markets that the Observatory is 
analysing. It is the result of a research process conducted by the Observatory team that 
involved over 300 Israeli  startups and is updated on a weekly basis.

Our methodology and the same categorization consistently used across all markets 
analyzed by the Observatory team, simplifies the life of decision makers involved in the 
identification and selection of cybersecurity providers.

The success of the Israel CyberSlide© has been unparalleled, achieving over 15k 
views within the first 3 days of publication every week. That amounts for over 60k 
views a month from over 25 countries.

You can find below statistics regarding the viewers of the Israel CyberSlide©:

Split by Role Split by Vertical Split by Geo

Information Security Specialist
32%

Technology Manager
23%

Director / Executive Director / 
CISO
36%

Information Technology Consultant
9%

Critical Infrastrucures / Utilities
22%

Healthcare
27%

Financial Services
32%

e-Commerce
10%

Government
9%

EMEA
45%

LATAM
12%

North America
32%

APAC
11%

https://cyberstartupobservatory.com/
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The referred categorization is discussed and agreed with every single company.

We have classified the startups under 25 different categories. 

Those categories are:

In order to allow easy and clear access to the information we have split the landscape 
slide into three parts. The consolidated slide is available on our web: 

www.cyberstartupobservatory.com

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from startups or gathered by our research team will be 
updated in the next Observatory, which is due for early October 2018, and weekly on our 
website.

Categories
MOBILE SECURITY

CLOUD SECURITY

ENDPOINT SECURITY

NETWORK SECURITY

WEB SECURITY

APPLICATION SECURITY

EMAIL SECURITY

CYBER POSTURE

COMPLIANCE & DATA LEAKAGE PREVENTION

PRIVACY

INCIDENT RESPONSE & FORENSICS

UEBA

INSIDER THREATS

DETECTION & PREVENTION

CYBER INTELLIGENCE

DECEPTION

SOC

TRAINING & EDUCATION

IDENTITY & FRAUD

ICS/SCADA

UAVs

IoT - IIoT

BLOCKCHAIN

HEALTHCARE

AUTOMOTIVE

EMERGING STARTUP

https://cyberstartupobservatory.com/
http://www.cyberstartupobservatory.com
mailto:info%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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cybersecurity ecosystem
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CRITIFENCE

INSIDER THREATS BLOCKCHAIN HEALTHCARE

INCIDENT RESPONSE & FORENSICS

IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

CYBER RISK

CYBER RANGE

UAVs EMERGING STARTUP

CRITIFENCE
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AUTOMOTIVE

Cyber  O f  Things

Cyber  O f  Things
Cyber  O f  Things

Cyber  O f  Things

CRITIFENCE

CRITIFENCE

Copyright Cyber Startup Observatory© 2018

ICS/SCADA

DETECTION & PREVENTION

SC

n a n o l o c k

n a n o l o c k

•    Close to 200 cybersecurity startups
•    Israeli startups with headquarters in the US are included in the US 
CyberSlide, available on our website
•    Very robust ecosystem across all categories, especially in 
Network & Cloud, Cyber Posture, Detection and Prevention, Incident 
Response, Identity & Fraud and SOC.
•    High quality startups with vertical specialization: Automotive, 
Healthcare, OT/ICS for Industrial environments and Critical 
Infrastructure.



The Israeli CyberSlide© in Detail

Observatory© 
Members

TRAINING & EDUCATION
CYBER RANGE

•    Close to 20 cybersecurity startups providing advanced 
cybersecurity training with local, regional and in some cases global 
coverage.
•    Diverse topics and areas of expertise, such as cyber resilience, 
awareness programs, war gaming, crisis management, tabletop 
exercises, blue and red team training, etc.
•    Sophisticated, second to none cyber range infrastructures with a 
completely  unique value proposition.



The Israel CyberSlide© in Detail

Observatory© 
Members

Cyber  O f  Things

NETWORK SECURITY

Cyber  O f  Things

CLOUD SECURITY

MOBILE SECURITY IoT - IIoT

CRITIFENCE
Cyber  O f  Things

n a n o l o c k

•    Robust offer in Network, Cloud, Mobile and IoT-IIoT security with 
over 80 specialized startups.
•    Expertise in corporate and enterprise networks and also in 
specific verticals such as Automotive, Healthcare and Industrial 
OT/ICS infrastructure.
•    Very interesting initiatives focused on addressing the important 
challenges coming from the unprecedented growth of IoT-IIoT 
devices.



The Israel CyberSlide© in Detail

Observatory© 
Members

ENDPOINT SECURITY COMPLIANCE & DATA LEAKAGE PREVENTION

APPLICATION SECURITY WEB SECURITY

[

D E F E N S E

•    Roughly 20 startups addressing Endpoint Security issues: 
malware, ransomware, file-based or file-less attacks running both 
on-premises or on the cloud.
•    Compliance is also a very robust discipline with over 20 startups 
helping enterprises, SMEs, Corporates to comply with regulatory 
frameworks like GDPR and to address privacy issues.
•    In the Application and Web security fields, there are several very 
well-known startups and established companies with global reach.



The Israel CyberSlide© in Detail

Observatory© 
Members

PHISHING PREVENTION

Cyber  O f  Things

DETECTION & PREVENTION

CYBER INTELLIGENCE IDENTITY & FRAUD
IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

EMAIL SECURITY

CYBER POSTURE BREACH & ATTACK SIMULATION

THIRD PARTY SECURITYCYBER RISK

CRITIFENCE

DATA PRIVACY

Cyber  O f  Things

•    Detection & Prevention is probably one of the strongest  and most 
prolific areas with over 40 high quality and extremely specialized 
startups. 
•    Identity & Fraud brings to the table over 15 startups addressing 
important problems using state of the art technologies like 
behavioural biometrics or artificial intelligence / Machine Learning.
•    A variety of Cyber Posture solutions focused on the orchestration 
and optimization of existing cybersecurity investments. Breach & 
Attack Simulation solutions help organizations to automate testing 
providing a continuous improvement.



The Israel CyberSlide© in Detail

Observatory© 
Members

DECEPTION SOC

CRITIFENCE

INCIDENT RESPONSE & FORENSICS UEBA INSIDER THREATS

•    As we assume that cyber events are going to happen, Deception 
technologies are more and more in demand. Very advanced 
discipline in the Israeli ecosystem with unique solutions.
•    Incident Response & SOC are well covered areas with over 40 
startups with widely proven solutions, some of them leveraging 
innovative technologies such as AI / Machine Learning / Automation.
•    Very interesting companies in the UEBA and Insider Threats 
categories.
  



The Israel CyberSlide© in Detail

Observatory© 
Members

AUTOMOTIVE

n a n o l o c k

HEALTHCARE

CRITIFENCE

ICS/SCADA UAVs BLOCKCHAIN

•    OT & ICS are areas where the Israeli technology is without doubt 
second to none. A large number of startups, with very consistent 
value propositions and a very important international customer base.
•    Cybersecurity in the Automotive industry is developing at the 
speed of light with most of the companies being both successful and 
fast achieving international growth.
•    As the Healthcare industry is now a key target for criminal 
organizations, new startups are appearing in order to address 
fundamental challenges. We have initially identified five of these 
startups.



Insight

The “Bank of Things”: The 
Application of IoT in the 

Financial Sector 

Cyber  O f  Things
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The “Bank of Things”: The Application 
of IoT in the Financial Sector  

Put simply, the Internet of things (IoT) 
is the network of interrelated computing 
devices that connect and exchange data with 
one another via the Internet.  Comprised 
of billions of devices that transcend every 
major industry and shape each aspect of 
our lives, facilitating everything from credit 
card payments to the reduction of pollution 
in major cities, it is not hard to see why the 
IoT has become such a hot buzzword in 
recent years. 

By 2020, it is predicted that there will be 
26 billion connected devices globally- a 30-
fold increase from 2009. This exponential 
increase in the number of IoT devices 
will produce an incalculable rise in the 
number of interactions, transactions and 
exchanges, and a virtually endless number 
of possibilities and opportunities, which 
we may not be able to fathom or control. 
However, herein this limitless exchange 
of information and data lies comparably 
limitless challenges and vulnerabilities.  

The Positives and Negatives of 
IoT

The power of the IoT is a double-
edged sword. The very ubiquity and 
interconnectedness that make it so 
powerful and effective are the same 
characteristics that make it so susceptible- 
there are billions of devices and therefore 
billions of attack paths for security threats. 
If everything becomes “smart”- our homes, 
cars, offices, cities- as some commentators 
hypothesise/ predict, then every aspect 
of our lives is at risk of being hacked or 
breached. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   5 minute read
•    The Positives and Negatives of IoT
•    The “Bank of Things”
•    You Need to Protect Your Assets and Airspace 
from IoT attacks

Cyber  O f  Things

https://cyberstartupobservatory.com/
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The “Bank of Things”

As an industry that trades in the 
intangible, from the exchange of long-
term stock assets to enabling online 
payments of consumer goods, the 
financial services industry (FSI) may 
not seem directly associated with 
something tangible like the Internet of 
things. However, the transformational 
impact and optimisation of IoT devices 
is no more apparent than in the worlds of 
commerce and investment. The intrinsic 
value of the IoT lies in the transmission 
of data, which the FSI requires to gather, 
exchange and analyse information- or in 
other words, function. 

In the FSI the “bank of things” (which 
makes the very apt acronym “BoT”) is the 
material infrastructure that facilitates the 
billions of data transfers that take place 
every day. It enables insurance companies 
to collect and share data with customers 
about their insured goods in real time, 
allows consumers to make instant 
contactless payments and provides the 
framework for retail banks to collect 
information on each customer that enters 
one of their locations. 

The most notable and well-
documented example of investment in 
the IoT infrastructure has been by retail 
banks. To create an optimally convenient 
consumer experience, they have 
invested growing amounts of revenue 
into connective technologies- otherwise 
known as “fintech”- that make payment 
transactions and transfers the seamless 
processes that we know and use today. 

Mark Barnett, Mastercard’s President 
for UK & Ireland, predicts that cash will 
become obsolete in the UK within the next 
five years as these technologies become 
even more efficient and more accessible 
as the range of connective payment 
devices increases and diversifies. In 
2014, electronic payments overtook cash 
payments by volume in the UK for the first 
time. Eventually, it is believed, tangible 
forms of money will become extinct and 
looked back on as anachronistic and 
superfluous.   

“In the FSI the “bank of 
things” (which makes the 
very apt acronym “BoT”) 
is the material 
infrastructure that 
facilitates the billions of 
data transfers that take 
place every day.”

“To create an optimally 
convenient consumer 
experience, they have 
invested growing amounts 
of revenue into connective 
technologies- otherwise 
known as “fintech”- that 
make payment transactions 
and transfers the seamless 
processes that we know 
and use today.”

https://cyberstartupobservatory.com/
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However, banks and FSIs are under 
an increasing amount of scrutiny for 
their failure to maintain sufficient levels 
of customer service and defend against 
and respond to cyber-attacks. One of the 
main reasons for this is the susceptibility 
of fintech devices and networks to 
malfunctioning. In June this year, Visa 
payment systems crashed throughout 
Europe, preventing millions of customers 
from being able to use card readers to 
pay for goods. Although Visa reported 
there was no malicious attack involved 
in the hardware failure, the incident 
demonstrated how dramatic, wide-
ranging and economically detrimental the 
structural collapse of an IoT infrastructure 
can be, especially in the FSI.

Another concern is that IoT devices 
are not protected by design. As there is 
no standard of compliance to safeguard 
against cyber threats in the manufacturing 
process, they are often shipped and 
distributed as hackable devices, and 
financial organisations have no means 
of securing them. Therefore, financial 
products, that are used to transfer money 
and personal data, are very convenient 
and attractive attack surfaces for 
cybercriminals. Once one insecure device 
is breached, the data within its wider 
network can be accessed and stolen. Put 
simply, they are an “open door:” inviting 
hackers to scan networks, install malware, 
conduct reconnaissance, and seamlessly 
exfiltrate data by bypassing other security 
mechanisms.  Their prominence within 
the FSI puts the data of every consumer 
at risk.

Moreover, IoT devices can be exposed 
through their cloud or web application 
services, as very often, they are not 

adequately secured. The wireless 

networks surrounding IoT devices are also 
highly unprotected (WPA2 vulnerabilities, 
for example). Wireless infrastructures 
are highly sensitive, especially where 
multiple devices from multiple vendors/
users are concerned. They can be used to 
penetrate an employee’s device, and their 
organisations network, anywhere the 
employee might be using a Wi-Fi hotspot. 
This happened to the Chief Executive of 
a New York tech company recently, when 
his computer was infiltrated and forced 
to pay a digital currency called Monero, 
demonstrating the vulnerability of IoT 
devices throughout the world. Billions of 
consumers are connected to public Wi-
Fi each day, thousands, if not millions, 
of which could work for large financial 
organisations. 

https://cyberstartupobservatory.com/
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You Need to Protect Your Assets 
and Airspace from IoT attacks

The power of IoT devices is boundless. 
However, so too is their vulnerability. 
Within the FSI, this frailty is compounded 
by the out-dated and complex systems 
that shape it. These systems possess 
swathes of highly sensitive and valuable 
consumer information that can reap 
significant rewards for hackers. More 
and more of this data will continue to 
be generated, and become increasingly 
accessible and desirable, as the number of 
connected devices, users and interactions 
grows at an exponential rate. Therefore, 
organisations must figure out a way to 
store, track and protect it, and quickly.

An additional aspect is that IoT devices 
are often “invisible”; we tend to forget 
about them and the device manufacturers 
are not cybersecurity experts, so trusting 
the system/device itself to be secured is 
a problem. Let’s say there is a vulnerability 
and something needs to be updated; in 
many cases, organizations will skip the 
updates because it may put the operation 
at risk or could cost a lot of money to 
arrange a shutdown.

We have seen organizations investing 
a lot of money in mechanisms to protect 
their networks, perimeters and endpoints, 
so attackers will use the path of least 
resistance in terms of attack surface – 
connected devices, especially in a wireless 
environment. However, organizations are 
unaware that it’s not only the corporate 
network that is in danger; its airspace is 
also under threat. Hackers can connect 
via P2P directly to these assets and, from 
there, get into the corporate network.

 

What is needed is a defense that 
quickly and easily identifies, monitors and 
protects all the smart connected devices 
operating in and around your business. 
This dedicated cybersecurity solution 
needs to monitor both the IoT device 
and its activity 24 x 7, and neutralize the 
threat. By doing this, an organization will 
be able to detect when and which devices 
are at risk, as well as mitigate the threat in 
real time without physically looking for it. 
The answer does not lie within the device 
itself, but with a solution that brings your 
Security Operations Team visibility and 
control.

 Security should be done from outside 
the organization’s operational network 
or infrastructure by dedicated security 
staff so they can ensure there is the right 
solution in place without having to trust 
the infrastructure or operational network 
itself.

https://cyberstartupobservatory.com/
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Organizations must:

* Know what and where each IoT/
connected device is.

* Have continuous visibility (24x7), 
not a onetime scan, update or patch. 

* Understand the risk level of each 
device is to your network. 

* Mitigate as soon as a negative 
behavior is discovered.

* Be able to build their policy. Enabling  
the organization to take control and 
set what behavior it allows and 
doesn’t allow. This level of security 
required will be different for each 
organization – what is allowed in 
one company, may be disabled in 
another.

Organizations need to understand that 
the threat landscape has changed, there 
are billions of devices out there and each 
one is different. You can’t use the old 
way of detecting signatures of attacks 
or looking for vulnerabilities. You have to 
be smarter and use the next generation 
defense methods based on sophisticated 
machine learning, behavioural analysis 

and anomaly detection technologies 
combined with big-data science in order to 
meet the challenges of IoT and connected 
devices pose to Cybersecurity.

For more information, visit: 

www.cy-ot.com

Cyber  O f  Things

“Organizations need to 
understand that the threat 
landscape has changed, 
there are billions of 
devices out there and each 
one is different. You can’t 
use the old way of 
detecting signatures of 
attacks or looking for 
vulnerabilities.”
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01
Company Description
Cy-oT provides the enterprise-grade defense you need to protect your organization 
from vulnerabilities and threats introduced by smart connected devices operating in 
your surrounding airspace. 

Company Name: Cy-oT
Founded: 12/15
Employees:  15
Web: www.cy-ot.com 
Headquarters: Israel

02Company Information
Key Target Verticals: Protecting 
customers who want to secure their 
critical Information and assets from 
wireless and IoT-born threats, including 
financial institutions, government 
agencies, healthcare, manufacturing, etc. 

Product Category: IoT Security / Network 
Security / Detection and Prevention
Product Stage: The Service is G.A. and 
being used by customers.
Product Names and Brief Description:
The Cy-oT Defense gives you total 
visibility into all the smart connected 
devices operating in and around your 
airspace, with the ability to protect your 
business from activity that poses a threat 
to your corporate, security & compliance 
policies & objectivies. 
The Cy-oT Managed Service provides the 
personalized IoT expertise to take care of 
the deployment of Cy-oT and its end-to-
end airspace protection. 

03
The Product Customer Footprint

Key Target Verticals:
• Financial institutions
• Government agencies
• Healthcare
• Manufacturing

• Others

Markets with Customers:
• Americas
• EMEA
• ASIA

Cyber  O f  Things
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04
How the CY-oT Defense Works

              Smart Protectors
• Sensors deployed throughout your 

environment, giving you total visibility 
into what’s going on in your airspace.

• Continuously detects & monitors all 
smart connected devices.

• Operates completely independently, 
out-of-band, so there are no agent or 
updates to worry about. 

 

Cyber  O f  Things

               Cloud Service
• Sensors deployed throughout your 

environment, giving you total visibility 
into what’s going on in your airspace.

• Continuously detects & monitors all 
smart connected devices.

• Operates completely independently, 
out-of-band, so there are no agent or 
updates to worry about. 

 

               Managed Service
• Experts deploy your sensors & set up 

your policies to protect against IoT-
based violations & threats.

• Provide ongoing insights into IoT and 
wireless activity in your environment 
& recommendations on best practice 
actions.
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05
Key Benefits

Fill the Cybersecurity Gap 
Continuously monitor, control & protect against attacks from smart connected devices 
in your airspace to support your cybersecurity and compliance objectives.  

Achieve Greater Security with the Same Team 
The zero-touch, self-managed solution gives you all you need to add IoT security, without 
having to add to your resources. 

Freedom to Embrace IoT and Wireless 
Accelerate your digital transformation - benefit from the use of IoT in your enterprise, 
with the confidence your business remains safe.  

Cyber  O f  Things

Unique Differentiators

Total Visibility 
Analysis of your airspace 24x7 provides continuous insights into what each smart 
connected device in and around your airspace IS doing & what it SHOULD BE doing. 
Proactive Threat Detection
High fidelity alerts that accurately identify all the threats and vulnerabilities created by 
the smart connected devices active in your environment. 
Real-Time Attack Mitigation
Ability to take precise action to neutralize malicious IoT activity, in real-time, to protect 
the integrity & privacy of your sensitive information and ongoing operations .
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06

Awards
Cyber  O f  Things

Partners
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Nir Chervoni 
VP Information Security, Credorax Group 

Nir Chervoni is a seasoned information 
security leader with extensive information 
technology, information security, and 
strategic security planning skills.

He is currently acting as Vice President 
of Information Security for Credorax Group 
– an amazing Fintech company, providing 
merchant acquiring services, cross-border 
payments, and banking services.

Nir brings vast knowledge and 
experience in the field of information 
security in large scale financial 
corporations and Fintech companies.

Nir started his career in the field of 
information technology with a couple of 
hands-on positions, through information 
security consultancy, and leading a team 
of information security architects in one 
of the biggest banks in Israel, providing 
security guidelines and directives to the 
bank and its subsidiaries around the 
world.

As a bonus – Nir is a musician in his 
spare time.

Why did the role of CISO appeal to you?

While I was an Information Security 
Consultant, working with a large number 
of organizations, I noticed that most of 
the CISOs were mainly focusing on how to 
increase security within the organization’s 
IT systems and networks, creating large 
work plans containing several security 
solutions. One thing that I think I had 
already identified back then is the fact that 
most of their work plans and solutions 
weren’t aligned with the business strategy 
and the business and operational risks 
related to one’s organization. 

At some point, it hit me that something 
was wrong with that approach, and I 
imagined how it would be when I became 
a CISO someday in the future, focusing 
on the key business and operational risks, 
trying to bring a business value, adding 
security layers as part of the company’s 
product.
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When speaking the language 
of business to their boards, are 
there certain phrases CISOs 
should be using?

I think that in general, a CISO needs to 
adapt his language and phrasing when he 
speaks with various kinds of audiences. 
If we take the board as a key example, 
the CISO needs to talk the language of 
business risk, potential damage, the cost 
of risks reduction, and the level of residual 
risk after mitigating the most significant 
risks. 

In the most common case, the board 
members aren’t technical, and even if they 
are, they are not really interested in having 
a lecture about the technical risks, or how 
sexy the security solutions the CISO is 
planning to implement are. That’s why the 
approach of talking “money” and “risks” 
is supposed to work with delivering your 
agenda as a CISO to the board.

What soft skills can help 
security executives collaborate 
better?

I think that the three most important 

soft skills which can help security 
executives collaborate better are positive 
attitude, good communication skills, and 
acting as a team player.

With regards to positive attitude, I 
think that when you’re a CISO, in lots of 
organizations, most of the employees 
and executives see you as someone who’s 
pretty harsh, doesn’t really understand 
the full business picture, and sometimes 
even looking like someone who’s managing 
the “department of “no””. Having a positive 
attitude, together with a business-enabler 
approach can significantly enhance the 
way the employees and executives can 
perceive you and your agenda as a CISO.

With regards to good communication 
skills, it’s pretty simple. Like salesmen, you 
should learn how to be a story-teller. As a 
story-teller who can deliver your agenda 
in a simple, clear and interesting way, you 
can gain a lot of cooperation from your 
colleagues and other stakeholders that 
you’re dealing with.

With regards to acting as a team player, 
as long as you act as someone who shares 
the same goals with the executives within 
the organization in a way that is aligned 
with the business objectives – they will 
cooperate with you.

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 36BACK TO CONTENTS

Threats are everywhere and 
always changing. How to 
address this difficult reality?

A CISO needs to understand the 
business verticals of the company, the 
systems and components enabling those 
business verticals, and the business impact 
in case of a successful attack on one, 
partial, or various business processes.

The way the CISO should handle the 
prioritization of reducing the probability 
of those attacks, is with risk evaluation and 
management, risk methodologies and risk 
assessment tools. These methodologies 
should help the CISO to understand the 
risk level derived from the business impact, 
the probability of exploiting the systems 
or components supporting the relevant 
business vertical, the current controls in 
place which are already mitigating the 
practical risk, and some other variables 
like the scale of effect in case of attack, and 
ability to replicate an attack after having 
suffered a successful one, etc.

With proper risk management, the CISO 
can “move the parts” wisely within the 
company’s information security program in 
a way that it would be more cost-effective, 
and focus the key business risks, and not 
just something that intuitively looks as 
critical risk, but in a holistic view, actually 
only a medium one.

How do you predict the future 
of authentication in online 
banking?

I believe that the requirement for 
strong authentication will increase more 
and more with the evolution of new attack 

types in the future. 

As PSD2 already stated, in the near 
future (September 2019), the requirement 
for Strong Customer Authentication in 
online banking in Europe is going to be 
mandatory, an act which should increase 
security with all the banks which haven’t 
implemented it yet.

Still, as already occurred in the past, 
even with multi-factor authentication, 
sophisticated attacks can still happen, as 
happened before with Eurograbber and 
Operation High-Roller back in 2012.

I believe that in the near future, we 
will see new authentication technologies 
based on key-splitting, authentication apps 
runtime protection within smartphones, 
and various solutions which will be aligned 
to the active threats of the same time 
period.
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How could we address the perception of cybersecurity holding 
back the business?

As I’ve mentioned previously within this interview, before I was a CISO I was imagining 
what kind of CISO I would be when I held this position, and two key items that I had in 
mind were being a business enabler and trying to provide security as a business value. 
Today I still believe that these two approaches are the key success factors for CISOs in 
general, and for me as a CISO specifically.

As a closing statement, I want to say that I have a dream. In my dream, 
all of the companies world-wide, and financial services companies 
specifically, will see the CISO as part of senior management and as a 
key business player, similarly as they are seeing the CFO, and the CTO 
today for instance. Of course, this will require the counter party (the 
CISO itself), being mature enough to understand that he didn’t engage 
with the company just to protect its systems and data, but also to play 
a key role within the company’s vision and strategy.

Hall of Fame

Nir Chervoni
VP Information Security, Credorax Group

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/hall-of-fame/


Insight

The Breach & Attack Simulation 
(BAS) Technology Revolution



www.cyberstartupobservatory.com Cyber Startup Observatory Israel 39BACK TO CONTENTS

The Breach & Attack Simulation 
(BAS) Technology Revolution 

Cyberattacks have evolved dramatically 
in the past couple of decades regarding 
their capabilities, scope, fallout, number of 
targets, etc. The worldwide damages from 
cybercrime are reaching all-time highs and 
it looks like this will only get worse. Since 
the risk of being attacked is so high, C-level 
managers and executives are looking to 
boost their organization’s security posture. 
CIOs and CISOs are now pressured to 
prioritize cybersecurity and shift budget 
to acquiring additional security solutions 
making sure that they are resilient to 
cyberattacks. 

Since testing the cybersecurity posture 
of organizations is becoming a top priority, 
it has triggered an increased demand 
for the latest and most comprehensive 
testing solutions. Traditional ways of 
testing include scanning for vulnerabilities 
(which entails checking for vulnerabilities 
that are already known or that have 
already been exploited by cybercriminals), 
manual penetration testing (consisting of 

pen tests that are conducted by human 
testers who try to evaluate the security 
of an organization’s infrastructure by 
safely exploiting vulnerabilities), and 
Red Team testing (where a Red Team 
consisting of cybersecurity pros attacks 
the organization’s network, and a Blue 
Team consisting of IT managers and/or 
cybersecurity staff will try to stop these 
attacks).

In its Hype Cycle for Threat-Facing 
Technologies 2017, Gartner introduced 
a new domain: The Breach & Attack 
Simulation (BAS). Gartner defines Breach 
& attack Simulation (BAS) technologies as 
tools “that allow enterprises to continually 
and consistently simulate the full attack 
cycle (including insider threats, lateral 
movement and data exfiltration) against 
enterprise infrastructure, using software 
agents, virtual machines, and other means”. 
What makes BAS special, is its ability to 
provide continuous and consistent testing 
at limited risk and that it can be used to 
alert IT and business stakeholders about 
existing gaps in the security posture or 
validate that security infrastructure, 
configuration settings and detection/
prevention technologies are operating as 
intended. BAS can also assist in validating 
if security operations and the SOC staff 
can detect specific attacks when used as 
a complement to red team or penetration 
testing exercises.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   4 minute read
•    The Breach & Attack Simulation (BAS) 
technology 
•    Gartner Hype Cycle for Threat-Facing 
Technologies
•    Cymulate as a BAS leader and its capabilities
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In its Hype Cycle for Threat-Facing 
Technologies 2018, Gartner rated 
the benefit of BAS as “high”. As an 
emerging technology, it is expected to 
go mainstream within the next 10 years. 
Last year, Gartner predicted that it would 
take more than 10 years, which underpins 
the acceleration of BAS as becoming a 
mainstream technology and that the BAS 
market is proving the value and accuracy 
of security assessments resulting from 
simulated attacks. The installed base 
has approached hundreds of customers 
for leading BAS vendors in 2018. In its 
previous report, Gartner found that “only 
a few vendors having real customer 
deployments”. 

It illustrates that CISOs are allocating 
budget for automated testing and 
assessment of existing security controls 
as well as the appropriate configuration 
settings for email and web security 
gateways, firewalls and web application 
firewalls, and ACLs. 

To recap: The BAS domain is expected 
to continue its meteoric rise since 
BAS tools show organizations if their 
cybersecurity really works. To quote 

Gartner: “The ability to provide continuous 
testing at limited risk is the key advantage 
of BAS technologies, which are used to 
alert IT and business stakeholders about 
existing gaps in the security posture, 
or validate that security infrastructure, 
configuration settings and prevention 
technologies are operating as intended”. 

Cymulate

One of the leaders in the BAS tech 
arena, is Cymulate. With its easy-to-use 
BAS platform, it helps companies to 
stay one step ahead of cyber attackers. 
It mimics the myriad of attack strategies 
and tools that malicious hackers and cyber 
criminals deploy, allowing businesses to 
assess their true preparedness to handle 
cybersecurity threats effectively. Since 
it’s an on-demand SaaS-based platform, 
it lets users run simulations 24/7 from 
anywhere, which shortens the usual 
testing cycle and speeds up the time to 
remediation. 

“CISOs are allocating 
budget for automated 
testing and assessment of 
existing security controls 
as well as the appropriate 
configuration settings for 
email and web security 
gateways, firewalls and 
web application firewalls, 
and ACLs.”
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The capabilities and functions of 
Cymulate’s BAS platform include:

• The ability to test all phases of an 
attack, from pre-exploitation to 
post-exploitation, persistence and 
maintaining access; 

• The ability to test continuously, 
periodically and on-demand;

• The ability to deliver safe tests 
without interfering with business 
operations; 

• The ability to test both perimeter 
and internal security controls;

• The ability to update continuously to 
deliver simulations that also include 
in-the-wild detected threats; 

• The ability to provide comprehensive 
conclusive reports including 
recommendations for mitigation.

For more information, visit

www.cymulate.com 

or request a free trial

***Gartner does not endorse any 
vendor, product or service depicted in 
its research publications, and does not 
advise technology users to select only 
those vendors with the highest ratings 
or other designation. Gartner research 
publications consist of the opinions of 

Gartner’s research organization and 
should not be construed as statements 
of fact. Gartner disclaims all warranties, 
expressed or implied, with respect to 
this research, including any warranties of 
merchantability or fitness for a particular 
purpose.
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01Company Description

Cymulate helps companies to stay one step ahead of cyber attackers with a unique 
breach and attack simulation platform that empowers organizations with complex 
security solutions to safeguard their business-critical assets. By mimicking the 
myriad of strategies hackers deploy, the system allows businesses to assess their 
true preparedness to handle cyber security threats effectively. An on-demand SaaS-
based platform enables to run simulations 24/7 from anywhere, shortening the usual 
testing cycle, and speeding up time to remediation. Cymulate was established in 2016 
by former IDF intelligence officers and leading cyber researchers with extensive 
experience in offensive cyber solutions. Cymulate is a Gartner Cool Vendor!

Company: Cymulate
Founded: 06/16
Employees: 23
Web: www.Cymulate.com
Headquarters: Israel

02
Company Information

Other offices: Spain, India, US
Key Target Verticals: Financial, Healthcare, 
Telecom
 

Product Category: Breach & Attack 
Simulation
Product Stage: Released
Product Names and Brief Description:
Cymulate Breach & Attack Simulation 
platform allows organizations to assess 
their true readiness to handle cyber security 
threats effectively by simulating the myriad 
tactics and strategies used by hackers 
to attack network and endpoint security 
infrastructures.
Services Provided:
 Assessment though varios attack-vectors.

03
The Product Customer Footprint:

• In 2017, tripled Y0Y revenue and 
doubled customer base

• Serves 8 of the largest international 
banks and many regional banks in 
North America, EMEA and Asia

• Serves Fortune 100 in retail, 
pharmaceuticals, consumer goods 
and manufacturing, and midsize 
customers across every major 
vertical. 

https://cyberstartupobservatory.com/
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04Product in detail
Cymulate’s Breach & Attack Simulation (BAS) platform takes targeted simulation 
attacks one step further by measuring the organization’s true preparedness to handle 
cybersecurity threats effectively.

 

How does it work?

• Using an offensive approach and defensive actions, Cymulate exposes critical 
vulnerabilities by simulating multi-vector cyberattacks from an attacker’s perspective. 

• This sophisticated plug-and-play platform simulates and tests attack vectors by 
impersonating hackers, cybercriminals nations powers and even rogue insiders 
before an actual attack will take place exploiting any weaknesses. 

• The SaaS simulations can be run on-demand at any time and from anywhere without 
impacting the users or infrastructure. 

• With Cymulate’s Red Team capabilities, organizations can continuously test their 
cybersecurity posture against cyberattacks, global cybercrime campaigns and 
directed APTs.
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05Key Benefits

• Immediate Results.

• Remotely test the entire infrustructure.

• SaaS Solution – Plug & Play – No Hardware Required.

• Comprehensive Cyber posture assessment.

06
Unique Differentiators

• Our Breach and Attack simulation platform covers a wide range of attack vectors: 
Email, Web-Gateway, WAF, Lateral Movement, Endpoint, Phishing, SIEM/SOC and 
APT.

• The platform evaluates the organization’s external and internal security posture.

• Plug & Play solution, no hardware required – 5 minutes to deploy.

• Provides immediate results for each attack vector with mitigation recommendation.
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07
Awards

Cyber defense Magazine – Infosec Awards 2018 – Winner under “Breach & Attack 
Simulation” category

Info security Product Guide – Gold award under “Breach & Attack Simulation” category

Cyber Security Excellence Awards – Silver award under “Best cybersecurity startup” 
category

Cyber Security Excellence Awards – Silver award under “Security Automation” category

Fortress Cyber Security Awards – Winner under “Breach & Attack Simulation” category

Gartner Cool Vendor 
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Using Deception Technology to 
Secure the Success of M&A

M&A: Opportunity for growth—
and for cyber criminals

Because they rarely provide tangible 
ROI, cybersecurity investments are often 
justified by the potential costs of not 
investing. M&A is one arena where these 
costs can be quite tangible. 

In 2015, TalkTalk, the UK 
telecommunications and Internet provider 
was fined £400,000 and lost 101,000 
customers when personal data of 156,959 
customers was compromised, costing the 
company up to £60 million.   Years earlier, 
it had unwittingly inherited unpatched 
servers via an acquisition. In 2016, as 
Verizon was pursuing the acquisition 
of Yahoo! Inc.’s Internet properties, 
revelations of security breaches at Yahoo! 
reportedly devalued the transaction by 
$350 million.

Whether your organisation is the target, 
the buyer, or an equal partner in an M&A 
transaction, cybersecurity should be a 
front-and-center concern because while 
business stakes are higher, so is your 
vulnerability to cyberattack. Periods of high 
IT volatility always create security gaps. 
During data center consolidation, cloud 
migration, geographic expansion, or even 
workforce reengineering, it can be difficult 
for any security team to keep pace with the 
widespread system, infrastructure, and 
personnel changes. Routine operations 
such as patch management may suffer in 
the process. 

But beyond the general challenges 
associated with largescale IT change, M&A 
also adds:

• New threats and a wider attack 
surface. While acquiring the assets of 
another company, you’re also acquiring 
its risk profile, which may be new for your 
business. The cyber program of a healthcare 
provider acquiring a pharmaceutical 
retailer, for example, may not have been 
designed to address the wider range of 
business risks and possible threats. 

• The potential to inherit dormant 
cyber threats. Along with the other 
organisation’s IT assets, you could be 
acquiring some serious problems that are 
not yet visible.

At a glance
•    4 minute read
•    M&A: Opportunity for growth—and for cyber 
criminals
•    CISOs need a seat at the table—and new tools 
in their kit.
•    Why is it so difficult to detect shadow IT 
mishaps? 
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And while the infrastructure is more 
vulnerable, research from Digital Shadows  
suggests that during M&A, attackers are 
more likely to be waiting in the wings. 

It is an opportune time to profit by 
exploiting financial markets and intellectual 
property. 

As valuable data changes hands, there 
are more opportunities for a data breach. 
If employees are resentful or fearful of the 
coming changes, attackers might be more 
successful in finding insiders to exploit.

CISOs Need a Seat at the Table—
and New Tools in Their Kit

CISOs need to be an integral part of 
M&A planning and execution at every 
stage—not just once the deal is done and IT 
assets need to be integrated. The security 
posture of the target company needs to 
be carefully assessed during due diligence, 
and a refreshed cybersecurity program for 
the future entity needs to be mapped out 
proactively. 

In addition, the CISO needs new, more 
nimble security methods in order to help 
ensure that strategic business transactions 
are successful. Standard cybersecurity 
measures are never perfect; targeted 
attackers with a will to break in can always 
find a way, but during M&A it is even more 
urgent to be realistic about the limitations 
of security controls. 

Endpoint-based deception offers the 
simplest, most direct means of finding and 
stopping malicious activity within your 
environment—whether by insiders or 
outsiders.

Once attackers find a way in, they must 
investigate their surroundings to find data, 
user credentials, and pathways to your 
organisation’s “crown jewels.” Endpoint-
based deception is purpose-built to exploit 
this process. 

It forces attackers to reveal themselves, 
allowing the organisation’s security team 
to take control of the attack early in the 
process before critical assets can be 
reached.

Cybersecurity issues can derail a deal or 
diminish its value 
If cybersecurity issues come to light 
during M&A, they can disrupt the 
process—and slash the value of assets. 

According to a 2017 survey of 100 
senior global executives by West 
Monroe Partners’ M&A practice, 
cybersecurity weighs heavily on the 
minds of investors.
 
- More than half of respondents (52%) 
report discovering a cybersecurity problem 
after a deal closed.
- Cybersecurity concerns caused failure of 
23% of software M&A deals, tying with financial 
and tax issues as the top reason for abandoning 
M&A deals.
- Cybersecurity was the second 
most-common reason buyers regretted a deal.
- Two in five respondents (41%) said 
problems during post-merger integration is 
their main worry when thinking about issues 
relating to cybersecurity.
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It works by placing thousands of 
featherweight bits of false information on 
systems throughout the network—data 
and other artifacts designed to appear 
useful to the attacker. When someone 
tries to use these deceptions—perhaps by 
trying to log in with false credentials or 
accessing a non-existent system, server, or 
shared file—an alert is sent to IT, forensics 
are captured, and defenders can monitor 
the attacker’s movements and take action. 
With Illusive, there is a 99% probability 
that an attacker will be detected within 
three lateral movements.

Defence as elastic as your fast-changing 
environment

With so many other projects to be 
done during an M&A integration, 
why would anyone want to 
undertake the deployment of a 
new technology? 

First of all, deployment is very fast and 
non-disruptive. Illusive’s technology is 
agentless. The hard work of setting up a 
tailored deception environment is done for 
you within hours or days through intelligent 
automation—invisibly to end users, and 
without burdening IT staff. In fact, Illusive’s 
technology is so simple to deploy that it 
could easily be used in the due diligence 
process to assess a target company’s risk 
posture.

But the key value of deception in an 
M&A context is twofold. One, as described 
above, when it is known that security 
controls will be far less effective than 
usual, endpoint-based deception enables 
attackers operating inside the network to 
be caught quickly.

Two, Illusive’s deception technology 
is unique in its ability to seamlessly 
adapt as the environment is changing. It 
automatically discovers and rediscovers 
the environment so that new systems can 
be fitted with deceptions as they come on 
line. No matter where and when an attacker 
finds a point of entry—even if through a 
previously infected, “inherited” system—
he or she faces high odds of immediate 
detection, no matter what gaps may exist in 
traditional defences. 

During M&A periods, endpoint-based 
deception can also: 

1. Uncover hidden weaknesses. During 
normal business activity, ordinary and 
privileged user credentials get “left behind” 
in applications and system memory, 
and system-to-system connections are 
established where they shouldn’t be. 
This problem is multiplied when there is 
a higher-than-usual rate of role changes 
or employee turnover. Illusive’s discovery 
process reveals these risk areas and 
provides tools to remediate them.

2. Help under-staffed security teams 
focus and prioritise. When resources are 
tight and security teams are temporarily 
engaged in other high-priority projects, 
leaders need confidence that the most 
business-critical resources are protected. 
Illusive shows attack paths and attacker 
activity in relation to high-value assets so 
stay focused on what matters most. 
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3. Shore up insider threat protection. 
Malicious employee behavior tends 
to increase during uncertainty. 
Deception can detect both insiders and 
outsiders snooping for sensitive data or 
unauthorised access to systems. When 
suspicious activity is identified, Illusive’s 
forensic snapshot provides evidence and 
an intelligent starting point for further 
investigation. 

M&A represents a massive opportunity 
for business growth. It also represents 
significant opportunity for attackers 
looking to capitalise on weaknesses in 
your security defences. With the right 
deception technology in place, CISOs 
and their teams can play a pivotal 
role in securing the outcomes of their 
organisations’ strategic initiatives—and 
take their security capabilities to a whole 
new level to support future business 
evolution.

For more information:

Visit us and subscribe to our blog at: 

www.illusivenetworks.com

Email us at:

info@illusivenetworks.com 

About Illusive Networks 

Illusive Networks provides deception-
based cybersecurity solutions that 
empower security teams to preemptively 
harden their networks against advanced 
attackers, stop targeted attacks through 
early detection of lateral movement, 
and resolve incidents quickly. Founded 
in 2014, Illusive now has more than 50 

million deceptions deployed in production 
environments. Customers include many 
of the world’s largest financial institutions, 
retailers, global pharmaceutical 
companies, and brand-name organisations 
in healthcare, energy, manufacturing and 
other industries.  
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01Company Description

Illusive Networks® offers agentless, automated deception technology that enables 
rapid action against targeted cyberattacks by detecting and disrupting the attacker’s 
lateral movement toward critical assets, providing forensics for incident resolution and 
proactively tightening APT defenses.

Company: Illusive Networks
Founded 2014
Employees: 80
Web: www.illusivenetworks.com
Headquarters: Tel Aviv, IL

02
Company Information

Other offices:  New York, NY
Key Target Verticals: Financial Services, 
Healthcare, Manufacturing, Technology
 

Product categories: Primary: Deception 
Secondary: Detection and Prevention, 
Incident Response and Forensics.

Illusive Platform – a deception-based 
cyber defense solution.

Version 3.x

Solution enhancements: Mainframe 
Guard; Wire Transfer Guard.

03
The Product Customer Footprint:

• In 2017, tripled YOY revenue and 
doubled customer base.

• Serves 8 of the largest international 
banks and many regional banks in 
North America, EMEA and Asia.

• Serves Fortune 100 in financial 
services, retail, pharmaceuticals, 
consumer goods and 
manufacturing, and midsize 
customers across every major 
vertical. 
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04Product in detail
Illusive coats all servers and endpoints with false data that appears to help attackers 
move from their point of entry to the critical assets they are targeting. When they 
leverage a “deception,” security is alerted and forensics are captured. Illusive enables 
organizations to preempt attacks by hardening their environment, detect attackers 
early and respond efficiently to prevent an incident from becoming a crisis. 

How does it work?

• Illusive discovers paths in your network between endpoints and “Crown Jewels”– 
as the attacker would want to know your network.

• Illusive identifies and removes risk factors that could accelerate attacker movement 
to preemptively harden the environment against future attacks.

• Deceptions are designed, placed and managed automatically across the network—
no matter how large. 

• When an attacker uses a deception, an alert notifies the security team and launches 
forensic data capture from the host(s) where the attacker is operating.

• The solution is agentless, installs in a matter of hours, produces only high-fidelity 
alerts, is self-managing, and scales seamlessly.

AI-driven automation 
powers a lightweight, 
nimble solution that 
seamlessly adapts 
to keep attackers 
guessing as the 
business grows and 
changes.
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05Key Benefits

• An easy-to-install solution to address the challenge of advanced attacks that bypass 
traditional security controls and detection systems.

• See your network from the attacker’s perspective and quantify attack risk posture to 
preemptively improve resistance to attackers.

• Detect attackers early – a 99% chance of detecting within three lateral movements.

• Accelerate incident analysis and response with instant, source-based forensics.

06
Unique Differentiators

• Completely agentless and non-disruptive to both the IT organization and the user 
population.

• Endpoint-based approach enables attacker-centric understanding of the environment 
and early detection – no matter where the attacker first breaks in.

• Tailored deception at scale through the AI-driven Deception Management System™ 
proven in the largest financial services environments.

• A nimble, purpose-built solution to stop advanced attacks based on military-level 
understanding of how attackers operate.

07
Future Functionality
• Illusive will continue to expand its deception categories and enhance its capabilities 

across the incident lifecycle.

• Illusive will continue to introduce solutions in vertical-specific cyber risk areas, similar to 
its current Wire Transfer Guard solution that protects SWIFT messaging operations.

• In 2018, Illusive will especially enrich its abilities to help customers harden the attack 
surface against advanced attackers.
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08Certifications

09Awards

10
Partners

Illusive Administrator Certification
Illusive Forensics Certification
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01Company Description

Harnessing the power of deep learning, Deep Instinct is revolutionizing cyber security 
- Unleashing game-changing threat detection and prevention technology. Deep Instinct 
is the first company to apply deep learning to cybersecurity, and only cybersecurity 
solution that is based on a proprietary deep learning framework. By leveraging deep 
learning’s predictive capabilities, Deep Instinct is revolutionizing the domain. Deep 
Instinct’s on-device, proactive solution intuitively protects against zero-day threats, 
APT and ransomware attacks even for the most evasive unknown threats, while 
maintaining the lowest rates of false positives with unmatched accuracy. 

Company Name: Deep Instinct
Founded: 2015
Employees: 80-100
Web: www.deepinstinct.com
Headquarters: Tel Aviv, New York

02
Company Information

Other offices: Singapore, Silicon Valley, 
Tokyo, Sydney
Key Target Verticals: Healthcare, Finance, 
Retail, high-ed, tech 

Product Category: (primary) Endpoint 
protection, mobile security;  (secondary) 
Detection & Prevention

Product Stage: released

Product Names and Brief Description:

Deep Instinct 

Services Provided: Endpoint protection 
focused on detection and prevention

03
The Product Customer Footprint:

Markets with Customers: US, Canada, 
France, Israel, Singapore, Thailand, 
Philippines, Japan 

Relevant Public Success Stories per 
Key Target Vertical:

• Financial Services

• Healthcare

• Education

• Law Enforcement & Intelligence 
Agencies

• Tech

https://cyberstartupobservatory.com/
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04Product in detail
Deep Instinct is the only omni-cybersecurity platform providing end-to-end protection 
with real-time pre-on-post execution malware prevention, detection-and-response 
across endpoints, servers, and mobile devices, any operation system, online or offline 
mode. 

Deep learning’s capabilities of identifying malware from any data source, results in 
comprehensive protection on any device or operating system.  

Deep Instinct continuously trains to recognize new malware in order to optimize its 
prediction model (D-Brain), which is then updated on the D-Client on the device or on 
the D-Appliance. 

The client-based solution uses a lightweight client that runs on endpoints, servers and 
mobile devices. When a file is downloaded or copied, the on-device client analyzes the 
file to determine whether the file is malicious or benign. 

The D-Client performs static analysis of files and does not use any sandboxing 
techniques. This enables real-time detection and prevention, blocking the malware 
at pre-execution level and conducting an automated response according to the 
predefined security policy. The deep learning module runs in prediction mode on the 
device without affecting the user experience and operates autonomously from the 
enterprise’s network or Internet. 
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05How does it work?

How deep learning is used in cybersecurity: 

1.-Towards the training phase, we build the data sample from 4 main sources: 
• Publicly available repositories of malicious and benign files, 
• Known malware
• Home grown malware 
• Mutated malware 

2.-We also add “noise”, which changes the raw data from the files we feed into the 
algorithm, in order to automatically generate slight “mutations”, which are fed in each 
training cycle during our training phase. 

This concept immunes Deep Instinct against the modifications that are applied to 
the different variants, such as strings or even polymorphism. The unique deep learning 
algorithms that we use ensure immediate response with only a millisecond for 
prevention and detection.
The result is unparalleled cybersecurity prowess in blocking and preventing even the 
most evasive unknown, first-seen malware, including persistent threats (APT), zero-day 
attacks, and ransomware.

3.-Deep Instinct continuously trains to recognize new malware in order to optimize its 
prediction model (D-Brain), which is then updated on the D-Client on the device or on the 
D-Appliance (for a clientless deployment). The client-based solution uses a lightweight 
client that runs on endpoints, servers and mobile devices.
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06Key Benefits
• Immediate instinct. Unmatched Accuracy - Immediate instinct - only a millisecond for 

detection and prevention. Unmatched accuracy  - with intuitive detection of zero-day, APT, 
and ransomware, even for the most evasive unknown threats, while maintaining the lowest 
rates of false positives.

• No Tradeoffs: Highest Detection rates, lowest false positive rates

• Real-time omni-cyber protection of any device, mobile, endpoint, or server; with any OS 
(iOS, MacOS, Windows, Android); against any file-based or file-less attack, in both online 
and offline, connectionless mode.

• End-to-end protection - with real-time pre- execution malware prevention, detection-and-
response.

• Deep learning, deeper understanding: autonomous analysis and classification of unknown 
threats with unique deep learning malware classification without any human involvement.

• Ultra-flexible, super-friendly: user and admin friendly, either as cloud-native by design 
or on-premise. 

• Plays well with others - enables an augmentation approach to enhance existing AV 
suites.

07
Unique Differentiators

The Deep Learning Neural Network Brain 
• Proprietary deep learning framework for cybersecurity 
• Deep learning is based on raw data and not feature extraction
• Non-linear model 

Omni-Cybersecurity Platform
• Full endpoint security; prevent, detect and respond
• On-premises or cloud native by design

On Device Agent
• Lightweight (<50MB, <1% CPU): 
• Connectionless protection
• Autonomous on-device prevention: 
• Non-intrusive technology 
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08Certifications

Winner  of the Cyber Defense Magazine 2018 Infosec Award  for Artificial Intelligence 
and Machine Learning
Winner  of the Fortress Cyber Security Awards 2018 for Software and Apps
WEF: Technology pioneer at World Economic Forum 2017 
Gartner: Cool vendor for digital workplace security 2016
Blackhat/Dark reading: Most innovative startup in the best of black hat awards 
program, Dark reading editors 2016
Nvidia: Most disruptive startup at Nvidia inceptions awards 2017

09Awards

10
Partners

Technical PartnershipsCertifications

Asgent Japan TechData APAC

Roland TechnologyBlokworx
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Anyck Turgeon 
Executive CISO & Global Cyber-Resiliency 
Evangelist, IBM

With more than 25 years of technology 
innovation and security expertise, Anyck 
Turgeon has served for the past 15 years 
as a Chief of Information (CIO), Execution 
(CEO), Marketing (CMO), Risk (CRO), 
Strategy (CSSO), Business Security 
(C-BISO & CISO) and management leader 
for public and private companies including 
IBM, M-CAT Enterprises, CoreClean 
Group, Crossroads Systems and Oracle 
Corporation.

Leveraging her global security 
experience in IBM C-BISO – CIO / CISO 
offices, Anyck ensured seamless and 
continuous availability of all digital 
resources for 500,000+ humans in over 
194 geographies. In addition to protecting 
6 Million devices at the #1 oldest high-tech 
company in the world (IBM) carrying the 
#1 largest amount of intellectual property 
(IP by number of filed patents) in the world, 
Anyck has been a true security leader 
generating over $3 Billion in revenues 
and resolving an excess of $3 Billion 

in crimes.  She now acts as IBM’s new 
global chief cyber-resilience & security 
evangelist whereas she is designing and 
generating awareness about IBM’s latest 
suite of solutions to ensure the business 
resilience of customers worldwide.

After studies in music and international 
relations (economics and law), Anyck 
started her career at the heart of the 
Canadian financial industry – at the Ontario 
Securities Commission, the Toronto Stock 
Exchange and Toronto Dominion Bank / 
Visa Center.  Her keen interest in enterprise 
solutions led Anyck her to acquire formal 
computer, security, corporate finance, 
data science and executive management 
training resulting in the development and 
deployment of $4.6+ Billion solutions in 
data management, security, privacy & 
analytics at Global 1000 & Fortune 500 
(GM, Chevron, Nike, CIBC, CCPEDQ, Alcan, 
Docomo, UKHL, NASDAQ.) As an average, 
Anyck delivered innovative security 
solutions at 45 percent of competitive 
costs, resources and time estimates.

The recipient of more than 40 U.S. and 
international industry recognitions, Ms. 
Turgeon expanded her studies in corporate 
finance, management, data science and 
artificial intelligence at numerous leading 
schools including Harvard, UT, Berkeley, 
Stanford and York universities. She holds 
six licenses, 15 certifications and 16 IBM 
professional badges.
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Most recently, Anyck has been 
developing new Agile Security & Risk 
Management training programs and 
solutions.  She is now focused on 
Information Technology (IT) / Operational 
Technology (OT) / Industrial Internet 
of Things (IIoT) integrated solutions 
to ensure that critical infrastructure 
(including FSS, Oil & Gaz, Utilities & 
Energy, Manufacturing, Healthcare, 
Government, Communications) have the 
right amount of cyber security, business 
resilience, recovery, crisis management 
and continuity solutions. Her main 
objective is to empower businesses to 
strive while over-coming the upcoming 
tsunami of cyber-wars and cyber-attacks.

The job of CISO is never going 
to be an easy one, no matter 
what you do. The bad guys only 
have to be right once. How do 
you deal with that? It seems like 
an impossible challenge.

THE LATEST IMPOSSIBLE CHALLENGES 
& SOLUTIONS:

LETHAL OT/IoT EXPOSURE & 
PERVASIVE SECURITY 

A new major trend that makes cyber-
challenges more difficult than ever 
before is the pervasive and lethal cyber-
exposure of operational environments 
and IoT devices – particularly Industrial 
Internet of Things (IIoT) Since these 
environments are either 15+ years old 
and never updated/patched or were not 
conceived with security-by-design, they 
are our weakest security links.  This is 
particularly true upon dealing with more 
complex attacks (like the uprise in cocktail 

malware), trail-disposed wipeware and 
more politically-driven cyber-attacks (like 
from Nation-States). Organizations need 
now to think about end-to-end integrated 
security of all devices (not just traditional 
information technology environments) in 
an orchestrated, intelligent / cognitive and 
automated manner.

CYBER-HIRING PRACTICES & INSIDER 
THREAT COUNTER-MEASURES 

Further, the  practice of hiring new, 
foreign, lower-level tech security 
resources may appear great on quarterly 
financial reports at first, but, it carries 
a much greater longer-term penalizing 
cost.  Did you know that analysts report 
that over 50% of staff are now willing 
to sell their current employment sign-in 
credentials (e.g. user id and password) for 
less than $1000 to cyber-criminals?  As a 
result, we are now dealing with a massive 
silent up-rise in insider threats whereas it 
is currently more lucrative for employees 
to crypto-mine than work. 
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Top cyber-security professionals are 
recruited now straight out of schools at 
cyber conferences and by organizations 
such as peer activists / ideological groups 
(like aggressive hedge-fund investors), 
dark market organizations (like dark web 
exchanges) as well as Nation-States.

As the financial benefits typically 
outweight potential penalties and since it 
is estimated that current tools only detect 
13 percent of cyber-crimes, companies 
are infested with trusted and enabled 
resources that compensate themselves at 
the expense of the future of companies. 
As crypto-environments get patched, 
organizations should implement various 
preventive and corrective measures to 
much better deal with current and future 
insider threats.

CYBER-RESILIENCE NOW TO 
OVERCOME TODAY’S “WHEN” CYBER-
ROULETTE 

Not only are top-tier talents making 
more money crypto-mining organizations, 
these organizations often fail to even 
detect or remediate misuse of resources. 
In fact, 6 out of 7 cyber-attacks today go 
undetected according to Nuix.  Failure to 

adequately invest in enterprise security, 
hire and compensate cyber talents, 
implement continuous cyber hygiene 
activities, convert cyber-risk to enterprise 
risks properly and the lack of sensible 
cyber-resources have successfully shifted 
the cyber-posture of organizations from 
“if” to “when” the official “cyber-boom” will 
take place.

Since current cyber-security measures 
do not suffice and budgets are limited, 
organizations like the World Economic 
Forum (WEF) and US Department 
of Homeland Security (US DHS) now 
recommend to corporate executives, 
board members and security staff to focus 
on cyber-resilience.

PASSIONATE CYBER LEADERS 
WANTED 

What initially attracted me to the Chief 
Information Security Officer (CISO) role 
was the opportunity to deliver innovative 
solutions to attack-ready environments.  
Unless you are passionate about life, 
technology and pushing yourself daily 
towards making tomorrow’s world better, 
this career does not make sense: high-
turnover rate, high ratio of heart attacks 
and 24/7 on-duty responsibilities.  One 
needs to continuously learn and be 
passionate about doing the right thing for 
a better future for all parties globally.

EXCITING, NEW SECURITY 
INNOVATION FOR ENTIRE CYBER-
BREACH LIFECYCLE  

We are now entering an even more 
challenging stage of innovation that 
involves business resilience, quantum-
computing, artificial intelligence, 
contextualization and by-design security. 

“Top cyber-security 
professionals are recruited 
now straight out of schools 
at cyber conferences and by 
organizations such as peer 
activists / ideological 
groups (like aggressive 
hedge-fund investors), dark 
market organizations (like 
dark web exchanges) as 
well as Nation-States.”
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Today’s CISOs, C-level leaders, 
board members, security experts and 
organizations need to learn about, 
understand and become responsible for all 
activities that are part of an entire cyber-
breach lifecycle (e.g. including resolution 
beyond recovery).  All communities that 
are related to digitalized organizations 
need to start by prioritizing crown jewels 
and find ways to ensure zero-downtime 
orchestrated practices that will cover all 
stages of cyber-crimes.  From the National 
Institute for Standards and Technology 
Cyber-Security Framework (NIST CSF) 
of Identify to Recovery 5 phases to the 
complete legal resolution and handling 
of persistent reputational damages, 
organizations need to arm themselves for 
the upcoming AI-powered cyber-wars to 
cover all stages of cyber-breaches lifecycle.

CONTINUOUS INNOVATION & 
RESEARCH 

To make the impossible possible, 
one needs to be ready for all scenarios, 
continuously search for innovative 
approaches/solutions and dedicate time to 
learn about cyber-developments every day.  
The next generation of C-level executives 
will definitely have to be completely 
fluent in cyber-breaches and risks so they 
can render the proper decisions in times 
when corporations will have to deal with 
breaches daily – given the growing area of 
cyber-exposure.

THE NEW CROs: CHIEF RESILIENCY 
OFFICERS 

Chief Risk Officers have raised to be 
predominantly important in the financial 
industry.  Yet, as a larger spectrum of 
organizations will need to ensure business 
resilience at zero-downtime, one can 

anticipate that the new CRO will be the 
Chief Resiliency Officer.

While analysts reports that current 
tools can only predict 13 percent of 
cyber events, I am hoping that quantum-
powered contextualization will eventually 
enable us to better approach and predict 
cyber events.  With billions to trillions 
of attacks daily, we need automation, 
artificial intelligence and quantum-
powered security so analytics can be 
performed against embedded forensics.  
Corporate executives in all roles needs to 
become fledged about their cyber-posture 
continuously, be held responsible and 
report quarterly about the organization’s 
cyber-risk tolerance as well as about key 
metrics like Recovery Point Objective 
(RPO), Recovery Time Objective (RTO), 
Mean Time to Containment (MTTC), 
Mean Time to Identification (MTTI), Mean 
Time To Response (MTTR), Mean Time to 
Recovery (MTTR+), etc.

Cyber-resilience is a new practice 
that requires the involvement of all 
hired resources in a company (e.g. 
corporate communications, operations 
/ infrastructure, physical security, 
development, sales, information 
technology, finance, risk management, 
etc.). 

“Cyber-resilience is a new 
practice that requires the 
involvement of all hired 
resources in a company 
(e.g. corporate 
communications, operations 
/ infrastructure, physical 
security, development, sales, 
information technology, 
finance, risk management, 
etc.).”
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Starting by focusing on the readiness 
of corporate executives is important but, 
all parties should be involved in cyber-
event practices on a frequencly basis to 
ensure the cyber-survival of a company.  
Just like companies spend time and energy 
preparing for physical events (e.g. fire 
drills), organizations need to know what to 
do in case of pervasive cyber-attacks.

Appointing a Chief Resilience Officer 
(CRO) is going to be most important as 
this is the person responsible for the 
management of all internal and external 
activities (including communications) 
upon cyber to physical threats that can 
impair the continuity and survival of 
organizations.

In supplement to Chief Information 
Security Officers (CISOs) that are 
responsible for the security of all 
information, organizations now need a 
new type of C-level executive that sits at 
the executive boardroom, participates in 
board committees, is fledged in delivering 
quantitative data about the cyber-posture 
of organizations externally as part of 
financial reporting and that is equipped 
to deal with cyber-Armageddons. The 
implementation of cyber resiliency offices 
in corporations is the first step towards a 
successful future.

If I gave you an extra Dollar, 
how would you spend it on 
cybersecurity?

Quantum AI-powered contextual cyber 
resilience.

As a result of protecting the assets of 
technology and financial organizations, 
I have had the privilege of working with 
more than 1,500 products. Analysts report 
that CISO organizations typically use 30-
40 products from at least 6-10 different 
vendors. So, when a cyber-breach take 
place, it is also important to coordinate with 
3rd party software and consulting partners.  
Given the increasing amount of complexity, 
orchestration is now becoming a key 
requirement as part of all organizations.  
In addition to ensuring to CISOs focusing 
on identification, prevention and detection 
tools, organizations now need ways to 
ensure coordinated response, recovery 
and full resolution.

At this point, did you know that 
analysts are reporting that 66 percent of 
organizations are allegedly not prepared 
to respond to cyber incidents?  How many 
organizations are able to provide evidence 
of cyber-resiliency to their investors and 
partners on a quarterly basis for their 
entire digital portfolio? Did you know that 
according to the Association of Certified 
Fraud Examiners (ACFE), less than 25 
percent of cyber fraud cases reach any 
form of recovery? Cyber-recovery being 
a much more challenging environment 
to deal with given hacker’s common 
practice of  deleting trails, investing in 
cyber-prevention is very wise, yet, will 
not necessarily suffice to ensure full 
cyber-resolution (which can also lead to 
corporate destruction).

“Appointing a Chief Resilience 
Officer (CRO) is going to be 
most important as this is the 
person responsible for the 
management of all internal 
and external activities 
(including communications) 
upon cyber to physical threats 
that can impair the continuity 
and survival of organizations.”
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Investment in orchestrated cyber-
resilience is going to be key to corporate 
survival.

Because executive decision-makers and 
high-tech security professionals are often 
fired as a result of a major cyber-incident 
or mishandling of a breach, organizations 
will benefit from the power of intelligent 
orchestration technologies.  According to 
recent Recorded Future as well as white 
hat Dark Web professionals, it appears that 
hackers are certified professionals that 
operate as trusted time-bombs that have 
already penetrated most organizations. 
Insider threat is live and doing well.  In 
fact, most cyber-hacking monitoring 
organizations report that organizations 
are plagued today with insider threats 
performing crypto-mining as a secondary 
source of revenue while working at 
corporations. 

It is only a matter of time before 
unsuccessful professional crypto-miners 
resort to ransomware as a means of paying 
their bills.  Therefore, Chief Information 
Security Officers, Chief Risk Officers and 
Chief Resiliency Officers will be wise to 
prepare for the predicted rise in ransom-
based cocktail malware and more lethal 
cyber-attacks. 

Simple cyber-crimes are disappearing 
as millions are being spent by Nation-
States in digital attacks. Our latest wave of 
cyber-attacks, AI-based cyber-destruction, 
require organizations to equip their IT, 
infrastructure, compliance and security 
departments to continuously prepare and 
coordinate efforts.  Get ready today to 
deal with cyber-attacks with runbooks, 
forensic-based recovery tools, trained 
communities and orchestrated workflows. 

To accomplish this goal, ensure that 
your team goes to reputable 3rd party 
cyber ranges at least twice to four times 
a year. Investing any extra money into 
these cyber-response efforts will generate 
great return-on-investment (ROI) as 
well as save jobs and, potentially, ensure 
corporate survivals (of your organization 
and all other associated members of your 
community). Several years ago, I met 
with a Tibetian monk that advised me to 
develop compassion as a key skill towards 
my successful future.  Who knew that he 
anticipated that I would become a CISO / 
CRO?

How important is it to have 
the CEO thinking that security 
matters?

The consequences and costs related to 
cyber breaches (like the US IRS, Equifax 
and Target) clearly demand security be a 
top priority for all C-level decision-makers. 
In fact, all organizations hiring executive 
decision-makers should require and test 
the IT-literacy of all executive and board 
member prospects. All C-level decision 
makers and board members should 
now be fluent in cyber-security, privacy, 
governance/risk management/compliance 
as well as resiliency.  The reason why such 
higher-level of literacy is required is that 
when breaches take place, executives 
must already know the consequences 
of all approaches and render immediate 
decisions that will greatly impact the 
present and future of their organizations 
as well as all related parties.
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Newer regulatory requirements 
(like Safe Harbor – Appendix J) are 
emerging daily and, now include air-
gapped cyber resilience, and security-
related requirements. Such concepts as 
pseudonymization, encryption, security 
zoning and recovery metrics should well 
be understood by all corporate decision-
maker as evolving laws. 

The conversion of current cyber-risk by 
management gets often lost in translation 
(e.g. cyber-risks are very under-evaluated). 
Due to the level of current executive 
computer low-literacy, cyber-risks are 
in majority evaluated as medium to low 
enterprise risks.  As corporate decision 
makers get to understand the full-spectrum 
of the cyber-challenges they deal with and 
eventually have to report quarterly on 
their cyber-posture more closely as part 
of earning calls, we should see a shift in 
approaches to cyber challenges towards 
quantum-powered contextual security and 
orchestrated resiliency.

As I have been a CISO for 15+ years, 
I understand the high-turnaround of my 
peers with an average of 1 year per CISO 
position.  My personal average has been 
a defying choice-based engagement of 
5 years so, I strongly recommend being 
strategic and futuristic as part of any 
future CISO/CRO’s professional success.  
As numerous organizations have not learnt 
yet how to prioritize or assess properly 
the extent of their cyber-liabilities, the 
CISOs and CROs of tomorrow will need 
to embrace tomorrow’s technologies at a 
faster paste than ever.  This means faster 
cycles of engagement, continuous learning 
and new cyber-mitigative approaches.  
Cyber-insurance coverage has also been 
slow in offering solutions that can properly 
protect organizations, so this is an area 
with great room for improvements which 

will also be fascinating for all corporate 
decision makers. 

As one of the few security professionals 
that has been both a Chief Information 
Security Officer (CISO) and a successful 
Chief Executive Officer (CEO) at several 
organizations, I can attest that knowing 
about security has been a strategic 
differentiator which is gong to become 
critical for striving corporations.  We all 
know of examples of CEOs that recently 
had to quickly learn about security 
and privacy such as Facebook Mark 
Zuckerberg. 

Several universities, C-level associations 
and organizations are now requiring 
upcoming C-level executives to become 
fledged in discussing and managing all 
kinds of cyber-security challenges. Yet, 
there is abundant room for growth in 
executive cyber-training.  Skills like global 
communications (including on the Dark 
Web), financial e-valuation assessments 
and multi-tier community execution 
management are essential for executives 
and other resources that need to learn 
about best activities for their organzations 
throughout the entire lifecycle of cyber-
incidents – particularly, on how to deal 
with educating the media.  

“I can attest that knowing 
about security has been a 
strategic differentiator 
which is gong to become 
critical for striving 
corporations.  We all know 
of examples of CEOs that 
recently had to quickly learn 
about security and privacy 
such as Facebook Mark 
Zuckerberg. 
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A new level of maturity about cyber-
incidents need to take place as recovery 
is not the final step but remains a critical 
phase towards full cyber-resolution 
management.

It is critical for corporate decision 
makers and CISOs/CROs to focus extra 
time on the more lethal threats and 
vulnerabilities – such as the increasing 
Operation Technology (OT) cyber security 
challenges. For example, while the Evil 
Twin / Triton attack was not designed 
to shut down Saudi Aramco petroleum 
manufacturing plants, it opened the door 
to incredibly much more challenging 
areas of new vulnerabilities. As the safety 
& controller systems were attacked 
simultaneously, this attack allegedly had 
the potential of killing millions of people as 
well as starting a cyber-World War III.

As seen with Triton as well as the 
Ukraine shutdown, Nation-State attacks 
are on the rise.  With the new era of AI-
powered attacks and vulnerable IoT 
devices, organizations can no longer 
address all threats.  They need to focus 
on economically-motivated cyber-

challenges by order of priority starting 
with corporately destructive ones. Access 
by corporate executives to real-time 
dashboards about their cyber posture 
is necessary to ensure risk evaluations 
are elevated in a timely matter through 
intelligent analysis.  Further, as cognitive 
cyber-analysis becomes necessary, all 
cyber-risks analysis should go beyond 
the standard 2-level dimensions (e.g. 
typically impact and probability). I have 
witnessed that organizations performing 
a 5 priority levels by 9 dimensions (instead 
of the standard 3*2) analysis are better 
positioned to ensure business resiliency.

Also, given the digital transformation 
that is taking place inside most 
organizations, CEOs have to enable 
their entire organizations to convert 
faster development and enhancement 
– using tools like the Agile Security & 
Risk Management (ASRM) practices and 
SASSies (Scripted Agile Security Stories 
– conceived by the brilliant IBMer Peggy 
Mayfield. 

If forecasts are remotely accurate that 
50 percent of the Global 100 will be out 
of business by 2020 due to inappropriate 
handling of cyber-attacks, CEOs and 
other executive decision makers can no 
longer ignore cyber-threats and the need 
to prepare for business resiliency. CISOs 
and Chief Resiliency Officers should sit 
on executive boards and provide tools as 
well as education to all C-level executives, 
board members and corporate staff so all 
know how to handle the upcoming cyber-
storms.

“It is critical for corporate 
decision makers and 
CISOs/CROs to focus 
extra time on the more 
lethal threats and 
vulnerabilities – such as 
the increasing Operation 
Technology (OT) cyber 
security challenges.”
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Learning by example – such as prepping 
to testify in front of US Congress, dealing 
with cyber-inquiries by the media, 
knowing how to best handle ransom 
demands, collaborating critical cyber-
details upon cyber-threats with federal 
law enforcement communities and 
participating in on-going cyber-hygiene 
efforts – are some of the activities that 
decision-makers as well as entire corporate 
communities need to train for together, on 
a regular basis.

What advice do you have for 
security leaders?

Build comprehensive real-time 
dashboards with alerts that you can access 
from any location, 24/7. Also, increase your 
knowledge and stay informed by dedicating 
at least one hour per day learning about 
new resiliency methodologies and 
technologies – including a minimum 
of 15-30 minutes daily to review the 
latest cyber threats and legal/regulatory 
developments. 

Acquiring university credentials 
and a few industry certifications is no 
longer sufficient.  Get prepared to deal 
with today’s and tomorrow’s threats by 
empowering your entire organizations 
with the best of cyber-skills.  Ensure that 
your learning focus includes automated 
counter-threats solutions (for example, 
against IMSIs), business resiliency and 
find ways to implement more modern 
technologies such as blockchain, quantum 
computing and augmented reality. 

Participating in activities like 
hackathons, hacking conferences (like 
Black Hat) and volunteering to help protect 
charities against cyber-attacks are some of 

the ways in which security leaders can use 
to upkeep their hands-on cyber-skills.

The biggest threat to your 
institution is already inside the 
building. Studies show that 
60 percent of cyber-attacks 
come from inside the company. 
What are the key strategies to 
address this challenge?

During this era of globalization, 
staffing and outsourcing trends (to 
lower compensation levels) have made 
organizations more susceptible to criminal 
activities.  

As cyber-crime has been becoming 
more appealing, exciting, opportunistic, 
rewarding and lucrative, it is no surprise 
that insider threat is on the up-rise and 
6 out of 7 hackers claim that their illegal 
cyber activities are never detected due 
to extensive usage of cyber-trail deleting 
tools.  So, as it is common knowledge that 
insider threat is already pervasive and 
very active within most organizations, it 
is surprising that corporate executives 
still believe that serious cyber-threats are 
only threatening other companies (like 
their competitors).  Not only is it immature 
to make such uneducated assumptions 
about the current level of cyber-risks, it 
is also irresponsible for organizations to 
have their internal security departments 
go through cyber-readiness assessments.  
In times of cyber-attacks, all jobs are on 
the line so cyber-preparation should be 
pervasive – especially against insider 
threats.
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Cyber-reporting & rewarding programs 
(like bug bounty) should be deployed (even 
via physical anonymous recommendation 
boxes).  On-going internal investigations 
should be completed by professional 
cyber-investigators as few organizations 
are able to properly address cyber-
resolution. 

It is also important to enhance 
anomalistic behavioral detection, capture 
& maintain metadata for 7+ years, employ 
forensics cyber-investigator fledged on 
dark web searches and enhance corporate 
controls.  These are few practices amongst 
many – to assist organizations improve 
their cyber-posture.  Hiring a proven CISO 
and a knowledgeable Chief Resiliency 
Officer will help strive while deterring 
unwanted threats. Gaining a much better 
understanding of one’s enterprise risk 
posture is critical and the more background 
is available, the more automation and 
orchestration will be beneficial.

Upon a recent SINET Innovation event, 
it was reported that Artificial Intelligence 
(AI)-automated immune systems were 
able to complete over 6 times more 
analysis and come down to 84 percent 
of the same decisions as humans.  It was 
also reported that humans encountered 
a 14 percent error rate in cyber-analysis 
over the remaining 16% of cases whereas 
machines reached 3 percent (at the SOC 
1&2 analysis layer).  As we progress to 
cognitive security, we should also see the 
composition of security organizations 
change with time. 

As another example of how humans can 
fail whereas machines have currently been 
trained to process in an unbiased manner 
(without by-passing controls), one needs to 
site the current challenge of lack of proper 

cyber-segregation. In most corporations 
today, separation of duties (SOD) is not 
properly implemented – whereas access 
controls and architectural zoning are 
poorly and loosely implemented.  Worst, 
these areas of cyber-weakness are also 
rarely updated.  As employees are provided 
with new roles and responsibilities, least-
access privileges are rarely implemented 
(like revoking rights that no longer 
serve the employees in their new roles).  
Even if one becomes familiar with their 
colleagues and is expected to trust them, 
it is important for security professionals to 
understand that we are all human and that 
erring is to be expected.  It is therefore 
more difficult to implement these changes 
as often poorly managed. 

As no emotions are involved with 
computers (at least not for now), it is 
easier to ensure cyber-segregation and 
have decisions based on untampered 
facts.  It has already been proven that 
much better solutions at a faster rate can 
be rendered as contextualization gets 
to be implemented.  With the assistance 
of quantum computing, prevention and 
deterrence against internal threats may 
become a problem of the past as we train 
SOC decision-making systems. Today’s 
SOC analysts will therefore be able to get 
elevated to much more important roles 
that will then offer much more excitement 
and intellectual stimulus.

“With the assistance of 
quantum computing, 
prevention and deterrence 
against internal threats 
may become a problem of 
the past as we train SOC 
decision-making 
systems.”
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In the meantime, implementing 
mandatory interactive cyber-ethics 
training (from law abiding resources 
without criminal backgrounds) and 
implementing common insider threat 
deterrence practices (like encryption, 
mobile device management (MDM), 
employee & device monitoring, data 
leak prevention (DLP), timed centralized 
logging/reporting, transition from BYOD 
to IT-managed devices, centralized account 
management, automated inventory 
management, enforced mandatory & 
frequent backup/archiving practices and 
anonymous reporting programs) are all 
important steps towards a better business 
resilience and longevity.

How can CISOs balance security 
and innovation? And How could 
we address the perception of 
cybersecurity holding back the 
business?

Dealing with billions of daily cyber-
attacks with increasing rates of new 
variations and types of threats and 
vulnerabilities requires continuous 
innovation.  Analysts are predicting that 
given today’s poor cyber-postures, and, 
given the poor capture rate (1 in 7) of cyber-
criminal activities, small to large businesses 
now need to prepare for trillion of cyber-
attacks daily. Did you know that analysts 
report that 50% of small businesses 
experiencing cyber-breaches are likely 
not to be able to survive?  Organizations 
embracing security innovation like Agile 
Security & Risk Management and new 
resilience solutions, will gain such business 
resilience differentiation that it will soon 
be possible to predict the industry leaders 
of tomorrow.  

Cybersecurity staff need to become 
enablers to all corporate community 
members (including bloggers, partners, 
reporting law enforcement agencies 
and suppliers) so all can be aligned to 
jointly respond to cyber-incidents.  By 
providing new approaches and tools that 
enable customers to focus on their key 
business activities while the new solutions 
automate the larger portion of deterrence, 
detection, response and recovery.  The 
perception that cybersecurity is holding 
back businesses is an old adage that is 
the result of failing to continuously learn, 
implement new solutions, share cyber-
responsibilities and cyber-innovate.

As companies are dealing 
with much more complex and 
overwhelmingly frequent cyber 
challenges, executives, security 
professionals and business teams 
need to re-evaluate risks with 8 
to 10 dimensions at a minimum 
of five levels of risk evaluation.  
Further, they need to protect 
their organizations by proactively 
testing and practicing post cyber-
attack response, recovery and 
resolution.

Executives need to gain 
access to real-time cybersecurity 
dashboards and be fluent on 
how to best communicate about 
different types of cyber challenges 
to employees, investors and 
financial/business press plus 
analysts.  
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The new generation of cyber 
professionals also needs to 
maintain very technical skills – 
including coding and data science 
analytics while all decision 
makers and members of the entire 
corporate community need to 
become cyber-resiliency literate.  
Employees at all levels need to 
learn to detect cyber-criminals 
and executives need to be 
continuously preparing for critical 
cyber-challenges and focus on 
ensuring business resiliency. 

I have been privileged to 
work with some of the brightest 
minds in the industry over the 
past decades and be pushed to 
continually learn so I can keep 
up with the latest generations 
of cyber-challenges. I strongly 
recommend learning about all 
aspects of cyber-breaches for all 
employees (particularly C-level 
executives) – including cyber-
insurance, cyber-lawsuits, cyber-
deterrence, counter cyber-attacks 
and, most importantly, cyber-
resilience. 

Developing communities of 
cyber-allies (starting with law 
enforcement but extending with 
all other parties – including 
competitors) and expanding 

cyber-attack communications 
to trusted outside entities is a 
very critical task that all cyber 
professionals need to implement.  

Never trust; rather, always start 
from a limited access position.  To 
meet today’s latest challenges, top 
executives to employees, partners, 
suppliers, board members, etc. 
should start with cyber-resilience 
as their first order of priorities 
since keeping business going and 
striving against cyber-threats 
must now be everyone’s top 
priority. Share your passion daily 
against cyber-criminals!

Hall of Fame
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How security automation 
can help finance institutions 
outpace cyberattacks 

The financial services industry handles 
waterfalls of sensitive and lucrative data 
every second. Within these split seconds, 
thousands of confidential transactions 
are conducted online. At stake are vast 
amounts of money and personal data, that 
can potentially place people and businesses 
in jeopardy. But despite the vulnerabilities 
and potential for huge losses, the industry 
is far from containing cybercrimes. If 
anything, the costs of cyberattacks against 
financial service organizations are rising. 

Given the value of data residing in 
organizations, the finance services sector 
experiences significantly more cyberattacks 
than any other industry. 

Renowned cyberattacks, including 
the Taiwanese SWIFT bank cyber heist, 
mounting to a loss of $60 million, the 
Russian central bank theft and the 

Bangladesh cyberattack reaching $81 
million, are just some of the cases that 
made headlines. 

Average annualized cost of cybercrime 
by sector (source: Accenture, Ponemon 
Institute).

Although finance firms are not the most 
frequent victims of cybercrime, they face 
higher costs relating to such incidents 
compared to businesses in any other sector, 
according to the Ponemon Institute and 
Accenture. Today the shadier parts of the 
internet are teeming with account logins, 
card numbers and other stolen financial 
data, all at a price.

Coming to grips with both the costs and 
the tools for curtailing cybercrimes can 
help security and risk personnel better deal 
with the gap between their own defences 
and the threat actor’s capabilities. 

Average annualized cost of cybercrime by sector
 (source: Accenture, Ponemon Institute)

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms
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How come finance services 
firms are outpaced by cyber 
attackers? 

Apparently, the average yearly cost 
of cybercrime for finance companies 
globally has increased by more than 40 
percent, from $12.97 million per firm in 
2014 to $18.28 million in 2017. Inevitably 
spending on cybersecurity increased 
in response to the crimes spike, but the 
budgets allocated were no match. Then 
again, attackers will always have the 
advantage of needing to spend money, 
time and effort on one attack, while the 
finance services firms need to build a 
cyber defense front against all of them. 

The enemy within

Shadow IT, or worse still, harmful 
insiders are highly challenging issues for 
banks. On the physical side, banks built 
an intricate system involving measures 
such as dual cash counting, two vault 
keys and two staff members to update 
ledger entries. Unfortunately, the tight 
regulations on the floor did not readily 
translate as well to the data sphere. Data 
in critical infrastructures was not privy 
to such tight controls. This perplexing 
attitude to digital assets earlier on made 

it easier for insiders to leak data and at 
times, even partner up with the attackers. 

Banks are green fields for 
Advanced Persistent Threats 
(APTs)

While bank customers are still the 
target for phishing and botnet attacks, 
finance firms have become top targets 
for organized advanced persistent threat 
(APT) groups.

It is increasingly clear that organized 
cybercrime groups are becoming more 
sophisticated and are aiming to reap 
higher financial goals. No longer interested 
in volume attacks on bank customers, 
these financially motivated adversaries, 
otherwise known as APTs, invest 
insurmountable time, training and money 
in attacking the source.  Sometimes to 
achieve their goal they are willing to wait 
patiently and lie low under the radar for 
months. They will wait for the opportunity 
to take advantage of a shadow IT incident 
or any other vulnerability, and advance 
along an attack vector in a bid to reach 
the digital crown jewels. 

“Apparently, the average 
yearly cost of cybercrime 
for finance companies 
globally has increased by 
more than 40 percent, 
from $12.97 million per 
firm in 2014 to $18.28 
million in 2017.”

“No longer interested in 
volume attacks on bank 
customers, these 
financially motivated 
adversaries, otherwise 
known as APTs, invest 
insurmountable time, 
training and money in 
attacking the source.”
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Why automated continuous 
simulation is essential for 
finance firms

When compliance is no longer enough

As attacks grow more sophisticated 
and complex, financial institutions must 
shore up their line of defense and focus on 
security, beyond compliance. The challenge 
is that compliance needs do not necessarily 
make a good security foundation.  Gaps may 
exist, and compliance prerequisites may not 
be keeping up with threats. 

Thinking and acting like a hacker 24/7

Finance firms appear to be hardening 
their internal networks, but to overcome 
the barrage and scale of attacks working 
24/7, it’s worth considering the next wave 
of cutting edge automated testing tools, 
capable of operating continuously, day in, 
day out, like a team of sophisticated hackers.  

Overcoming security gaps

In the enterprise world, simulated 
red team – blue team cyber exercises are 
common place and have been growing in 
popularity for over a decade. 

However, what happens in between 
exercises? What fills the defense void 
during these time gaps? 

To fill the gaps, automated red 
teaming followed by blue team actionable 
remediation is likely to become a common 
strategy of cyber offense-defense 
efforts. This move to automation could 
empower finance organizations with a 
full and continuous vision of security gaps 
otherwise overlooked.  It could arm them 
with a worm’s eye view into new back doors 
and blind spots as soon as they appear, and 
then move to remediate them immediately 
without delay.

In sum, as countless new doors into 
finance networks crack open every day, and 
cybercrime costs are increasing, finance 
firms are doing more to mitigate risk and 
combat cyber threats. The question is 
what strategy, what mindset and which 
technologies could most effectively turn 
the tide against APTs infiltrating finance 
organizations? Setting up an automated 
threat hunting team that continuously tests 
for vulnerabilities could be one weapon 
worth considering for unearthing security 
shortcomings.

For more information 

XM Cyber Website

“It’s worth considering 
the next wave of cutting 
edge automated testing 
tools, capable of 
operating continuously, 
day in, day out, like a 
team of sophisticated 
hackers.”
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01
Company Description
XM Cyber provides the first fully automated APT Simulation Platform to continuously 
expose all attack vectors, above and below the surface, from breach point to any 
organizational critical asset. This continuous loop of automated red teaming is 
completed by ongoing and prioritized actionable remediation of organizations’ security 
gaps. In effect, HaXM by XM Cyber operates as an automated purple team that fluidly 
combines red team and blue team processes to ensure that organizations are always 
one step ahead of the hacker.
XM Cyber was founded by top executives from the Israeli cyber intelligence community 
and employs an elite team of cyber offense and defense veterans with decades of   
real-world experience.

Company Name: XM Cyber
Founded: 04/2016
Employees: 30
Web: xmcyber.com
Headquarters: Herzliya, Israel

02
Company Information

Other offices: New York, USA & Sydney, 
Australia
Key Target Verticals: Financial, Healthcare, 
Retail, e-Commerce, Critical Infrastructure, 
Manufacturing, High Tech, Telecom

Product Category: Breach & Attack Simulation, Cyber Posture, Cyber Risk

Product Stage: Released

Product Names and Brief Description: HaXM

03
The Product

HaXM by XM Cyber is the first APT simulation platform to simulate, validate and 
remediate every hacker’s path to your critical assets 24×7. HaXM’s automated purple 
teaming aligns red and blue teams to provide the full realistic APT experience on one 
hand while delivering vital prioritized remediation on the other. Addressing real user 
behavior and exploits, the full spectrum of scenarios is aligned to your organization’s 
own network to expose all your blind spots and is executed using the most up-to-date 
hacker techniques safely, without affecting network availability and user experience.
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04Product in detail
HaXM by XM Cyber provides the only hyper-realistic APT automated and continuous 
simulation platform which addresses real user behavior, poor IT hygiene and security 
exploits.

The platform exposes continuously all attack vectors, above and below the surface, 
and delivers prioritized actionable. As such, HaXM provides the first fully automated 
purple team by automating red and blue teams’ activities.

HaXM by XM Cyber provides:

• Comprehensive and up-to-date attack scenarios using the latest hackers’ techniques 
and methods

• Full mapping of all attack paths at any given time
• Automatic adaptation to the context of the organization, leveraging misconfigurations, 

user activity, credentials and security vulnerabilities in the network 
• Automated remedial reports based on the attack vector’s criticality
• Flexible architecture: on-prem or cloud-based

Customers benefit from:

• A comprehensive mapping of all attack vectors from breach point to critical assets
• Significant reduction of IT hygiene risk
• A focus and optimization of cybersecurity resources
• The capability to make data-driven decisions 
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05How does it work?
HaXM by XM Cyber works in 3 easy steps:
1. Select target assets

You first have to define the organizational assets. These will be the goals for the attack 
simulations. There are several types of assets which can be defined as the ones that 
are crucial to your business: devices, data and networks.

2. Activate on-going and simultaneous attack scenarios
Once the target assets have been defined, the system automatically runs APT 
simulations. Attack scenarios are safely activated simultaneously and continuously 
within the production environment, exposing all attack vectors and compromised 
assets.

3. Get automated prioritized actionable remediation
Finally, the system generates an automated report containing information on the key 
findings and prioritized actionable remediation. This empowers the security team to 
focus on the most important issues.
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06Key Benefits
By continuously challenging the organizational network with HaXM by XM Cyber, 
organizations gain clear visibility of the cyber risks, and an efficient, data-driven 
actionable remediation plan aimed at the most burning issues to fix.

• The organization knows, at any given moment, the attack vectors to its target assets 
and gets a prioritized actionable remediation plan

• The organization reduces significantly the risks associated with IT hygiene

• The organization can focus and optimize its cyber resources by knowing the fixes 
that have a huge impact on the overall risks

• Through reports and dashboards, the organization can act on data-driven information

07
Unique Differentiators
XM Cyber’s APT simulation & remediation platform addresses the crucial question “are 
my crown jewels really secure?” as hackers are able to compromise critical assets, 
despite the modern security controls and processes in place.

Why XM Cyber is unique:
• Unique approach: XM Cyber  brings a new approach to cybersecurity by taking 

the point of view of APT hackers targeting organizations’ assets, capitalizing  on 
human errors such as misconfigurations, shadow IT and faulty security practices, 
taking advantage of poor IT hygiene and security vulnerabilities. 

• Unique Technology: XM Cyber’s patent pending technology (over 15 patents) 
features proprietary algorithms that account for the most up-to-date hacking 
techniques, endless customer specific scenarios and the human factor to perform 
advanced APT on the attack path to organizations’ critical assets.

• Unique team: XM Cyber was founded by the highest caliber of security executives 
from the elite Israel intelligence community. Together they bring a second-to-none 
proven track record in offensive and defensive cyber space.

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 85BACK TO CONTENTS

“Technology Pioneer 2018 by the World Economic Forum”

“Technology Innovation Award 2018 by Frost & Sullivan”

Winner

“Rookie Security Company of the Year” for the SC Magazine US Awards 2018.

Winner

“Infosec Startup of the Year” for the Cyber Defense Magazine Infosec Awards.

Winner

“Startup of the Year” winner for the Infosecurity Product Guide Excellence Awards 2018

08
Awards
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Cyber Secured Building 
Management Systems

Introduction 

When dealing with Industrial Control 
Systems (ICS), most people consider the 
typical utility applications and the Critical 
Infrastructure Protection (CIP) as the 
main segments. However, the overall ICS 
activity is much broader and includes 
communication backbones, transportation, 
public safety sirens, manufacturing, 
etc., also considered as ICS, and often 
known as Operation Technology (OT) and 
Supervisory Control and Data Acquisition 
(SCADA). In this article, I’ll specifically 
point out another segment called Building 
and Energy Management Systems (BEMS), 
which is also known as Building Automation 
System (BAS) or Building Management 
Systems (BMS). 

While for IT cyber security we are always 
concerned about Confidentiality-Integrity-
Availability (CIA), for ICS/SCADA/OT 
including BEMS/BAS we say Safety-

Reliability-Productivity (SRP). These 
systems control a wide range of operations 
in buildings such as: electricity supply, 
backup generators and uninterrupted 
power supplies (UPS), heat, ventilation, air-
conditioning (HVAC), elevators, water and 
sewage, smoke and fire, CCTV surveillance, 
door locking, etc. This paper also refers to 
the specific risks and defenses for buildings 
where Data Centers (DC) reside. 

Applicable risks for BEMS/BAS

Some of the applicable control solutions 
which you may find in buildings are 
supplied by the vendor of the system (fire 
extinguishing, generator control, elevator 
control, etc.), while other control solutions 
such as monitoring of electric power 
breakers, smoke detectors, door locking, 
CCTV, water and sewage, etc., are built 
with standard ICS or SCADA components 
and software. Prior to elaborating on the 
cyber security topic, it is important to 
mention that every ICS architecture must 
be designed with safety in mind:

a) The system must behave safely even 
if a sensor or the control device fails or a 
bug is activated.

b) The system must not enter an 
unstable mode if an authorized person 
makes a mistaken action.

At a glance
•    6 minute read
•    Analysis fo the applicable risks for BEMS/BAS
•    Cyber-attack surface for BEMS/BAS
•    Existing cyber defense solutions 
•    Summary

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 88BACK TO CONTENTS

c) Internally or externally generated 
cyber-attack must not affect the safe and 
stable operation.

When elaborating on BEMS/BAS, 
a cyber-attack may interfere with the 
normal life of people in the building. 
Some of these attacks may cause slight 
inconvenience, while others might lead to 
evacuating the building and even a panic 
action. Some applicable examples are 
listed in Table 1 above.

Cyber-attack surface for BEMS/
BAS

The majority of cyber-attacks on 
organizations start with a damaging 
social engineering activity, such as 
phishing and spear phishing. Other 
attacks are possible by an attacker 
entering the facility (cleaning personnel, 
service provider, pizza or birthday gift 
delivery, etc.), who may insert a USB 
into a PC while waiting for the tip in your 
office.  The following are few scenarios of 

incidents, which may affect your BEMS/
BAS operation:

• When dealing with BEMS/BAS 
related cyber security, the most critical 
risk is caused by poor guarding of the 
entrance to the facility. Cyber security 
experts say that if you cannot assure 
physical security, then it is not worth 
worrying about cyber risks, as the easiest 
way to attack a system is by accessing 
one the computers or devices connected 
to the Ethernet – intranet network.

• According to publications, the 
majority (60-90%) of “successful” cyber-
attacks are possible due to negligent 
behavior of people (simple passwords, 
reuse of office password for social media, 
responding to suspicious mails, allowing 
remote accessing of your computer, 
etc.). Once the attacker connects to your 
IT network, he may easily compromise 
several security barriers and launch the 
attack.

INCIDENT IN THE BUILDING CAUSED BY AN ATTACK INCONVENIENCE EVACUATION PANIC / DAMAGE

Attacking the CCTV cameras to prevent detection

Shutting down the air-condition in data centers

False activation of sprinklers in offices and DC

False activation of water sensors on the DC floor

Attacking the hotel system managing door cards

False action locking the fire doors in corridors

Stopping operation of elevators in the building

Shutting down the lighting in offices and corridors

Shutting down the HVAC system in office rooms

Activation of smoke-fire alarms in the building

Table 1: Examples of attacks on buildings
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• The majority of BEMS/BAS are 
maintained by outsourced service 
providers. They conduct periodic 
inspections, repair or replace what is 
needed, and are granted with “unlimited 
freedom” (!). An unfortunate human error 
or a sabotage action by an authorized 
serviceman may cause the disabling of 
a safety device (i.e. overheat sensor), 
change the calibration, etc. They may 
intentionally replace a controller with a 
malverized unit, leave on-site a remote 
access modem (risky backdoor), or 
change critical programs by using his 
own laptop PC which might be infected 
prior to his arrival.

• BEMS/BAS often utilize controllers, 
some which are not configurable to 
perform a process, just to monitor 
a device or perform a simple ON/
OFF command. These are either low 
cost Programmable Logic Controllers 
(PLC) or low cost Direct Digital Control 
(DDC) devices. When supplied, they are 
configured with a published username 
and password which is the standard 
“factory default”.

• Today we frequently hear about 
Industrial Internet of Things (IIoT) devices 
(industrial sensors, CCTV camera, etc.) 
which are installed at remote, often 
unmanned locations and communicate 
via a wireless network with the control 
center or a PLC which supervises their 
operation. An attacker may initiate a 
Man-in-the-Middle (MitM) type attack and 
introduce fake indications to the control 
center.

• Deployment of IoT and IIoT 
devices which participate in an extended 
ecosystem is aimed at delivering valuable 

operating and cost benefits. However, 
adding these devices to the network 
also increases the cyber-attack surface 
and makes it easier for adversaries to 
compromise your BEMS/BAS.

Cyber defense solutions 

According to the scenarios mentioned 
above, BEMS/BAS may include a dozen 
different, independently operating control 
systems. Some are a part of the supplied 
assembly, and some may be built by an 
integrator using Commercial Off the Shelf 
(COTS) components and software. In 
order to manage the building operation, 
the cyber security expert must deploy 
several defense measures, each tuned to 
guard a specific segment:

• Separation to zones between 
control networks: While technically 
possible to combine all control processes 
under a single ICS operation, this method 
is not desirable. Adversaries might 
approach the least secure site and 
penetrate through it, laterally expanding 
to all BEMS/BAS operations.
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• Preventing data exchange among 
unrelated PLCs: Your experts must 
detect which PLCs absolutely must 
communicate each with other, and all 
other links shall be blocked. If needed, 
you may link these PLCs via DI/DO or 
analog signal AI/AO as an alternative to 
the Ethernet connection.

• Deployment of Intrusion Detection 
System (IDS): Use of IDS is a good 
method for detecting anomaly behavior 
on some sections of the BEMS/BAS. 
IDS can be directed to communication 
processes or control process anomalies 
and it may also effectively help detecting 
Zero-Day attacks. 

• Sanitizing process performing 
CDR: These kiosks perform Content 
Disarm and Reconstruct (CDR) and lead 
to detection of malverized files in an 
imported media. This process can only 
be used for standard files (*.jpg, *.doc, 
*.gif, etc.) but not for files which contain 
application/control programs.

• Industrial firewall: Firewalls are 
not a new technology and are widely 
used for IT cyber defense. Deployment 
of a SCADA-Aware firewall in BEMS/
BAS networks requires that the selected 
device and its software are capable 
of handling BEMS/BAS protocols like: 
BACnet, MODBUS, DNP 3.0, etc.

• Performing strong authentication: 
This topic refers to several segments: a) 
direct connection of an external PC to the 
HMI, b) connection to any control device 
(PLC), c) access via the internet by an 
authorized person. Very important to limit 
the time and allow as short as possible 
remote connection.

• Secure link between the HMI and 
PLCs: The encryption is mandatory for 
connection with remote devices where 
you face MitM risk and worry about 
data leak. However, the encryption 
will not protect your system when the 
attacker performs a “replay attack” (same 
message multiple times).

• Unidirectional Diode for data 
exporting: This mechanism is effective 
when you are concerned about injection 
of a malverized script into a BEMS/BAS 
network from the IT network. Important 
to note that this method will not protect 
you against internally generated attacks 
(A USB plugged into a computer).

• Physical security around control 
sites: This topic was already mentioned, 
but worth saying again, that physical 
security is an absolute precondition to 
cyber security. Therefore, protect your 
remote sites at every segment of the 
BEMS/BAS where an adversary may 
access your network.
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• Hardening procedure: According 
to the information mentioned above, 
today we are using COTS hardware and 
software for building some parts of the 
BEMS/BAS architecture. Therefore, it is 
highly important that all unused services 
and connection ports (hardware and 
software) are disabled. 

• Secured access to HMI and 
engineering stations: These computers 
are located in the control room and 
engineers’ room. In order to simplify the 
operation, the access to the HMI may 
allow all users to log-in with the same 
credential. The Engineering station is 
highly critical and must be strongly 
protected.

• Cyber secured maintenance for 
all BEMS/BAS sections: This is a critical 
topic, as an external service person 
can freely work on site and any of his 
actions may lead to a harmful incident. 
Deployment of software changes and 
updates shall be rather delayed and done 
only after extensive testing. 

Summary 

BEMS/BAS system architects, 
integrators and operators must be aware 
of potential harm from cyber-attacks 
targeted to generate data leak, damage 
and panic in buildings, campuses and 
data-center operations. Therefore, 
managers in charge of new BEMS/BAS 
project and those maintaining an existing 
facility must receive the needed budgets 
and human resources for strong cyber 
defense. 

C-level executives need to be well 
aware of the inconvenience which cyber-

attacks may cause to their customers 
and financial damage to their own 
organization. Last but not least, they 
must worry about their own reputation 
and future in case of negligent handling 
of BEMS/BAS cyber security making the 
attack possible.

Daniel Ehrenreich, BSc. is a 
consultant and lecturer acting at Secure 
Communications and Control Experts, 
and periodically teaches in colleges 
and presents at industry conferences 
on integration of cyber defense with 
industrial control systems. 

Daniel has over 25 years’ engineering 
experience with ICS and OT systems for: 
electricity, water, gas and power plants as 
part of his activities at Tadiran, Motorola, 
Siemens and Waterfall Security. Selected 
as Chairman for ICS Cybersec 2018 
taking place on 11-10-2018 in Israel. 
LinkedIn
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01
Company Description
Cyberbit is the world leading provider of Cyber Ranges for training cybersecurity 
professionals and provides a complete incident response portfolio that includes 
SOAR (Security Orchestration, Automation and Response), ICS Security for critical 
infrastructure and EDR. The products are also available as a consolidated platform for 
seamless detection and incident response across the converging IT OT and IoT attack 
surface. 

Company Name: Cyberbit
Founded: 04/2015
Employees: 220
Web: www.cyberbit.com 
Headquarters: Ra’anana, Israel

02Company Information
Other offices: USA, Germany, Singapore
Key Target Verticals: Large Enterprises, 
Governments, Higher Education and 
MSSP

Product: Incident Response & Forensics, 
Training & Education, SOC, IoT, Detection 
& Prevention, Endpoint Security  
Product Names and Brief Description:
Cyberbit Range – the most widely deployed 
hyper-realistic training and simulation platform.
SOC 3D – Security Orchestration, Automation 
and Response (SOAR) Platform that triples SOC 
efficiency, provides high resolution visibility and 
reduces time-to-response by 90%.
SCADAShield – OT asset discovery and visibility, 
detection of known & unknown OT threats, as 
well as deviations from operational restrictions, 
by using 7-layer deep packet inspection (DPI).
Cyberbit EDR - detects advanced, unknown 
and evasive threats and ransomware, by using 
behavioural analysis and without relying on 
external sources or connectivity.

03
The Product Customer Footprint

Market Verticals with Customers:
• Financial intitutions 
• Critical infrastructures
• Telecomm 
• Governments 
• Education 

Relevant Public Success Stories:
• Financial Services – Bank of Jerusalem
• Critical Infrastructures – Israel 

government, Delek Pi Glilot
• Education – Miami Dade College, 

Metropolitan State University, Regent 
University

• Manufacturing
• Telecomm – A1 Telekom
• MSSP – IABG, QOS Technology, Afore 

CyberSec, Baltimore Cyber Range
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04
Product: Cyberbit Range

Cyberbit Range is a hyper-realistic cyber simulation platform that uses flight simulation 
disciplines to train, onboard and dramatically improve the performance of incident 
response teams. 

Powering over 20 cyber training centers and thousands of trainees yearly, Cyberbit 
Range is now the most widely deployed cyber range platform. Cyberbit Range generates 
an immersive environment that replicates the customer’s SOC. It accurately simulates 
customer network topology, security tools, normal and malicious traffic, which results 
in a dramatic improvement over traditional training approaches. 

It is the only fully-fledged cyber training environment, uniquely combining advanced 
simulation technology, comprehensive training features, and content packages to 
address various training needs and scenarios. 
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05
Product: SOC 3D

Cyberbit SOC 3D is a Security Orchestration, Automation and Response (SOC Platform) 
a SecOps force multiplier, increasing SOC efficiency that reduces Mean Time To 
Respond (MTTR), by combining security orchestration, automation, and big-data driven 
investigation. 

SOC 3D  enables incident responders to manage the entire incident lifecycle within a 
single screen, from detection to recovery.

SOC 3D provides out-of-the-box integrations for all SOC systems, enabling your SOC 
team to manage the entire incident lifecycle within a single screen. It automates 
playbooks, tracks and measures SOC metrics, and records all raw SOC data on a big 
data platform for investigation and proactive hunting so analysts can get answers for 
any question in real-time without depending on pre-configured logs. 

MULTIPLE INTEGRATIONS RESPONSEALERTS

SOC 3D
ENRICHMENT

Remedy

Database Query

EDR
SCADAShield

Threat Intelligence File AnalysisIAM
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06
Product: SCADAShield

SCADAShield uses Granular Deep Packet Inspection (GDPI) to thoroughly analyze 
packets and detect OT, IT/OT and IT attack vectors, operational malfunctions and 
misconfigurations. 

Traffic analysis is used also for building a real-world network map and for asset 
management. SCADAShield provides full visibility of the OT network by automatically 
generating a live real-world network map based on traffic analysis. 

It automatically maps and identifies all OT and IT assets and their types, presenting 
them in Purdue Model for OT layer management. SCADAShield uses mirror port for 
passive and non-intrusive monitoring,and has out-of-the-box support for over 40 
protocols, with the ability to provide new and proprietary protocol support on-demand. 
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07
Product: Cyberbit EDR

Cyberbit Endpoint Protection incorporates EDR, NGAV and ransomware prevention - 
all in one agent. 

Cyberbit EDR continuously records kernel-level endpoint activity. This data is sent to a 
big-data repository for behavioral analysis. Behavioral analytics, leveraging expert threat 
analysis research, together with machine learning algorithms that tailor detection to 
the specific characteristics of the customer’s network, detect threats and anomalies 
while minimizing false positive alerts. 

Cyberbit EDR’s detection mechanism is independent of IOCs, able to detect threats 
that were never seen before. Cyberbit EDR automatically visualizes the attack story in 
a graph view, saving hours of analyst investigations and facilitating quick identification 
of root cause and threat propagation. 
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01
Company Description
Comprehensive yet simple security solutions to protect your critical assets.
Radiflow is a leading provider of cybersecurity solutions for ICS and SCADA networks 
in critical infrastructure, including tools for NIS Directive and NERC CIP compliance. 
Radiflow’s industrial cybersecurity solutions are protecting the operation technology 
networks of over 50 operators of critical infrastructure, including power generation, 
electricity supply, water facilities and others, in four continents around the world. 
Radiflow’s Industrial Intrusion Detection System passively learns and maps an OT 
network, providing exceptional visibility and situational awareness, and alerts in real-
time for any anomalies in unexpected network behaviors.

Company Name: Radiflow
Founded: 09/2009
Employees: 30
Web: www.radiflow.com  
Headquarters: Tel Aviv, Israel

02Company Information
Other offices: US, UK, Germany, Italy, 
Romania and Singapore
Key Target Verticals:

• Energy: electricity, oil and gas
• Water and wastewater
• Transportation: railways, airports, seaports and 

roads
• Industrial manufacturing
• Healthcare
• Building management

Product Category: Detection & Prevention 
(BMS / BAS & ICS)
Product Stage: released
Product Names and Brief Description:

• iSID industrial threat detection
• iSAP smart probe
• Secured gateway

Services Provided:
•  iSEC security assessment

03
The Product Customer Footprint

Markets with Customers: critical 
infrastructure, utilities and 
transportation 
Relevant Public Success Stories per 
Key Target Vertical:

• Detection of malware on HMI of 
a wastewater utility in Europe

https://cyberstartupobservatory.com/
https://radiflow.com/


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 100BACK TO CONTENTS

04
Product: iSID industrial threat detection

100% non-intrusive threat detection and intrusion detection in ICS/SCADA OT networks 
with IIoT devices.

How does it work?

• Traffic is passively collected from the network either by connecting the iSID to the 
switches port mirroring or using iSAP smart probes from remote sites.

• During the learning phase the network topology and behavior are set as the base 
line.

• During the detection phase any deviation from the baseline or any anomaly in the 
behavior is regarded as threat.

• Events are reported on GUI and through northbound interfaces to higher order 
management systems.
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05
Product: RF-3180/RF-1031 Secured gateway

RF-3180/RF-1031 Secured gateway. Active in-line industrial intrusion prevention 
system.

How does it work?

• Traffic passing through the Secured gateway is inspected by a DPI SCADA Firewall. 
Offending traffic is discarded while complying packets are transparently forwarded.

• Secure remote access to site after presenting credential during a designated time 
frame. 

• Security features such as IPsec, DM-VPN, etc. provide security infrastructure.
• All features of an industrial L3 switch available (VLANs, Routing, PoE, etc.).
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Gary Hayslip
Global CISO, Webroot 

As Chief Information Security (CISO) 
for Webroot, Gary Hayslip advises 
executive leadership on protecting critical 
information and oversees Webroot’s 
enterprise cybersecurity strategy. Gary 
is a proven cybersecurity professional, 
with a 20+ year record of establishing and 
leading enterprise information security 
programs.  

Gary’s previous information security 
roles include multiple CIO and CISO 
roles for the U.S. Navy (Active Duty), as 
a U.S. Federal Government employee 
and for the City of San Diego. Gary has 
a Bachelor of Science in Information 
Systems Management, a Master’s degree 
in Business Administration, and extensive 
experience in Information Security, 
Enterprise Risk Management, and Data 
Privacy.

Why did the role of the CISO appeal 
to you?

I have always been intrigued by 
technology and computers and increasingly 
found myself dealing with security issues. 

As a network architect and later as a CIO, 
I was fascinated with how networks could 
be designed to protect an organization 
and the numerous tactics cybercriminals 
used to launch an attack. As I became 
more involved with security initiatives and 
then accepted additional duties dealing 
with audit, compliance, and data privacy, 
I decided I liked the security field and 
accepted my first CISO position. Over 
the years I have observed how my role 
has matured and become more aligned to 
the business community. I myself find this 
refreshing because I have always felt the 
purpose of cybersecurity was to serve the 
organization through the management 
of its risk portfolio by using technology, 
security controls and a mature security 
program.

How do you convey to the board 
the message that with regards to 
cybersecurity you can minimize 
the risk but you are never going 
to be 100% secure?

When addressing boards, you may think 
a CISO’s role should be to talk security, 
but I’ve found it’s really a discussion about 
business and risk. I believe the CISO must 
convey the company’s current state with 
regards to its risk exposure and then provide 
recommendations for improvement.
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In providing recommendations, it’s 
important to explain that no business is 
ever 100% secure- there is always a chance 
for an incident. While the CISO needs to 
understand these risks, providing context 
and remediation recommendations, the 
business needs to own these risks.

It’s also the CISO’s role to educate the 
board that a mature, properly supported 
security program is a strategic asset that 
enables the organization to be resilient 
and manage its risks efficiently.

What advice do you have for 
security leaders?

Creating a cybersecurity culture, or 
influencing an existing cybersecurity 
culture is not easy- it’s a continuous work 
in progress. To have the most success, you 
need to get involved with your peers in the 
organization, network with other business 
units outside of security, and participate 
in company events. Truly listening more 
than you talk and learning about others in 
the organization helps to build trust over 
time.  To effectively do the job, the CISO 
needs to understand how the business 
works, employees need to see the CISO 
educating himself/herself on what the 
employees need to be successful, and how 
the company’s security program can serve 
them.

It is with this level of visibility and 
trust that a CISO can start to implement 
organizational change and implement 
new initiatives like phishing training, cyber 
awareness training, and Office of the CISO 
blogs and articles. The biggest thing I 
have learned from creating cybersecurity 
awareness cultures for numerous diverse 
organizations is the security program must 
be viewed as a partner and employees 
must feel security is of value, not just a 
process that interferes with their work.

Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

I am fond of saying that as a CISO, you 
must continuously educate yourself on the 
technology changes within your field and 
the threats to them.

To gain context into what truly 
matters the CISO must understand their 
organization, understand its business 
operations, and the channels it competes 
in. The CISO needs to understand who 
are the critical partners for the business, 
what technologies and data the business 
leverages to be competitive, and finally any 
compliance or regulatory requirements 
that must be met.

“The CISO needs to 
understand how the 
business works, 
employees need to see 
the CISO educating 
himself/herself on what 
the employees need to be 
successful, and how the 
company’s security 
program can serve them.”
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With this insight, a CISO can then 
focus on the issues that relate to their 
company, its partners, the technologies in 
use, and their security program. I like to 
have a core set of websites, blogs, news 
feeds etc. that pertain to my employer and 
then I have a second set that is more wide 
ranging and applies to the cybersecurity 
community and technology issues at 
large. I interact with each channel daily, 
whether I’m sharing an article on Twitter 
or commenting on a LinkedIn post. I find it 
crucial to know my space and the impact of 
issues to my company and our customers.  

How can CISOs balance 
security and innovation?

To me, managing innovation starts with 
knowledge. To be effective, CISOs need to 
understand the services and technologies 
inside their own security stack and the 
internal services security teams provide 
daily to the company that help it be 
successful. Additionally, they need to have 
visibility of new company initiatives, as 
adding or changing anything within your 
organization program will have a ripple 
effect across the organization, and perhaps 
increase your security risk.

With this information, you can advise 
leadership on incorporating innovation 
without sacrificing security. Innovation is 
a fundamental part of cybersecurity and 
essential to grow a mature security and risk 
management program. It’s not something 
that CISOs should shy away from.

How can we address the 
perception of cybersecurity 
holding back the business?

CISOs collaborate to survive; no one 
can do cybersecurity effectively in a box. 
For the CISO and security team to not 
be viewed as the “No” team, they must be 
actively involved in the business. I believe a 
mature security program and its objectives 
should be completely transparent to all 
employees. Everyone should understand 
what the security team’s role is and know 
what security projects are active and their 
value to the company.

Having a transparent security team can 
be accomplished by lunches and visits to 
departmental quarterly meetings to give 
briefings about the security department, 
core services to the company and what 
projects the security team has in the queue. 
It’s also important to involve employees 
from various departments to be a part of 
projects to help people see the business 
value a security program brings to the 
company.

“CISOs collaborate to 
survive; no one can do 
cybersecurity effectively 
in a box. For the CISO 
and security team to not 
be viewed as the “No” 
team, they must be 
actively involved in the 
business.”

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 106BACK TO CONTENTS

As a CISO I have learned that the old ways of keeping the program behind closed doors 
and just telling employees they have to do something just doesn’t work.

This leads to shadow IT, where employees ignore security training, actually putting the 
organization at greater risk. Having a modern security program that is involved in business 
operations and actively working with employees provides a safer business environment 
for the company and enables cybersecurity to be viewed as a strategic asset.

I am fond of saying that a CISOs job is to not say “no”, but to say 
“maybe”. The role of this position is continuously changing and lately 
has become more aligned to assist organizations with managing their 
risk and protecting their diverse assets. It’s this maturing of the CISO 
role that is rewarding- I am able to serve my company and mentor 
my teams. I don’t forget how blessed I am to be in this position and 
to have led some amazing security professionals in the teams I have 
managed over the years. It is through the support of Webroot and the 
hard work of my peers, employees and team members that we have a 
dynamic security program that provides internal services to both our 
departments and customers.

Hall of Fame

Gary Hayslip
Global CISO, Webroot
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01
Company Description
Safe-T®’s Software-Defined Access allows visibility and availability of applications, 
services and networks only after assessing trust, based on policies for authorized user, 
device, location & application. Safe-T reduces cyberattacks by concealing mission-
critical data at the perimeter, making it accessible only to authorized and intended 
entities, on premise or in the hybrid cloud.

Company Name: Safe-T
Founded: 2013
Employees: 60
Web: www.safe-t.com 
Headquarters: Herzliya Pituach, Israel

02Company Information
Other offices: New Jersey, US
Key Target Verticals: Financial Services, 
Healthcare, Insurance, Government, 
Education, Manufacturing,  Law Firms, 
Defense and Law Enforcement, Retail

Product Category – Network Security
Product Stage: released
Product Names and Brief Description:
Software Defined Access Suite
Services Provided:
 Professional services and support

03
The Product Customer Footprint

Markets with Customers: North 
America, EMEA, APAC and Africa
Relevant Public Success Stories per 
Key Target Vertical:

• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other

https://cyberstartupobservatory.com/
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04
Product in detail

Safe-T’s Software Defined Access solution provides authorized access to applications, 
safe sharing of information within your organization’s hybrid cloud environment, and 
helps you comply with industry regulations and standards. Safe-T’s Software-Defined 
Access masks data at the network perimeter, hiding applications and services from 
hostile and unauthorized entities – both externally and internally. Sensitive data, 
applications, services and networks simply remain invisible unless access is properly 
granted.

How does it work?

Safe-T protects your entire data access life cycle. After authenticating and verifying 
the user and device, Safe-T’s patented Reverse Access technology pushes out the 
requested data only to the authorized user. With security policy-based access control, 
Safe-T enables you to control data usage, detect risk and create audits and reports.
With a seamless user experience from any device, Safe-T also facilitates and consolidates 
data trust assessment for on premise and hybrid cloud deployments, securing access 
to data and applications everywhere.

The Data Access Lifecycle

By making your data invisible to the outside world, and by controlling the data access 
lifecycle, we protect you from cyber-attacks.

Step 1 Adaptive Access to Services and Data
Safe-T’s ‘on-demand Software Defined Perimeter’ transparently grants access only 
to authorized users by separating the access layer from the authentication layer, and 
by segregating internal networks. It authenticates the user and verify its device using 
fingerprinting, prior to providing access.

Step 2 Control Usage of Data
Once users have access to your applications and data, Safe-T ensures they only use the 
data according to their respective usage and access policies. The data residing inside 
your organization or being transferred in and out of the organization is completely 
controlled and protected from the inside out of the network – on premise or in the 
cloud.

https://cyberstartupobservatory.com/
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04
How does it work? (Cont.)

Step 3 Report on Data Usage
Throughout the application access lifecycle, Safe-T monitors and audits all user actions 
for each access application or data repository. Granular real-time dashboards, historical 
reports and analysis on data usage and risks, ensures compliance to regulations and 
shortest time to breach discovery and remediation.

https://cyberstartupobservatory.com/
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Why Public Cloud Providers Are NOT 
One Size Fits All

Despite increasing adoption of the 
cloud, there’s likely one topic you haven’t 
heard much about: where the giant public 
cloud providers are falling short.

The truth is that the large commodity 
cloud providers (think AWS, Azure, Google 
Cloud) don’t support many of the complex 
networking features needed to bring on-
premise enterprise applications to the 
cloud unchanged.

This problem is especially pertinent 
for providers of cybersecurity, data 
management, firewall and other complex 
applications. Unfortunately, it is not always 
readily apparent. Cloud engineers risk 
becoming deeply involved in the process 
before they discover these issues.

In fact, it is likely that vendors of 
traditional classically-built on-premise 
applications will face multiple challenges 
and will need to resolve many questions 
before they fully understand the amount of 

effort involved in bringing their solution to 
a commodity cloud – if it can be done at all.

To help shed light on this important 
issue, we’ve highlighted the top capabilities 
not supported today by general public 
cloud providers and their implications 
for cloud migration. While this may be 
disconcerting to some, do not fret. We 
won’t leave you hanging without an 
alternative solution. We will also introduce 
you to specialized cloud service providers 
that enable you to leverage the benefits of 
the cloud immediately, without rewriting 
your application or documentation.

So enough with the suspense. Let’s dive 
in.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   5 minute read
•    Networking Elements and Structures
•    Virtual Machine Import/Export
•    The Cloud with a Difference
•    About CloudShare

Muly Gottlieb, VP R&D

CloudShare

The fact remains 
that  most 
enterprise software 
today is still 
on-premise. 
Typically these 
products feature 
complex 
architectures that 
are hard to support 
on commodity 
clouds.

https://cyberstartupobservatory.com/
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Networking Features

Promiscuous Mode

In addition to aligning the network 
structure to your existing architecture, 
you might be in need of “specialized” 
networking features. A notable example 
is a promiscuous mode NIC, which is 
the basis for any network tap, the key 
deployment strategy for many network-
security applications, such as intrusion 
prevention systems (IPS), content-aware 
firewalls, etc.

The lack of such networking features 
on generic public cloud providers means 
that migrating environments that include 
port mirroring will not be straight forward, 
if attainable at all, without a major rewrite 
of your application.

Instance Networking

The ability to deploy a single VM 
containing multiple NICs with IPs from 
multiplePublic Cloud Providers fail 
cybersecurity vendors subnets (maybe 
even on different CIDR blocks) is another 
feature not commonly available on 
generic public clouds. Even if the NICs 
and IP are from the same subnet, the 
number of NICs per VM is limited unless 
you opt for a much bigger and more 
expensive instance. Coupling CPU/
RAM with a number of NICs forces 

networking-heavy applications to opt for 
very expensive instances with wasteful 
compute resources.

Nested Virtualization

Nested virtualization, where a VM 
runs nested VMs on top of it, is a go-to 
architecture for many network appliances 
and security solutions. If your solution 
includes the use of nested VMs, you 
would likely want to replicate this when 
harnessing the cloud for your needs. Yet, 
nested virtualization is not supported 
out-of-the-box by many generic cloud 
providers. This lack of support also 
makes nested virtualization a non-
viable workaround for lack of instance 
networking support (as we mentioned 
above).

In some cases, you might be able to 
work around this limitation by “stripping 
out” the nested VMs and uploading them 
to the cloud as individual VMs. However, 
in most cases it means that you will be 
faced with that dreaded long haul of re-
architecting or modifying your solution 
(and in some cases will not be possible at 
all if you’re using the nested architecture 
features as integral parts of your solution).
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Virtual Machine Import/Export

The ability to move fully-configured 
machines in and out of the cloud, in their 
exact states, is an amazing feature. In 
fact, it’s not all that uncommon to see 
boxes that are running for years and have 
been altered numerous times, with some 
of those moves undocumented.

Why is this a problem?

The main issue is that existing import/
export tools are made for a limited type 
and version of operating system, and as 
a result, not all instances can be imported 
to the cloud. This is likely the case for the 
ones that need to be imported the most 
– the ones that are already outdated. For 
example, if your application contains 32-
bit Linux, Kali Linux, customized kernel, 
or Windows XP, most commodity cloud 
providers will not support importing those 
machines. And again, you will face the long 
haul of re-architecting or modifying your 
solution. Another point worth mentioning 
is that most commodity cloud providers 
only allow you to export VMs that were 
previously imported into their cloud, and 
not “native” VMs. 

As a result, any configuration or 
modification that is done on the cloud 
instances needs to be repeated manually 
on the on-premise counterpart to prevent 
configuration drift. It practically forces you 
to develop and modify your application 
only on-premise and to keep re-importing 
it into the cloud when a new version 
is ready – a very time-consuming and 
inefficient method.

The Cloud with a Difference

Don’t misunderstand. The information 
in this article isn’t meant to advocate 
against migrating to a generic cloud or 
to tell you that it’s not worth the try. Our 
intent is to alert you to hurdles that might 
cause you considerable effort and to 
make you aware of specialized providers 
that enable you to leverage the benefits of 
the cloud immediately, without rewriting 
your application or documentation.

Unlike the giant generic cloud providers 
that were built to support cloud-native 
applications, specialized cloud providers 
were purpose-built to make it easy to 
move complex on-premise applications 
to the cloud unmodified. Therefore, 
they support many complex networking 
features out-of-the-box.

“The main issue is that 
existing import/export 
tools are made for a 
limited type and version 
of operating system, and 
as a result, not all 
instances can be 
imported to the cloud.”

“Unlike the giant generic 
cloud providers that were 
built to support 
cloud-native applications, 
specialized cloud 
providers were 
purpose-built to make it 
easy to move complex 
on-premise applications 
to the cloud unmodified.”
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One such provider is CloudShare, 
which was built from the bottom up 
to support the migration of complex 
applications to the cloud. By exposing 
more of the underlying virtualization 
system, CloudShare’s platform enables 
the user to take advantage of the same 
architectures and topologies available 
in on-premise deployments. Moreover, it 
adds the ease of a managed environment 
by providing features such as templates 
of complex environments, policy-based 
environment lifecycles, quick replication 
of environments, and collaboration tools 
for efficient follow-the-sun scenarios.

On top of its cloud platform, CloudShare 
offers specialized solutions for the 
entire application development lifecycle, 
including development and testing, 
training, sales enablement and customer 
support.

Summary

As with anything, it’s always important 
to look at both the pros and cons. The 
public cloud is no exception to that general 
rule. By looking at the cases where generic 
cloud providers fail, you’ll get a clearer 
picture of how to best leverage the cloud 
for your business advantage.

About CloudShare
CloudShare is a specialty cloud provider 

that helps software companies replicate 
complex on-premise IT environments in the 
cloud for training, PoCs, and sandboxing 
for support and testing. CloudShare’s 
specialized solutions help vendors of on-
premise and SaaS applications to grow 
revenues, increase efficiency and improve 
customer success.

To learn more about how CloudShare 
can help your organization, visit us at:

www.cloudshare.com

Trusted by worldwide industry leaders:

Get started, contact us today!

www.cloudshare.com         

sales@cloudshare.com
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Glauco Sampaio
CISO, Banco Original

Information Security professional 
since 1999 operating in financial services, 
media and ISP companies, Glauco 
Sampaio is following the development of 
the area in Brazil while helping companies 
to adopt cybersecurity best practices. 
Glauco has a bachelor’s degree in 
Information Systems Management and 
specializations in Information Security, 
Cyberlaw and Business.

What is your overall approach to 
information security?

I believe in two maxims that are: solve 
the big and easy problems first and security 
must work very closely business needs. 
This is the most relevant success factor to 
any information security strategy, if one is 
to avoid turning information security into a 
set of antagonistic roadblocks.

Second, we cannot leave behind the 
security technologies to support our 
strategy, without them is almost impossible 
to implement the controls and process 
designed by the security team.

Third is visibility. Without visibility we 
cannot provide the correct information 
and support to define the security strategy. 
Visibility needs to expand beyond the 
one’s organization towards the broader 
ecosystem including other companies and 
the reported public information security 
incidents.

Other aspect that is crucial for the 
security strategy is keep the controls and 
processes already implemented working as 
designed. Create a process to continuous 
monitor and test or our infrastructure 
is a key component of any strategy. This 
include a periodically Cyber War Game 
aimed at one’s Blue Team with the main 
goal of validating if the security ecosystem 
is responding as per the original and the 
team are responding accordingly.

What should corporate boards 
know about conducting 
information security?

At the right level, they must know 
the risk level and the plans to support an 
acceptable level of risk that defined by the 
company. It is easier said than done but it 
will go a long way to improve the maturity 
level of the organization.

As infosec professionals we have to 
provide the correct message to the board, 
what are the main concerns and issues that 
must be addressed, gap analysis and the 
plans to bring our risks to an acceptable 
level.
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Leveraging publicly available 
information to illustrate the potential 
impact to business reputation and 
customer trust is another important area 
of communications with the board. It is 
not about scaremongering, but we need 
to drive the attention of key stakeholders 
to the potential irreparable effects of 
significant incidents.

Almost everybody agrees that 
organizations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture?

This is a security discipline where 
you cannot apply frameworks or 
industry market models without a clear 
understanding of the company culture. We 
need to establish partnerships with key 
areas as human resources and marketing 
as a means of streamlining communications 
to both external and internal stakeholders.

The use of specific type of material 
and approach to the different type of 
employees is crucial to foster corporate 
culture that values information security. 
Different individuals have unique training 

needs and it is the responsibility of the 
organization to define the most effective 
vehicles to deliver actionable knowledge.

Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

Create a curated list of sources that 
are reviewed on a daily basis before 
any communication is released literally. 
There is a lot of noise in this data and it 
is our responsibility to avoid disclosing 
unnecessary or misleading data.

You can additionally use a partner 
for the technical issues, and consulting 
services to compile trustworthy 
information about the technologies used 
in one’s environment, not just for “patch 
management” but also improve the use 
of new features and configurations to 
address new security issues.

“As infosec professionals 
we have to provide the 
correct message to the 
board, what are the main 
concerns and issues that 
must be addressed, gap 
analysis and the plans to 
bring our risks to an 
acceptable level.”

“Create a curated list of 
sources that are reviewed 
on a daily basis before 
any communication is 
released literally. There is 
a lot of noise in this data 
and it is our responsibility 
to avoid disclosing 
unnecessary or 
misleading data.”
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How can CISOs balance 
security and innovation?

The real balance isn’t security and 
innovation, is risk management and 
innovation.

We must help the business to achieve 
the company goals, continuously managing 
the risks. The innovation process brings 
to this cycle a lot of new challenges, it is 
very important to have a security team 
with the ability to continuously provide 
measurements of risk assessment.

The same is valid for the technical 
innovations, it is a responsibility of 
the security team to help IT to adopt 
innovations with the best possible controls 
in place.

You’ve been in the industry for 
19 years. What are some of the 
biggest changes you’ve seen 
in terms not only of threats, 
but also how cybersecurity is 
viewed in an organization?

It has been a long way from 1999 and 
I see the security needs of all companies 
grow significantly every year. While I 
believe most organizations are advancing 
the general information security practice 
there is still a lack of consistent attention 
and support from senior level executives.

We are witnessing a set of new 
regulations over the last years such as 
GDPR, from Central Banks and others 
older like PCI that guide companies 
security practices, but also a better 
understanding of the impacts of a security 

incident were seen last year with Wannacry 
and Not Petya. Remembering that they 
were caused by failure in one of the oldest 
security process: Patch Management.

We see a lot of new job opportunities 
in information security and news about 
the shortage of people on the area, this 
represent a better understanding of the 
importance of security to the business.

As companies increase focus on security, 
CISOs become the key player across all 
corporate levels of the organization in 
creating a sense of shared ownership. We 
must be prepared to continuously work 
with the broader organization clarifying 
the role of all stakeholders in the diverse 
initiatives driven by the security teams.

There is a lot of work to be done though.

Hall of Fame
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01Company Description

Verifyoo is a software company offering behavioral biometric user verification solutions, 
with the focus on enhancing and enabling business interactions and empowering 
companies in digital transformation.Verifyoo’s patented technologies enable users 
simple yet secure access to their accounts, without risking their privacy.
 

Company Name: Verifyoo
Founded: 10/2015
Employees: 10
Web: http://www.verifyoo.com
Headquarters: Tel Aviv

02
Company Information

Other offices: NA
Target Industries: Fintech, eCommerce

General - Verifyoo BehavioMetric One-Time Password
User identity verification solution based on behavioral biometric technologies.
Users are asked to hand-write characters on their smart-phones touch screen.
Verification performed by analyzing user interaction with their smartphone.

Key Differentiators
Business enabler – operations cost reduction, improved user experience and 
satisfaction.
Secure - resistent to spoofing and replay attacks, requires user consent in the 
verification process.
Private – uses non intrusive, revocable behavioral features, GDPR compliant.
User friendly – no password memorisation, simple and intuitive to use.

03
The Product
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01Company Description

ODI develops and markets advanced anti-malware tools based on Content Disarm 
and Reconstruct (CDR) technology for preventative cybersecurity in enterprises of all 
sizes. ODI’s TrueCDR™ technology prevents the malware infiltration to organizational 
networks by removing all malicious code from a wide range of file types. Unlike legacy 
anti-malware technologies, ODI’s solutions are effective against both known and 
unknown malware.

Company Name: ODI ltd.
Founded: 2012
Employees: 25
Web: https://odi-x.com
Headquarters: Israel

02
Company Information

Other offices: Luxemburg,  Atlanta GA USA
Target Industries: MSSPs, Energy and 
Critical Infrastructure Financial Institutes, 
Healthcare, Education

Product Category: Detection & Prevention
Product Stage: Released & Deployed
Product Names and Brief Description:
The ODIX Kiosk -  Files Sanitizing Station: 
Eliminating the Threat of Malware from 
Removable Media
ODIX NetFolder – Anti-malware network solution 
- Sanitizing files in transit
ODIX Mail – Sanitizing email attachments
Key Differentiators: TOTAL malware
Prevention approach – detection-less 
process eliminating ALL malware threats, 
known & unknown. Zero-day, APT, targeted 
attacks.

03
The Product Customer Footprint:

Markets with Customers: Israel, 
Luxemburg, USA, UK, Nordics

Relevant Public Success Stories: 
Dominion Power USA, Harel Insurance, 
EIB Bank, Analyst Investment House, 
Varonis Systems

https://cyberstartupobservatory.com/
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01Company Description

Intezer is replicating the concepts of the biological immune system into cyber security, 
offering enterprises unparalleled malware analysis and accelerates incident response. 
Intezer provides a fast, in-depth understanding of any file by mapping its code DNA at 
the ‘gene’ level -- offering the most advanced level of malware analysis. A sophisticated 
solution that your antivirus and endpoint solutions simply cannot provide.

Company Name: Intezer
Founded (MM/YY): 2015 
Employees: 20
Web: www.intezer.com 
Headquarters: Tel-Aviv

02
Company Information

Key Target Verticals: Enterprise 

Product Category: Detection & Prevention- Incident Response & Forensics- SOC
 Product Stage: released
Product Names and Brief Description:
Intezer Analyze™: Intezer provides a fast, in-depth understanding of any file by mapping 
its code DNA at the ‘gene’ level -- offering the most advanced level of malware detection 
and analysis that other solutions simply cannot match.
By identifying the origins of every piece of code, Intezer is able to detect code reuse 
from known malware, as well as code that was seen in trusted applications.  This 
allows Intezer to uncover the true nature of any unknown file to detect the most 
sophisticated threats and significantly accelerate incident response.
Key Differentiators: Security teams today are dealing with hundreds of unknown 
files, including many false-positives, and are struggling to remain protected against 
targeted attacks. Intezer enables them to detect, prioritize and analyze their biggest 
security challenges using the most comprehensive level of detail available.

03The Product
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01Company Description

Cybint is an international cyber education leader committed to solving the significant 
global shortage of cyber security professionals using hands-on skills aligned with the 
NICE Framework. Our solutions are designed to be flexible to meet the specific cyber 
education and training needs of organizations. Cybint’s portfolio has been developed by 
some of the world’s foremost authorities in cyber security and intelligence, in partnership 
with leading government and intelligence agencies, and educational institutions.    

Company Name: Cybint
Founded: 04/14
Employees: 50
Web: https://www.cybintsolutions.com
Headquarters: NYC

02
Company Information

Other offices: Tel Aviv, London, Rome
Key Target Verticals: Higher Education, 
Financial Sectors, Government 

Product Category: Cyber Security Training
Product Stage: released
Product Names and Brief Description:
Cyber “Hands-On” Training Lab for training 
cyber security professional workforce.
Cyber Security and Cyber Intelligence 
E-Learning Programs for non-technological 
personnel.
Key Differentiators: Hands-on, 
combination of military, academic and 
industry experience
Future Functionality:
Services Provided: customized training 
solutions

03
The Product Customer Footprint:

• Markets with Customers: 
government, insurance and banking 

• Relevant Public Success Stories: 
Cybint has been providing 
cybersecurity training solutions 
to several major banks, insurance 
companies and government 
agencies in the US and abroad.
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01Company Description

For organizations that see opportunity in today’s always-on and always-connected 
reality, Axonius is the cybersecurity asset management platform that lets IT and 
Security teams see devices for what they are in order to manage and secure all.

Company name: Axonius
Founded: 06/17
Employees: 15
Web: axonius.com
Headquarters: New York, NY

02
Company Information

Other offices: Tel Aviv Israel
Target Industries: many, including financial 
services
 

Product Category: Cybersecurity Asset 
Management
Product Stage: GA
Product Names and Brief Description:
Axonius Cybersecurity Asset Management 
Platform.
Key Differentiators: Visibility into all 
devices and what software is running on 
them.
Future Functionality: Customized logic to 
move from visibility to security.

03
The Product Customer Footprint:

Target Industries:

• Financial Services

• Healthcare

• Education

• Manufacturing

https://cyberstartupobservatory.com/
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Dr. Mansur Hasib 
Global Award Winning Cybersecurity and Healthcare 
Leader, Author, and Media Commentator

Dr. Mansur Hasib, CISSP, PMP, CPHIMS

• Global Award Winning Cybersecurity 
and Healthcare Leader, Author, and 
Media Commentator

• Program Chair, Cybersecurity 
Technology, The Graduate School

• University of Maryland University 
College (UMUC)

• State University - Global Campus 
Serving 93,000 Students Globally

• Winner of Best Cybersecurity Higher 
Education Program in 2018 Serving 
12,000 Students

2017 Cybersecurity People’s Choice 
Award and 2017 Information Governance 
Expert of the Year Award winner, Dr. 
Mansur Hasib is the only cybersecurity 
and healthcare leader, author, speaker, 
and media commentator in the world 

with 12 years’ experience as Chief 
Information Officer, a Doctor of Science 
in Cybersecurity (IA), and the prestigious 
CISSP, PMP, and CPHIMS certifications.

In September 2017, at a ceremony in 
Austin, Texas, (ISC)2 named Dr. Hasib 
a “Rock Star” of cybersecurity and 
presented him an electric guitar along with 
the (ISC)2 Americas Information Security 
Leadership Award trophy for leading the 
implementation of the Master of Science in 
Cybersecurity Technology degree program 
at UMUC. His independently published 
book Cybersecurity Leadership has been 
widely acclaimed by practitioners and 
scholars alike and is listed among the best 
IT and cybersecurity books of all time. Dr. 
Hasib has 30 years of experience in leading 
organizational transformations through 
digital leadership and cybersecurity 
strategy in healthcare, biotechnology, 
education, and energy. Within the Life 
Sciences field, Dr. Hasib served as Chief 
Information Officer at the University of 
Maryland Biotechnology Institute and the 
Baltimore City Health Department for 12 
years.

In 2013, Dr. Hasib conducted a national 
study of US healthcare cybersecurity 
and published the book Impact of 
Security Culture on Security Compliance 
in Healthcare in the USA. This book 
extensively covers the HIPAA privacy law 
and subsequent updates as well as issues 
of cybersecurity culture and compliance.
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Additionally, with a Bachelor’s degree 
in Economics and Politics and a Master’s 
degree in Political Science, Dr. Hasib has 
a unique interdisciplinary perspective 
in digital strategy, business innovation, 
and cybersecurity. Dr. Hasib enjoys table 
tennis, comedy, and travel and has been to 
all 50 states of the USA.

Follow him on Twitter @mhasib 
or LinkedIn: www.linkedin.com/in/
mansurhasib.

To access more content or to contact Dr. 
Hasib, visit: www.cybersecurityleadership.
com

How did you get into the field 
of cybersecurity? What training 
and education did you have and 
where did you get it?

When I got into the field I had no idea 
I was getting into the field since the field 
did not exist and the word “cybersecurity” 
had not yet been coined. I had completed 
a Bachelor’s degree in Economics and 
Politics from Brandeis University and 
then joined a doctoral program in Political 
Science at Emory University.

We had to analyze large data sets 
using mainframe computers and statistical 
software such as SAS, SPSS, and BMDP. 
I became very adept at this analysis and 
started to help others. Finally, over a 
weekend bridge game, one of the senior 
students asked me if I knew any graduate 
student who would want to work in the data 
center part time. The following Monday, 
I started working at the data center. I still 
joke that if I did not play bridge, I would 
probably never have entered the field.

While I was working at the data center, 
IBM and Novell donated hardware and 
software to build small lab networks to 
teach word processing and statistical 
analysis on these cheaper and more 
accessible platforms. I started to recognize 
the power and business potential of 
computer networks. So when my doctoral 
dissertation advisor was denied tenure 
and had to leave Emory, I also recognized 
this might be life telling me I needed to 
do something different. I abandoned the 
doctoral program in Political Science 
and took a job at a medical school in 
Fort Worth, Texas where I built my first 
enterprise network and transformed the 
organization.

This is also where I recognized early 
on that implementing technology was 
not enough to unleash its power. We had 
to train people to use it effectively. So I 
personally trained 400 of the 500 people 
in the organization and dramatically 
increased the productivity and innovation 
in the organization. That is what also led me 
to recognize that digital strategy must be 
viewed as a revenue driver and innovation 
engine. We were not simply automating 
functions. Our strategy had organizational 
transformation power.

“This is also where I 
recognized early that 
implementing 
technology was not 
enough to unleash its 
power. We had to train 
the people to use it 
effectively.”
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Life is full of pivot points and 
opportunities. We should never continue 
to pursue a closed door. We should always 
look around and seek other open doors. 
I have always embraced such cues from 
life and in the last chapter of my book 
Cybersecurity Leadership, I urge people 
to recognize and positively embrace pivot 
points that life sends our way.

What is the difference between 
security and cybersecurity? 
Can we use these words 
interchangeably?

Security is a state. Cybersecurity 
is a process and a culture of perpetual 
innovation. They should not be used 
interchangeably. People need to stop and 
think what these words really mean. The 
sole focus of security is access control. 
Cybersecurity has a much wider set of 
goals. Cybersecurity professionals focus 
on the organizational mission, risks, and 
culture to govern behavior in such a manner 
that productivity, innovation, and profits 
are increased while risks are reduced. A 
lot of information and intellectual assets 
reside within the people of an organization. 
So cybersecurity professionals have to 
retain and invest in people as assets. Since 
innovation is done by people, cybersecurity 
professionals also embrace people as the 
most important aspect of a digital strategy. 
Security professionals, on the other hand, 
may focus on controls to limit the access 
and use of technology and systems. This 
control mentality is anathema to business 
executives.

Cybersecurity is also an academic 
discipline with an academic definition which 
embraces several decades of learning in the 
field. In my book Cybersecurity Leadership 

and at various conferences, I have 
provided this definition as the following: 
Cybersecurity is the mission-focused and 
risk-optimized governance of information, 
which maximizes confidentiality, integrity, 
and availability using a balanced mix of 
people, policy, and technology, while 
perennially improving over time. Every 
word in this definition has been carefully 
chosen and the definition builds on the 
collective body of knowledge in the field 
produced by previous scholars. No one 
can create a definition out of thin air. They 
must acknowledge prior scholarly work 
and build upon or adapt these works with 
solid scholarly arguments and evidence.

You have served as a CIO for 
12 years. What is a CIO really 
supposed to do? And what is 
the relationship between a CIO 
and a CISO? Who should these 
positions report to?

I have covered this extensively in my 
book. In summary both CIOs and CISOs 
have seven key functions: Team building is a 
key central function. In addition they must 
build relationships, do strategic planning, 
promote the value of the organization 
internally and externally, ensure systems 
are reliable and high quality, deliver on 
projects and services, and formulate and 
execute cybersecurity and digital strategy. 

“ The CIO and CISO must 
have a supporting 
relationship and should 
be able to cover for each 
other. This CIO/CISO 
should report directly to 
the CEO and be 
permanent members of 
the cabinet.”
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Of these, the first three tend to be more 
strategic in nature and I think the CIO 
needs to personally focus on these. The 
last three tend to have a more operational 
engagement with all layers of an 
organization. This is what the CISO should 
focus on. The CIO and CISO must have a 
supporting relationship and should be able 
to cover for each other. This CIO/CISO 
should report directly to the CEO and be 
permanent members of the cabinet and be 
able to interface with the board so they are 
empowered to formulate and execute the 
digital strategy of the organization so that 
it can support the mission properly.

Modern organizations have no need 
for a CFO and this position should be 
eliminated to generate cost savings and 
to reduce the typical wastage of money on 
obsolete technology that I have seen CFOs 
typically spend on throughout my 30 year 
career. While we need accountants. We do 
not need them to run organizations. The 
era of finance is over. This is the digital era. 
Everything is digital and cybersecurity is 
everything.

In your work, writings, and 
conference presentations, you 
stress the role of people and 
leadership. Why do you think 
people and leadership are 
important?

People are the source of innovation. The 
human brain is simply amazing. The profits 
of a company come from the difference 
between what someone produces versus 
what they are paid. So the layoff culture in 
some organizations today has been very 
harmful for the retention of human capital, 
intellectual assets, and overall innovation 
in organizations.

Without ethical leadership people 
do not perform and innovate. If they are 
perpetually afraid of losing their jobs for 
no cause, they will perpetually be seeking 
opportunities outside the organization. 
Their focus will be on their own careers 
and safety and not the enhancement of the 
organization’s mission. If the leadership is 
unethical, can they really expect workers 
to be ethical? Without ethics and integrity 
the safety of the organization’s assets are 
in perpetual jeopardy. If you look around, 
you can see the stark and dire effects of 
this malaise.

You have won several awards. 
What did you do to win these 
awards?

I think the primary reason for my 
success in winning these awards has been 
my global people network. I value and 
nurture my relationships with people. I have 
also contributed to the body of knowledge 
extensively through writing books, articles, 
and conference presentations. I have also 
helped anyone I could. Sometimes I got 
paid for my work. Sometimes I did not get 
paid. I stayed true to my personal mission 
of helping people succeed while ensuring 
that I was able to earn an honest living. 

“ Without ethical 
leadership people do not 
perform and innovate. If 
they are perpetually afraid 
of losing their jobs for no 
cause, they will 
perpetually be seeking 
opportunities outside the 
organization.”
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To give you a simple example, I released 
the first chapter of my book along with 
a 25 minute lecture on YouTube. Many 
organizations use this video for free to 
help people understand cybersecurity as 
a discipline. However, I did not release the 
entire book in this manner.

In return, my people network helped 
me with voting and urging passionately for 
their sphere of influence to vote for me. 
The whole experience made me realize the 
power of a personal brand compared to a 
corporate brand. Corporate brands are 
on a decline because of their treatment of 
people. A single layoff can ruin allegiance 
and the public goodwill of a corporate 
brand. There is no emotion attached to a 
corporation running in a contest. So when 
I ran against many powerful and well 
financed companies in several contests, I 
was able to win even though I did not spend 
any money in my campaigns. Marketing 
and brand promotion has changed. People 
networks are powerful.

You appear to have strong 
opinions about a CIO or a CISO 
never reporting to a CFO. Why?

I have shared my experiences with 
reporting to a CFO in my book. CFOs are 
not strategic in nature. Their sole focus 
is reducing expenses. They even view 
people as expenses. They are primarily 
accountants and the outdated accounting 
system prevalent in most organizations 
views people as the largest expense for 
an organization. The accounting system 
does not account for the value of goods 
and services that these workers produce, 
which far exceed what they are paid. The 
profits of any company is derived from 

this very gap - between what a worker is 
paid versus what they produce. However, 
CFOs never appreciate this. So when 
they layoff a bunch of people, they do not 
realize they may be dumping some of the 
most valuable intellectual assets of the 
company. From their accounting viewpoint, 
they have just reduced a lot of expenses! If 
an organization is having financial trouble, 
the first person to be laid off should be 
the CFO - for not doing their job! Instead, 
they layoff others and actually set up the 
organization for permanent long-term 
damage and atrophy.

CFOs also view technology as a cost 
center - never realizing that the largest 
cost center of any organization is typically 
the CFO organization itself. CFOs tend 
to be the highest paid executives in any 
company. Yet most CIOs are capable of 
managing large budgets and doing the job 
that a typical CFO does. However, I have 
never met a CFO who could do my job as 
a CIO.

Do you have any closing 
statements you would like to 
share?

Yes. My key messages are twofold:

1) Modern organizations are all digital 
organizations and every worker is a digital 
worker. Therefore organizations need to 
be led by digital strategists starting at the 
CEO level. In every organization I worked 
in, I could have served as the CEO. I know 
that my students will be better future 
CEOs of the world.
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2) Finally, recognize that having a CFO run your IT and cybersecurity 
organizations is like having a bus driver flying an airplane without a 
flying license. Accidents are only a matter of time! Executives charged 
with leading anything must be qualified to do the job. The problem 
we have in our hands is not a technology problem. Rather it is a 
governance and leadership problem. We also cannot expect to hire 
purple squirrels at mouse pay. Quality people need to be paid ethical 
compensation and their compensation should be proportional to the 
value they produce. That is ethical leadership and the fundamental 
promise of capitalism. Compensation should not be determined by 
executive rank, power, and authority with no relationship to the value 
produced.

Hall of Fame

Dr. Mansur Hasib
Global Award Winning Cybersecurity and Healthcare Leader
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BLOCKCHAIN LIVE 2018
26th September 2018
Grand Hall, Olympia
London, UK

Twitter - @UKBlockchain

LinkedIn - https://www.linkedin.com/company/blockchainlive/

Blockchain Live is the UK’s leading event for blockchain technology and aims to 
connect innovators, influencers and investors to aid the adoption and drive growth in the 
marketplace and take blockchain to the mainstream. Our event affords you the opportunity 
to meet more than 3000 senior decision makers and specialists from leading organisations 
in sectors such as; finance, banking, insurance, the public sector and energy that we have 
identified as ready to adopt or implement blockchain.

“Blockchain Live 2018 is the go-to event for anyone interested in unlocking the 
potential of this exciting new technology for their business. We are taking Blockchain to 
the mainstream and acting as a catalyst for mass adoption by end users, exploring some of 
the most innovative and game-changing Blockchain platforms and applications available.” 
- David Roberts, Event Director, Blockchain Live.

To find out more: 
BLOCKCHAINLIVE Website

SO

MEDIA PARTNER

BE AMONG THE LEADING 
ORGANIZATIONS IN THE 
WORLD OF BLOCKCHAIN

BLOCKCHAINLIVE

WEDNESDAY 26 SEPTEMBER 2018, OLYMPIA, GRAND HALL, LONDON
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CYBER SECURITY SUMMIT
NOVEMBER 15th, 2018
BUSINESS DESIGN CENTRE, LONDON

The Cyber Security Summit is the UK’s leading one-day conference and expo for 
those at the forefront of securing technology, data and networks across government, 
the public sector and enterprise. The event will take place on the 15th November at the 
Business Design Centre in London. The Summit provides a unique platform for leaders 
and implementers to engage in cross-sector debate and share insights to optimise cyber 
resilience and the fight against cybercrime and with over 2000 attendees we are the 
biggest one day cyber event in the UK. This year we will be running an exclusive Data 
Protection Summit along with a fully interactive ‘War Room’ featuring live simulations of 
cyberattacks to improve your preparedness for a cyberattack. 

To find out more: 
CYBER SECURITY SUMMIT Website

BLOCKCHAINLIVE

SO

MEDIA 
PARTNER
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Command and Control SUMMIT
September 20th -22nd, 2018
International Congress Center Munich

Cybersecurity as a key to corporate success in the digital age – this is the central 
theme of the new event format Command Control. This international, cross-sector 
platform targets all those decision-makers who are involved with the digitalization within 
companies and who want to learn more, educate themselves and network with one another. 

Munich is Europe’s leading cybersecurity hub, where start-ups already play an 
important role in this digital ecosystem. Especially young companies offer innovative 
solutions for risk management, encryption or data security and thus new opportunities 
in terms of sus-tainable security. Command Control, as a growth driver for a new 
cybersecurity culture, offers Startup’s the opportunity to present themselves in front of 
an international audience at the Lion’s Den.  Also, to build valuable bridges with corporates 
in 1-to-1 Matchmaking and be perceived as a reflection of the latest cybersecurity trends 
in our Startup Area as well as with a listing at the Startup Radar.

Applications for Start-ups are still available! Fine more information here: 
https://cmdctrl.com/partners/information/start-up-area/index.html

Please contact Ms. Bojana Dorzi and secure one of the limited places in the Command 
Con-trol startup program: bojana.dorzi@messe-muenchen.de 

SO

MEDIA PARTNER BLOCKCHAINLIVE

International Congress Center, Munich September 20th -22nd, 2018 

https://cyberstartupobservatory.com/
https://cmdctrl.com/partners/information/start-up-area/index.html
mailto:bojana.dorzi%40messe-muenchen.de?subject=


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 137BACK TO CONTENTS

Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate receiving 
your suggestions or comments to help us improve our content, services and the way we 
communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us know. It helps us 
to know that we are delivering our services effectively and provides us with an opportunity 
to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations are a valuable 
input

We strive to cover relevant topics, provide valuable resources and to shed some light 
on important issues. The team welcomes your contribution as a way to widen our vision, 
the quality of the content and the depth of our knowledge.

You can contact us at: 
info@cyberstartupobservatory.com
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