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The purpose of the Cybersecurity Startup Observatory is to collaborate to build a 
safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

 www.cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2018 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Preface

We are thrilled to present the Fourth Edition of the Cyber Startup Observatory© 
Israel. This initiative started one year ago, with a very interesting trip to Israel  to get an 
on-site knowledge of its dynamic society and robust and innovative cybersecurity 
ecosystem.  

Although our initial focus was the Israeli cybersecurity market, the requests from 
startups and entrepreneurs from other regions motivated us to widen our world. Since 
that very moment, the Observatory© project has gone global, now involving the research 
of major cybersecurity ecosystems across 20 markets within five continents.

During this year, over half a million people all around the world have followed our 
publications, daily articles, website, CyberSlides©  and of course the Observatories.

In the forthcoming weeks and months we are going to continue investing in the 
project to cement and increase our global reach and to provide more value to our 
members, partners, sponsors and followers within the cybersecurity community.

We would like to express our sincere gratitude to all the participating startups and 
their teams for their fantastic solutions and their contribution not only to this 
Observatory© , but also in securing the referred industries and society as a whole. All of 
them contribute to keeping our companies and lives cyber-safe.

Nevertheless, the industry is not only driven by entrepreneurs. Established 
companies and their cybersecurity leaders also play an instrumental role in keeping us 
safe, fighting a tough battle on a daily basis with very challenging responsibilities and 
important achievements that are not always properly recognized. 

CISOs, cybersecurity leaders, managers, consultants and in general every single 
stakeholder in this process deserve our recognition and respect.

The CISO / Cybersecurity Leader of the Week program was created to recognize 
their contribution, not just to the cybersecurity sector but to our society and to 
share their views and insights.  I am very proud of including just some of them in this 
publication.

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 10BACK TO CONTENTS

In particular, we would like to thank:

• Israel Baron, CISO, Israel Railways 
• Aline Barthelemy, CISO, Louis Dreyfus Company
• Dr. Mansur Hasib, Global Award Winning Cybersecurity and Healthcare Leader, 

Author, and Media Commentator
• Chuck Brooks, Principal Market Growth Strategist for General Dynamics Mission 

Systems
• Daniel Ehrenreich, Leading ICS Expert, Presenter and Keynote Speaker
• Oren Zenescu, CISO Altshuler Shaham Group
• Ramón de la Iglesia Vidal, Cybersecurity Manager, Santander Bank
• Gil Zissu, Global CISO, CyberArt

The improvement in any successive release of the Observatory© has been remarkable 
and this is only due to your suggestions and ideas.

Finally, I would like to thank my co-editor Maite Ortega, our colleagues Alicia Peña and 
Carlos Rivas for their infinite patience and support to the preparation of this publication, the 
startup observatory web and many other key “bits and pieces”, David Bailey for his valuable 
advice and top-notch proofreading services  and of course to the fantastic Unsplast photo 
repository (https://unsplast.com) for their fantastic pictures which have been used in this 
publication. Our gratitude goes to all the photographers for their invaluable material.

Maite Ortega
Co-Editor 

maiteo@smartrev-cybersec.com

Jose Monteagudo
Chief Editor 

josem@smartrev-cybersec.com

https://cyberstartupobservatory.com/
mailto:maiteo%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
mailto:josem%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Introduction

This Fourth Edition of the Cyber Startup Observatory© Israel brings major 
improvements. We have increased the number of industries under research but also the 
number of startups within those industries or categories.

The Observatory©  now covers 28 major categories and 5 sub-categories.  Within 
the new buckets, we have added the most relevant transportation industries  ( Aviation, 
Automotive and Rail & Metro with Maritime now under research and coming soon).   
Moreover, we have included other industries that are very relevant at the moment of 
writing this introduction, being key targets for cyber criminals. This is the case of the 
Healthcare industry. We include in this Observatory©  the thoughts from one the most 
relevant global leaders at the intersection of cybersecurity and healthcare, Dr. Mansur 
Hasib from the University of Maryland.

In terms of innovation, this Observatory©  features a collection of leading edge 
cybersecurity startups that are defining the direction and the future of the cybersecurity 
industry globally. The insight distilled from the articles covering topics such as automation in 
purple teams, phishing protection strategies leveraging state of the art cyber intelligence 
and machine learning, applications of blockchain in healthcare, ICS vulnerabilities and 
how to detect them or the imperative to detect lateral movement  leveraging the most 
sophisticated deception technologies, will be helpful for practitioners and researchers all 
around the world.

Just a final note to highlight how this document is organized. This methodology is also 
applied to our web (www.cyberstartupobservatory.com) and will be consistent in future 
editions of the observatory.

All the sections are clasified under the following categories and signposted using the 
following tabs:

Innovation

Training

Insight

Trends

ResourcesLeadership

Innovation

https://cyberstartupobservatory.com/
http://www.cyberstartupobservatory.com
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Cybersecurity materials, 
training courses, awareness 
programs and infographics.

Articles covering hot topics 
which are relevant for the 
industry as well as interviews 
with CISOs and other senior 
executives sharing their vision 
on relevant topics for the 
cybersecurity industry.

Focused on the evolution 
the cybersecurity industry is 
experiencing, new directions, 
including innovative 
technologies or approaches 
that might take cybersecurity 
to the next level such as AI, 
Blockchain, automation, 
computer vision, etc.

Covering  information 
from the most innovative 
startups with state-of-
the-art solutions. The 
Information is presented to 
enable the reader to easlily 
understand the startup’s 
value proposion.

In the Startup Observatory 
and our web we share tools 
that are relevant and valuable 
for industry executives, 
cybersecurity practicioners, 
regulators, purchase 
departments, students and 
universities. An example is 
our Israel CyberSlide©.

Senior global cybersecurity 
leaders  from the most  highly 
regarded organizations, 
financial institutions, 
government, healthcare 
corporations and other key 
industry players, sharing their 
thoughts  and forward-thinking 
views on cybersecurity topics.

Innovation

Training Insight

Trends

Resources

Leadership

Innovation

https://cyberstartupobservatory.com/
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The Israeli cybersecurity 
landscape slide: the CyberSlide© 

One of the goals of the Cyber Startup Observatory© is to share insight among the 
key stakeholders in securing the financial services, healthcare, critical infrastructure, 
e-commerce, public sector, manufacturing, law enforcement, education, enterprise 
and SMEs as critical components of our Society.

 These key stakeholders include cybersecurity executives, consultants, analysts, 
researchers, entrepreneurs, regulators and law enforcement professionals. 

The Israel CyberSlide© is a powerful decision support tool to help them understand 
the key players coming from the Israeli market, properly categorized following a 
methodology that is consistent across all the markets that the Observatory is 
analysing. It is the result of a research process conducted by the Observatory team that 
involved over 300 Israeli  startups and is updated on a weekly basis.

Our methodology and the same categorization consistently used across all markets 
analyzed by the Observatory team, simplifies the life of decision makers involved in the 
identification and selection of cybersecurity providers.

The success of the Israel CyberSlide© has been unparalleled, achieving over 15k 
views within the first 3 days of publication every week. That amounts for over 60k 
views a month from over 25 countries.

You can find below statistics regarding the viewers of the Israel CyberSlide©:

Split by Role Split by Vertical Split by Geo

Information Security Specialist
32%

Technology Manager
23%

Director / Executive Director / 
CISO
36%

Information Technology Consultant
9%

Critical Infrastrucures / Utilities
22%

Healthcare
27%

Financial Services
32%

e-Commerce
10%

Government
9%

EMEA
45%

LATAM
12%

North America
32%

APAC
11%

https://cyberstartupobservatory.com/
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The referred categorization is discussed and agreed with every single company.

We have classified the startups under 25 different categories. 

Those categories are:

In order to allow easy and clear access to the information we have split the landscape 
slide into three parts. The consolidated slide is available on our web: 

www.cyberstartupobservatory.com

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from startups or gathered by our research team will 
be updated in the next Observatory, which is due for January 2019, and weekly on our 
website.

https://cyberstartupobservatory.com/
http://www.cyberstartupobservatory.com
mailto:info%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory


The Israel CyberSlide©, a worldclass
cybersecurity ecosystem

•    Close to 200 cybersecurity startups
•    Israeli startups with headquarters in the US are included in the US 
CyberSlide, available on our website
•    Very robust ecosystem across all categories, especially in 
Network & Cloud, Cyber Posture, Detection and Prevention, 
Incident Response, Identity & Fraud and SOC.
•    High quality startups with vertical specialization: Healthcare, 
Automotive, Rail & Metro, OT/ICS for Industrial environments and 
Critical Infrastructure.

SO

Gold   
Sponsors

Silver  
Sponsors

TRAINING & EDUCATION NETWORK SECURITY CLOUD SECURITY IoT - IIoT CYBER INTELLIGENCE

COMPLIANCE & DATA LEAKAGE PREVENTION WEB SECURITY ENDPOINT SECURITY MOBILE SECURITY IDENTITY & FRAUD

APPLICATION SECURITY SOCDATA PRIVACY

DECEPTION CYBER POSTURE

info@cyberstartupobservatory.com

BREACH & ATTACK SIMULATION

THIRD PARTY SECURITY

[

D E F E N S E
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INSIDER THREATS BLOCKCHAIN HEALTHCARE
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IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

CYBER RISK

CYBER RANGE
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UEBAEMAIL SECURITY

AUTOMOTIVE

Cyber  O f  Things
Cyber  O f  Things

Cyber  O f  Things

CRITIFENCE

CRITIFENCE

Copyright Cyber Startup Observatory© 2018

ICS/SCADA

DETECTION & PREVENTION

CRITIFENCE

PHISHING PREVENTION

Cyber  O f  Things

UAVs RAIL & METRO

Titans
Security
Group

n a n o l o c k



The Israeli CyberSlide© in Detail

Observatory© 
Members

TRAINING & EDUCATION
CYBER RANGE

Titans
Security
Group

•    Close to 20 cybersecurity startups providing advanced 
cybersecurity training with local, regional and in some cases global 
coverage.
•    Diverse topics and areas of expertise, such as cyber resilience, 
awareness programs, war gaming, crisis management, tabletop 
exercises, blue and red team training, etc.
•    Sophisticated, second to none cyber range infrastructures with a 
completely  unique value proposition.



The Israel CyberSlide© in Detail

Observatory© 
Members

Cyber  O f  Things

NETWORK SECURITY

Cyber  O f  Things

CLOUD SECURITY

MOBILE SECURITY IoT - IIoT

CRITIFENCE
Cyber  O f  Things

•    Robust offer in Network, Cloud, Mobile and IoT-IIoT security with 
over 80 specialized startups.
•    Expertise in corporate and enterprise networks and also in 
specific verticals such as Automotive, Rail, Healthcare and 
Industrial OT/ICS infrastructure.
•    Very interesting initiatives focused on addressing the important 
challenges coming from the unprecedented growth of IoT-IIoT 
devices.



The Israel CyberSlide© in Detail

Observatory© 
Members

ENDPOINT SECURITY COMPLIANCE & DATA LEAKAGE PREVENTION

APPLICATION SECURITY WEB SECURITY

[

D E F E N S E

•    Roughly 20 startups addressing Endpoint Security issues: 
malware, ransomware, file-based or file-less attacks running both 
on-premises or on the cloud.
•    Compliance is also a very robust discipline with over 20 startups 
helping enterprises, SMEs, Corporates to comply with regulatory 
frameworks like GDPR and to address privacy issues.
•    In the Application and Web security fields, there are several very 
well-known startups and established companies with global reach.



The Israel CyberSlide© in Detail

Observatory© 
Members

Cyber  O f  Things

DETECTION & PREVENTION PHISHING PREVENTION

CYBER INTELLIGENCE IDENTITY & FRAUD
IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

EMAIL SECURITY

CYBER POSTURE BREACH & ATTACK SIMULATION

THIRD PARTY SECURITYCYBER RISK

CRITIFENCE

DATA PRIVACY

Cyber  O f  Things

•    Detection & Prevention is probably one of the strongest  and most 
prolific areas with over 40 high quality and extremely specialized 
startups. 
•    Identity & Fraud brings to the table over 15 startups addressing 
important problems using state of the art technologies like 
behavioural biometrics or artificial intelligence / Machine Learning.
•    A variety of Cyber Posture solutions focused on the orchestration 
and optimization of existing cybersecurity investments. Breach & 
Attack Simulation solutions help organizations to automate testing 
providing a continuous improvement.



The Israel CyberSlide© in Detail

Observatory© 
Members

DECEPTION SOC

CRITIFENCE

INCIDENT RESPONSE & FORENSICS UEBA INSIDER THREATS

•    As we assume that cyber events are going to happen, Deception 
technologies are more and more in demand. Very advanced 
discipline in the Israeli ecosystem with unique solutions.
•    Incident Response & SOC are well covered areas with over 40 
startups with widely proven solutions, some of them leveraging 
innovative technologies such as AI / Machine Learning / Automation.
•    Very interesting companies in the UEBA and Insider Threats 
categories.
  



The Israel CyberSlide© in Detail

Observatory© 
Members

AUTOMOTIVE

n a n o l o c k

HEALTHCARE

CRITIFENCE

ICS/SCADA

UAVs RAIL & METRO

BLOCKCHAIN•    OT & ICS are areas where the Israeli technology is without doubt 
second to none. A large number of startups, with very consistent 
value propositions and a very important international customer base.
•    Cybersecurity in the Automotive industry is developing at the 
speed of light with most of the companies being both successful and 
fast achieving international growth.
•    We have identified very interesting startups in Rail and Aviation. 
Some of them have not been included as they were in stealth mode 
an we have absolute respect for that.
•    As the Healthcare industry is now a key target for criminal 
organizations, new startups are appearing in order to address 
fundamental challenges. We have initially identified five of these 
startups.



Insight

Chuck Brooks 
Principal Market Growth Strategist – Cybersecurity and 
Emerging Technologies for General Dynamics Mission Systems

Israel: Accelerating Global Cybersecurity 
Innovation
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Chuck Brooks
Israel: Accelerating Global Cybersecurity Innovation 

Last year, Tom Bossert, former 
White House homeland security and 
counterterrorism adviser, disclosed the 
new partnership to combat cyberattacks 
during remarks at an annual cybersecurity 
conference in Tel Aviv.

“These high-level meetings represent 
the first step in strengthening bilateral 
ties on cyber issues following President 
Trump’s visit to Israel,” Bossert said at Cyber 
Week 2017, according to Reuters. “The 
agility Israel has in developing solutions 
will innovate cyber defenses that we can 
test here and bring back to America,” the 
White House aide continued. “Perfect 
security may not be achievable but we 
have within our reach a safer and more 
secure Internet.”

The strengthening of the U.S.-Israel 
partnership makes great sense on many 

levels including the rate of investments, 
collaboration and technical capabilities, 
government support, and resourcefulness. 

The New York data firm CB Insights 
notes that Israel, the country with the 
world’s 100th-largest population, signed 
the second-largest number of cybersecurity 
deals internationally last year. 

And according to a report published by 
Startup Nation, investors poured a record-
breaking $815 million into the Israeli cyber 
ecosystem in 2017, totaling some 16% of 
all global investment in the cybersecurity 
industry, despite Israelis making up only 
about 0.1% of the world population. The 
report states that “Individual hackers are 
now armed with state-level cyberattack 
capabilities.” 

According to YL Ventures, the global 
cybersecurity incursions of 2017 
illuminated the continuing role that 
innovation plays in information security 
and defense. They believe that Israeli 
startups will continue in 2018 to leverage 
the immense pool of local talent to build 
comprehensive solutions addressing global 
markets.

“Israel, the country with 
the world’s 100th-largest 
population, signed the 
second-largest number of 
cybersecurity deals 
internationally last year.”

https://cyberstartupobservatory.com/
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With regards to talent, Israel is one of 
the most highly educated nations in the 
world per capita. Moreover, since it is a 
citizen army, many Israelis gain technical 
capabilities in security missions, including 
cybersecurity. One of the Israel Defense 
Forces (IDF) most prestigious units is 
called Unit 8200. The unit is responsible 
for intercepting and collecting digital 
communication and intelligence on Israel’s 
enemies. In recent months, it has shared 
information with allies and thwarted 
attacks in France, Australia and other 
countries. Unit 8200 are on the front line 
of Israel’s cyberwars for identifying and 
mitigating threats. 

Former members of Unit 8200 
comprise several of the most innovative 
startups coming out of Israel. This is not 
surprising because the Israeli government 
encourages entrepreneurship in 
coordination with accelerators, incubators, 
academia and Israel-based businesses. 

This is a unique mode that allows for 
real world experience integrated into 
technologies combined with validation 
of applications. It also stimulates global 
collaboration and brings companies to 
Israel. 

Creating skilled cybersecurity workers 
is also a national priority in Israel.  
Cybersecurity education in Israel can 

start as early kindergarten. In some Israeli 
schools, fourth-graders learn computer 
programming while gifted 10th-graders 
take after-school classes in encryption 
tactics and coding. Cybersecurity is 
offered as an elective in Israel high 
schools. 

Because of an educational system 
offering training in cybersecurity from the 
beginning, innovative tech approaches 
derived in real experiences via the IDF, 
and their ability to bring speed to market, 
Israel has become in many eyes a global 
foundry for cybersecurity.   

Cooperative innovation such as that 
between Israel and the United States 
is an evolving paradigm for successful 
operations in the global marketplace. It 
not only involves being innovative and 
technologically competent, but also 
protecting security assets in the expanding 
threat environment.

According to Start-up Nation, at the 
end of 2017, there were some 420 active 
cybersecurity firms in Israel. More than 
thirty multinational corporations have 
cybersecurity-related R&D innovation 
centers locally, including AT&T, Dell EMC, 
Intel, Oracle, IBM, and Daimler Benz. 
Innovation centers and the corresponding 
communities are cost-effective. It allows 
a sponsor to utilize funding to draw a 
broad range of individuals and businesses 
to it. This offers significant access to 
cybersecurity leaders, technologies, 
business ideas and partnership 
opportunities. Innovation centers 
will dramatically enhance a corporate 
sponsor’s research and development, 
business pipeline and talent pool.

“The Israeli government 
encourages 
entrepreneurship in 
coordination with 
accelerators, incubators, 
academia and 
Israel-based businesses.”

https://cyberstartupobservatory.com/
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The former director of the CIA, Gen. 
David Petraeus, at a recent conference in 
Tel Aviv called Israel a “cyber superpower,” 
Petraeus said the partnership between 
the US and Israel has allowed the two 
countries to foil threats together. “The 
collaboration reaches new heights time 
and time again, far beyond what is being 
published in the media.” 

Some of the areas of cybersecurity 
collaboration that Israel specializes in 
include vulnerability and risk management, 
IoT security, network security, advanced 
persistent treats, SCADA security and 
incident response.  The innovation and 
collaboration correlates directly to the 
increasing sophisticated global threat 
landscape that can directly impact the 
viability of a country’s economy.

A country’s reputation and revenue 
pipelines are all directly threatened by 
cyber-attacks and breaches in this era of 
connectivity. A cyber-attack takes place 
every 39 seconds and the sophistication 
and capabilities of hackers and other 
threat actors are morphing and growing.  
A new report by Juniper Research has 
found that criminal data breaches will 
cost businesses a total of $8 trillion over 
the next 5 years, due to higher levels of 
Internet connectivity and inadequate 
enterprise wide security. 

A 2017 study by Toffler Associates, 
“The Future of Security and Protection,” 
summarized the state of global commerce, 

concluding that “successful organizations 
understand that a culture of security and 
protection begins at the top and innovative 
approaches are differentiators in a 
competitive and complex environment.” 

Indeed, Israel epitomizes a culture of 
security and protection.  It also personifies 
the resourcefulness and risk-taking 
necessary to address current and evolving 
threats. The Cyber Startup Observatory© 
Israel CyberSlide©   is a formidable 
representation of the type and extent of 
Israeli expertise and innovation available 
on the cybersecurity global stage.

Chuck Brooks is the Principal Market 
Growth Strategist for General Dynamics 
Mission Systems for Cybersecurity and 
Emerging Technologies. He is also Adjunct 
Faculty at Georgetown University’s Applied 
Intelligence Program where he teaches 
course on risk management, homeland 
security, and cybersecurity. LinkedIn named 
Chuck as one of “The Top 5 Tech People to 
Follow on LinkedIn” out of their 550 million 
members. He was named by Thompson 
Reuters as a “Top 50 Global Influencer in 
Risk, Compliance,” and by IFSEC as the “#2 
Global Cybersecurity Influencer” in 2018. 
In both 2017 and 2016, he was named 
“Cybersecurity Marketer of the Year by the 
Cybersecurity Excellence Awards. He is also 
a Cybersecurity Expert for “The Network” at 
the Washington Post and Visiting Editor at 
Homeland Security Today.

Hall of Fame

“The partnership between 
the US and Israel has 
allowed the two countries to 
foil threats together. “The 
collaboration reaches new 
heights time and time again, 
far beyond what is being 
published in the media.”

https://cyberstartupobservatory.com/
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Fortune 500 Bank Relies on 
Segasec to Foil Advanced 
Phishing Attacks

About Fortune 500 Bank

Our customer is a Fortune 500 multi-
channel bank and one of the most respected 
financial institutions in Europe. The bank 
serves millions of private clients and small 
and medium-sized enterprises worldwide 
via hundreds of branch offices, insurance 
agencies and electronic channels. Among 
the bank’s services are debt capital, 
domestic cash equity, corporate banking, 
private banking, leasing, factoring, 
reinsurance, private equity and project 
and trade finance.

The Problem

During the first half of 2018, the 
average number of cyberattacks per 
banking institution rose to 520, compared 
to 207 per bank during the same period 
last year. “When the bank came to us 

for a solution, they were under constant 
phishing attack,” said Segasec CEO Elad 
Shulman. The bank’s cyber logs and records 
showed nearly 1,000 malicious activities 
each month, targeting bank customers 
and their financial assets and jeopardizing 
the bank’s reputation and customer trust.

These phishing attacks were not 
detected in time, and once they were 
detected, it took the bank days, sometimes 
weeks, to take them down. In the meantime, 
some customers fell victim to the scams 
and lost valuable assets. While the bank 
had deployed anti-fraud and other cyber 
security tools, these systems were not 
able to detect advanced phishing schemes 
or to cope with an attack. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

“These phishing attacks 
were not detected in time, 
and once they were 
detected, it took the bank 
days, sometimes weeks to 
take them down. In the 
meantime, some 
customers fell victim to 
the scams and lost 
valuable assets.”

At a glance
•    3 minute read
•    About Fortune 500 Bank
•   The Problem
•    The Solution
•    Results
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The Solution

“Traditional anti-phishing solutions 
can only react to an attack in progress, 
and that’s a big limitation,” explains Elad 
Schulman. “At Segasec, we have developed 
a proactive and preemptive approach that 
successfully detects and monitors the 
online preparations for a phishing attack, 
and is able to disarm the attack within 
minutes of launch – before users are 
exposed to the scam,” continues Schulman. 

Using a full list of the bank’s URLs and 
other online assets, the Segasec solution 
began active and passive monitoring 
of the web, enabling early detection 
of phishing attacks involving the bank, 
and a timely take-down of the attack. In 
addition, Segasec is strengthening the 
efficacy of existing fraud prevention 
systems by simulating controlled and 
evolving attack scenarios that provide 
vital cyber intelligence for the bank’s 
protective shield strategy.

Results

Now that Segasec’s solution is 
monitoring the web for phishing activity 
against the bank 24/7, phishing attacks 
are disarmed within minutes of launch, 
and at most, within an hour or two. This 
is a tremendous improvement compared 
to the days and weeks it used to take to 
stop an attack. Even though cyberattacks 
evolve and continue apace, customers 
are no longer exposed to phishing attacks 
during their online interactions with the 
bank, enabling the bank to protect its 
stellar reputation and customer trust. 

For more information 

Segasec Website

“With Segasec monitoring 
the web for phishing 
activity against this 
Fortune 500 Bank, 
phishing attacks are now 
disarmed and blocked 
within seconds of launch, 
before bank customers 
are exposed.”

https://cyberstartupobservatory.com/
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Innovation

Leading Innovator in Cyber 
Intelligence and Anti-Phishing 
Solutions

https://cyberstartupobservatory.com/
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01Company Description

As a leading innovator in cyber intelligence and anti-phishing solutions, Segasec 
prevents company brands and online assets from becoming the bait in phishing 
attacks that target their customers and their business integrity. Segasec’s patent-
pending technologies and expert analysis detect early phishing activity and take down 
digital assets used for attacks before people get caught in ruinous phishing schemes. 
Segasec is at the forefront of foiling malicious phishers and keeping billions of dollars 
intact and in the right hands.

Company: Segasec
Established: 05/17
Founded by Elad Shulman and Gad 
Akuka, veteran officers of elite cyber 
and intelligence units in the  Israel 
Defense Forces
Web: Segasec.com

02
Company Information

Headquarters: Tel Aviv, Israel
International HQ: Toronto, Canada
Key Target Verticals: Finance, Healthcare, 
Insurance, Telecommunications, Blockchain 
& Crypto, Energy, Retail 

Our Cyber Intelligence & Anti-Phishing 
Offering:
Segasec Anti-Phishing
End-to-end service to detect and monitor 
early phishing activity and disarm the attack 
while deceiving and trapping attackers.
Segasec Casper
Web agent which identifies site content 
replication, and tracking of fraudelent 
activities on fake websites.
Segasec Social Bot
Telegram and Slack bots to detect and 
block phishing in social networks.

03
The Product Customer Footprint:

• Deployed by 50+ companies

• Billions in user assets and brand 
equity already saved of leading

• Banks

• Insurance Companies

• Crypto Exchanges

https://cyberstartupobservatory.com/
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04
Product in detail
Segasec’s end-to-end solutions know where to look telltale footprints of phishing 
planners, how to take down phishing attack sites so they cannot cause damage, and 
when to mount counter-attacks to deceive and trap and block the phishers. As a result, 
cyber criminals are unable to virtually hijack corporate brand identities that fool even 
the most sophisticated users. 

How does it work?

• No installation or onboarding required.
• Segasec algorithms search the web to detect signs and evidence of phishing 

preparations that exploit the online assets of our clients. 
• Suspects are monitored 24/7 for changes in activity and analyzed against historical 

attack data in the Segasec database.
• Automated interventions are applied to block bogus mail servers and to disarm 

duplicate, man-in-the-middle phishing sites and to make sure that end users do 
not fall victim to an attack.

• We partner with thousands of registrars and hosting providers to take down 
malicious sites fast.

• We also partner with Safe Browsing, anti-virus, anti-spam, and DNS vendors to 
make sure end users are not exposed to malicious phishing.

• To deceive and trap cyber criminals, Segasec submits millions of bogus records to 
the attack site to dilute and corrupt the collected data, and leads the attacker into 
honeypots deployed by the organization.
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05
Compelling Benefits

• Prevent your online assets from becoming the BAIT in a phishing attack

• Protect your customers from ruinous phishing attacks that steal their data and 
dollar assets

• Shield your brand equity from malicious exploitation

• Protect the customer experience with your organization and services

06
Unique Differentiators

• No integration or onboarding process is required
• Protection starts the minute a list of all company online assets is provided
• End-to end-protection, from detection to removal
• No operational cost from the customer
• Discovery of fake native mobile applciations
• Also Available:

• Dedicated bots to detect and remove phishing threats on social networks
• Browser extesion to extend coverage and accelerate response on endpoints

Future Functionality
07

• Email phishing protection 
• Self-service capabilities for SMBs

https://cyberstartupobservatory.com/
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08
Awards

• Segasec is part of the MSFT scalp program

• As we are writing these lines, Segasec is among the finalists in THE PITCH

Partners

https://cyberstartupobservatory.com/
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Innovation

Automated Penetration Testing
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01Company Description

Pcysys delivers an automated penetration-testing platform that assesses and 
reduces corporate cybersecurity risk. By applying the hacker’s perspective, its software 
identifies, analyzes and prioritizes remediation of cyber defense vulnerabilities. 
Information security officers and service providers around the world use Pcysys to 
perform continuous, machine-based penetration tests that consistently improve their 
immunity against cyber attacks across their organizational networks. 

Company: Pcysys
Established: 11/15
Employees: 25
Web: www.pcysys.com
Headquarters: Israel

02
Company Information

Other Offices: Boston,  Canada, UK
Primary Industry Sectors: Financial 
Services, Telecom, Retail, Healthcare, 
Government, Higher Education, Legal, 
e-Commerce, Manufacturing

The Product
Product Category: Automated Penetration Testing Tools
Product Stage: Released                                                                                                                                         
Product Name: PenTeraTM 

Brief Description:
Penetration Testing, as it is known today, is obsolete. Software and algorithms can do a better job at 
penetration testing and helping businesses continually assess and improve their cyber risks using 
an automated, threat-oriented approach.
Pcysys’ flagship product, PenTeraTM, eliminates the need to conduct costly manual penetration tests by 
delivering the power of 1,000 ethical hackers in a software platform. With a click of a button PenTeraTM 
identifies vulnerabilities, conducts ethical hacking to exploit them and prioritizes remediation based 
on the actual achievements. By using PenTeraTM, organizations can continuously build-up their cyber 
resilience while focusing remediation efforts on fewer vulnerabilities that are both exploitable as well 
as damage bearing.  

 Services Provided: Automated Penetration Testing

03
The Product

https://cyberstartupobservatory.com/
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04
Product in detail: PenTeraTM

Focused on the inside threat, the PenTeraTM automated penetration-testing platform 
changes the rules of the game by enabling continuous pen-testing. The innovative 
hacking program automatically scans and enumerates an organization’s network and 
applies the latest ethical hacking techniques. Upon conclusion of the test, PenTeraTM 
automatically generates an attack summary that illustrates the “attack story” from the 
hacker’s perspective, recommending the most cost-effective security remediation. 
Overcoming manual penetration testing drawbacks, PenTeraTM offers continuous, 
consistent and network-comprehensive pen-testing that can be performed by every 
cybersecurity team.  

How does it work?

PenTeraTM  works the same way a hacker would.
Stage 1 - Reconnaissance

The software begins with reconnaissance of the network’s attached assets and enumeration of 
their systems, applications and interfaces. This stage is immediately followed by a full vulnerability 
scan that identifies the vulnerabilities which exist on each device.

Stage 2 - Ethical Hacking
The PenTeraTM attack orchestrator begins exploiting both static and dynamic network vulnerabilities 
that were found, while continuously gathering more information and applying hacking techniques 
such as Relay or Man-in-the-Middle (MitM). The software further advances in attack by injecting 
ethical-malware to allow for lateral movement across the organization towards privilege escalation 
and the breach goal. 

Relay

Network 
Recon

Cracking
Passwords

Sniffing 
credentials

Ethical 
Exploit

Lateral
Move

Vulnerability 
Assessment

Privilege 
escalation

Malware 
injection

Stage 3 - Reporting and Cleanup 
At the end of each test run, PenTeraTM 
provides a digital summary of the critical 
remediation steps needed based on threat-
facing priorities relevant to the organization’s 
network and critical assets. The complete 
report includes an executive summary, 
attack vectors and a full action report for 
the use of the cybersecurity analysts. 
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05
Key Benefits

• Continuous Protection - a company can maintain the highest resilience posture 
by performing penetration tests as frequently as needed - daily, weekly or monthly. 
PenTeraTM allows you to validate your cybersecurity posture as often as you need, 
keeping your guard up at all times.

• Consistent Validation - hold all of your networks to the same high standard. 
PenTeraTM tests your entire infrastructure with a wide array of hacking techniques 
ensuring that you remain resilient regardless of how the hacker is trying to break in.

• Current Defense - keep up with the latest hacking techniques. Hackers are constantly 
evolving their techniques. PenTeraTM  ensures that you match and evolve the depth 
of “off the book” pentesting methods.

06
Unique Differentiators

• Agentless - Zero agent installations or network configurations. PenTeraTM starts 
with physical LAN access without any credentials, just as a hacker would. 

• Automated - Press ‘Play’ and get busy doing other things while the penetration 
test progresses. All you need to do is define a range of IPs and select the type of 
test you want to perform. 

• Complete Attack Vector Visibility - Every step in the attack vector is presented and 
reported in detail to explain the attack “kill chain” and select the minimal amount of 
vulnerabilities to stop the attack.

• Real Exploits, No Simulations - Like a hacker, PenTeraTM performs ethical 
exploitations without disruption of service: e.g. lateral movement, remove execution, 
relay attacks, password cracking, ethical malware injection, and privilege escalation.

https://cyberstartupobservatory.com/
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Partners
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Israel Baron
CISO, Israel Railways

Israel served for 9 years at the Israeli 
Ministry of Defense (IMOD) as a technology 
Security Officer at the D.S.D.E (Directorate 
of Security of the Defense Establishment), 
as the regulator of the Israeli Defense 
Industries, and is currently the CISO (Chief 
Information Security Officer) of Israel 
Railways Ltd.

As the Israel Railways CISO, Israel 
established and managed the Cyber 
department and set the strategy and tools 
to defend its critical assets and systems, 
including the design and building of 
the company integrated Cyber Security 
Operation Center (SIEM/SOC).

How do you articulate the three-
pronged approach of people, 
processes and technology?

I strongly believe that to get a high 
resilience the CISO must include the three-
pronged approach of people, processes 
and technologies into the company work 
plan.

I do it with a very built-in approach 
that is based on Israel NCD (National 
Cyber Directorate), according to which 
a good mitigation plan must begin with 
a prioritization process that includes 
mapping and risk assessment for each 
asset in the company. Based on this 
process, the mitigation plan will include 
reference to People with training and 
awareness programs, nomination of Cyber 
Trustees and pre-employment processes; 
for the Processes it will include company 
cyber policies and procedures, cyber 
requirements in tenders, penetration 
tests and security assessments, response 
procedures, DRP (Disaster Recovery Plan) 
and supply chain regulations; and finally, 
for the Technology it will include the 
purchase and implementation of cyber 
defense systems, Cyber intelligence 
services and systems, SIEM/SOC and 
forensics capabilities.

“I strongly believe that to 
get a high resilience the 
CISO must include the 
three-pronged approach 
of people, processes and 
technologies into the 
company work plan.”
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www.cyberstartupobservatory.com Cyber Startup Observatory Israel 42BACK TO CONTENTS

How important is it to have 
the CEO thinking that security 
matters?

In order for the CISO to be successful in 
his mission and provide high resilience for 
the company it is vital that the company 
board and especially the CEO think that 
security is vital. This is due to the fact 
that to make the necessary changes in 
the company, including changes regarding 
people, processes and technologies, the 
CISO must receive strong support from 
the management, including both the 
support to take necessary actions to make 
the changes, and the financial backup to 
make them happen.

How can CISOs better 
understand a business’s needs?

A good CISO will always be involved, 
first and foremost, in his organizational 
processes and business model of the 
company in which he is employed. 
Furthermore, before being a CISO, one 
must understand that the company 
business is not security, and as such, the 
CISO must find a way to make things 
“happen”, which means finding the most 
secure way to enable the business need 
and not to stop it, in the name of security.

Threats are everywhere and 
always changing. How to 
address this difficult reality?

As cyber threats continue to evolve 
and increasingly threaten business and 
grow in volume and scale, companies (of 
any size) will be forced to take new action 

to address the cyber risk holistically, 
integrating it into their enterprise risk 
management.

There are several measures that can 
be taken, in order to try and minimize the 
risk:

•     The Cyber risk must be managed 
as an enterprise risk, meaning that 
the company management and 
board will have to understand the 
holistic impact of cyber risk on the 
business.

•     The adoption of Cyber Insurance 
Policies.

•     Adopt or build security measures 
against cyber-attacks that originate 
from 3rd party suppliers, to 
minimize the risk of using 3rd party 
software, hardware components or 
IOT devices as a way in their inside 
networks and critical assets.

•     Implementation of new methods 
of authentication, such as multi-
factor authentication.

•     The use of a proactive approach 
against insider threats, such as 
pre-screening services, employee 
security training and applying 
technical controls.

•     Design and build CSOCs (Cyber 
Security Operation Centers) that 
integrate both IT & OT (Operational 
Technologies) environments.
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When the business is steaming 
along and wants to introduce 
new products or services, how 
do you make sure that security 
is plugged in?

It is essential that the CISO and the 
cyber department are integrated from the 
beginning in the process of development 
of projects, products or services from the 
early characterization of the project.

This must be done, for example, in an 
integrated activity that includes raising 
awareness levels of project managers 
in the company, making use of “Cyber 
Trustees” among the employees and 
adding the need to obtain CISO approval 
for the purchase process to the company 
procurement process..

You’ve been in the industry for 
16 years. What are some of the 
biggest changes you’ve seen 
not only in terms of threats, 
but also how cybersecurity is 
viewed in an organization?

After almost 16 years in the cyber 
security business I can honestly say there 
has been a fundamental change in the way 
that the cyber threat is now perceived.

Several years ago, IT managers (there 
were no CISO’s yet) only had to secure 
a small number of systems/computers, 
that were connected in basic ways to the 
internet, and the most significant cyber 
threat at the time was the penetration of 
a virus into the organization’s computer 
systems.

Today, with the increase in use of new 
technologies in the workplace, driven 
by the need for businesses to become 
more agile and adaptable, there has been 
a giant leap in the number of systems 
and technologies, and potential ways for 
criminals to gain access to company assets. 
As a result, the entire cyber battlefield has 
evolved and become far more complex.

Furthermore, after some major cyber 
hacks, such as the “Sony cyber breach, 
businesses have internalized the fact 
that cyber-attacks such as this can have 
a major impact on business performance 
and cyber threat is finally being managed 
as an enterprise risk.

“It is essential that the 
CISO and the cyber 
department are 
integrated from the 
beginning in the process 
of development of 
projects, products or 
services from the early 
characterization of the 
project.”

“Today, with the increase in 
use of new technologies in 
the workplace, driven by the 
need for businesses to 
become more agile and 
adaptable, there has been a 
giant leap in the number of 
systems and technologies, 
and potential ways for 
criminals to gain access to 
company assets.”
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From a cybersecurity 
perspective, what are the major 
differences between traditional 
railway infrastructures and 
the next generation of fully 
connected and digital trains?

Until recently, the operation of railway 
signaling systems had been considered 
to be performed using closed networks, 
and this was the base assumption for the 
safety of the signaling systems.

Recently, these systems have been 
getting more and more centralized and 
integrated, thus the assumption that the 
signaling system is operated within closed 
networks, is no longer sustainable.

At the same time, railway signaling 
systems have become more and more IT 
based, providing a functionality which is 
not only using dedicated computers and 
hardware, but also uses regular computers 
and COTS (Commercial off the shelf) 
components, which are more vulnerable 
to Cyber threats. In addition, we are 
seeing the increased use of networked 
control and automation systems that 
can be accessed remotely via public and 
private networks.

All these new technologies in the 
rail industry require new cyber security 
measures and efforts, in order to ensure 
the integrity and safety of the railway 
systems.

Although the CISO role is a technological 
role, I strongly believe that, first and 
foremost, the CISO role is about knowing 
how to “communicate” with everyone, from 
the production line employee to the BOD 
(Board of Directors). He must have the 

human skills to convince and harness them 
all, in order to work together in the face of 
the ever evolving cyber threats.

Hall of Fame

Israel Baron
CISO, Israel Railways
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The Imperative to Detect Lateral 
Movement

The last thing any security leader 
needs is another imperative. There are 
already plenty of them: comply with a 
new regulation, support a new business 
initiative, report to the Board on risk 
posture and on and on...

The ability, though, to detect and stop 
lateral movement—the silent motion of 
attackers through the network—is an 
imperative, both to better defend today’s 
fast-moving enterprises, and to improve 
the efficiency of security operations. 

A persistent problem

Lateral movement has for years been 
an essential architectural element of most 
cyberattacks:

1. Attackers, through phishing or other 
means, make their way past defences and 
establish a “beachhead” on one or more 
endpoints.

2. They go through a phase of learning 
and investigation to identify high-value 
assets.

3. They find credentials and connections 
to move laterally toward those assets.

4. They get within striking range of 
their ultimate target. 

This process emerged primarily through 
the work of nation-state attackers and 
became known as the Advanced Persistent 
Threat (APT). 

Concern spread quickly about stealthy 
attackers who could evade detection by 
using valid credentials and the “organic” 
system-to-system connections that enable 
the ordinary activity of the organisation.

“The ability, though, to 
detect and stop lateral 
movement—the silent 
motion of attackers through 
the network—is an 
imperative, both to better 
defend today’s fast-moving 
enterprises, and to improve 
the efficiency of security 
operations.”

At a glance
•    6 minute read
•    A persistent problem
•    The APT goes mainstream
•    Evolving defences
•    Foil the attacker’s decision-making
•    The casino always wins
•    Stay calm under pressure
•    Tiny Data trumps Big Data
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The APT goes mainstream

In 2011 the introduction of Mimikatz, 
and various other developments in that 
timeframe, significantly increased the 
urgency to be able to detect and stop 
lateral movement. By enabling attackers to 
“scrape” credentials from systems across 
the network, Mimikatz could quickly gather 
keys to lateral movement that otherwise 
took weeks or months to accomplish. 

By automating necessary functions of 
the attack process, Mimikatz and similar 
tools gave birth to the “industrial” era of 
cyberthreats. Today, dozens of prebuilt 
attack automation tools are openly 
available on the Internet, complete with 
training videos, discussion forums, and 
sophisticated, commercially-available 
supporting infrastructure. As a result, 
lines between nation-state attackers 
and financially-motivated cybercriminals 

have blurred, and virtually anyone with 
computer literacy– insider or outsider—
can become a cyberattacker. 

So attack tools are in the hands of many 
more people and the attacks themselves 
can be executed faster and more easily 
than ever before—attackers on steroids, 
laced with caffeine. 

Figure 1:  Cyberthreats on the Private Sector

Source: 2014, The Evolution of Cyber Attacks, NC4®

“So attack tools are in the 
hands of many more 
people and the attacks 
themselves can be 
executed faster and more 
easily than ever 
before—attackers on 
steroids, laced with 
caffeine.”
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Evolving defences

Evolving cyberthreats have been 
met with evolving detection methods. 
Commodity malware gave rise to signature-
based approaches embodied in intrusion 
detection anti-virus technologies. The 
primary deficiency of this method was the 
inability to detect malicious code that had 
not previously been seen, analysed, and 
added to a threat database. A lot can get 
missed. 

Correlation technologies emerged to 
pick out sequences of events or violations 
to more nuanced sets of rules that suggest 
malicious behavior. The most recent 
advances leverage analytics technologies 
and “neural networks” to look for needles 
in haystacks, processing huge amounts of 
data to identify patterns or exceptions that 
should be investigated. 

Both of these more complex approaches 
have earned their place in the security 
stacks of some organisations, but they tend 
to generate a high volume of alerts, require 
specialised skills, are labor-intensive to 
design and build, and aren’t easily adapted 
to fast-changing business environments. 
In other words, they’re not practical for 
any organisation that is constrained by the 
cyber talent shortage. 

So how well are organisations detecting 
malicious lateral movement? Not well. 
A recent study undertaken by Illusive 
Networks and Ponemon Institute shows 
that only 36% of respondents agreed or 
strongly agreed that their security teams 
could effectively detect and investigate 
security incidents before serious damage 
occurs. 

Instead, foil the attacker’s 
decision-making 

Illusive Networks looks at the problem 
of lateral movement differently. The 
attacker, upon landing in a network, must 
look in various places to understand his 
or her immediate surroundings: Who is 
the person who uses this machine? What 
useful material is on this device, and what 
other resources will it provide access to? 
How can these immediately accessible 
resources lead to systems of greater value? 
The process of amassing information and 
accumulating access requires that dozens 
of decisions be made in a repetitive trial-
and-error process. 

Illusive muddies the water for the 
attacker by planting false information 
- deceptions - on every endpoint. No 
matter where the attacker is situated, he 
now sees not only the real connections 
and credentials that could enable lateral 
movement, but a confusing array of fake 
ones as well. Which are real? It’s not 
possible to know. 

“Illusive muddies the water 
for the attacker by planting 
false information, 
deceptions, on every 
endpoint. No matter where 
the attacker is situated, he 
now sees not only the real 
connections and credentials 
that could enable lateral 
movement, but a confusing 
array of fakes ones as well.”

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 49BACK TO CONTENTS

The casino always wins 

In addition to creating many fake paths 
forward, Illusive also provides tools to 
minimise the number of real ones. This is 
essential to reducing attack risk. The easier 
it is for the attacker to find credentials on 
endpoints, and the greater the number of 
available system-to-system connections, 
the greater the range of motion an attacker 
has. 

In most networks, there is far more 
mobility between systems than there 
should be. Of course, there must be 
some connectivity; the business couldn’t 
function without it. But there are lots of 
ways that the “access footprint” balloons 
to an unnecessary level. For convenience, 
system administrators may hard-code 
passwords within applications. User 
credentials get stored in browser history. 
The domain administrator credentials of 
an IT support person accidentally get left 
behind when a remote support session 
isn’t properly terminated. Access rights 
may fall behind as user roles and functions 
change.  

Illusive’s Attack Surface Manager 
product enables security teams to define 
credential and connection policies, and 
then perpetually discovers and facilitates 
remediation of violations. 

By minimising the real means that 
attackers have to move between systems, 
and by planting many fake ones, Illusive 
creates a casino effect: Just like the 
mathematical odds are stacked against a 
gambler, the odds become extremely low 
that an attacker can get beyond his first 
landing point. 

Stay calm under pressure

As soon as he or she tries to use a fake 
object, the attacker is caught. The security 
team is notified and can see exactly where 
the attacker is—not only which system he 
occupies, but also the proximity of the 
attacker to business-critical systems. Rich 
forensic data is immediately captured and 
stored in the incident record. Responders 
have very precise, pinpoint data as the 
basis for any further investigation that may 
be needed. Otherwise volatile system data 
is captured, including a full screenshot 
showing the attacker’s activity. 

Let’s contrast this to how the 
responder’s experience might otherwise 
look. Perhaps after many failed logins 
finally triggered an alert, or some other 
rule or threshold was tripped, the 
attacker would likely have traversed many 
systems—perhaps over months. There 
may have been warning signs that were 
lost in a sea of other alerts. 

“Illusive’s Attack Surface 
Manager product enables 
security teams to define 
credential and connection 
policies, and then 
perpetually discovers and 
facilitates remediation of 
violations.”
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Once suspicious activity was detected, 
responders would mine security logs 
trying to piece together a picture of what 
happened. Multiple systems have been 
affected. Depending on what tools were 
in use, valuable data from the memory of 
these systems may have been lost. At this 
point, hearts race and a sense of panic 
often sets in. Without a clear picture of 
what’s happening and what may be at risk, 
systems are often quickly shut down or 
quarantined. Operations may be far more 
impacted than they needed to be.

With Illusive, the attacker has been 
caught earlier, and with one high-fidelity 
alert to be investigated. The scope of 
necessary triage is smaller. Responders 
can more rapidly understand both what 
is occurring, and what important business 
assets may be impacted. Armed with 
visibility on the attacker’s activity, they can 
either shut down the attack or observe 
it for a while to better understand the 
attacker’s intent and methods.  

Tiny Data trumps Big Data

All of this is accomplished with 
a surprisingly lightweight, nimble 
technology. The deceptions—tiny bits 
of fake data, invisible to ordinary users—
are automatically planted throughout 
the system inventory by an agentless, 
intelligent deception management system. 
A tighter, more hygienic environment can 
be maintained in a very low-touch manner. 
When an alert fires, forensics are captured 
exactly where and when they’re needed. 

Instead of wading through lakes of 
data, the security team has small data, 
purpose-built for the task of detecting, 
preempting and responding to malicious 
lateral movement. 

While there are many reasons layered 
defences and controls must be maintained, 
and reasons why multiple threat detection 
methods may be needed, the ability to 
stop lateral movement early in the attack 
process is increasingly necessary—not only 
to defend the business against a wider 
range of accelerated, malicious actors, but 
to do so in a way that makes the SOC more 
efficient. 

------------------------

About Illusive Networks 

Illusive Networks provides deception-
based cybersecurity solutions that 
empower security teams to preemptively 
harden their networks against advanced 
attackers, stop targeted attacks through 
early detection of lateral movement, 
and resolve incidents quickly. Founded 
in 2014, Illusive now has more than 50 
million deceptions deployed in production 
environments. Customers include many of 
the world’s largest financial institutions, 
retailers, global pharmaceutical 
companies, and brand-name organisations 
in healthcare, energy, manufacturing, and 
other industries.

For more information:

Visit us and subscribe to our blog at: 

www.illusivenetworks.com

Email us at:

info@illusivenetworks.com 

https://cyberstartupobservatory.com/
https://www.illusivenetworks.com/
mailto:info%40illusivenetworks.com?subject=
https://www.illusivenetworks.com/
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01Company Description

Illusive Networks® offers agentless, automated deception technology that enables 
rapid action against targeted cyberattacks by detecting and disrupting the attacker’s 
lateral movement toward critical assets, providing forensics for incident resolution and 
proactively tightening APT defenses.

Company: Illusive Networks
Founded 2014
Employees: 80
Web: www.illusivenetworks.com
Headquarters: Tel Aviv, IL

02
Company Information

Other offices:  New York, NY
Key Target Verticals: Financial Services, 
Healthcare, Manufacturing, Technology
 

Product categories: Primary: Deception 
Secondary: Detection and Prevention, 
Incident Response and Forensics.

Illusive Platform – a deception-based 
cyber defense solution.

Version 3.x

Solution enhancements: Mainframe 
Guard; Wire Transfer Guard.

03
The Product Customer Footprint:

• In 2017, tripled YOY revenue and 
doubled customer base.

• Serves 8 of the largest international 
banks and many regional banks in 
North America, EMEA and Asia.

• Serves Fortune 100 in financial 
services, retail, pharmaceuticals, 
consumer goods and 
manufacturing, and midsize 
customers across every major 
vertical. 

https://cyberstartupobservatory.com/
https://www.illusivenetworks.com/
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04Product in detail
Illusive coats all servers and endpoints with false data that appears to help attackers 
move from their point of entry to the critical assets they are targeting. When they 
leverage a “deception,” security is alerted and forensics are captured. Illusive enables 
organizations to preempt attacks by hardening their environment, detect attackers 
early and respond efficiently to prevent an incident from becoming a crisis. 

How does it work?

• Illusive discovers paths in your network between endpoints and “Crown Jewels”– 
as the attacker would want to know your network.

• Illusive identifies and removes risk factors that could accelerate attacker movement 
to preemptively harden the environment against future attacks.

• Deceptions are designed, placed and managed automatically across the network—
no matter how large. 

• When an attacker uses a deception, an alert notifies the security team and launches 
forensic data capture from the host(s) where the attacker is operating.

• The solution is agentless, installs in a matter of hours, produces only high-fidelity 
alerts, is self-managing, and scales seamlessly.

AI-driven automation 
powers a lightweight, 
nimble solution that 
seamlessly adapts 
to keep attackers 
guessing as the 
business grows and 
changes.

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 54BACK TO CONTENTS

05Key Benefits

• An easy-to-install solution to address the challenge of advanced attacks that bypass 
traditional security controls and detection systems.

• See your network from the attacker’s perspective and quantify attack risk posture to 
preemptively improve resistance to attackers.

• Detect attackers early – a 99% chance of detecting within three lateral movements.

• Accelerate incident analysis and response with instant, source-based forensics.

06
Unique Differentiators

• Completely agentless and non-disruptive to both the IT organization and the user 
population.

• Endpoint-based approach enables attacker-centric understanding of the environment 
and early detection – no matter where the attacker first breaks in.

• Tailored deception at scale through the AI-driven Deception Management System™ 
proven in the largest financial services environments.

• A nimble, purpose-built solution to stop advanced attacks based on military-level 
understanding of how attackers operate.

07
Future Functionality
• Illusive will continue to expand its deception categories and enhance its capabilities 

across the incident lifecycle.

• Illusive will continue to introduce solutions in vertical-specific cyber risk areas, similar to 
its current Wire Transfer Guard solution that protects SWIFT messaging operations.

• In 2018, Illusive will especially enrich its abilities to help customers harden the attack 
surface against advanced attackers.

https://cyberstartupobservatory.com/
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08Certifications

09Awards

10
Partners

Illusive Administrator Certification
Illusive Forensics Certification

https://cyberstartupobservatory.com/
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Innovation

Secure critical information and 
assets from wireless and IoT-born 
threats

Cyber  O f  Things
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01
Company Description
Cy-oT provides the enterprise-grade defense you need to protect your organization 
from vulnerabilities and threats introduced by smart connected devices operating in 
your surrounding airspace. 

Company Name: Cy-oT
Founded: 12/15
Employees:  15
Web: www.cy-ot.com 
Headquarters: Israel

02Company Information
Key Target Verticals: Protecting 
customers who want to secure their 
critical Information and assets from 
wireless and IoT-born threats, including 
financial institutions, government 
agencies, healthcare, manufacturing, etc. 

Product Category: IoT Security / Network 
Security / Detection and Prevention
Product Stage: The Service is G.A. and 
being used by customers.
Product Names and Brief Description:
The Cy-oT Defense gives you total 
visibility into all the smart connected 
devices operating in and around your 
airspace, with the ability to protect your 
business from activity that poses a threat 
to your corporate, security & compliance 
policies & objectivies. 
The Cy-oT Managed Service provides the 
personalized IoT expertise to take care of 
the deployment of Cy-oT and its end-to-
end airspace protection. 

03
The Product Customer Footprint

Key Target Verticals:
• Financial institutions
• Government agencies
• Healthcare
• Manufacturing

• Others

Markets with Customers:
• Americas
• EMEA
• ASIA

Cyber  O f  Things

https://cyberstartupobservatory.com/
https://www.cy-ot.com/
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04
How the CY-oT Defense Works

              Smart Protectors
• Sensors deployed throughout your 

environment, giving you total visibility 
into what’s going on in your airspace.

• Continuously detects & monitors all 
smart connected devices.

• Operates completely independently, 
out-of-band, so there are no agent or 
updates to worry about. 

 

Cyber  O f  Things

               Cloud Service
• Sensors deployed throughout your 

environment, giving you total visibility 
into what’s going on in your airspace.

• Continuously detects & monitors all 
smart connected devices.

• Operates completely independently, 
out-of-band, so there are no agent or 
updates to worry about. 

 

               Managed Service
• Experts deploy your sensors & set up 

your policies to protect against IoT-
based violations & threats.

• Provide ongoing insights into IoT and 
wireless activity in your environment 
& recommendations on best practice 
actions.

 

https://cyberstartupobservatory.com/
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05
Key Benefits

Fill the Cybersecurity Gap 
Continuously monitor, control & protect against attacks from smart connected devices 
in your airspace to support your cybersecurity and compliance objectives.  

Achieve Greater Security with the Same Team 
The zero-touch, self-managed solution gives you all you need to add IoT security, without 
having to add to your resources. 

Freedom to Embrace IoT and Wireless 
Accelerate your digital transformation - benefit from the use of IoT in your enterprise, 
with the confidence your business remains safe.  

Cyber  O f  Things

Unique Differentiators

Total Visibility 
Analysis of your airspace 24x7 provides continuous insights into what each smart 
connected device in and around your airspace IS doing & what it SHOULD BE doing. 
Proactive Threat Detection
High fidelity alerts that accurately identify all the threats and vulnerabilities created by 
the smart connected devices active in your environment. 
Real-Time Attack Mitigation
Ability to take precise action to neutralize malicious IoT activity, in real-time, to protect 
the integrity & privacy of your sensitive information and ongoing operations .

https://cyberstartupobservatory.com/
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06

Awards
Cyber  O f  Things

Partners
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Gil Zissu
Global CISO, CyberArk

With more than 30 years of technology 
infrastructure, innovation and security 
expertise, Gil has served for the last 7 
years as a global CISO and COO for global 
companies.

Gil has established and led enterprise 
information security programs and 
strategy.

He has spent two years planning 
and delivering the information and 
infrastructure security systems in Israel 
Post Office following five years planning 
and delivering Business-driven Security 
and IT solutions in the Pharmaceutical 
industry and following a 23 year military 
career working with the Best-of-Breed 
technologies and people in various 
operational capacities.

Gil’s latest challenge is the Next-
Generation Postal Services for Israeli 
Government.

The key career achievements include:

    Developed the vision of Next-
Generation Global infrastructure 

supporting Teva’s new Digital Identity and 
Innovative Digital Services.

    Working with Global Enterprise 
Customers – increase their level of 
satisfaction. 

    Planned, staffed and managed Cyber 
Security excellence center protecting Core 
Business and operational functions.

What are the major concerns 
for CISOs today?

Reducing the attack surface – and 
limiting an attacker’s ability to move 
laterally within the network once they’re 
able to get in. With damaging attacks and 
breaches rocking headlines on a daily basis, 
reactive approaches or traditional security 
defenses promising to keep attackers out 
are not enough. Nearly all advanced attacks 
involve the exploitation of privileged 
credentials, which provide powerful access 
to organizations’ most sensitive data, 
applications and infrastructure. 

“With damaging attacks and 
breaches rocking headlines on a 
daily basis, reactive approaches 
or traditional security defenses 
promising to keep attackers out 
are not enough. Nearly all 
advanced attacks involve the 
exploitation of privileged 
credentials, which provide 
powerful access to organizations’ 
most sensitive data, applications 
and infrastructure.”

https://cyberstartupobservatory.com/
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These privileged credentials must be 
protected as they’re the keys to the kingdom, 
and the security of an organization’s crown 
jewels depend on it.

What are your views on the 
scope of the CISO’s role?

The role of the CISO is not only to protect 
the company from Security breaches. This 
topic is the main step but not the only one. 
To be able to protect and mitigate the risks 
the CISO must be a business enabler, which 
means understanding business. Digital 
technologies, IOT and Big Data influence 
and enable business but also increase the 
security risks that could impact on the 
Business competition.

Focus on projects that reduce the most 
amount of risk and have the largest business 
impact with real supporting technologies.

The new approach demands new skills of 
the CISOs, shifting mostly from the reactive 
mode to the proactive mode. CISOs must 
be aware of the business needs and find 
the solution in order to be an enabler to 
those needs – how the security company’s 
program can help and serve their needs.   
He  must have soft skills like collaboration, 
managing, communication, etc.  

How do you convey to the board 
the message that with regards to 
cybersecurity, you can minimize 
the risk but you are never going 
to be 100 percent secure?

The role of the CISO is very complex.  
Every day he needs to contest  very 
available and very professional hackers 
with advanced attack capabilities.

On the other hand, target range starts 
from the desire to harm the reputation of 
the company to the desire for diplomatic 
warfare between states and organizations.

Rapid progress produces a situation 
where the organization can’t be protected 
100 percent.

There is no absolute protection 
capability, and the role of the information 
security manager, together with senior 
management, is to examine ways of 
minimizing and managing the 10% of the 
areas that are exposed to technological 
gaps, business complexity, processes and 
more.

If this concept is understood and 
accepted, the result is an understanding 
of the existing threats, managing the 
risks,  creating contingencies,  building a 
strategic plan approved by the BOARD, 
which minimizes the ability to strike, and 
moving from a reactive to a proactive one.

The organization’s senior management 
is a central part of this concept and is a 
full partner in the process of managing and 
minimizing risks - the information security 
plan is an important strategic asset.

“The role of the CISO is very 
complex.  Every day he needs 
to contest very available and 
very professional hackers with 
advanced attack capabilities. 
On the other hand, target range 
starts from the desire to harm 
the reputation of the company 
to the desire for diplomatic 
warfare between states and 
organizations.”

https://cyberstartupobservatory.com/
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How important is it to have 
the CEO thinking that security 
matters?

A CEO who understands information 
security is a power multiplier for the CISO.

The CEO’s ability is to understand 
the importance of the subject, to create 
a common language and to match the 
business need to the security risk.

This approach creates a situation in 
which the CEO is a full partner in the 
strategic plan, risk management and 
technological outline, enabling the  CISO 
to be a partner in the organization’s 
business processes, and thereby creating 
the important cooperation between 
information security risks and business 
needs.

How can CISOs balance security 
and innovation?

The technological world is developing 
and very advanced (Digital World, 
connectivity and of course IOT).

These worlds bring new security risks 
that challenge the world of information 
security and make it much more complex, 
at the levels of exposure, maintenance 
and coping.

Information security should be an 
integral part of decision-making in all 
technology. Organizations must think 
about an end-to-end solution that 
includes the level of information security, 
the protection capability, the required 
mitigations and the ability to conduct an 
event in the event of new threats being 
opened.

The CISO has a very heavy 
responsibility. On the one hand, it must 
be part of the business and enable 
advanced capabilities that influence 
business activity, while at the same time, 
managing and dealing with new and 
advanced threats that increase the level 
of organizational exposure.

What advice do you have for 
security leaders?

Security leaders must be part of the 
organization,  should understand the 
business needs, be able to build a security 
roadmap and to have the processes, 
technology and tools to understand the 
maturity level of the security in/outside 
the organization, including the cloud areas 
(security as a service).

Build a defiance center that provides 
24/7 monitoring with hunting and 
proactive processes and intelligence feeds 
around it.

A Security Leader should involve his 
customer – he must be one of the people 
that influence the organization’s security 
culture. Everybody is responsible for 
security – that’s the right approach.

“The technological world is 
developing and very 
advanced (Digital World, 
connectivity and of course 
IOT).
These worlds bring new 
security risks that challenge 
the role of information 
security and make it much 
more complex.”
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The role of the CISO is becoming more 
challenging, critical, influential and of ever 
greater value.

The CISO must shift to this new approach 
– be part of the business, build excellent 
intelligence and monitoring- to be able to be 
proactive and create an IR processes.

There is more pressure and responsibility.

The CISO will need to ensure business 
resilience at zero down time and manage 
the internal and external activities.

We must play our  part, we must check 
and be enablers and understand how the 
organization works and what the business 
cases are.

Hall of Fame

Gil Zissu
Global CISO, CyberArk
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Automating the purple team in 
the face of APTs 

What is a purple team in cybersecurity? 
The beginning of the answer can be found at 
Edwards Air Force Base, the US Air Force’s 
premier test flight facility. At Edwards, you 
might be surprised to see a line of aging 
MIG fighters on a side runway. The planes 
date back to the cold war, when the Air 
Force operated a special unit, the 4477th 
Test and Evaluation Squadron, whose 
mission was to improve American pilots’ 
skills in fighting against MIG type fighters 
if encountered.

What is a purple team?

The 4477th TES served a role that is 
familiar to cybersecurity professionals. 
Like today’s security practitioners, the 
4477th TES was following the wisdom of 
the ancient Chinese military philosopher 
Sun Tzu, who said, “If you know the enemy 
and know yourself, you need not fear the 

result of a hundred battles.” Their job was 
to know the enemy well enough to be a 
“red team,” attacking the “blue team” of 
the regular Air Force.

 By mimicking enemy tactics, the 
red team makes the blue team better 
at defense. At least, that was the idea. 
The red/blue approach fits well with a 
structured, episodic win/lose paradigm 
of defense—like an air battle. One side 
attacks. The other defends. Then, it’s over 
and there’s a discussion of what worked 
and what didn’t. The blue team gets busy 
improving their defenses for next time.

 A new approach, known as a “purple 
teaming” has emerged as a middle ground 
solution. A purple team blends the activities 
of both red and blue teams. The purple 
team enables both attack and defense to 
exchange ideas, observations and insights 
more productively than is possible with the 
“us vs. them” ethos of the red/blue battles.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•    4 minute read
•    What is a purple team?
•    Why APTs require a purple team response
•    Why you need purple team automation
•    Harness the power of purple team automation

https://cyberstartupobservatory.com/
http://www.4477reaa.com/
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Although the purple team playbook has 
no standards established, it is evolving. 
The purple team might, in fact, be simply 
a combination of the red and blue team 
members. Or, it’s a third team that offers 
a framework for collaboration and support 
to the blue team during offense/defense 
exercises and guidance, based on red 
team recommendations. However it is 
structured, though, the purple team tries 
to function synergistically between red 
and blue team approaches. They want to 
focus red team and blue teams’ efforts 
into a single fluid process, ideally one that 
runs in a continuous loop.

 Why APTs require a purple team 
response

Advanced Persistent Threats (APTs) 
alter the fundamental dynamic between 
attack and defense, upending the red/blue 
team paradigm at the same time. APTs, 
which tend to originate with powerful, 
well-resourced actors like nation states, 
penetrate networks stealthily. Over long 
periods of time, they lurk and move 
laterally. APTs embed themselves across 
multiple digital assets. At their core, APTs 
work around security controls. Due to their 
structures and modes of attack, APTs are 
notoriously difficult to detect and mitigate.

 APTs drive the need for purple teaming. 
The continuous and ongoing attacks 
create a need for continual, collaborative 
assessments of vulnerabilities and 
the efficacy of countermeasures. For 
example, imagine that an APT vector has 
compromised a virtual machine. A red/blue 
exercise might expose the vulnerability 
that led the asset to be compromised. 
The blue team is then asked to remediate 
the vulnerability. That’s great, but by the 
time the blue team responded to the 
vulnerability, the APT potentially could 
have replicated itself in a hundred different 
places across the network. 

  

“At their core, APTs work 
around security controls. 
Due to their structures 
and modes of attack, 
APTs are notoriously 
difficult to detect and 
mitigate.”
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Why you need purple team 
automation

Purple team automation is more suited 
to tackling APTs. The reality is that any 
countermeasures based on human beings 
are probably going to fail to stop an APT. 
Humans can’t work around the clock like 
an APT. We need to figure out a way to 
combat APTs by using automation. 

 To create an optimized and continuous 
security workflow, the purple teaming 
processes must be automated. With 
specialized tooling, an automated purple 
team approach achieves a 360-degree view 
of the environment in real-time. Properly 
implemented, purple teaming operates 
continuously 24 hours a day, seven days 
a week. It can detect vulnerabilities by 
endlessly simulating attacks, revealing the 
kind of minute-to-minute lapses that invite 
APT penetration.

 The automated purple team takes an 
end-to-end view into real user behavior, 
misconfigurations and exploits, new back 
doors and blind spots as soon as they 
appear. It is able to prioritize actionable 
remediation guidelines based on how an 
APT will act. It will know as soon as an 
issue has been resolved. The net effect 
is prioritized and actionable remediation 
that enhances the security posture of your 
enterprise securely and is non-disruptive 
to resources or workflows in a user’s daily 
activity.

Harness the power of purple 
team automation

For a purple team to do its job correctly, 
it is not enough just to combine the efforts 
of both red and blue teams: it needs a 

360-degree view of its environment, in 
real-time.  The best option is an automated 
purple team that runs constantly 24/7, 
beyond the guiding hand of a human 
resource.

With an automated purple team 
running continuously, organizations 
will finally be able to follow prioritized 
remediation guidelines and know as soon 
as an issue has been identified. The move 
to automation empowers organizations 
with the ability to gain a worm’s eye view 
into new back doors and blind spots as 
soon as they appear and to remediate 
them immediately without delay.

Combining the best of all worlds, 
an effective automated purple team 
significantly increases the security of all 
critical assets through 24/7 real-time 
exposure, and automatically delivers 
prioritized and actionable remediation 
without disrupting networks and users’ 
day-to-day activity.  Addressing real-user 
behavior, poor IT hygiene and exploits, 
it delivers the big lift in digital hygiene. 
By doing so, the automated purple team 
enables organizations to bolt the windows, 
as well as insert a lock on the cyber door.

For more information 

XM Cyber Website

https://cyberstartupobservatory.com/
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Innovation

Automated Purple Team
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01
Company Description
XM Cyber provides the first fully automated APT Simulation Platform to continuously 
expose all attack vectors, above and below the surface, from breach point to any 
organizational critical asset. This continuous loop of automated red teaming is 
completed by ongoing and prioritized actionable remediation of organizations’ security 
gaps. In effect, HaXM by XM Cyber operates as an automated purple team that fluidly 
combines red team and blue team processes to ensure that organizations are always 
one step ahead of the hacker.
XM Cyber was founded by top executives from the Israeli cyber intelligence community 
and employs an elite team of cyber offense and defense veterans with decades of   
real-world experience.

Company Name: XM Cyber
Founded: 04/2016
Employees: 30
Web: xmcyber.com
Headquarters: Herzliya, Israel

02
Company Information

Other offices: New York, USA & Sydney, 
Australia
Key Target Verticals: Financial, Healthcare, 
Retail, e-Commerce, Critical Infrastructure, 
Manufacturing, High Tech, Telecom

Product Category: Breach & Attack Simulation, Cyber Posture, Cyber Risk

Product Stage: Released

Product Names and Brief Description: HaXM

03
The Product

HaXM by XM Cyber is the first APT simulation platform to simulate, validate and 
remediate every hacker’s path to your critical assets 24×7. HaXM’s automated purple 
teaming aligns red and blue teams to provide the full realistic APT experience on one 
hand while delivering vital prioritized remediation on the other. Addressing real user 
behavior and exploits, the full spectrum of scenarios is aligned to your organization’s 
own network to expose all your blind spots and is executed using the most up-to-date 
hacker techniques safely, without affecting network availability and user experience.

https://cyberstartupobservatory.com/
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04Product in detail
HaXM by XM Cyber provides the only hyper-realistic APT automated and continuous 
simulation platform which addresses real user behavior, poor IT hygiene and security 
exploits.

The platform exposes continuously all attack vectors, above and below the surface, 
and delivers prioritized actionable. As such, HaXM provides the first fully automated 
purple team by automating red and blue teams’ activities.

HaXM by XM Cyber provides:

• Comprehensive and up-to-date attack scenarios using the latest hackers’ techniques 
and methods

• Full mapping of all attack paths at any given time
• Automatic adaptation to the context of the organization, leveraging misconfigurations, 

user activity, credentials and security vulnerabilities in the network 
• Automated remedial reports based on the attack vector’s criticality
• Flexible architecture: on-prem or cloud-based

Customers benefit from:

• A comprehensive mapping of all attack vectors from breach point to critical assets
• Significant reduction of IT hygiene risk
• A focus and optimization of cybersecurity resources
• The capability to make data-driven decisions 

https://cyberstartupobservatory.com/
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05How does it work?
HaXM by XM Cyber works in 3 easy steps:
1. Select target assets

You first have to define the organizational assets. These will be the goals for the attack 
simulations. There are several types of assets which can be defined as the ones that 
are crucial to your business: devices, data and networks.

2. Activate on-going and simultaneous attack scenarios
Once the target assets have been defined, the system automatically runs APT 
simulations. Attack scenarios are safely activated simultaneously and continuously 
within the production environment, exposing all attack vectors and compromised 
assets.

3. Get automated prioritized actionable remediation
Finally, the system generates an automated report containing information on the key 
findings and prioritized actionable remediation. This empowers the security team to 
focus on the most important issues.

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory Israel 74BACK TO CONTENTS

06Key Benefits
By continuously challenging the organizational network with HaXM by XM Cyber, 
organizations gain clear visibility of the cyber risks, and an efficient, data-driven 
actionable remediation plan aimed at the most burning issues to fix.

• The organization knows, at any given moment, the attack vectors to its target assets 
and gets a prioritized actionable remediation plan

• The organization reduces significantly the risks associated with IT hygiene

• The organization can focus and optimize its cyber resources by knowing the fixes 
that have a huge impact on the overall risks

• Through reports and dashboards, the organization can act on data-driven information

07
Unique Differentiators
XM Cyber’s APT simulation & remediation platform addresses the crucial question “are 
my crown jewels really secure?” as hackers are able to compromise critical assets, 
despite the modern security controls and processes in place.

Why XM Cyber is unique:
• Unique approach: XM Cyber  brings a new approach to cybersecurity by taking 

the point of view of APT hackers targeting organizations’ assets, capitalizing  on 
human errors such as misconfigurations, shadow IT and faulty security practices, 
taking advantage of poor IT hygiene and security vulnerabilities. 

• Unique Technology: XM Cyber’s patent pending technology (over 15 patents) 
features proprietary algorithms that account for the most up-to-date hacking 
techniques, endless customer specific scenarios and the human factor to perform 
advanced APT on the attack path to organizations’ critical assets.

• Unique team: XM Cyber was founded by the highest caliber of security executives 
from the elite Israel intelligence community. Together they bring a second-to-none 
proven track record in offensive and defensive cyber space.
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“Technology Pioneer 2018 by the World Economic Forum”

“Technology Innovation Award 2018 by Frost & Sullivan”

Winner

“Rookie Security Company of the Year” for the SC Magazine US Awards 2018.

Winner

“Infosec Startup of the Year” for the Cyber Defense Magazine Infosec Awards.

Winner

“Startup of the Year” winner for the Infosecurity Product Guide Excellence Awards 2018

08
Awards
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01
Company Description
Safe-T®’s Software-Defined Access allows visibility and availability of applications, 
services and networks only after assessing trust, based on policies for authorized user, 
device, location & application. Safe-T reduces cyberattacks by concealing mission-
critical data at the perimeter, making it accessible only to authorized and intended 
entities, on premise or in the hybrid cloud.

Company Name: Safe-T
Founded: 2013
Employees: 60
Web: www.safe-t.com 
Headquarters: Herzliya Pituach, Israel

02Company Information
Other offices: New Jersey, US
Key Target Verticals: Financial Services, 
Healthcare, Insurance, Government, 
Education, Manufacturing,  Law Firms, 
Defense and Law Enforcement, Retail

Product Category – Network Security
Product Stage: released
Product Names and Brief Description:
Software Defined Access Suite
Services Provided:
 Professional services and support

03
The Product Customer Footprint

Markets with Customers: North 
America, EMEA, APAC and Africa
Relevant Public Success Stories per 
Key Target Vertical:

• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other
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04
Product in detail

Safe-T’s Software Defined Access solution provides authorized access to applications, 
safe sharing of information within your organization’s hybrid cloud environment, and 
helps you comply with industry regulations and standards. Safe-T’s Software-Defined 
Access masks data at the network perimeter, hiding applications and services from 
hostile and unauthorized entities – both externally and internally. Sensitive data, 
applications, services and networks simply remain invisible unless access is properly 
granted.

How does it work?

Safe-T protects your entire data access life cycle. After authenticating and verifying 
the user and device, Safe-T’s patented Reverse Access technology pushes out the 
requested data only to the authorized user. With security policy-based access control, 
Safe-T enables you to control data usage, detect risk and create audits and reports.
With a seamless user experience from any device, Safe-T also facilitates and consolidates 
data trust assessment for on premise and hybrid cloud deployments, securing access 
to data and applications everywhere.

The Data Access Lifecycle

By making your data invisible to the outside world, and by controlling the data access 
lifecycle, we protect you from cyber-attacks.

Step 1 Adaptive Access to Services and Data
Safe-T’s ‘on-demand Software Defined Perimeter’ transparently grants access only 
to authorized users by separating the access layer from the authentication layer, and 
by segregating internal networks. It authenticates the user and verify its device using 
fingerprinting, prior to providing access.

Step 2 Control Usage of Data
Once users have access to your applications and data, Safe-T ensures they only use the 
data according to their respective usage and access policies. The data residing inside 
your organization or being transferred in and out of the organization is completely 
controlled and protected from the inside out of the network – on premise or in the 
cloud.
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04
How does it work? (Cont.)

Step 3 Report on Data Usage
Throughout the application access lifecycle, Safe-T monitors and audits all user actions 
for each access application or data repository. Granular real-time dashboards, historical 
reports and analysis on data usage and risks, ensures compliance to regulations and 
shortest time to breach discovery and remediation.
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Aline Barthelemy 
CISO, Louis Dreyfus Company 

Aline Barthelemy is a highly-experienced 
Information Security and Risk Management 
professional with a proven track record 
of excellence in design, implementation, 
management and oversight of complex 
Information Security programs, projects 
and initiatives. 

Over the last 14 years she has managed 
and implemented IT Security for large 
groups in diverse environments, from 
industry to commodities trading, with 
different security requirements. She has 
supplemented her technical background 
(MSC in Sciences) with an execMBA.

Why did the job of CISO appeal 
to you?

To be honest, I became CISO a bit 
by accident. The previous CISO left the 
position after a promotion and I was 
offered the job which, at first, I declined. 
The job seemed too techie to me, I was 
afraid that it would become a dead end and 
that I would remain stuck in this domain 

and would not be able to change anymore. 
At that time, I was used to changing jobs 
every 3-4 years (Supply chain, financial 
controlling, and IT). I finally accepted the 
job  and I have now been happily working 
in this domain for 14 years.

As a CISO, you never know what you 
will do with your day. You may have to face 
an attack, present to the board, negotiate 
with a vendor, launch an awareness 
program at company level, or perform 
investigation. You must cover all domains 
of IT to secure them: network, servers and 
cloud, the code of an application, the user 
management, prevent data leakage. You 
talk with the whole IT team, the board, 
and the users. Every year, you must learn 
about new attacks, new threats, but also 
new technology. This domain is fascinating 
and always evolving. In fact, I have never 
been bored in 14 years, and that’s the main 
reason why I’m still working in this domain 
today.

“As a CISO, you never 
know what you will do 
with your day. You may 
have to face an attack, 
present to the board, 
negotiate with a vendor, 
launch an awareness 
program at company level, 
or perform investigation.”
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When speaking the language 
of business to the boards, are 
there certain phrases CISOs 
should be using?

My main advice would be: before 
talking, listen! Be humble. Most of us are 
CISO in non-IT companies. You must first 
understand the business of the company, 
how it works, what the competitive 
advantage of your company is, their main 
strengths and weaknesses. I recommend 
spending time talking with the board 
and using active listening. If you do not 
have access to the board, find a business 
sponsor or a mentor. Once you have 
taken this time to listen, you will then 
be able to talk to the board using their 
terminology, which will show you heard 
and understood them.

I also recommend mapping your cyber 
strategy to the company strategy. This 
will help you to prioritize your activities, 
but first and foremost, the board will 
immediately relate to your cyber strategy. 
They built the company strategy, so 
your presentation will be powerful and 
meaningful.

What soft skills can help 
security executives collaborate 
better?

Soft skills are what will make the 
difference between a good technician and 
a business enabler. Nowadays, they are an 
instrumental part of our role, as a CISO. 
Soft skills that help in my view include:

• being open-minded and curious: 
you are an expert in your field, but 
it is likely this is not the field of 
expertise of your company. Do not 
blindly apply solutions you have 
learnt in other companies

•  having the ability to liaise with 
people easily: you will have to 
interact with various actors, you 
have to be comfortable with this

• being able to listen and use the 
information you have gathered: 
spend the time to gather the 
information by listening, then 
activate them and incorporate 
them into your strategy, your 
presentation, use them to prioritize 
your action plan

A good sense of balance is also key: I 
have heard many companies claiming to 
be afraid of the “binary” CISO, for whom 
there is only black or white, and who is not 
able to understand the necessary shades 
of grey that are part of any company. 
Our mission is to protect the companies 
while they do business, not to hinder the 
business. So there is always a trade-off to 
find between all the constraints.

“My main advice would be: 
before talking, listen! Be 
humble. Most of us are 
CISO in non-IT companies. 
You must first understand 
the business of the 
company, how it works, 
what the competitive 
advantage of your company 
is, their main strengths and 
weaknesses.”
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At some point in time in my career, I 
noticed that I was lacking knowledge in 
those fields and decided to enrol for an 
execMBA. I selected a MBA that dedicated 
an important part of the learning path 
to soft skills, and it was an eye opener 
for me. As an example, I reuse what I 
have learnt based on the MBTI on a daily 
basis: profiling someone, understanding 
what the best way would be to present 
the information to him/her, allowing 
some space to reflect .It really helped 
me to achieve  a more effective way 
of communicating and interacting with 
people.

The biggest threat to your 
institution is already inside the 
building. Studies show that 
60 percent of cyber attacks 
come from inside the company. 
What are the key strategies for 
addressing this challenge?

I honestly do not like this terminology 
of Insider threat; I prefer to refer to 
employees asCISO of the Week - Aline 
Barthelemy our first line of defence. How 
can you expect people to get on board 
with any awareness program if you start 
by blaming or shaming them in some 
way? I believe in giving background and 
information to people to allow them to be 

an actor of the company security. In the 
case of data leakage, they would probably 
notice odd behaviour before you would. 
If you decided to implement a SOC or if 
you build Key Risk Indicators, you would 
need the business to set-up risk scenarios 
or identify Key risks.

Also, many employees are not tech-
savvy. We must help them and educate 
them so that they will not fall into risky 
behaviour. You cannot blame an employee 
for what he has not been made aware of. 
Employees are usually grateful to get that 
training, as most of the awareness they 
get is immediately reusable at home.

This simple change of mindset from 
“Insider threat” to “First line of defence” 
will be infused into the whole awareness 
program you would set-up. Creating 
a direct mailbox to IT security for the 
business will allow the business to contact 
you simply and openly. Publish the top 
3 contributors or share stories of early 
warning that allowed you to stop an attack. 
This will reinforce your message and create 
a feeling of co-responsibility in protecting 
the company. People would then really 
feel like they can make a difference.

Why do some CISOs use 
technology for its cool factor 
instead of securing and enabling 
the business?

Well, let’s be honest, some CISOs do it 
because it is an easy way to get positive 
feedback, and please a steerco member 
or a manager who read something in the 
news, attended a Gartner event, or had 
a friend who did this before in another 
company. It allows a CISO to shine and 
show that he/she is still up to trend. 

“I would recommend a new 
CISO check solutions or 
former projects that were 
launched and never made it 
up to the operations 
stream. You would be 
amazed..”
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I have seen several cases where 
solutions were implemented to “tick a box” 
and never used. Strong authentication 
never activated , vulnerability scans never 
used. I would recommend a new CISO 
check solutions or former projects that 
were launched and never made it up to the 
operations stream. You would be amazed.

At first, I had a strong stance against this 
way of working. Coming from industries 
where IT security budget was a scarce 
resource, and ROI a must, I was tough 
against the CISO working that way. But we 
must admit that our job is not really that 
“sexy”. And more times than we would like, 
we have to say no. Or we must cope with 
old fashioned solutions that are not exactly 
user-friendly. So, if you can run a project 
on new, trendy and fancy technology, or a 
solution visible to all employees and easy 
to use, I would say think twice. If you can 
find a win-win, go for it. We need a bit of 
shine and to be a  bit trendy to improve 
our image. And what pleasure to receive 
positive feedback from happy users once 
you have implemented SSO or password 
self-service!

So I would not recommend building a 
strategy based only on this, but make sure 
to have at least one “sexy” project and 
push it to the max.

We tend to forget to do our own 
marketing, and it is a mistake in the long 
run.

You have been in the industry for 
14 years. What are some of the 
biggest changes you’ve seen, 
not only in terms of threats, 
but also how cybersecurity is 
viewed in the organization?

It has been an amazing journey and 
I do not foresee any slowdown. Threats 
have evolved, but not that much in terms 
of technology. In the end, many attacks 
still rely at some point on escalation of 
privilege or unpatched vulnerabilities. But 
motives have evolved with more impact 
from activists. The hackers’ playground has 
dramatically extended with OT and IoT. All 
of them are now connected to the internet, 
and can be both a target, like with stuxnet, 
or a vector, like in the attack against Dyn. 
Unfortunately, we have not learnt from our 
own lessons, and many aspects that were 
addressed by IT were not secured when 
OT and IoT were initiated.

One risk I see developing is what I call 
a big “Oups”, an inadvertent data leakage 
or creation of a point of failure. If you 
look at the Strava issue, when US soldiers 
shared, through the running application, 
the position of secret military sites, some 
blamed the applications, some the soldiers. 
The truth is somewhere in between. 
It becomes more and more difficult to 
understand the impact of some actions, 
and the potential implications. The soldiers 
never wanted to share their position, the 
application never wanted to put soldiers 
at risk. The same applies to a recent 
attack performed on a casino through the 
fish tank, or more precisely through the 
Internet-connected thermometer in an 
aquarium in the lobby of the casino.

“I would recommend a 
new CISO check solutions 
or former projects that 
were launched and never 
made it up to the 
operations stream. You 
would be amazed.”
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An incident like this explains in my view 
the biggest change in our status and how 
we are seen. We are no longer the nerds 
no one understands. We are becoming 
(hopefully!) the expert business wants 
feedback from. Business considers we are 
able to navigate into all the entanglements 
of IT, OT and IoT, new technology, new 
threats. This is a great change and a 
great power, which comes with great 
responsibilities. We can be a business 
enabler, but this is only possible with the 
right mix of technicity; collaboration with 
business and open-mindedness.

Cybersecurity is a fascinating domain, 
always evolving and mutating, with 
polymorphic attacks. My aim now is to 
promote more diversity, on age, gender, 
origins or background, to build a resilient 
team that would be able to cope with this 
ever changing landscape. The low diversity 
of current Cybersecurity manpower is a 
weakness we must address. Opening our 
world to different profiles is an interesting 
way to solve the current manpower 
shortage.

I strongly believe that building a team 
and assembling talents is one of the key 
missions of today’s CISO in order to achieve 
cyberesilience.

Hall of Fame

Aline Barthelemy
CISO, Louis Dreyfus Company
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01Company Description

Cymulate helps companies to stay one step ahead of cyber attackers with a unique 
breach and attack simulation platform that empowers organizations with complex 
security solutions to safeguard their business-critical assets. By mimicking the 
myriad of strategies hackers deploy, the system allows businesses to assess their 
true preparedness to handle cyber security threats effectively. An on-demand SaaS-
based platform enables to run simulations 24/7 from anywhere, shortening the usual 
testing cycle, and speeding up time to remediation. Cymulate was established in 2016 
by former IDF intelligence officers and leading cyber researchers with extensive 
experience in offensive cyber solutions. Cymulate is a Gartner Cool Vendor!

Company: Cymulate
Founded: 06/16
Employees: 23
Web: www.Cymulate.com
Headquarters: Israel

02
Company Information

Other offices: Spain, India, US
Key Target Verticals: Financial, Healthcare, 
Telecom
 

Product Category: Breach & Attack 
Simulation
Product Stage: Released
Product Names and Brief Description:
Cymulate Breach & Attack Simulation 
platform allows organizations to assess 
their true readiness to handle cyber security 
threats effectively by simulating the myriad 
tactics and strategies used by hackers 
to attack network and endpoint security 
infrastructures.
Services Provided:
 Assessment though varios attack-vectors.

03
The Product Customer Footprint:

• In 2017, tripled Y0Y revenue and 
doubled customer base

• Serves 8 of the largest international 
banks and many regional banks in 
North America, EMEA and Asia

• Serves Fortune 100 in retail, 
pharmaceuticals, consumer goods 
and manufacturing, and midsize 
customers across every major 
vertical. 
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04Product in detail
Cymulate’s Breach & Attack Simulation (BAS) platform takes targeted simulation 
attacks one step further by measuring the organization’s true preparedness to handle 
cybersecurity threats effectively.

 

How does it work?

• Using an offensive approach and defensive actions, Cymulate exposes critical 
vulnerabilities by simulating multi-vector cyberattacks from an attacker’s perspective. 

• This sophisticated plug-and-play platform simulates and tests attack vectors by 
impersonating hackers, cybercriminals nations powers and even rogue insiders 
before an actual attack will take place exploiting any weaknesses. 

• The SaaS simulations can be run on-demand at any time and from anywhere without 
impacting the users or infrastructure. 

• With Cymulate’s Red Team capabilities, organizations can continuously test their 
cybersecurity posture against cyberattacks, global cybercrime campaigns and 
directed APTs.
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05Key Benefits

• Immediate Results.

• Remotely test the entire infrustructure.

• SaaS Solution – Plug & Play – No Hardware Required.

• Comprehensive Cyber posture assessment.

06
Unique Differentiators

• Our Breach and Attack simulation platform covers a wide range of attack vectors: 
Email, Web-Gateway, WAF, Lateral Movement, Endpoint, Phishing, SIEM/SOC and 
APT.

• The platform evaluates the organization’s external and internal security posture.

• Plug & Play solution, no hardware required – 5 minutes to deploy.

• Provides immediate results for each attack vector with mitigation recommendation.
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07
Awards

Gartner Cool Vendor 

Cyber defense Magazine – Infosec Awards 2018 
– Winner under “Breach & Attack Simulation” 
category

Info security Product Guide – Gold award under 
“Breach & Attack Simulation” category

Cyber Security Excellence Awards – Silver 
award under “Best cybersecurity startup” 
category

Cyber Security Excellence Awards – Silver 
award under “Security Automation” category

Fortress Cyber Security Awards – Winner under 
“Breach & Attack Simulation” category
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01Company Description
Deep Instinct is the first company to apply deep learning to cybersecurity. Deep 
learning is inspired by the brain’s ability to learn. Once a brain learns to identify an 
object, its identification becomes second nature. Similarly, as Deep Instinct’s artificial 
neural network brain learns to detect any type of cyber threat, its prediction capabilities 
become instinctive. As a result, any kind of malware, known and new, first-seen malware, 
zero-days, ransomware and APT attacks are predicted and prevented in real-time with 
unmatched accuracy.
Using deep learning, Deep Instinct offers a predictive threat prevention platform with 
multi-layer protection against any known or unknown threat from any file or fileless 
attack. Deep Instinct protection can be applied on any device (endpoints, mobile devices 
and servers) with any operating system.

Company Name: Deep Instinct
Founded: 2015
Employees: 80-100
Web: www.deepinstinct.com
Headquarters: Tel Aviv, New York

02Company Information
Other offices: Singapore, Silicon Valley, 
Tokyo, Sydney
Key Target Verticals: Healthcare, Finance, 
Retail, high-ed, tech 

Product Category: (primary) Endpoint 
protection, mobile security;  (secondary) 
Detection & Prevention

Product Stage: released

Product Names and Brief Description:

Deep Instinct 

Services Provided: Endpoint protection 
focused on detection and prevention

03
The Product Customer Footprint:

Markets with Customers: US, Canada, 
France, Israel, Singapore, Thailand, 
Philippines, Japan 

Relevant Public Success Stories per 
Key Target Vertical:

• Financial Services

• Healthcare

• Education

• Law Enforcement & Intelligence 
Agencies

• Tech
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04Product in detail
Deep Instinct’s solution provides full protection based on multiple layers, including 
a prediction & prevention first approach, followed by detection & response, against 
known and unknown cyber threats.

Deep learning’s capabilities of identifying malware from any data source, results in 
comprehensive protection on any device or operating system.  

Deep Instinct continuously trains to recognize new malware in order to optimize its 
prediction model (D-Brain), which is then updated on the D-Client on the device or on 
the D-Appliance. 

The client-based solution uses a lightweight client that runs on endpoints, servers and 
mobile devices. When a file is downloaded or copied, the on-device client analyzes the 
file to determine whether the file is malicious or benign. 

The D-Client performs static analysis of files and does not use any sandboxing 
techniques. This enables real-time detection and prevention, blocking the malware 
at pre-execution level and conducting an automated response according to the 
predefined security policy. The deep learning module runs in prediction mode on the 
device without affecting the user experience and operates autonomously from the 
enterprise’s network or Internet. 
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05How does it work?

How deep learning is used in cybersecurity: 

1.-Towards the training phase, we build the data sample from 4 main sources: 
• Publicly available repositories of malicious and benign files, 
• Known malware
• Home grown malware 
• Mutated malware 

2.-We also add “noise”, which changes the raw data from the files we feed into the 
algorithm, in order to automatically generate slight “mutations”, which are fed in each 
training cycle during our training phase. 

This concept immunes Deep Instinct against the modifications that are applied to 
the different variants, such as strings or even polymorphism. The unique deep learning 
algorithms that we use ensure immediate response with only a millisecond for 
prevention and detection.
The result is unparalleled cybersecurity prowess in blocking and preventing even the 
most evasive unknown, first-seen malware, including persistent threats (APT), zero-day 
attacks, and ransomware.

3.-Deep Instinct continuously trains to recognize new malware in order to optimize its 
prediction model (D-Brain), which is then updated on the D-Client on the device or on the 
D-Appliance (for a clientless deployment). The client-based solution uses a lightweight 
client that runs on endpoints, servers and mobile devices.
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06Key Benefits
1.  Prediction of future cyber threats based 
on a proprietary deep learning framework

2.  Real-time threat prevention

• >98% detection rate
• <0.001% false positive

3.  Any device, Any OS, Any type of threat

4.  Zero-risk:
• Augmentation – no rip and replace
• Fast and easy deployment
• No business interference

07
Unique Differentiators

1.  The deep learning neural network “brain”
• Proprietary DL framework
• Raw data, 100% data
• Autonomous, no cyber expert is required
• Analyze multiple levels of non-linear correlation between data features

2.  Threat prevention platform
• Any file type
• Any major OS
• Any endpoint, server and mobile device
• Against any file / fileless based attack

3.  Autonomous on device agent
• Lightweight: <150MB, <1% CPU
• Connectionless protection
• 1-2 updates a year

5.  Any environment:

• Online/offline
• Air gapped NW
• Multi tenancy
• On premise; cloud native by design
• VDI 

6.  Low TCO and high efficiency
• No need for high-skilled staff
• 1-2 updates required annually
• From POC to deployment in zero 

time
• User-friendly, one simple 

management console
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08Certifications

Winner  of the Cyber Defense Magazine 2018 Infosec Award  for Artificial Intelligence 
and Machine Learning
Winner  of the Fortress Cyber Security Awards 2018 for Software and Apps
WEF: Technology pioneer at World Economic Forum 2017 
Gartner: Cool vendor for digital workplace security 2016
Blackhat/Dark reading: Most innovative startup in the best of black hat awards 
program, Dark reading editors 2016
Nvidia: Most disruptive startup at Nvidia inceptions awards 2017

09Awards

10
Partners

Technical PartnershipsCertifications

Asgent Japan TechData APAC

Roland TechnologyBlokworx
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Inspecting your ICS for Cyber 
Vulnerabilities

Overview

Industrial Control Systems (ICS) Cyber 
security experts should have many 
years of ICS technology experience as 
a prerequisite for filling this position. 
Unfortunately, this is not the case in all OT-
related organizations and we often hear 
the trend “IT-OT convergence”, which no-
one has clearly defined. The true situation 
is that ICS cyber security experts never 
agreed on this trend, probably promoted 
by IT cyber security teams as a mandatory 
requirement for cyber secured operation.

Following the above, you may ask a 
valid question: “How do I assure safe and 
reliable operation of the ICS, and achieve 
adequate level of Productivity (SRP)?” The 
simple answer to this challenging question 
is: “Adhere to the PPT Triad” (People-
Policies-Technology). The PPT topic was 
already covered in my previous post, and 
in this paper, I will focus on best practices, 
actual processes and test-actions which 

are required to perform vulnerability 
inspection of your ICS. 

Prior diving into the details, I’ll say, that 
any proposed actions must not interfere 
with the control process, not create an 
unplanned shutdown and most importantly 
must not lead to an unsafe operating 
condition, which might hurt people or 
cause damage to machinery. 

Understanding your ICS

In order to complete the cyber 
vulnerability inspection, first you must 
understand the control architecture and the 
principal ICS processes. Upon completion 
of these tasks, you must prepare an 
inventory list of all process components 
and communication equipment. This is not 
very complicated, as today you may find 
both license-free and commercial tools 
which perform visibility analysis of the 
deployed architecture.

At a glance
•    5 minute read
•    Understanding your ICS
•    Series of careful actions
•    Be aware of what might go wrong 
•    Consider step by step process
•    Use of software tools for the process
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After completion of the inventory 
listing, prepare a table outlining 
all the known/published Common 
Vulnerabilities and Exposures (CVE) 
and obtain internal records outlining the 
completed corrections. Some of the tools 
performing visibility analysis may also 
deliver a list of CVEs specifically related 
to the list of components installed in your 
ICS. As a part of this vulnerability analysis 
process, you must know if the fixing of 
the detected vulnerabilities is also part of 
your assignment, or your task only refers 
to report preparation. 

Last but not least, through detailed 
discussion with the related stakeholders 
you must learn about the history of 
previous vulnerability assessments 
on that system. You should ask if the 
detected findings were corrected and 
the entire activity was documented. Also 
ask if the system suffered cyber-attack 
in the past and learn the details; was 
it an internally generated or externally 
generated attack?

Series of careful actions

Ask about the organization policy 
procedures and how they are enforced. 
Ask the related people if is there a hot 

backup equipment and plan available in 
case something goes wrong. Consider 
even testing that process to verify that 
the team is well trained to activate 
that process. If your task also includes 
penetration testing (Pen-Test), you must 
ensure that the process you consider 
will not cause an unstable operation, 
unplanned shutdown and in the worst 
case not constitute a risk to people nor 
cause damage to machinery. When you 
are ready to start the process, activate 
the available resources and use your 
expertise for operating the available tools: 

• Start with studying the perimeter/
physical security related all local and 
remote (also IIoT) sites

• Verify that all system components 
are properly configured and 
documentation is accessible

• Conduct the process step by step 
from the easy and safe to complex and 
more risky steps

• Utilize tools, which do not interfere 
with the control process and might not 
cause an outage

“With damaging attacks 
and breaches rocking 
headlines on a daily basis, 
reactive approaches or 
traditional security 
defenses promising to 
keep attackers out are not 
enough.”
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Be aware of what might go 
wrong

When conducting ICS cyber security 
assessment, and specifically if you plan 
conducting penetration test process to 
the ICS, be aware that the HMI, PLC or 
RTU might turn to unexpected conditions:

• A Crash might occur even following 
a simple scan process using valid 
commands

• You cannot predict exactly how the 
system will react, when using a not valid 
command

• If you use a port which is configured 
for patching, this might damage the 
firmware

• The tested device might not Re-
Boot properly, because the firmware got 
erased

Consider step by step process

Prior to starting the entire test 
process, be prepared with a complete 
plan, and have a plan to stop the process 

and restore the system according to the 
Business Continuity Plan(BCP).

• Learn up front how much time is 
allocated for the system restoration in 
case of a failure

• If available, start the testing with 
the redundant device (HMI Server, PLC, 
RTU, etc.)

• Start with the lowest level of ICS 
risk, and one you are able to fix in case a 
section fails.

• Utilize all available resources and 
the time window provided by the plant 
manager

Use of software tools for the 
process

After drafting the plan for the 
vulnerability assessment, you must 
have all the designated software tools 
available and your team must be trained 
in using these programs. Obviously, lack 
of expertise might lead to an incorrect 
action, which might cause an unplanned 
shut down and even damage to the 
system.

• For visibility analysis you may select 
passive tools, such as Wireshark, Nmap 
(Network Mapper), etc. These are free/
open-source security scanners, which 
allow you to discover hosts and services 
on a computer network. The delivered 
output will be an interconnection and 
communication map. 

“When conducting ICS 
cyber security assessment, 
and specifically if you plan 
conducting penetration test 
process to the ICS, be 
aware that the HMI, PLC or 
RTU might turn to 
unexpected conditions.”
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• Additional vendor-proprietary tools 
are available with specific strengths and 
weaknesses. Among these vendors are: 
Security Matters, Claroty, Tenable, Indegy, 
Cyber-X Labs, Rapid7, etc. If you must 
go beyond the passive process, you may 
use tools such as Metasploit, which allow 
exploiting of the vulnerability.

Summary 

The conclusion is that vulnerability 
assessment and adherence to the PPT 
Triad contribute to enhanced ICS cyber 
defense. While absolute defense is out 
of reach, we should expect more severe 
APT and Zero Day attacks. Considering 
the above detailed practices will put you 
a step ahead of the attackers.

• Put Security Goals into your 
specifications for all new ICS 
deployments, upgrades and retrofits

• Deal with vendors who comply with 
ICS related security regulations (NIST 
800-X, IEC 63442, etc.)

• Do not compromise on ICS related 

security requirements and do not deploy 
IT type defenses

• Always be ready for internally and 
externally generated cyber-attacks on 
your IT and ICS networks

Daniel Ehrenreich, BSc. is a 
consultant and lecturer acting at Secure 
Communications and Control Experts, 
and periodically teaches in colleges 
and present at industry conferences 
on integration of cyber defense with 
industrial control systems; 

Daniel has over 25 years’ engineering 
experience with ICS and OT systems 
for: electricity, water, gas and power 
plants as part of his activities at Tadiran, 
Motorola, Siemens and Waterfall 
Security. Selected as Chairman for ICS 
Cybersec 2018 taking place on 11-10-
2018 in Israel. LinkedIn

“While absolute defense is 
out of reach, we should 
expect more severe APT 
and Zero Day attacks. 
Considering the above 
detailed practices will put 
you a step ahead of the 
attackers.”
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01
Company Description
Cyberbit is the world leading provider of Cyber Ranges for training cybersecurity 
professionals and provides a complete incident response portfolio that includes 
SOAR (Security Orchestration, Automation and Response), ICS Security for critical 
infrastructure and EDR. The products are also available as a consolidated platform for 
seamless detection and incident response across the converging IT OT and IoT attack 
surface. 

Company Name: Cyberbit
Founded: 04/2015
Employees: 250
Web: www.cyberbit.com 
Headquarters: Ra’anana, Israel

02Company Information
Other offices: USA, Germany, Singapore, 
India
Key Target Verticals: Large Enterprises, 
Governments, Higher Education and 
MSSP

Product: Incident Response & Forensics, 
Training & Education, SOC, IoT, Detection 
& Prevention, Endpoint Security  
Product Names and Brief Description:
Cyberbit Range – the most widely deployed 
hyper-realistic training and simulation platform.
SOC 3D – Security Orchestration, Automation 
and Response (SOAR) Platform that triples SOC 
efficiency, provides high resolution visibility and 
reduces time-to-response by 90%.
SCADAShield – OT asset discovery and visibility, 
detection of known & unknown OT threats, as 
well as deviations from operational restrictions, 
by using 7-layer deep packet inspection (DPI).
Cyberbit EDR - detects advanced, unknown 
and evasive threats and ransomware, by using 
behavioural analysis and without relying on 
external sources or connectivity.

03
The Product Customer Footprint

Market Verticals with Customers:
• Financial intitutions 
• Critical infrastructures
• Telecomm 
• Governments 
• Education 

Relevant Public Success Stories:
• Financial Services – Bank of Jerusalem
• Critical Infrastructures – Israel 

government, Delek Pi Glilot
• Education – Miami Dade College, 

Metropolitan State University, Regent 
University

• Manufacturing
• Telecomm – A1 Telekom
• MSSP – IABG, QOS Technology, Afore 

CyberSec, Baltimore Cyber Range
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04
Product: Cyberbit Range

Cyberbit Range is a hyper-realistic cyber simulation platform that uses flight simulation 
disciplines to train, onboard and dramatically improve the performance of incident 
response teams. 

Powering over 20 cyber training centers and thousands of trainees yearly, Cyberbit 
Range is now the most widely deployed cyber range platform. Cyberbit Range generates 
an immersive environment that replicates the customer’s SOC. It accurately simulates 
customer network topology, security tools, normal and malicious traffic, which results 
in a dramatic improvement over traditional training approaches. 

It is the only fully-fledged cyber training environment, uniquely combining advanced 
simulation technology, comprehensive training features, and content packages to 
address various training needs and scenarios. 
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05
Product: SOC 3D

Cyberbit SOC 3D is a Security Orchestration, Automation and Response (SOC Platform) 
a SecOps force multiplier, increasing SOC efficiency that reduces Mean Time To 
Respond (MTTR), by combining security orchestration, automation, and big-data driven 
investigation. 

SOC 3D  enables incident responders to manage the entire incident lifecycle within a 
single screen, from detection to recovery.

SOC 3D provides out-of-the-box integrations for all SOC systems, enabling your SOC 
team to manage the entire incident lifecycle within a single screen. It automates 
playbooks, tracks and measures SOC metrics, and records all raw SOC data on a big 
data platform for investigation and proactive hunting so analysts can get answers for 
any question in real-time without depending on pre-configured logs. 
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06
Product: SCADAShield

SCADAShield uses Granular Deep Packet Inspection (GDPI) to thoroughly analyze 
packets and detect OT, IT/OT and IT attack vectors, operational malfunctions and 
misconfigurations. 

Traffic analysis is used also for building a real-world network map and for asset 
management. SCADAShield provides full visibility of the OT network by automatically 
generating a live real-world network map based on traffic analysis. 

It automatically maps and identifies all OT and IT assets and their types, presenting 
them in Purdue Model for OT layer management. SCADAShield uses mirror port for 
passive and non-intrusive monitoring,and has out-of-the-box support for over 40 
protocols, with the ability to provide new and proprietary protocol support on-demand. 
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07
Product: Cyberbit EDR

Cyberbit Endpoint Protection incorporates EDR, NGAV and ransomware prevention - 
all in one agent. 

Cyberbit EDR continuously records kernel-level endpoint activity. This data is sent to a 
big-data repository for behavioral analysis. Behavioral analytics, leveraging expert threat 
analysis research, together with machine learning algorithms that tailor detection to 
the specific characteristics of the customer’s network, detect threats and anomalies 
while minimizing false positive alerts. 

Cyberbit EDR’s detection mechanism is independent of IOCs, able to detect threats 
that were never seen before. Cyberbit EDR automatically visualizes the attack story in 
a graph view, saving hours of analyst investigations and facilitating quick identification 
of root cause and threat propagation. 
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01
Company Description
Comprehensive yet simple security solutions to protect your critical assets.
Radiflow is a leading provider of cybersecurity solutions for ICS and SCADA networks 
in critical infrastructure, including tools for NIS Directive and NERC CIP compliance. 
Radiflow’s industrial cybersecurity solutions are protecting the operation technology 
networks of over 50 operators of critical infrastructure, including power generation, 
electricity supply, water facilities, transportation and others, in four continents around 
the world. Radiflow’s Industrial Intrusion Detection System passively learns and maps 
an OT network, providing exceptional visibility and situational awareness, and alerts in 
real-time for any anomalies in unexpected network behaviors.

Company Name: Radiflow
Founded: 09/2009
Employees: 30
Web: www.radiflow.com  
Headquarters: Tel Aviv, Israel

02Company Information
Other offices: US, UK, Germany, Italy, 
Romania and Singapore
Key Target Verticals:

• Energy: electricity, oil and gas
• Water and wastewater
• Transportation: railways, airports, seaports and 

roads
• Industrial manufacturing
• Healthcare
• Building management

Product Category: Detection & Prevention 
(BMS / BAS & ICS)
Product Stage: released
Product Names and Brief Description:

• iSID Industrial Threat Protection
• iSAP Smart Probe
• iSEG Secured Gateway

Services Provided:
•  iSEC ICS Security Assessment

03
The Product Customer Footprint

Markets with Customers: critical 
infrastructure, utilities and 
transportation 
Relevant Public Success Stories per 
Key Target Vertical:

• Detection of malware on HMI of 
a wastewater utility in Europe

• Detection of vulnerability in 
Schneider Electric Modicon 
M221 PLC

https://cyberstartupobservatory.com/
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04
Product: iSID Industrial Threat Protection

100% non-intrusive threat detection - early warning and intrusion detection in     
ICS/SCADA OT networks.

How does it work?

• Traffic is passively collected from the network either by connecting the iSID to the 
switches port mirroring or using iSAP smart probes from remote sites.

• During the learning phase the network topology and behavior are set as the base 
line.

• During the detection phase any deviation from the baseline or any anomaly in the 
behavior is regarded as threat.

• Events are reported on GUI and through northbound interfaces to higher order 
management systems.
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05
Product: iSEG RF-3180/RF-1030 Secured gateway

iSEG RF-3180/RF-1030 Secured Gateway DPI SCADA firewall and secure remote access 
to equipment on site.

How does it work?

• Traffic passing through the Secured gateway is inspected by a DPI SCADA Firewall. 
Offending traffic is discarded while complying packets are transparently forwarded.

• Secure remote access to site after presenting credential during a designated time 
frame. 

• Security features such as IPsec, DM-VPN, etc. provide security infrastructure.
• All features of an industrial L3 switch available (VLANs, Routing, PoE, etc.).
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Oren Zenescu
CISO, Altshuler Shaham Group

I started my career in the field of 
information security as an officer in the 
IDF information security corp.

Then, I headed to the private sector 
as information security consultant for a 
variety of customers: financial, Hi-tech, 
Low tech etc, before becoming a team 
leader in the GRC field.

Since 2016 I have worked as the 
CISO of a large investment company 
called Altshuler Shaham. Our company 
specializes in managing customers’ long 
term savings and other investments, such 
as: pensions, portfolios, mutual funds, 
hedge funds, etc.

The company manages over 30 Billion 
dollars and is one of the biggest investment 
houses in Israel.

I am also a board member of the Israeli 
(ISC)^2 chapter. 

As an officer, consultant, team leader and 
eventually a CISO I bring vast knowledge 
of information technology and cyber 
security methodologies, technologies, 
Risk management and no less importantly,  
information security awareness programs 
to different kinds of workers.

Why did the role of CISO appeal 
to you?

As a consultant I worked closely with 
CISOs from all over the industry (financial, 
Hi-tech, Low-tech etc), some of whom 
where more brilliant than others. Some 
were more interested in IT security and 
some were also aware that it is important 
to understand business plans and goals 
in order to be a business enabler while 
maintaining sufficient levels of security. 

I always wanted to be on “the other 
side” of the table in order not only to give 
advice and consultancy, but also to decide 
upon the right decisions for the company.

This makes your job far more challenging, 
with much more responsibility, but also 
gives you satisfaction and the ability to 
improve the cyber security posture of your 
organization.
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For security executives who 
don’t have a strong relationship 
with their board, how can this 
be improved?

I think that every board must conduct 
a serious discussion of the cybersecurity 
risks the company faces at least once a 
year and with every significant change 
to its operations, for example: migrating 
to the cloud or upon a serious cyber 
incident like one that involves leakage of 
customers’ private data or which effects 
one of the critical business processes.  
Those discussions are a great opportunity 
for the CISO to come forward and to 
speak in a “business” language (Risk 
management, ROI, etc…) directly to the 
board members, which in turn will start 
a process where the board members will 
want to be updated about the status of 
the cyber security plan and to talk about 
new risks. It’s also a great opportunity to 
explain and get support for the budget he 
needs in order to implement his plan. My 
advice to the CISO is to be careful not to 
exaggerate while he speaks with the board 
members but to explain the situation as it 
is and the implications of managing the 
risks (eliminate the risk, accept the risk 
etc…).

How can CISOs better 
understand a business’s needs?

CISOs must get out of their comfort 
zone (that is - IT security like Firewalls, 
IPS, Antivirus), and conduct continuous 
discussions with business leaders in their 
company. 

Every existing or new business process 
must be assessed by the CISO in order to 
make sure that the risks are being handled 
and the right controls are being put in 
place. 

Eventually, a CISO who is not involved 
in the business processes will not be 
relevant and his cyber security program 
will not cover all the risks that the 
company is facing.

Threats are everywhere and 
always changing. How to 
address this difficult reality?

Well, CISO’s are not alone. Unlike the 
companies that compete with each other 
in order to be more profitable and make 
money for their stake holders, CISOs are 
dealing with other goals - that is, making 
sure that their company is safe from cyber 
threats - existing or new ones.

In order to do that, CISOs unite in 
peer groups and continually discuss 
those threats and the best practices and 
countermeasures to deal with them. This 
is also an advantage because eventually 
the threats are the same for my company 
and for my company’s competitors so we 
can share our knowledge to be in a win-
win situation.

“I think that every board 
must conduct a serious 
discussion of the 
cybersecurity risks the 
company faces at least 
once a year and with 
every significant change 
to its operations.”
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How do you make sure you 
know what new projects are on 
the road map and that security 
is baked-in from the process 
side?

As a CISO my job in not only to define 
the cybersecurity policy and procedures 
but to make sure it’s being implemented 
all across the company.

While doing so, I constantly talk 
with business leaders and participate in 
business steering committees in order to 
keep up to date with what is coming next 
in order to be fully prepared.   

How important is being able 
to communicate with your 
colleagues?

I think that communicating with 
colleagues is the key for success for 
every CISO. As I mentioned earlier, CISOs 
must get out of their comfort zone and 
communicate with business colleagues 
from other departments.

In that way the CISO could make sure 

that he is being involved in everything 
that’s going on in the company - from 
business changes to cyber security risks.

Also, the CISO could understand 
what the most critical activities are for 
the business and where to focus his best 
effort.

Today’s cyber threats and privacy 
regulations are much more significant and 
demanding than ever.

In order to face them, CISOs and 
security professionals must collaborate 
and share insights from their own 
experience so they can be prepared for 
anything to come

Also, countries all over the world 
should do more in order to develop 
educational programs and train security 
professionals that could help in dealing 
with those threats.

In addition, managements and board 
members must understand that there is 
no such thing as “100% safe” in the cyber 
security field. It’s a never-ending process 
that must be properly budgeted in order 
to succeed in achieving its goals.  

“CISOs unite in peer groups 
and continually discuss 
those threats and the best 
practices and 
countermeasures to deal 
with them. This is also an 
advantage because 
eventually the threats are 
the same for my company 
and for my company's 
competitors.”

“I think that 
communicating with 
colleagues is the key for 
success for every CISO. 
As I mentioned earlier, 
CISOs must get out of 
their comfort zone and 
communicate with 
business colleagues from 
other departments.”
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Dr. Mansur Hasib 
Q&A: Cybersecurity in Healthcare

Award Winning Cybersecurity Leader, 
Author, and Media Commentator

Program Chair, Cybersecurity 
Technology, The Graduate School

University of Maryland University 
College (UMUC)

State University - Global Campus

 In 2017 at a ceremony in Austin, TX, 
(ISC)2 named Dr. Mansur Hasib a “Rock 
Star” of cybersecurity and presented 
him an electric guitar along with the 
(ISC)2 Americas Information Security 
Leadership Award (ISLA) for leading the 
implementation of the Master of Science 
in Cybersecurity Technology degree 
program at University of Maryland 
University College (UMUC). In 2018 the 

Global Cyber Startup Observatory based 
in Europe inducted Dr. Hasib into the Hall 
of Fame. In 2018 SC Magazine awarded 
UMUC Best Cybersecurity Higher 
Education Program award.

Dr. Hasib also won the 2017 
Cybersecurity People’s Choice Award 
and the 2017 Information Governance 
Expert of the Year Award. He has 30 years 
of experience leading organizational 
transformations through digital 
leadership and cybersecurity strategy in 
healthcare, biotechnology, education, and 
energy. He served as Chief Information 
Officer for 12 years. His seminal book 
Cybersecurity Leadership (available in 
ebook, paperback, and audio) has been 
widely acclaimed by practitioners and 
scholars alike and is listed among the best 
IT and cybersecurity books of all time. 
In 2013, as part of his doctoral work, Dr. 
Hasib conducted a national study of US 
healthcare cybersecurity and published 
the book Impact of Security Culture on 
Security Compliance in Healthcare in the 
USA and became one of the first few in 
the world to earn a Doctor of Science in 
cybersecurity.

Additionally, with a Bachelor’s 
degree in Economics and Politics and a 
Master’s degree in Political Science, Dr. 
Hasib brings a unique interdisciplinary 
perspective to anything he discusses. 
Dr. Hasib enjoys table tennis, comedy, 
and travel and has been to all 50 states 
of the USA.
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Follow him on Twitter @mhasib or 
LinkedIn: 

www.linkedin.com/in/mansurhasib. 

To access more content or to contact 
Dr. Hasib, visit: 

www.cybersecurityleadership.com

How is cybersecurity in 
healthcare different from 
cybersecurity in other sectors?

In simple terms, cybersecurity is 
the mission-focused digital strategy of 
an organization. Since the mission of 
healthcare is unique, the cybersecurity 
strategy will also be unique. The 
information handled in healthcare is 
unique. In addition, there may be laws 
that place restrictions on the collection, 
storage, processing, and sharing of this 
information. These laws are often country 
or region specific. There may be various 
legal implications, privacy rules, as well as 
disclosure requirements when problems 
are discovered. 

How does the concept of 
privacy impact healthcare?

Understanding privacy is fundamental. 
In the US, privacy has largely been seen 
as a legal compliance issue and many 
healthcare organizations have delegated 
this to lawyers and the legal department. 
They have often maintained separate 
privacy officers and security officers with 
differing missions and often in contention 
with each other.

However, privacy is simply legislated 
confidentiality - a key aspect of 
cybersecurity. Sometimes organizations 
have focused on data contained within 
systems. However, information in 
someone’s mind is just as important. A 
doctor or nurse can violate privacy, simply 
by talking about it—so information doesn’t 
have to be within a system. 

Privacy is an aspect of confidentiality 
and should never be separated from the 
overarching cybersecurity discipline.

What are your thoughts 
about medical devices and 
the Internet of Things (IoT) in 
healthcare?

This particular issue does not have an 
easy answer. We have a long way to go 
and I am afraid that we are getting ahead 
of ourselves and connecting too many 
medical and IoT devices with simplistic 
controls. Too many of these devices still 
use password based access and do not 
alarm when tampered with. 

“We have a long way to go 
and I am afraid that we are 
getting ahead of ourselves 
and connecting too many 
medical and IoT devices 
with simplistic controls. 
Too many of these devices 
still use password based 
access and do not alarm 
when tampered with.”
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What are your thoughts about 
the use of Blockchain in 
healthcare?

Blockchain has the promise of finally 
allowing patients to better control their 
medical record and only share what is 
needed. 

The current system of centralizing all 
patient data in consolidated databases in 
the hands of service providers with dubious 
protection practices has been harmful 
to patients. Millions of patient records 
are in the hands of criminals. At times, 
these service providers have locked away 
the information in proprietary systems 
instead of making it easily accessible by all 
healthcare service providers. Sometimes 
they have blocked access from the patients 
themselves.

Blockchain also has its own perils. It is 
not clear if proprietary blockchain islands 
will develop over time. Researchers have 
also been able to breach Blockchain 
systems. 

Do you think electronic health 
records have allowed fraud and 
crime to become easier?

I have heard this argument from 
many people who are against the use of 
electronic health records. However, digital 
crime also leaves a digital trail. Through 
digital forensics, we can solve crime and 
catch the perpetrators with a higher 
degree of certainty.  Very hard to argue 
with digital facts.

Hall of Fame

Dr. Mansur Hasib
Global Award Winning Cybersecurity and Healthcare Leader

“Blockchain has the 
promise of finally allowing 
patients to better control 
their medical record and 
only share what is 
needed.”

“Blockchain also has its 
own perils. It is not clear if 
proprietary blockchain 
islands will develop over 
time. Researchers have 
also been able to breach 
Blockchain systems.”
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Ramón de la Iglesia Vidal 
Cybersecurity Manager, Santander Bank

Ramón de la Iglesia Vidal is a 
Cybersecurity Manager at Banco 
Santander.

Bachelor’s degree in Computer Science, 
and certificated CISA, CISM, CISPP, CRISC 
& 27001, has 15 years of experience in 
Cybersecurity, most of which in banking 
and assurance field.

Born in Mallorca but currently 
developing his profession in Madrid.

Are there any common traits 
which make a successful 
security program?

Historically, we have found multiple 
different strategies in the field of 
Cybersecurity, either according to trends 
of technological solutions, or according 
to the size and maturity of the companies 
that implement them.

In any case, everyone agrees on the 
importance of having a clear strategy in 
terms of Cybersecurity, and that cannot be 
improvised or defined alone. In this sense, 
there are 2 basic lines without which the 
definition of the program will be doomed 
to failure: proportionality to risk appetite 
and alignment with business.

As for the implementation of a 
Cybersecurity strategy, the correct 
execution of the different plans is key, along 
with taking advantage of each executed 
project so that it is one more gear in the 
day to day running of the business. In this 
sense, the coherence of solutions with 
common sense is fundamental. Do we 
really have that problem in our company? 
Is it a priority right now?

Finally, the topic that is most relevant 
to your employees: the knowledge and 
skill that they need to do their job. It’s 
true! Training is, quite simply, one of the 
highest-leverage activities a manager can 
perform.

“Everyone agrees on the 
importance of having a 
clear strategy in terms of 
Cybersecurity. In this 
sense, there are 2 basic 
lines without which the 
definition of the program 
will be doomed to failure: 
proportionality to risk 
appetite and alignment 
with business.”
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How important is to have the 
CEO thinking that security 
matters?

It must be recognized that considerable 
efforts and a lot of progress have been 
made in cybersecurity, particularly 
through the support provided by the 
authorities in the banking sector. Thanks 
to the importance that cybersecurity has 
taken on, boards are acutely aware of the 
security issues and IT risks, as well as the 
strategies that should be adopted. But 
not all sectors are at the same point. In 
those sectors which are non-regulated it 
is more complicated for management to 
understand the main risks and see the real 
scenarios that can really happen to your 
company, or even understand the real 
impact of the materialization of a cyber-
attack.

Companies in the banking sector are 
pressing ahead with digital transformation. 
If they don’t simultaneously realign their 
security systems and their security culture, 
they become more vulnerable to attacks.

Almost everybody agrees that 
organizations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture?

It’s essential to have a complete 
awareness and training plan in the 
company. Carrying out isolated or 
spontaneous actions prevents progress 
in the maturity of culture, for which 
reason  it is only with planned actions we 
can achieve goals. Itis well known that 
without a good awareness plan you are 

not going to have a mature company in 
Cybersecurity, and for this you need:

    A way to measure the degree of 
awareness of your employees,

    A good strategy,

    Resources for that (training of 
employees, thematic campaigns, exercises 
that can assess the maturity reached, etc)

In this sense I recommend Phishing 
exercises (and other types of social 
attacks), to see Leader Week - Ramón 
de la Iglesia Vidalthe evolution of the 
campaigns, and the effectiveness of the 
different training.

Regarding the members of critical 
positions, there is no better strategy than 
to perform simulations and war-games 
to check the skills and learn from the 
mistakes of improvisation.

Finally, we must not forget to plan 
actions with our clients in mind, since 
our main objective should always be to 
protect them from threats.

“There is no better 
strategy than to perform 
simulations and 
war-games to check the 
skills and learn from the 
mistakes of 
improvisation.”

https://cyberstartupobservatory.com/
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Ransomware and Phishing 
are among the risks that 
have threatened all industries 
recently. From your perspective 
how should financial institutions 
address these risks and what 
has really worked for you in 
mitigating these risks that you 
would recommend others might 
also do?

In the last few years, we have seen 
how phishing campaigns are becoming 
less seasonal, longer in time and more 
aggressive. In the same way, ransomware 
attacks are taking advantage of the latest 
waves of vulnerabilities and 0-days to 
wreak havoc on unprepared companies, 
or those where the timing of patching is 
higher than the threats.

For the phishing problem, it is very 
important to have a good surveillance 
service, capable of closing the fraudulent 
sites on time, a good service of Intelligence, 
and again the awareness program oriented 
to clients and employees. In the case of 
ransomware, situations like wannacry have 
taught us that a good policy of “updating 
& patching” is vital in the company, as well 
as being a good tool against vulnerabilities 
and unforeseen behavior.

In general, and applicable in both 
cases, it is fundamental to align the 
strategy of awareness oriented to those 
types of threats, because in most cases 
the entry vector is basically an e-mail 
and the pertinent deception. In the same 
way, the awareness of our clients is the 
most effective way to avoid both the 
theft of credentials and the hijacking of 
equipment.

From the point of view of the 
companies, the change has also been 
deep, going from a department seen as a 
stopper to being seen as an effective aid 
to implanting projects safely. Nowadays, 
threats are no longer a fantasy or 
“possibilities but a reality.

When the business is streaming 
along and wants to introduce 
new products or services, how 
do you make sure security is 
plugged in?

Security by design is essential. Security 
teams must participate in the early 
definition of any initiative, always from 
the beginning, covering 3 main objectives: 
security as a part of the solution, avoiding 
future problems (that will involve more 
expensive gaps), and preventing delays in 
production.

Most organizations waste quite a 
bit of their budget because they have 
bad business practices, fail to deliver on 
requirements, and fail to manage projects 
to meet schedule, cost, and quality goals. 
If the life cycle was truly embraced with 
the right people, process, security, and 
technologies, we would see excellent 
software and more efficient and effective 
organizations.

“Security by design is 
essential. Security teams 
must participate in the 
early definition of any 
initiative, always from the 
beginning, covering 3 main 
objectives: security as a 
part of the solution, 
avoiding future problems 
and preventing delays in 
production.”

https://cyberstartupobservatory.com/
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You’ve been in the industry for 
15 years. What are some of the 
biggest changes you’ve seen 
in terms not only of threats, 
but also how cybersecurity is 
viewed in an organization?

In terms of threats, we have seen how 
cybercrime has been professionalized in 
the last 15 years: from hackers who looked 
only for challenges and self-learning, to 
professional cybercriminals. Organized 
crime has seen how profitable it is to 
commit crimes at a distance, without risks 
and with high rates of ROI. In this sense, 
the crime has evolved in the same way as 
the state’s intelligence teams, which has 
changed the rules in that global game. In 
the dark web, we found industrial grade 
products, while dual-use products are 
freely available on the “surface” web. 
RAT software, for example, which allows 
remote system administrators to control 
machines under their responsibility, 
has created opportunities for hackers 
to illegally take over machines without 
proper credentials.

As organizations, we are suffering 
sophisticated threats in a very real way. 
In addition, security departments have 
gone from being stoppers of business 
to be indispensable collaborators in the 
definition of requirements.

In main enterprises,  the  field of 
cybersecurity has evolved from being a 
mandatory requirement to being part of 
the requirements of all initiatives. This is 
security by default. In the same way as 
quality or safety, cybersecurity is an added 
value to the product and a basic guarantee 
for our customers.

Hall of Fame

Ramón de la Iglesia Vidal
Cybersecurity Manager, Santander Bank
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01
Company Description

CyGov has developed the most cutting-edge SaaS cyber risk and compliance 
management platform, customized and crafted by world renowned experts, utilizing 
the most advanced cyber assessment methodologies and frameworks

Company Name: CyGov
Founded: 06/16
Employees: 18
Web: www.cygov.co
Headquarters: Israel

02Company Information

Other offices: NY
Target Industries: Financial Services, Retail,
Heathcare, Energy, Government, Consulting 
Firms, 3rd Party Cybersecurity Providers

Product Category: Cyber risk and compliance management
Product Stage: released
Product Names and Brief Description: CyGov’s SaaS Cyber Risk and Compliance 
Management Platform 
Key Differentiators: Customization, multiple simultaneous assessments, threat 
intelligence, remediation, continuous tracking, cyber heat map, automated data 
collection, holistic methodology, management dashboards.
Future Functionality: deeper automation, additional tools.
Services Provided: Penetration testing, cyber assessments, cyber awareness programs, 
technology mapping, cyber war games and exercises, strategy building and work plan.

03The Product

Customer Footprint:
Markets with Customers: Financial services, cybersecurity service providers, 
accounting firms, utilities, retail, government.

https://cyberstartupobservatory.com/
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01Company Description

Verifyoo is a software company offering behavioral biometric user verification solutions, 
with the focus on enhancing and enabling business interactions and empowering 
companies in digital transformation.Verifyoo’s patented technologies enable users 
simple yet secure access to their accounts, without risking their privacy.
 

Company Name: Verifyoo
Founded: 10/2015
Employees: 10
Web: www.verifyoo.com
Headquarters: Tel Aviv

02
Company Information

Other offices: NA
Target Industries: Fintech, eCommerce

General - Verifyoo BehavioMetric One-Time Password
User identity verification solution based on behavioral biometric technologies.
Users are asked to hand-write characters on their smart-phones touch screen.
Verification performed by analyzing user interaction with their smartphone.

Key Differentiators
Business enabler – operations cost reduction, improved user experience and 
satisfaction.
Secure - resistent to spoofing and replay attacks, requires user consent in the 
verification process.
Private – uses non intrusive, revocable behavioral features, GDPR compliant.
User friendly – no password memorisation, simple and intuitive to use.

03
The Product

https://cyberstartupobservatory.com/
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01Company Description

ODI develops and markets advanced anti-malware tools based on Content Disarm 
and Reconstruct (CDR) technology for preventative cybersecurity in enterprises of all 
sizes. ODI’s TrueCDR™ technology prevents the malware infiltration to organizational 
networks by removing all malicious code from a wide range of file types. Unlike legacy 
anti-malware technologies, ODI’s solutions are effective against both known and 
unknown malware.

Company Name: ODI ltd.
Founded: 2012
Employees: 25
Web: odi-x.com
Headquarters: Israel

02
Company Information

Other offices: Luxemburg,  Atlanta GA USA
Target Industries: MSSPs, Energy and 
Critical Infrastructure Financial Institutes, 
Healthcare, Education

Product Category: Detection & Prevention
Product Stage: Released & Deployed
Product Names and Brief Description:
The ODIX Kiosk -  Files Sanitizing Station: 
Eliminating the Threat of Malware from 
Removable Media
ODIX NetFolder – Anti-malware network solution 
- Sanitizing files in transit
ODIX Mail – Sanitizing email attachments
Key Differentiators: TOTAL malware
Prevention approach – detection-less 
process eliminating ALL malware threats, 
known & unknown. Zero-day, APT, targeted 
attacks.

03
The Product Customer Footprint:

Markets with Customers: Israel, 
Luxemburg, USA, UK, Nordics

Relevant Public Success Stories: 
Dominion Power USA, Harel Insurance, 
EIB Bank, Analyst Investment House, 
Varonis Systems

https://cyberstartupobservatory.com/
https://odi-x.com
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01Company Description

Intezer is replicating the concepts of the biological immune system into cyber security, 
offering enterprises unparalleled malware analysis and accelerates incident response. 
Intezer provides a fast, in-depth understanding of any file by mapping its code DNA at 
the ‘gene’ level -- offering the most advanced level of malware analysis. A sophisticated 
solution that your antivirus and endpoint solutions simply cannot provide.

Company Name: Intezer
Founded (MM/YY): 2015 
Employees: 20
Web: www.intezer.com 
Headquarters: Tel-Aviv

02
Company Information

Key Target Verticals: Enterprise 

Product Category: Detection & Prevention- Incident Response & Forensics- SOC
 Product Stage: released
Product Names and Brief Description:
Intezer Analyze™: Intezer provides a fast, in-depth understanding of any file by mapping 
its code DNA at the ‘gene’ level -- offering the most advanced level of malware detection 
and analysis that other solutions simply cannot match.
By identifying the origins of every piece of code, Intezer is able to detect code reuse 
from known malware, as well as code that was seen in trusted applications.  This 
allows Intezer to uncover the true nature of any unknown file to detect the most 
sophisticated threats and significantly accelerate incident response.
Key Differentiators: Security teams today are dealing with hundreds of unknown 
files, including many false-positives, and are struggling to remain protected against 
targeted attacks. Intezer enables them to detect, prioritize and analyze their biggest 
security challenges using the most comprehensive level of detail available.

03The Product

https://cyberstartupobservatory.com/
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01Company Description

Cybint is an international cyber education leader committed to solving the significant 
global shortage of cyber security professionals using hands-on skills aligned with the 
NICE Framework. Our solutions are designed to be flexible to meet the specific cyber 
education and training needs of organizations. Cybint’s portfolio has been developed by 
some of the world’s foremost authorities in cyber security and intelligence, in partnership 
with leading government and intelligence agencies, and educational institutions.    

Company Name: Cybint
Founded: 04/14
Employees: 50
Web: www.cybintsolutions.com
Headquarters: NYC

02
Company Information

Other offices: Tel Aviv, London, Rome
Key Target Verticals: Higher Education, 
Financial Sectors, Government 

Product Category: Cyber Security Training
Product Stage: released
Product Names and Brief Description:
Cyber “Hands-On” Training Lab for training 
cyber security professional workforce.
Cyber Security and Cyber Intelligence 
E-Learning Programs for non-technological 
personnel.
Key Differentiators: Hands-on, 
combination of military, academic and 
industry experience
Future Functionality:
Services Provided: customized training 
solutions

03
The Product Customer Footprint:

• Markets with Customers: 
government, insurance and banking 

• Relevant Public Success Stories: 
Cybint has been providing 
cybersecurity training solutions 
to several major banks, insurance 
companies and government 
agencies in the US and abroad.

https://cyberstartupobservatory.com/
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01Company Description

For organizations that see opportunity in today’s always-on and always-connected 
reality, Axonius is the cybersecurity asset management platform that lets IT and 
Security teams see devices for what they are in order to manage and secure all.

Company name: Axonius
Founded: 06/17
Employees: 15
Web: axonius.com
Headquarters: New York, NY

02
Company Information

Other offices: Tel Aviv Israel
Target Industries: many, including financial 
services
 

Product Category: Cybersecurity Asset 
Management
Product Stage: GA
Product Names and Brief Description:
Axonius Cybersecurity Asset Management 
Platform.
Key Differentiators: Visibility into all 
devices and what software is running on 
them.
Future Functionality: Customized logic to 
move from visibility to security.

03
The Product Customer Footprint:

Target Industries:

• Financial Services

• Healthcare

• Education

• Manufacturing

https://cyberstartupobservatory.com/
https://www.axonius.com/
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CYBER SECURITY SUMMIT
NOVEMBER 15th, 2018
BUSINESS DESIGN CENTRE, LONDON

The Cyber Security Summit is the UK’s leading one-day conference and expo for 
those at the forefront of securing technology, data and networks across government, 
the public sector and enterprise. The event will take place on the 15th November at the 
Business Design Centre in London. The Summit provides a unique platform for leaders 
and implementers to engage in cross-sector debate and share insights to optimise cyber 
resilience and the fight against cybercrime and with over 2000 attendees we are the 
biggest one day cyber event in the UK. This year we will be running an exclusive Data 
Protection Summit along with a fully interactive ‘War Room’ featuring live simulations of 
cyberattacks to improve your preparedness for a cyberattack. 

To find out more: 
CYBER SECURITY SUMMIT Website

BLOCKCHAINLIVE
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Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate receiving 
your suggestions or comments to help us improve our content, services and the way we 
communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us know. It helps us 
to know that we are delivering our services effectively and provides us with an opportunity 
to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations are a valuable 
input

We strive to cover relevant topics, provide valuable resources and to shed some light 
on important issues. The team welcomes your contribution as a way to widen our vision, 
the quality of the content and the depth of our knowledge.

You can contact us at: 
info@cyberstartupobservatory.com

https://cyberstartupobservatory.com/
mailto:info%40cyberstartupobservatory.com?subject=Feedback
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