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The purpose of the Cybersecurity Startup Observatory is to collaborate to build a 
safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

 www.cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2018 Smartrev Analytics Consultants SLU. All rights reserved.
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Preface

We are thrilled to present the First Edition of the Cyber Startup Observatory© 
United States. The Observatory© is a global initiative to promote cybersecurity innovation 
within SMEs, enterprises, corporates, goverments, critical infrastructures and other key 
elements of our society.

During the last few years and particulary in recent months, we have been witnessing 
increased activity, coordination and even innovation from the bad guys. We believe that 
this issue can only be addressed by raising the awareness of the important challenges 
ahead as well as on the powerful solutions available to address those problems. 

The Observatory©   endeavors to identify the best cybersecurity entrepreneurs globally, 
to engage with key industry leaders to discuss important cybersecurity topics and to share 
all these insights with industry practitioners.

We achieve these goals by researching markets, identifying startups, cybersecurity 
leaders and publishing research, analysis, market maps, interviews and thought leadership 
articles.

In terms of focus, the Observatory©  project will strike a balance of 95% coverage of 
startups and the remaining 5% will be allocated to established companies. We believe that 
innovation is undoubtedly taking place in both worlds but entrepreneurs are struggling to 
to convey their messages, promote their visions and to scale up their projects.  Our main 
mission is to help startups to achieve the same visibility and international marketing 
capabilities that only multinationals can afford.

This First Observatory©   US, respects that balance.  We would like to express our 
sincere gratitude to all the participating startups and companies and their teams for their 
fantastic solutions and their contribution not only to this Observatory© , but also in securing 
the referred industries and society as a whole. All of them contribute to keeping our 
companies and everyday lives cyber-safe.

As we are on a mission to raise awareness of the industry’s challenges, this Observatory© 

also covers the thoughts and vision of top-notch cybersecurity executives, CIOs, CISOs 
and other leaders who are creating and driving the future of the industry. We are humbled 
and honored to have them with us and we would like to explictly thank them for their 
valuable contribution and commitment to this project.

https://cyberstartupobservatory.com/
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In particular, we would like to thank:

• James Rutt, CIO / CISO, Dana Foundation
• Allan Alford, CISO, Mitel
• Robert Schuetter, CISO, Valvoline
• Gary Hayslip, Global CISO, Webroot
• Anyck Turgeon, Executive CISO & Global Cyber-Resiliency Evangelist, IBM
• Dr. Mansur Hasib, Global Award Winning Cybersecurity and Healthcare Leader, 

Author, and Media Commentator
• Chuck Brooks, Principal Market Growth Strategist for General Dynamics Mission 

Systems
• Rima Aristocrat, President and CEO, Willis College

Finally, I would like to thank my co-editor Maite Ortega, our colleagues Alicia Peña and 
Carlos Rivas for their infinite patience and support in the preparation of this publication, 
the startup observatory web and many other key “bits and pieces”, David Bailey for 
his valuable advice and top-notch proofreading services  and of course to the fantastic 
Unsplash photo repository (https://unsplash.com) for their fantastic pictures which 
have been used in this publication. Our gratitude goes to all the photographers for their 
invaluable material.

Maite Ortega
Co-Editor 

maiteo@smartrev-cybersec.com

Jose Monteagudo
Chief Editor 

josem@smartrev-cybersec.com

https://cyberstartupobservatory.com/
mailto:maiteo%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
mailto:josem%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Introduction

This First Edition of the Cyber Startup Observatory© US brings major improvements 
over previous editions of the existing French and Israeli Observatories.

The scope of the research  now covers 28 major categories and 7 sub-categories.  
There is also a focus on industries with specfic cybersecurity needs. In particular we are 
researching the Healthcare and Transportation verticals. We recently started analysing 
the transportation market in the US and as a consequence there is only a small number of 
startups highlighted in this analysis. This issue will be addressed in detail in forthcoming 
Observatories.

Moreover, this Observatory© also provides an international perspective to give the 
reader a flavor of what is happening in other markets like Israel, France, Germany, UK, 
Brazil or India to name just a few. This is particularly important for multinationals as they 
frequently face the challenge of identifying local providers in other geographies where 
they have operations. These local providers might be required in order to address specific 
local regulations,  to deploy local projects or for many other operational factors. For 
more detailed information on those markets, you can always consult the specific market  
Observatory©  ( at the time of writing, France and Israel are available and Germany and the 
UK are under preparation). We also publish 18 weekly updated Cybersecurity Landscape 
Slides, available at our site:

Available Cybersecurity Landscape Slides: the CyberSlides©

Just a final note to highlight how this document is organized. This methodology is also 
applied to our web (cyberstartupobservatory.com) and will be consistent in future editions 
of the Observatory©.

All the sections are classified under the following categories and signposted using the 
following tabs:

Innovation

Training

Insight

Trends

ResourcesLeadership

Innovation

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/the-world-map/
http://www.cyberstartupobservatory.com
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Cybersecurity materials, 
training courses, awareness 
programs and infographics.

Articles covering hot topics 
which are relevant for the 
industry as well as interviews 
with CISOs and other senior 
executives sharing their vision 
on relevant topics for the 
cybersecurity industry.

Focused on the evolution 
the cybersecurity industry is 
experiencing, new directions, 
including innovative 
technologies or approaches 
that might take cybersecurity 
to the next level such as AI, 
Blockchain, automation, 
computer vision, etc.

Covering  information 
from the most innovative 
startups with state-of-
the-art solutions. The 
Information is presented to 
enable the reader to easlily 
understand the startup’s 
value proposion.

In the Startup Observatory 
and our web we share tools 
that are relevant and valuable 
for industry executives, 
cybersecurity practicioners, 
regulators, purchase 
departments, students and 
universities. An example is 
our US CyberSlide©.

Senior global cybersecurity 
leaders  from the most  highly 
regarded organizations, 
financial institutions, 
government, healthcare 
corporations and other key 
industry players, sharing their 
thoughts  and forward-thinking 
views on cybersecurity topics.

Innovation

Training Insight

Trends

Resources

Leadership

Innovation

https://cyberstartupobservatory.com/
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The US cybersecurity landscape 
slide: the US CyberSlide© 

One of the goals of the Cyber Startup Observatory© is to share insight among the 
key stakeholders in securing the financial services, healthcare, critical infrastructure, 
e-commerce, public sector, transportation manufacturing, law enforcement, education, 
enterprise and SMEs as critical components of our Society.

 These key stakeholders include cybersecurity executives, consultants, analysts, 
researchers, entrepreneurs, regulators and law enforcement professionals. 

The US CyberSlide© is a powerful decision support tool to help them understand the 
key players coming from the US market, properly categorized following a methodology 
that is consistent across all the markets that the Observatory is analysing. It is the result 
of a research process conducted by the Observatory team that involved over 300 US 
startups and is updated on a weekly basis.

Our methodology and the same categorization consistently used across all markets 
analyzed by the Observatory team, makes life easier for decision makers involved in the 
identification and selection of cybersecurity providers.

The success of the US CyberSlide© has been unparalleled, achieving over 15k views 
every week. That amounts for over 60k views a month from over 25 countries.

You can find below statistics regarding the viewers of the US CyberSlide©:

Split by Role Split by Vertical Split by Geo

Information Security Specialist
32%

Technology Manager
23%

Director / Executive Director / 
CISO
36%

Information Technology Consultant
9%

Critical Infrastrucures / Utilities
22%

Healthcare
27%

Financial Services
32%

e-Commerce
10%

Government
9%

EMEA
45%

LATAM
12%

North America
32%

APAC
11%

https://cyberstartupobservatory.com/
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The referred categorization is discussed and agreed with every single company.

We have classified the startups under 28 different categories. 

Those categories are:

The latest US CyberSlide© is available on our web: 

The CyberSlide© - The World Map

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from startups or gathered by our research team will be 
updated in the next Observatory, which is due for February 2019, and weekly on our 
website.

Categories
MOBILE SECURITY

CLOUD SECURITY

ENDPOINT SECURITY

NETWORK SECURITY

WEB SECURITY

APPLICATION SECURITY

EMAIL SECURITY

CYBER POSTURE

COMPLIANCE & DATA LEAKAGE PREVENTION

DATA PRIVACY

INCIDENT RESPONSE & FORENSICS

UEBA

INSIDER THREATS

DETECTION & PREVENTION

ARTIFICIAL INTELLIGENCE

CYBER INTELLIGENCE

DECEPTION

SOC

TRAINING & EDUCATION

IDENTITY & FRAUD

ICS/SCADA

UAVs

IoT - IIoT

BLOCKCHAIN

HEALTHCARE

AUTOMOTIVE

AVIATION

RAIL & METRO

MARITIME

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/the-world-map/
mailto:info%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory


The US CyberSlide©

SO

Gold   
Sponsors

Silver  
Sponsors

TRAINING, EDUCATION & AWARENESS NETWORK SECURITY CLOUD SECURITY IoT - IIoT CYBER INTELLIGENCE

COMPLIANCE & DATA LEAKAGE PREVENTION WEB SECURITY ENDPOINT SECURITY MOBILE SECURITY IDENTITY & FRAUD

EMAIL SECURITY

APPLICATION SECURITY DETECTION & PREVENTION SOCINFORMATION PRIVACY

DECEPTION CYBER POSTURE

PHISHING PREVENTION

BREACH & ATTACK
 SIMULATION

THIRD PARTY SECURITY

INSIDER THREATS BLOCKCHAIN HEALTHCARE

INCIDENT RESPONSE & FORENSICS

IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

CYBER RISK

CYBER RANGE

ICS/SCADA

UEBA

AUTOMOTIVE

info@cyberstartupobservatory.comCopyright Cyber Startup Observatory© 2018

AVIATION RAIL & METRO MARITIME

UAVs

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

ALLGRESS

ALLGRESS

ALLGRESS

ALLGRESS

AI

TM

TM

Stopping phishing breaches Stopping phishing breaches

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

InCyber, Inc.

InCyber, Inc.

InCyber, Inc.

ALLGRESS

TM

IntelligentBuildings

IntelligentBuildings

• Over 150 cybersecurity startups.

• Very robust ecosystem across all categories.

• Transportation and AI buckets added recently. We expect to 
identify more startups in those specific categories. They will be 
featured in the next Observatory©  or on our website.

• In accordance with the Observatory© project strategy, the US 
CyberSlide© has a major focus on startups, representing 95% 
of the logos on the slide.



The US CyberSlide© in Detail

Observatory© 
Members

TRAINING, EDUCATION & AWARENESS
CYBER RANGE

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

• A comprehensive offer of  education, training and awareness 
programs purposely designed to address the shortage of 
sklilled cybersecurity professionals.

• Cyber range programs available to assess company 
security posture, find gaps and exercise incident response 
capabilities.

• Interesting crowd-sourced cybersecurity learning platforms.



A Global Perspective

Israel

Brazil

TRAINING & EDUCATION
CYBER RANGE

TRAINING, EDUCATION & AWARENESS
CYBER RANGE

Titans
Security
Group



The US CyberSlide© in Detail

Observatory© 
Members

NETWORK SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

• Robust offer in Network Cybersecurity with close to 30 
specialized startups.

• Solutions purposely designed for Enterprise, Data Centers, 
Cloud and Industrial environments.

• Sophisticated approaches, some of which include detection, 
forensics, automated incident response, deception and 
leveraging leading edge technologies like machine learning, 
big data, etc.



A Global Perspective

France

Germany

NETWORK SECURITY
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Observatory© 
Members

CLOUD SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

ALLGRESS

• Close to 50 startups and more established companies 
identified securing critical applications including:

• Cloud Productivity Apps
• Cloud Infrastructure providers
• Cloud SaaS Apps
• Enterprise Apps
• Big Data Platforms



A Global Perspective

France

Israel

CLOUD SECURITY

CLOUD SECURITY
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Observatory© 
Members

ICS/SCADA

IntelligentBuildings

IoT - IIoT

• Over 35 companies offering protection for Industrial 
Operational Technology, the Industrial Internet of Things 
(IIoT), Building Systems Cybersecurity, etc.

• Specialized companies offering solutions for other IoT 
applications, for example trusted mobility platforms for 
connected and autonomous vehicles.

• Specialized solutions for electric utilities providing cyber 
engineering and advanced cybersecurity services.



A Global Perspective

Germany

ICS/SCADA

IoT - IIoT



The US CyberSlide© in Detail

Observatory© 
Members

ENDPOINT SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

MOBILE SECURITY AI

• Close to 30 startups with different approaches to Endpoint 
and Mobile security: OS-Centric Positive Security, AI, Deep 
Learning.

• Focus on endpoints, servers and mobile devices.

• Broad offer including prevention, detection, response, 
remediation and forensics.

• Support for zero-day and APT attacks.



A Global Perspective

Israel

ENDPOINT SECURITY

MOBILE SECURITY
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WEB SECURITY

APPLICATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TM

• Close to 30 startups identified with focus on protecting 
Web Applications, Websites and the whole Application 
Development Lifecycle:

• Web Application Firewalls

• Application Security: securing applications, uncovering 
vulnerabilities to prevent data breaches

• Zero Trust security solutions for cloud, containers and 
microservices



A Global Perspective

India

WEB SECURITY

APPLICATION SECURITY
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CYBER INTELLIGENCE

IDENTITY & FRAUD
IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

INSIDER THREATS

InCyber, Inc.

InCyber, Inc.

Observatory© 
Members InCyber, Inc.

• Over 35 companies addressing:

• Insider Threats, supporting the investigation process and 
preventing data exfiltration

• Cyber Intelligence: to mitigate data breaches through early 
warning breach detection, threat intelligence platforms, 
Information / Incident Sharing, etc.

• Identity & Access Management and Fraud Detection and 
Prevention



A Global Perspective

UK

CYBER INTELLIGENCE

IDENTITY & FRAUD
IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

BREACH
AWARETM

BREACH
AWARETM

®

INSIDER THREATS

BREACH
AWARETM

®
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Observatory© 
Members

InCyber, Inc.

DETECTION & PREVENTION PHISHING PREVENTION

Stopping phishing breaches Stopping phishing breaches

InCyber, Inc.

EMAIL SECURITYINCIDENT RESPONSE & FORENSICS

ALLGRESS

UEBA

SOC DECEPTION

Stopping phishing breaches Stopping phishing breaches

• Robust offer in more traditional disciplines:

• Detection & Prevention  
• Incident Response & Forensics, detection, 

threat intelligence platforms, Information / 
Incident Sharing, etc.

• SOC



A Global Perspective

Israel

Cyber  O f  Things

DETECTION & PREVENTION PHISHING PREVENTION

INCIDENT RESPONSE & FORENSICS UEBAEMAIL SECURITY

SOC

CRITIFENCE

DECEPTION



The US CyberSlide© in Detail

Observatory© 
Members InCyber, Inc.

CYBER POSTURE BREACH & ATTACK
 SIMULATION

THIRD PARTY SECURITYCYBER RISK

ALLGRESS

TM

TM

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

IntelligentBuildings

COMPLIANCE & DATA LEAKAGE PREVENTION

ALLGRESS

INFORMATION PRIVACY

ALLGRESS

• Over 50 companies focused on improving the overall 
cybersecurity strenth of companies with specific sections 
for Cyber Risk and Third Party Security.

• Compliance and Information Privacy are serious concerns. 
An important number of companies have been indentified 
addressing these two interrelated topics.
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CYBER POSTURE BREACH & ATTACK SIMULATION

THIRD PARTY SECURITYCYBER RISK
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Observatory© 
Members

BLOCKCHAIN HEALTHCARE

AUTOMOTIVE AVIATION MARITIME

UAVs

• We have recently added the transportation industry to our 
analysis. Although we have identified high quality startups 
with focus or expertise in specific transportation verticals, 
we know that this is not a complete picture. Forthcoming 
Observatories will provide a more accurate view.

• 14 companies identified with purposely designed 
solutions for the Healthcare industry or with important 
success stories in this market.



A Global Perspective

Israel

AVIATIONAUTOMOTIVE UAVs RAIL & METRO MARITIME

SILENTLY SECURED

SILENTLY SECURED

SILENTLY SECURED

HEALTHCAREBLOCKCHAIN
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Lessons from the Other Side:  Why IT Security 

Is a Harbinger of Critical OT Security Learning

Much has been written about the 
general state of security controls within 
industrial automation environments.  Many 
of these articles, conference presentations, 
and marketing pieces all say broadly the 
same thing: “You face an insurmountable 
problem, and the only practical solution is 
to invest in my product since it will fill the 
proverbial gap.”

The issue, however, is not that simple.  
Network security product vendors 
obviously have a degree of bias in making 
such recommendations, but the reality 
is that most OT networks need a lot of 
preparation first, before any product is 
likely to deliver useful results.

The goal of this article is to introduce some 
improvements which should be made by the 
network’s owner, or at least by a competent 
professional services organization working 
under that owner’s authority.  We will 
present certain investigations which should 
be completed, and can be implemented 

without any complex new technology.  We 
will also indicate how those efforts will 
help the network owner prepare better 
for the possibility of investment in ICS 
technologies in the future.

The state of OT network security 
mirrors typical enterprise networks in the 
late 1990s and early 2000s.  

Connectivity has increased far faster 
than any other attribute  (such as security 
features, or network segmentation, or 
automated management) within the 
network, and the network owners are 
struggling to know what new risks have 
been exposed to their production and 
forecast safety as a result.  Technology 
vendors, whether the OEMs for their OT 
equipment, or the networking hardware 
itself, are adding new features which create 
network and data visibility in unexpected 
ways.  Most deployments do not aim to 
restrict existing products; instead, they 
seek to leverage the highest perceived-
value features in an effort to drive more 
efficiency and greater ROI. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Authors: Toby Weir-Jones, Andres Andreu and Vincent Turmel

“Connectivity has 
increased far faster than 
any other attribute within 
the network, and the 
network owners are 
struggling to know what 
new risks have been 
exposed to their 
production and forecast 
safety as a result.”

At a glance
•    5 minute read
•    IA network managers don’t know enough
•    IA network security  requires different skills 
•    Service and maintenance contracts impact options
•    The relative importance of maintaining production 
impacts available incident response strategies
•    It is better to add perimeter and transactional 
controls now than to wait for a chance to do a full 
re-architecture from scratch.

https://cyberstartupobservatory.com/
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We have seen these patterns before.  
When the original popular firewalls first 
encountered significant acceptance, the 
buyers had all heard the same story:  these 
products would “solve” their security 
problems, because the only use case 
presented was one of an unauthorized 
external user gaining access.  

Customers didn’t know enough to 
anticipate other threats, and didn’t 
invest the time to research the question 
independently.  So while those firewalls 
addressed a use case, they didn’t really 
solve the overall problem.  Eventually the 
conversation matured to include notions 
of network architecture, and internal 
security controls, and intrusion detection/
prevention systems.  But by then the high-
profile threats were shifting away from 
network layers and towards applications 
and databases.  

In the intervening ~20 years, our overall 
understanding of myriad security threats 
– at the buyer’s level, not the vendor’s 
– has certainly advanced, and there is 
more concurrence on best practices than 
ever before.  But just as that knowledge 
level has advanced, so has network and 
application complexity, so the threat 
landscape remains an “unsolved” problem.  
We implement layered approaches to try 

and contain cascading faults, and we invest 
in mitigation strategies which hope to (1) 
limit the damage when bad things happen 
and (2) make it difficult enough to attack 
that the bad guys look elsewhere.  

What, then, are the lessons we should 
be able to learn faster, and better, instead 
of waiting another 20 years for IA network 
security to go through the same evolution?

1. OT network managers, when they 
are even present, don’t know enough 
about not only assets and connectivity, but 
also sources, destinations, and content of 
activity;

2. OT network security analysis 
requires different skills from enterprise 
security analysis, and IT analysts are kept 
at arm’s length;

3. Service and maintenance 
requirements, whether under contract 
or on demand, for OT OEM equipment 
directly impact available security risk 
mitigation options;

4. The relative importance of 
maintaining production, and honoring 
aspects such as bounded latency 
constraints, within the OT network directly 
impacts available incident response 
strategies; and

5. It is better to add perimeter and 
transactional controls now which work 
alongside your existing technology stack 
than to wait for a chance to do a full re-
architecture from scratch.

Let’s look at each of these lessons in 
order.

“Customers didn’t know 
enough to anticipate other 
threats, and didn’t invest 
the time to research the 
question independently.  
So while those firewalls 
addressed a use case, 
they didn’t really solve the 
overall problem.”
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1. OT network managers don’t 
know enough about not only 
assets and connectivity, but 
also sources, destinations, and 
content of activity

This means you should start by 
exercising the discipline and rigor 
necessary to build an inventory of what’s 
on your network, and be at least 90% 
confident it’s accurate.  While building 
the inventory, using whatever tools 
your skills and policies permit, also think 
about documenting the process you’re 
following, to ensure you’re going to be 
compatible with existing procedures and 
able to expand your method when other 
groups within the business need updated 
information.  

Furthermore, understanding not 
only what flows are present, but what 
information they’re carrying and why, is 
critical.  This is harder to do, since you 
have to get into lower-level network traffic 
analysis, but you’ll probably discover the 
message traffic and protocol handshakes 
/ transmissions happening all over your 
network are somewhat more complex (and 
potentially fragile) than you realized.  

Despite that, being familiar with 
wireshark and knowing what ports and 
protocols are in use will only help you down 
the road.  

2. OT network security analysis 
requires different skills from 
enterprise security analysis

An enterprise security analyst needs 
to know how to push patches, run scans, 
enable encryption, and interact across 

segments, VLANs, and domains in order to 
get all the information services to talk to 
each other in as secure a matrix as possible.  
The OT security analyst, in contrast, needs 
to know first and foremost how to avoid 
knocking over the OT network while 
learning useful things.  This means, for 
most networks:

i) No or limited scans

ii) No active probing for information

iii) No ad hoc patching

iv) No ‘flipping the bit’ to enable 
encryption

v) No ‘emergency maintenance’ without 
approval  from Ops/Production/Finance

These are some fairly weighty 
limitations, but they do not preclude solid 
forensics and analysis.  You’ll want to have 
an ability to enable network taps all over 
your IA network; you’ll need to be able to do 
packet captures and recording for offline 
analysis and testing; and you’ll want to 
understand which nodes – even if they only 
ever receive instructions from your HMI or 
an engineering workstation – still generate 
‘write’ instructions as part of the power-up/
handshaking/health checking functions.    

3. Service and maintenance 
contracts for  OT  OEM  equipment 
directly impact available security 
risk mitigation options

This is enormously important and is 
probably the main reason you have two 
problems about which your enterprise 
colleagues will mock you relentlessly:

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory US 41BACK TO CONTENTS

i) You have to run ancient versions 
of Windows or other desktop operating 
systems, because updating to newer 
versions would require application updates 
and production downtime; and

ii) In spite of the old operating systems, 
limited segmentation, and flat network 
designs, you are expected to provide remote 
access into your OEM equipment so your 
supplier can do maintenance and health 
checks, or because entire sub-processes of 
production are performed remotely.

The best thing you can do to plan for 
this is make sure you have all the real 
technical information about how your 
suppliers are dictating these issues.  Your 
service contracts might say fuzzy things 
such as ‘[Customer] will enable [supplier] 
to maintain and manage equipment in 
accordance with warranty requirements’ 
but you need to go deeper.  If you own the 
equipment, demand better compliance 
with your own standards.  If you lease 
or rent, do what you can to contain their 
activity to only their equipment.  Talk to the 
supplier technicians and whomever on your 
team gets them hooked up, and document 
each and every tool and network session 
required for a typical warranty lifecycle.

4. The relative importance of 
maintaining production within 

the OT network directly impacts 
available incident response 
strategies

There is a critical part of the risk-
tolerance spectrum which comes into play 
when something unexpected is happening.  
You may not yet know if it’s unexpected by 
everyone, or only some people – perhaps 
your team doesn’t maintain an internal chat 
or otherwise communicate as well as it 
could? – and therefore it’s not immediately 
obvious if it’s unauthorized or not.  

In an enterprise environment, it’s 
relatively easy to kill the activity first and 
see who raises a hand to complain, because 
it’s not likely to impact end-of-quarter 
inventory levels or financial performance.  
But with IA networks, that’s exactly what 
it’s likely to impact.  

You therefore need to have very, very 
clear escalation paths and executive 
authority baked into your investigation 
and response protocols.  20 years ago in 
enterprise, it was easy to highlight the 
difference between “board room” and 
“server room” decision-making, and the 
IT staff typically worked in isolation from 
the real senior executives as a result.  
Unless something was on fire or otherwise 
catastrophic, it was “just” a technology 
problem which would get itself sorted out.  
That’s a dangerous and naïve prerogative, 
as we all know, but it was universally 
widespread.  

If your team doesn’t have a strong leader 
who can make those calls with confidence 
and ownership, it should be an immediate 
priority to address that gap, because it’s 
all but guaranteed you’ll need someone 
tasked with those decisions sooner rather 
than later. 

“In spite of the old 
operating systems, 
limited segmentation, and 
flat network designs, you 
are expected to provide 
remote access into your 
OEM equipment so your 
supplier can do 
maintenance and health 
checks.”
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5. It is better to add perimeter 
and transactional controls now 
which work alongside your 
existing technology stack than 
to wait for a chance to do a full 
re-architecture from scratch  

IA/OT networks can remain in a basic 
state of similar configuration for 10-20 
years.  Margin pressure is such that it’s 
difficult to obtain major capital budget 
during such a run to fund a major upgrade; 
such activities are often catalyzed when 
overall throughput trends downward for 
long enough that the ROI is forced as a 
recovery tactic rather than a proactive 
investment.

Security investment doesn’t directly 
change product quality, or increase output, 
or pay bigger dividends to shareholders.  
So why bother?  Rare one-time recovery 
expenses are less costly overall, aren’t they?

This is where the most brutal honesty is 
important.  Many IA environments suffer 
small blips and interruptions relatively 
frequently, but because the scale of their 
impact is modest, the effects and cumulative 
costs don’t factor into large strategic plans.  
They are a nuisance, part of the basic noise 
floor of operations, and accepted as a “cost 
of doing business.” 

But measuring those costs, and 
determining which of them might be 
avoided with security investments, is a 
reasonable line of inquiry to explore.  If 15% 
of your ‘blips’ arise when file transfers are 
performed by your HMIs or engineering 
workstations, and each archive requires 
scanning for malware, staging, and 
scheduling downtime, then optimizing 
that process could reduce your outages 

due to those blips significantly.  Similarly 
if misconfigured networking equipment, 
or overly permissive whitelists, create 
unexpected control logic changes which 
have to be cleaned up, then again you might 
find a 10-20% savings by doing a better job 
controlling for those risks.  

Even if you only focus on the top 5 causes 
of your blips, you stand to make significant 
improvements if you can invest in tools 
which reduce their likelihood a significant 
degree.  These aren’t major forklift upgrades 
to the plant, and they don’t require massive 
sea changes in staffing or operations, but 
they do require some up-front effort and 
ongoing discipline.  What is a 25% savings 
in downtime worth to your business?  Start 
with that and see what numbers arise from 
the analysis.

We recognize you probably aren’t 
suffering from major outages regularly.  Our 
message here is that understanding existing 
activity in more detail, bringing about some 
rigor to your OT network and security 
processes, and learning more about how all 
these devices communicate will equip you 
– with the assistance of quality OT security 
tools – to avoid downtime due to that very 
same activity in the future.  The aftermath 
of a genuine attack could be extensive and 

cause significant harm to your business. 

For more information 

Bayshore Networks Website
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01
Company Description

Bayshore Networks is the only industrial cybersecurity company able to monitor, 
alert, and both create and enforce OT safety policies for every major IA equipment 
manufacturer.  Bayshore also offers solutions to provide the same policy monitoring 
and enforcement on external remote Access and on the OT segmentation Gateway 
between OT and IT networks.

Company Name: Bayshore Networks Inc.
Founded: 06/12
Employees: 35
Web: www.bayshorenetworks.com
Headquarters: Durham, NC, USA

02Company Information
Key Target Verticals: Manufacturing, 
Oil & Gas, Critical Infrastructure

03
The Product
Product Category:  Industrial cybersecurity

Product Stage:  Released

Product Names and Brief Description:
• Lighthouse: asset and flow Discovery, 

automated policy building, and wire-
speed monitoring and enforcement

• Beacon: secure remote Access for 
OT networks and endpoints with full 
content-based policy controls

• Channel: software-based OT 
segmentation Gateway to replace 
limited hardware diodes

Customer Footprint
Relevant Public Success Stories per 
Key Target Vertical:

• Manufacturing 
• Oil & Gas / Energy

https://cyberstartupobservatory.com/
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04
Product in detail: Lighthouse

Lighthouse is the leading content-based OT asset and traffic monitoring and policy 
enforcement solution for all major manufacturers of industrial automation equipment.  
Lighthouse supports native OT protocols and automatically builds policies based on 
discoverted assets and traffic activity between nodes.  Policies allow unidirectional 
permission enforcement, automated threat intelligence monitoring, and a streamline 
management console suitable for use by both OT security analysts and as a real-time 
dashboard in an OT or IT SOC.

How does it work?

• Lighthouse is installed either in-line, as a reverse proxy, or passively as a transparent 
bridge or on a SPAN port or tap.  

• Lighthouse monitors every connection, decodes its content down to the payload 
and register level, and matches it against both explicit policy rules and probable 
unexpected or dangerous activities.  

• These policy violations are rolled up to the management console for investigation or 
automated handling as required by customer preferences.
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05
Key Benefits: Lighthouse

• Solves the skills/headcount gap problem for OT security analysis

• Provides a comprehensive flanking-and-containment strategy for OT security risks 
without jeopardizing fragile OT assets and environments

• Optimizes benchmarking performance indicators around a common Top-10 list of 
OT security activities and provides direct guidance for each customer to improve 
their level of practice

Unique Differentiators

• Native policy engine including enforcement options without use of 3rd party products
• Top-10 OT Security Activities for benchmarking and objective performance tracking
• Native, proprietary protocol handlers and policy engine for highest performance 

wire-speed analysis and response 

Future Functionality
• The Lighthouse management console will evolve to provide management of 

Beacon, the secure remote Access solution for OT endpoints and networks, and 
Channel, the OT segmentation Gateway product to be launched in 2Q-2019.  
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06
Product in detail: Beacon

Beacon is a cloud-hosted, software-defined network remote access product with 
support for encrypted microtunnels, two-factor authentication, Microsoft Active 
Directory users and groups, and specific endpoint access capabilities oriented around 
OT network security requirements.
Beacon provides content-based in-session policy enforcement for certain defined 
rulesets, and the available list of policies will expand automatically with no user 
intervention required.

How does it work?
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07
Key Benefits
• No hardware required, easy setup in 1 day or less

• Integrates with customer’s Active Directory server for user & Security Group 
authentication

• Enables pre-defined Bayshore Policy Enforcement per user/per session

• Outbound-only connection from Endpoint Gateway to Beacon Cloud – no holes 
required through firewall

• Inexpensive and flexible pricing model on annual or monthly subscription basis

• Cloud components hosted at AWS for maximum reliability and uptime performance

Unique Differentiators

• Outbound-only initial connections, unlike Remote Desktop or inbound VPN 
configurations
• The Endpoint Gateway initiates all communications outbound to the Beacon Cloud
• Once established, that SSL tunnel carries all tx/rx session traffic from the Beacon Proxy

• Per-service/per-user/per-group traffic restrictions, unlike any full-duplex VPN tool
• Highly restricted admin configurations enable very granular control per user to any 

given endpoint service
• Batch configuration options via AD Security Groups for rapid add/change/delete of 

services and service groups
• Unique remote network access tool

• A user may connect only to endpoints for which they are authorized, even if that 
endpoint trusts others on the same network

• A user may only connect via the one enabled protocol per service, even if the endpoint 
supports others

• A user may only perform the actions he is allowed to do using the allowed protocols.
Future Functionality

• Expanded default policy library; automated integration with Lighthouse and 
Channel for policy sensitivity adjustments
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Certifications

Partners
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James Rutt
CIO / CISO Dana Foundation

Jim Rutt, CISSP, CISM, CISA, CGEIT, 
CRISC, C|CISO, CCSK, is the Chief 
Information Officer at the Dana 
Foundation. His responsibilities 
include providing strategic planning 
for information and technology 
management and overseeing all 
back office technology operations 
necessary to support the Foundation.

 Jim is an early adopter of cutting 
edge cloud security solutions, 
having led Dana through a complete 
cloud transformation three years 
ago. Jim has frequently spoken to 
peer organizations on corporate 
cybersecurity strategy and risk 
management, and also advises early 
stage technology companies on 
their sales strategy to the financial 
and healthcare sector.

Jim is a graduate of Stetson University, 
where he received a B.B.A. degree. 
He has 21 years of technology 

experience (spanning financial, 
healthcare and pharmaceutical 
sectors) and has been at Dana for 
seven years. Jim has presented 
at multiple CIO and leadership 
conferences, and has been quoted in 
the Wall Street Journal (among other 
publications) for his view on mobile 
security and governance.

Jim is President and Chairman of 
the Board of Technology Affinity 
Group (TAG) and is Vice President 
and Board Director for the New York 
Metro Chapter of the Cloud Security 
Alliance and is a member of Society 
for Information Management, SIM 
Foundation of NJ, CIO4Good, as well 
as a founding advisory board member 
of BWG Strategy LLC, a Work-Bench 
Venture Capital Mentor/Advisor, 
advisor to Lightspeed Ventures, a 
Silicon Venture capital company, and 
board advisor to multiple startups 
including Baffle, Axonius, Minerva 
Labs and Pixm.

What is your overall approach to 
information security?

Coming from the perspective of an 
infrastructure background, my approach 
to security is grounded in a governance 
framework driven by a continuous risk 
management operational position. 
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Choosing a solid framework like the 
NIST CSF, and employing good quantitative 
and qualitative risk measurements, help to 
drive the selection of controls we use to 
keep risk at an acceptable level, as dictated 
by our board.

How do you convey the board 
the message that with regards to 
cybersecurity you can minimize 
the risk but you are ever going 
to be 100 percent secure?

This message is not as difficult to deliver 
and be received by your board, as long as 
you articulate this in business terms to 
which the board is already familiar. For 
instance, most boards and board members 
understand that risk is inherent in every 
strategic action taken by the organization. 
Any new business initiative carries with it 
a certain amount of risk, and most boards 
understand this. It’s no different when 
explaining new security initiatives, as long 
as you deliver the explanations in business/
risk terms already familiar to most 
oversight functions on the board.

In an information technology 
environment where personnel 
are taking on increasingly 
complex responsibilities, 
what do you think is the role 

of cybersecurity awareness 
training?

Awareness goes in lockstep with 
preparedness. The CISO’s role in 
facilitating and developing appropriate 
awareness programs and training must 
come with the understanding that these 
efforts must minimize interference with 
personnel’s ability to efficiently complete 
their tasks. Without causing undue 
fear, awareness needs to convey the 
responsibility of line personnel to be aware 
of the possible vectors of action that threat 
actors may use socially to maliciously 
effect the organization.

Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

Many of the cybersecurity issues 
discussed in the mainstream news relate 
to breaches or exfiltration of sensitive or 
regulatorily-protected data out of their 
respective organizations. 

“My approach to security is 
grounded in a governance 
framework driven by a 
continuous risk 
management operational 
position.”

“The CISO’s role in 
facilitating and developing 
appropriate awareness 
programs and training must 
come with the 
understanding that these 
efforts must minimize 
interference with 
personnel’s ability to 
efficiently complete their 
tasks.”
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The most value a security professional 
can extract from these reports are an 
understanding of how these breaches 
were affected, in order to 1) prepare 
appropriate countermeasures where 
possible, and 2)  review their respective 
incident response procedures and ensure 
that they are prepared to respond should 
the same vector of attack be successful in 
their own organization.

How do you make sure you 
know what new projects are on 
the road map and that security 
is baked in from the process 
side?

Its important as a CISO to gain 
credibility with your business unit 
functions to be “invited to the table” early 
enough in the project development phases 
so that security-related concerns are 
baked in to the project requirements. In 
order to gain that credibility, as a CISO, you 
must ensure your own house is in order 
and that you can demonstrate a good grasp 
of managing security and risk in business 
terms that your business counterparts can 
understand. By demonstrating this ability, 
I’ve built my credibility with my business 
units to the point that I’m proactively 
consulted on all projects being considered 
on a steering level discussion.

How important is being able 
to communicate with your 
colleagues?

It’s vitally important that not 
only you understand how to “de-
tech” communications and learn to 
communicate with them in familiar terms, 

but also that you convey the proper 
tone in communications concerns, risks, 
and opportunities. The CISO role (and 
security in general) often carries a stigma 
of being the “Chicken Little/sky is falling” 
role in an organization due to the often 
highly emotional narratives given to 
cybersecurity concerns, which weakens 
credibility. By communicating in risk terms 
and using analogies that business units can 
easily understand, the tone of the rhetoric 
can be brought down to a strictly business 
level discussion where cooler heads 
prevail, and the risk of cybersecurity is 
understood and treated just like any other 
business risk.

The growing complexity of threats, 
combined with the geometric increase in 
compute assets our organization acquires, 
will certainly keep cybersecurity as a 
top 3 concern for our respective boards 
for the foreseeable future. However, as 
the old saying goes, “Techniques may 
change, but principles never change”. By 
adopting a framework-based approach to 
cybersecurity while integrating innovation 
and continuous risk management, we can 
definitively demonstrate to our respective 
organizations our ability to manage the 
risks of this ever changing landscape.

Hall of Fame

James Rutt
CIO/CISO, Dana Foundation
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Microsoft remains the most usurped 
brand, as phishing attacks grow 
more targeted

Vade Secure recently published the 
second edition of its “Phishers’ Favorites” 
report. This quarterly ranking lists the 25 
brands most usurped by cybercriminals for 
phishing attacks in the 3rd quarter of 2018. 

To arrive at this ranking, we analyzed the 
number of new phishing URLs analyzed and 
detected each day by our email filter engine 
and real-time phishing detection solution 
for SOCs. A total of 86 companies were 
analyzed, which together account for 95% 
of the URLs we detected in Q3. Examples 
of these phishing URLs and corresponding 
pages can be found at www.IsItPhishing.ai. 

More and more phishing URLs 
and more and more targeted 
attacks

Overall, it’s clear that phishing attacks 
are on the rise, with hackers shifting from 
exploiting software vulnerabilities to 
exploiting human vulnerabilities. Overall, 

the number of phishing URLs associated 
with the 86 brands evaluated increased 
by 20.4% in the 3rd quarter.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•    3 minute read
•    More and more phishing URLs and more and 
more targeted attacks
•    Microsoft remains far and away the preferred 
victim of hackers
•    Cloud and financial services continue to 
dominate the ranking

https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/phishers-favorites-q3-2018/
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The most worrying thing for security 
professionals is the increasingly targeted 
nature of these attacks. By comparing the 
number of phishing emails blocked, we 
found that the number of emails associated 
with each URL dropped by 64% in the 3rd 
quarter. This change indicates that the 
hackers are using each URL in a smaller 
number of emails to bypass security systems 
based on analysis of the reputation. We’ve 
even detected sophisticated attacks in 
which each email contained a unique URL, 
thereby guaranteeing that it slips through 
the nets of traditional security tools.

Microsoft remains far and away 
the preferred victim of hackers

If we look at the brands targeted by 
these attacks, one company clearly stands 
out from the pack: Microsoft. 

The Redmond company holds first 
place in the Phishers’ Favorites rankings 
for the second straight quarter. In terms 
of percentage, the increase in the number 
of phishing URLs targeting Microsoft 
may seem moderate (23.7%). However, 
Microsoft experienced the strongest 
growth in absolute numbers. In fact, the 
average number of URLs increasing from 
124.2 in the 1st quarter to 192.4 in the 
2nd, and now to 235.4 in the 3rd.

The main goal of Microsoft phishing 
attacks is to retrieve Office 365 user ID 
information. A single user ID/password 
combination can allow hackers to access a 
phenomenal amount of confidential files, 
data, and contacts stored in Office 365 
applications, such as SharePoint, OneDrive, 
Skype, Excel, CRM, etc. What’s more, 
hackers can exploit these compromised 
Office 365 accounts to launch other 
attacks, such as spear phishing or malware-

based attacks. 

There are still two very common phishing 
strategies targeting Microsoft. The first is 
to imitate the Office 365 login page in a way 
that is practically indistinguishable. Emails 
pointing to this type of page often explain 
that the recipient’s Office 365 account has 
been suspended or disabled. These are 
written in such a way as to create a sense 
of urgency leading the user to immediately 
enter their password to unblock or access 
their account. 

The second and increasingly common 
strategy is to send a message to the user 
indicating that they have received a link to 
a file hosted on OneDrive or SharePoint. 
To access this file, the user must first log 
in, which is not suspicious, since users are 
often asked to re-log in to various services 
and applications. 
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Cloud and financial services 
continue to dominate the ranking

Our analysis also made it possible 
to detect trends by grouping the 
brands by category. In terms of 
volume, the Cloud and financial 
services sectors alone accounted for 
nearly 75% of all phishing URLs. The 
two sectors experienced double-digit 
quarterly growth (22.5% and 36.7%, 
respectively), but it was the Internet/
telecommunications sector that 
experienced the greatest percentage 
increase (46.3%). Social media is 
the only one to have seen a drop in 
phishing URLs thanks to Facebook, 
one of the few brands from the top 
10 to have experienced a negative 
quarterly growth in the number of 
phishing URLs (-35.6%).

Check out the full Phishers’ 
Favorites article for more insights, 
including analysis of the most common 
days of the week for phishing attacks 
overall and per specific brands.  

For more information 

Vade Secure Website

https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/phishers-favorites-q3-2018/
https://www.vadesecure.com/en/phishers-favorites-q3-2018/
https://www.vadesecure.com/en/
https://www.vadesecure.com/en/
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01Company Description

Vade Secure is a global leader in predictive email defense, protecting more than 500 
million inboxes worldwide. Powered by artificial intelligence, our solutions provide best-
in-class protection against the most sophisticated email threats, including phishing, 
spear phishing, malware, and ransomware. 

Company Name: Vade Secure
Founded: 12/08
Employees: 100
Web: www.VadeSecure.com 
Headquarters: Hem, France

02Company Information
Other offices: San Francisco, CA, Boston, 
MA, Vancouver, Canada, Montreal, Canada, 
Paris, France, Hong Kong, China, Tokyo, 
Japan
Key Target Verticals: Financial services, 
insurance, education, government, 
manufacturing, ISPs/telcos

03
The Product
Product Category: 
Primary: Email security
Secondary: Detection & Prevention
+ Phishing Prevention
+ Identity & Fraud
Product Stage: Released
Product Names and Brief Description:

• Vade Secure for Office 365
• Vade Secure Cloud
• Vade Secure Gateway
• IsItPhishing Threat Detection

Customer Footprint
• Markets with Customers:

• US, EU (France, Belgium, UK, 
Germany, Poland), Japan

• Relevant Public Success Stories 
per Key Target Vertical:
• ISPs/telco – BT
• Government – BSPP Fire 

Bridgade
• MSSP - HTG 360
• ASL Airlines - ASL

https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/VS_case_study_BT_EN.pdf
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https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case-Study-BSSP-EN.pdf
https://www.vadesecure.com/en/htg-360-anti-phishing-office-365/
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04
Product in detail: Vade Secure for Office 365

Vade Secure for Office 365 is the only email security solution that’s fully integrated 
into Office 365, offering a native user experience and best-in-class filtering accuracy 
powered by artificial intelligence. 

How does it work?

Vade Secure for Office 365 blocks advanced attacks from the first email thanks to 
machine learning that performs real-time behavioral analysis of the email, URLs and 
attachments. 

Real-time, Time-of-Click Anti-Phishing – Scans the URL/page at the time of click, 
following any redirections in order to determine whether the final page is fraudulent. 

Banner-Based Anti-Spear Phishing – Detects spoofing (e.g. exact domain, cousin 
domain, visible alias) and alerts the user by displaying a customizable banner in the 
email.

Behavioral-Based Anti-Malware – Analyzes the origin, content and context of emails 
and attachments to block unknown, polymorphic malware.
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05
Key Benefits: Vade Secure for Office 365

• Ease of deployment: The solution can be deployed in just a few clicks—no MX record 
changes required.

• Native user experience: Because the solution is fully integrated in the Outlook Web 
or Desktop client, there’s no external quarantine or training required.

• Insider threat protection: In addition to incoming emails, Vade Secure for Office 365 
scans internal messages to protect against insider attacks.

• Complement Office 365 Security – Vade Secure enables you to augment native 
Office 365 security (e.g. EOP), rather than displacing it. 

Unique Differentiators

• Native API integration – Vade Secure for Office 365 is the only solution that’s fully 
integrated into Office 365 using the Microsoft Graph API.

• Artificial intelligence – Vade Secure’s machine learning models are fed by data 
from 500 million inboxes worldwide, thanks to our relationships with ISPs, telcos, 
enterprises, and OEM partners.

• Graymail Management – In addition to blocking threats, we automatically classify 
low-priority messages using existing Office 365 folders. 

Future Functionality
• Ability for admins to move all instances of an email that slipped through the filter 

from the inbox to a target folder (junk).
• A feedback loop plug-in for end users to report malicious emails, helping the 

product to learn.
• Ability for admins to designate policies at the user group level.

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory US 62BACK TO CONTENTS

06
Product in detail: IsItPhishing Threat Detection

IsItPhishing Threat Detection is an anti-phishing solution that helps SOCs detect 
targeted phishing attacks, increasing the productivity of their analysts while enhancing 
protection of their organization. A lightweight API that easily integrates your existing 
tools, IsItPhishing Threat Detection delivers a real-time verdict on whether suspicious 
URLs are phishing, reducing the number of manual checks performed by analysts. 

How does it work?

To render a verdict, IsItPhishing Threat Detection leverages two components:

• Real-time Threat Intelligence – IsItPhishing Threat Detection first compares a URL 
against the real-time threat intelligence produced by Vade Secure’s email filter engine, 
which detects more than 10,000 new phishing URLs each day. 

• Real-time Phishing Detection  – To detect unknown, zero-day threats, machine 
learning algorithms perform real-time analysis of more than 40 features of the URL 
and page content, following any redirections to determine whether the final page is 
malicious. 
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07
Key Benefits
• Increased SOC analyst productivity – Real-time phishing detection significantly 

reduces the number of alerts and false positives processed by analysts. 

• Easy integration with SOC tools – An open API, Name, integrates easily with SIEM/
SOAR tools, allowing you to enhance your organization’s security without disrupting 
your existing architecture. 

• Universal phishing defense – IsItPhishing Threat Detection  allows you to instantly 
detect phishing URLs and trigger automated workflows to block access across your 
entire network (email, messaging, web, etc.)

Unique Differentiators
• Rapid detection of zero-day attacks – Thanks to its predictive approach, IsItPhishing 

Threat Detection detects new phishing attacks from the first wave, allowing you to 
block them before they’ve been clicked. 

• Artificial intelligence – IsItPhishing Threat Detection  uses machine learning models 
fed by data from 500 million inboxes worldwide, thanks to our relationships with 
ISPs, telcos, enterprises, and OEM partners.

• Quality threat intelligence – Our threat intelligence is the most accurate, with only 
active URLs and virtually no overlap with feeds. 

Future Functionality
• Additional pre-built connectors to leading SIEM/SOAR tools
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08
Certifications

• France Cyber Security

Awards
• 2018 SINET 16 Innovator Award

Partners
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Gary Hayslip
Global CISO, Webroot 

As Chief Information Security (CISO) 
for Webroot, Gary Hayslip advises 
executive leadership on protecting critical 
information and oversees Webroot’s 
enterprise cybersecurity strategy. Gary 
is a proven cybersecurity professional, 
with a 20+ year record of establishing and 
leading enterprise information security 
programs.  

Gary’s previous information security 
roles include multiple CIO and CISO 
roles for the U.S. Navy (Active Duty), as 
a U.S. Federal Government employee 
and for the City of San Diego. Gary has 
a Bachelor of Science in Information 
Systems Management, a Master’s degree 
in Business Administration, and extensive 
experience in Information Security, 
Enterprise Risk Management, and Data 
Privacy.

Why did the role of the CISO appeal 
to you?

I have always been intrigued by 
technology and computers and increasingly 
found myself dealing with security issues. 

As a network architect and later as a CIO, 
I was fascinated with how networks could 
be designed to protect an organization 
and the numerous tactics cybercriminals 
used to launch an attack. As I became 
more involved with security initiatives and 
then accepted additional duties dealing 
with audit, compliance, and data privacy, 
I decided I liked the security field and 
accepted my first CISO position. Over 
the years I have observed how my role 
has matured and become more aligned to 
the business community. I myself find this 
refreshing because I have always felt the 
purpose of cybersecurity was to serve the 
organization through the management 
of its risk portfolio by using technology, 
security controls and a mature security 
program.

How do you convey to the board 
the message that with regards to 
cybersecurity you can minimize 
the risk but you are never going 
to be 100% secure?

When addressing boards, you may think 
a CISO’s role should be to talk security, 
but I’ve found it’s really a discussion about 
business and risk. I believe the CISO must 
convey the company’s current state with 
regards to its risk exposure and then provide 
recommendations for improvement.
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In providing recommendations, it’s 
important to explain that no business is 
ever 100% secure- there is always a chance 
for an incident. While the CISO needs to 
understand these risks, providing context 
and remediation recommendations, the 
business needs to own these risks.

It’s also the CISO’s role to educate the 
board that a mature, properly supported 
security program is a strategic asset that 
enables the organization to be resilient 
and manage its risks efficiently.

What advice do you have for 
security leaders?

Creating a cybersecurity culture, or 
influencing an existing cybersecurity 
culture is not easy- it’s a continuous work 
in progress. To have the most success, you 
need to get involved with your peers in the 
organization, network with other business 
units outside of security, and participate 
in company events. Truly listening more 
than you talk and learning about others in 
the organization helps to build trust over 
time.  To effectively do the job, the CISO 
needs to understand how the business 
works, employees need to see the CISO 
educating himself/herself on what the 
employees need to be successful, and how 
the company’s security program can serve 
them.

It is with this level of visibility and 
trust that a CISO can start to implement 
organizational change and implement 
new initiatives like phishing training, cyber 
awareness training, and Office of the CISO 
blogs and articles. The biggest thing I 
have learned from creating cybersecurity 
awareness cultures for numerous diverse 
organizations is the security program must 
be viewed as a partner and employees 
must feel security is of value, not just a 
process that interferes with their work.

Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

I am fond of saying that as a CISO, you 
must continuously educate yourself on the 
technology changes within your field and 
the threats to them.

To gain context into what truly 
matters the CISO must understand their 
organization, understand its business 
operations, and the channels it competes 
in. The CISO needs to understand who 
are the critical partners for the business, 
what technologies and data the business 
leverages to be competitive, and finally any 
compliance or regulatory requirements 
that must be met.

“The CISO needs to 
understand how the 
business works, 
employees need to see 
the CISO educating 
himself/herself on what 
the employees need to be 
successful, and how the 
company’s security 
program can serve them.”
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With this insight, a CISO can then 
focus on the issues that relate to their 
company, its partners, the technologies in 
use, and their security program. I like to 
have a core set of websites, blogs, news 
feeds etc. that pertain to my employer and 
then I have a second set that is more wide 
ranging and applies to the cybersecurity 
community and technology issues at 
large. I interact with each channel daily, 
whether I’m sharing an article on Twitter 
or commenting on a LinkedIn post. I find it 
crucial to know my space and the impact of 
issues to my company and our customers.  

How can CISOs balance 
security and innovation?

To me, managing innovation starts with 
knowledge. To be effective, CISOs need to 
understand the services and technologies 
inside their own security stack and the 
internal services security teams provide 
daily to the company that help it be 
successful. Additionally, they need to have 
visibility of new company initiatives, as 
adding or changing anything within your 
organization program will have a ripple 
effect across the organization, and perhaps 
increase your security risk.

With this information, you can advise 
leadership on incorporating innovation 
without sacrificing security. Innovation is 
a fundamental part of cybersecurity and 
essential to grow a mature security and risk 
management program. It’s not something 
that CISOs should shy away from.

How can we address the 
perception of cybersecurity 
holding back the business?

CISOs collaborate to survive; no one 
can do cybersecurity effectively in a box. 
For the CISO and security team to not 
be viewed as the “No” team, they must be 
actively involved in the business. I believe a 
mature security program and its objectives 
should be completely transparent to all 
employees. Everyone should understand 
what the security team’s role is and know 
what security projects are active and their 
value to the company.

Having a transparent security team can 
be accomplished by lunches and visits to 
departmental quarterly meetings to give 
briefings about the security department, 
core services to the company and what 
projects the security team has in the queue. 
It’s also important to involve employees 
from various departments to be a part of 
projects to help people see the business 
value a security program brings to the 
company.

“CISOs collaborate to 
survive; no one can do 
cybersecurity effectively 
in a box. For the CISO 
and security team to not 
be viewed as the “No” 
team, they must be 
actively involved in the 
business.”
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As a CISO I have learned that the old ways of keeping the program behind closed doors 
and just telling employees they have to do something just doesn’t work.

This leads to shadow IT, where employees ignore security training, actually putting the 
organization at greater risk. Having a modern security program that is involved in business 
operations and actively working with employees provides a safer business environment 
for the company and enables cybersecurity to be viewed as a strategic asset.

I am fond of saying that a CISOs job is to not say “no”, but to say 
“maybe”. The role of this position is continuously changing and lately 
has become more aligned to assist organizations with managing their 
risk and protecting their diverse assets. It’s this maturing of the CISO 
role that is rewarding- I am able to serve my company and mentor 
my teams. I don’t forget how blessed I am to be in this position and 
to have led some amazing security professionals in the teams I have 
managed over the years. It is through the support of Webroot and the 
hard work of my peers, employees and team members that we have a 
dynamic security program that provides internal services to both our 
departments and customers.

Hall of Fame

Gary Hayslip
Global CISO, Webroot
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Defense-in-Depth Is Failing As A Strategy For 

Comprehensive “Zero-Trust” Cybersecurity

“Stack them deep and sell them cheap” 
is often I have heard with respect to the 
wholesale retail stores. Are we doing the 
same with Defense-in-depth for providing 
comprehensive “zero-trust” security? 

Certainly not cheap in terms of the cost 
but for the gaps these disparate security 
tools leave for the attackers. Layering lines 
of defenses indeed sounds like a great idea. 
The mindset: It is relatively secure within 
the enterprise, anything from outside is 
unsecure. So if one line of defense fails, 
another layer takes over to protect. On the 
onset, this has been the military approach 
to protect against the enemies in a warfare. 

So if ever there was an invasion, this 
approach buys time to respond without 
succumbing to the enemy. The purpose 
was to delay the attack by increasing the 
number of barriers, not to prevent the 
attacker. 

This begs a question: Is defense-in-
depth a feasible strategy for protecting 
enterprises from the sophisticated and 
growing attack vectors?

Frankly, this has not worked. In the last 
decade, enterprises have been added a 
slew of security products from firewalls, 
SIEM, User Behavior Analytics, SOAR, 
EDR, DLP, Email/Web Filtering, etc., and a 
well-trained SOC team to their portfolio to 
enhance their security posture by layering 
with multiple security tools. The truth is 
that almost every day for years we have 
read about compromise and breaches in 
organizations and the velocity is increasing. 
Some examples include the massive breach 
via a cyberattack through the HVAC 
systems, as well as a widespread Distributed 
Denial of Service (DDOS) attack targeting 
IoT devices (primarily IP cameras and home 
routers), and many more. Also, about two-
thirds of small-to-medium enterprises who 
have relatively small IT/Security budget go 
belly up just because of a breach. In spite of 
all these layers of protection, enterprises 
still get breached and face malicious attacks 
on a day-to-day basis.   

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Arun Gandhi, Director Product Management, Seceon

“Is defense-in-depth a 
feasible strategy for 
protecting enterprises 
from the sophisticated 
and growing attack 
vectors?”

At a glance
•    5 minute read
•    Defense-in-Depth is Failing as  a Strategy
•    Doomed for Failure. Why?
•    Keys For A Comprehensive Security Posture 
•    The Seceon Approach
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Doomed For Failure. Why?

The attack surface is growing 
exponentially as the organizations shift 
towards cloud computing, DevOps and 
IoT. The enterprise network perimeter 
is disappearing with BYOD and critical 
applications being accessed in the cloud 
by these devices from distinct locations. A 
large attack surface means more potential 
weaknesses to discover and exploit. In the 
face of advanced threats and increasing 
attack vectors, a false sense of security 
stems through these disparate silo solutions 
stacked together. Each silo solution has its 
own intelligence and are inherently not 
designed to share it thus leaving holes that 
can be easily exploited. Attackers leverage 
these gaps to intrude into the enterprise 
and then work their way deep inside. 

Additionally, it is complex to manage 
and is operationally very expensive with 
the growing number of tools and need for 
organizations to constantly hire and train 
the SMEs for these silo solutions. Also, 
defining and maintaining a security posture 
with these disparate tools, these SMEs must 
work together in the broader ecosystem 
to correlate and share intelligence from 
each tool which, in effect, brings a whole 
new perspective to the table. Couple this 
with the cost and scarcity of cybersecurity 
talent compared to most companies’ limited 
security budgets. Second, protecting only a 

certain set of critical assets or addressing 
a select use-cases to keep costs low will 
possibly have huge ramifications. Therefore, 
it is imperative to view enterprise security 
more holistically. 

Keys For A Comprehensive 
Security Posture

Visibility is paramount and a 
foundational building block for a 
comprehensive security architecture. 
After all, it is hard to protect what cannot 
be seen. Knowledge of the devices and 
how they interact with each other within 
the ecosystem is vital. To gain pervasive 
visibility across physical, virtual and 
hybrid environments, it is also important 
to aggregate network traffic in both 
north-south (leaving and coming into 
the organization) and east-west (within 
the organization) directions. Defense-in-
depth falls short in providing the complete 
visibility of your environment in real-time. 

Correlating events and data from 
these disparate silo solutions is complex 
and challenging. Analyzing how each 
activity relates to every other activity in 
the enterprise with the context from the 
past is fairly tedious task. The SMEs need 
to compare the data extracted from each 
tool allowing them to quickly understand 
the context of any activity. With the lack 
of security standards, these silo security 
tools inherently are not designed to work 
together and expose APIs for integration. 
So adding multiple layers of defense to 
create a comprehensive security posture 
is a myth. To combat the growing threats 
within the organizations faster and at 
predictable costs, enterprises today need 
systems to conduct intelligent, meaningful 
correlation with past context, detect 
anomalies and remediate them in real-time.  

“The attack surface is 
growing exponentially as 
the organizations shift 
towards cloud computing, 
DevOps and IoT. The 
enterprise network 
perimeter is disappearing 
with BYOD and critical 
applications being 
accessed in the cloud by 
these devices from distinct 
locations.”
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Detecting the developing threat or 
breach in an organization is good but 
knowing itself is not enough. The goal is to 
safeguard the organizations in real-time 
and therefore the consequences of not 
taking an action or a delayed response are 
enormous as most of the damage is done 
within an hour of a security breach. With 
defense-in-depth security architecture, 
there is a dependency on either the SOAR 
tools or the expert SOC analysts to take 
action. For cybersecurity in the digital era 
with the increasing attack surface, there 
is a need for systems to take automated 
or well-ordered action for remediation in 
real-time.   

Compliance laws are changing 
and becoming more stringent. The 
requirements are going to grow in future 
and new regulations will come to maturity 
from governments in different parts of the 
world. GDPR is one such example and this is 
just a beginning. The question is: How does 
defense-in-depth security architecture 
stacks up with these growing regulatory 
requirements? Enterprises today need a 
comprehensive security platform that is 
responsible for continuous monitoring 
and compliance at all times and be able to 
produce adhoc reports for security audits.  

The Seceon Approach

Seceon has crafted a niche in the market 
as an adept security solution provider that 
deeply understands the nuances of cyber 

threats encountered by small-to-medium 
sized businesses (SMBs) and enterprises. 
It is distinguished for offering the first 
fully automated, comprehensive cyber 
security platform that helps organizations 
to safeguard their valuable information and 
people. The company launched its Open 
Threat Management (OTM) Platform in 
April 2016 with a mission to empower 
SOC and IT teams of all-size organizations 
to easily and affordably detect and 
mitigate cyberthreats, as soon as they are 
uncovered. It is a machine learning and 
AI-based platform built on Big/Fast Data 
architecture.

The OTM Platform works out-of-
the-box to instantly protect against 
known and unknown threats. It provides 
comprehensive visibility, proactive threat 
detection, and automated containment 
and elimination of threats in real-time, all 
while minimizing costs, staff bandwidth 
constraints, and performance impact. OTM 
helps enterprises automatically generate 
prioritized threat alerts that matter in 
real-time and empowers SOC / IT teams 
to detect and respond to the threats 
quickly, before critical data gets exfiltrated. 
Seceon’s offers aiSIEM™ and aiMSSP™ 
solutions built on the OTM Platform to 
transform the landscape of IT security.

• Seceon aiSIEM goes beyond 
traditional SIEM and eliminates the need 
for adding multiple silo solutions. It ingests 
raw streaming data from applications, 
identity systems, flows, and raw traffic 
from networks to provide comprehensive 
visibility, proactive threat detection, 
automated threat containment and 
elimination, and continuous compliance, 
policy management, & reporting.

“For cybersecurity in the 
digital era with the 
increasing attack surface, 
there is a need for systems 
to take automated or 
well-ordered action for 
remediation in real-time.”
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• Seceon aiMSSP enables Managed 
Security Service Providers (MSSPs) to offer 
outsourced security services to SMBs, 
including 24×7 security monitoring, threat 
intelligence, and real-time detection and 
remediation, at nominal and predictable 

linear costs.

Seceon’s OTM platform is growing in 
popularity across all business verticals 
due to its key differentiated benefits. This 
includes:

• Comprehensive Visibility

The OTM Platform ingests all raw 
streaming data (Logs, Packets, Flows, and 
Identities) and provides real-time extensive 
view of all assets (users, hosts, servers, 
applications, data access, and movement 
traffic) that are on premise, cloud, or hybrid, 
and their interactions.

• Reduce Mean-Time-To-Identify 
(MTTI) with Proactive Threat Detection

The platform proactively detects threats 
and surfaces threats in real-time without 
an agent or alert fatigue.

• Reduce Mean-Time-To-Resolve 
(MTTR) with Automatic Threat 
Remediation

The OTM Platform performs automatic 
threat containment and elimination in real-
time. It also provides clear actionable steps 
to eliminate the threats that can either 
be handled automatically by the system 
or manually by the security expert post-
analysis.

• Continuous Compliance, Policy 
Management and Risk Monitoring

The platform provides continuous 
compliance and scheduled or on-demand 
reporting. This includes, HIPAA, PCI-DSS, 
NIST, GDPR, SOX, etc.

Today many organizations are realizing 
the shortcomings of defense-in-depth to 
build a comprehensive security posture in 
the digital era. 

With the increasing attack surface 
and threat vectors becoming more 
complicated,defense-in-depth architecture 
puts these organizations at risk. Therefore 
these organizations are overhauling their 
defense-in-depth strategy and slowly 
migrating to a more comprehensive, 
integrated solution. Seceon’s expertise in 
crafting leading-edge solutions for rising 
cyber security challenges, out-of-the-
box thinking, and passion for ensuring 
“Cybersecurity Done Right,” has made it a 
dominant IT security provider.

For more information 

Seceon Website
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01Company Description
Seceon OTM Platform and the two solutions based on the platform (aiSIEM and 
aiMSSP) were developed from scratch to deliver “Comprehensive Cybersecurity for 
Digital-Era”. The Platform is built on a Fast/Big Data architecture driven by dynamic 
threat models, machine learning and artificial intelligence and is easy to deploy and 
scale. It collects raw logs, flows and identities and brings threat intelligence in the 
streaming platform along with context and situational awareness. The platform enables 
you to: (1) Proactively Detect Threats, (2) Automatically Contain/Eliminate Threats (3) 
Comprehensive Visibility (4) Continuous Compliance, Policy Management and Security 
Posture Improvement. 

Company Name: Seceon, Inc.
Founded: 01/2015
Employees: 55
Web: www.seceon.com 
Headquarters: Westford, MA, USA

02Company Information
Other offices: USA, India
Key Target Verticals: All

03
The Product
Product Category: Cloud, Network, 
Application and Email Security, Detection 
& Prevention, UEBA, Insider Threats, 
Incident Response and Forensics, 
Compliance and DLP and SOC
Product Stage: Released (with paying 
customers)
Product Names and Brief Description:

• Open Threat Management Platform
• aiSIEM
• aiMSSP

Services Provided:
• Partners provide services including 

aiMDR, Security-as-a-Service 24x7, 
aiSOC, aiSIEM (Managed SIEM) and 
Security Posture Management

Customer Footprint
• Markets with Customers:

• Americas, EMEA, APAC
Relevant Public Success Stories per 
Key Target Vertical:

• Financial Services
• Healthcare
• Education
• Manufacturing
• MSSPs like NTT/RFA/ADT
• Retail
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04
Product in detail

Seceon OTM protects all known and unknown threats eliminating the need for adding 
multiple silo solutions. It ingests raw streaming data from applications, identity 
systems, flows, and raw traffic from networks to provide comprehensive visibility, real-
time proactive threat detection, automated threat containment and elimination, and 
continuous compliance, policy management and reporting. 

How does it work?

• The OTM Platform consists of Control and Collection Engines (CCE), which ingests 
logs, flows and identities from all sources in the ecosystem. It extracts 700+ features 
and runs local algorythms , enrichment and then streams it to Analytics and Policy 
Engine (APE). 

• APE is a fast big data streaming platform, which ingests the data in real-time and 
performs multiple millions enrichment for data to be processed by three set of 
engines (ML, AI with Actionable Intelligence and Dynamic Threat Models) which 
brings context and situational awareness to deliver meaningful alerts and trigger 
action in remediation engine to automatically generate best remediation policy to be 
applied automatically or by push button on end-point, network or identity systems. 
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05
Key Benefits

• Reduces Mean-Time-To-Response (MTTR)
• Reduces Mean-Time-To-Identify (MTTI)
• Continuous Compliance and Monitoring
• Comprehensive Visibility
• Flexible and Scalable Deployment in Bare Metal, Cloud or Hybrid
• Reduces CAPEX / OPEX (as licensing is based on the number of assets)
• Eliminate silo solutions complexities (such as, UEBA, DLP, IDS, IPS, NTA, NBAD, 

SOAR, ML, AI )

Unique Differentiators: OTM (aiSIEM and aiMSSP)

• Platform eliminates need for 20+ Silo’s products (IPS/IDS, NTA, SOAR, ML, AI, UEBA, 
SIEM, NBAD, TI, Log management, Compliance tools, etc.) 

• Visibility
• Ingests raw streaming data (Identity, Web, App, F/W, Proxy, Windows, DNS & DHCP) 

and Flows (NetFlow, Sflow, Jflow)
• Logically auto-discovers and creates asset groups

• Threat Detection
• Machine learning and AI with actionable intelligence; eliminating need to add rules
• Behavioral analytics, predictive modeling and contextual real-time alerts with 

automated analysis and correlation
• Threat Containment and Elimination

• Out-of-the-box automated threat containment and elimination in real-time 
• Provides clear actionable steps to eliminate threats, which can be fully automated

• Compliance, Indexing and Reporting
• Regulatory compliance (HIPAA, PCI, NIST, GDPR) assurance and customizable 

operational reports 
• Log indexing, long-term storage and data analytics for forensic analysis

• Operations Management
• Microservice architecture facilitates rapid deployment across cloud, on-premise or 

hybrid
• Simplified licensing based on the number of assets (versus the amount of data 

ingested)
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08
Industry Awards and Recognition

Business and Technology Partners

More than 50 awards since the product launch in Q2 2016

More than 55 global partners in Americas, EMEA, APAC
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01Company Description

Pcysys delivers an automated penetration-testing platform that assesses and 
reduces corporate cybersecurity risk. By applying the hacker’s perspective, its software 
identifies, analyzes and prioritizes remediation of cyber defense vulnerabilities. 
Information security officers and service providers around the world use Pcysys to 
perform continuous, machine-based penetration tests that consistently improve their 
immunity against cyber attacks across their organizational networks. 

Company: Pcysys
Established: 11/15
Employees: 25
Web: www.pcysys.com
Headquarters: Israel

02Company Information

Other Offices: New York,  Canada, UK
Primary Industry Sectors: Financial 
Services, Telecom, Retail, Healthcare, 
Government, Higher Education, Legal, 
e-Commerce, Manufacturing

The Product
Product Category: Automated Penetration Testing Tools
Product Stage: Released                                                                                                                                         
Product Name: PenTeraTM 
Brief Description:
Penetration Testing, as it is known today, is obsolete. Software and algorithms can do a better job at 
penetration testing and helping businesses continually assess and improve their cyber risks using 
an automated, threat-oriented approach.
Pcysys’ flagship product, PenTeraTM, eliminates the need to conduct costly manual penetration 
testing by delivering the power of 1,000 ethical hackers in a software platform. With a click of a 
button PenTeraTM identifies vulnerabilities, conducts ethical hacking to exploit them and prioritizes 
remediation based on the actual achievements. By using PenTeraTM, organizations can continuously 
build-up their cyber resilience while focusing remediation efforts on fewer vulnerabilities that are both 
exploitable as well as damage bearing.  

 Services Provided: Automated Penetration Testing

03
The Product
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04
Product in detail: PenTeraTM

Focused on the inside threat, the PenTeraTM automated penetration-testing platform 
changes the rules of the game by enabling continuous pen-testing. The innovative 
hacking program automatically scans and enumerates an organization’s network and 
applies the latest ethical hacking techniques. Upon conclusion of the test, PenTeraTM 
automatically generates an attack summary that illustrates the “attack story” from the 
hacker’s perspective, recommending the most cost-effective security remediation. 
Overcoming manual penetration testing drawback, PenTeraTM offers continuous, 
consistent and network-comprehensive pen-testing that can be performed by every 
cybersecurity team.  

How does it work?

PenTeraTM  works the same way a hacker would.
Stage 1 - Reconnaissance

The software begins with reconnaissance of the network attached assets and enumeration of 
their systems, applications and interfaces. This stage is immediately followed by a full vulnerability 
scan that identifies the vulnerabilities which exist on each device.

Stage 2 - Ethical Hacking
The PenTeraTM attack orchestrator begins exploiting both static and dynamic network vulnerabilities 
that were found, while continuously gathering more information and applying hacking techniques 
such as Relay or Man-in-the-Middle (MitM). The software further advances in attack by injecting 
ethical-Malware to allow for lateral movement across the organization towards privilege escalation 
and the breach goal. 

Relay

Network 
Recon

Cracking
Passwords

Sniffing 
credentials

Ethical 
Exploit

Lateral
Move

Vulnerability 
Assessment

Privilege 
escalation

Malware 
injection

Stage 3 - Reporting and Cleanup 
At the end of each test run, PenTeraTM 
provides a digital summary of the critical 
remediation steps needed based on threat-
facing priorities relevant to the organization’s 
network and critical assets. The complete 
report includes an executive summary, an 
attack vector and detailed steps for the use 
of the cybersecurity analyst teams.
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05
Key Benefits

• Continuous Protection - a company can maintain the highest resilience posture 
by performing penetration tests as frequently as needed - daily, weekly or monthly. 
PenTeraTM allows you to validate your cybersecurity posture as often as you need, 
keeping your guard up at all times.

• Consistent Validation - hold all of your networks to the same high standard. PenTeraTM 
tests your entire infrastructure with a wide array of hacking techniques ensuring that 
you remain resilient regardless of how the hacker is trying to break in.

• Current Defense - keep up with the latest hacking techniques. Hackers are constantly 
evolving their techniques. PenTeraTM ensures that you match and evolve the depth 
of “off the book” pen-testing techniques. 

06
Unique Differentiators

• Agentless - Zero agent installations or network configurations. PenTeraTM starts 
with physical LAN access without any credentials, just as a hacker would. 

• Automated - Press ‘Play’ and get busy doing other things while the penetration 
test progresses. All you need to do is define a range of IPs and select the type of 
test you want to perform. 

• Complete Attack Vector Visibility - Every step in the attack vector is presented and 
reported in detail to explain the attack “kill chain” and select the minimal amount of 
vulnerabilities to stop the attack.

• Real Exploits, No Simulations - Like a hacker, we perform ethical exploitations 
without disruption of service:  e.g. lateral movement, remote execution, relay 
attacks, password cracking, ethical malware injection and privilege escalation.
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Partners
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Robert Schuetter
CISO, Valvoline 
Robert Schuetter brings more than 25 
years of IT and 12 years of IT security 
experience to Valvoline as CISO and head 
of enterprise architecture. In 2013, he 
joined Ashland Inc. (the parent company 
of Valvoline) as CSO overseeing cyber, 
physical security and GRC. Prior to that, 
he was CISO for GE Aviation.

In addition to his responsibilities at 
Valvoline, Mr. Schuetter is co-founder of 
Integral Defense, a managed detection, 
threat intelligence and response services 
company that brings their learnings from 
protecting the largest companies in the 
world within reach for small- and medium-
sized businesses. The team has open 
sourced much of their custom platform in 
an effort to shift the focus of the security 
industry off of which tool do you have, to 
how are you enabling your security staff 
to be as effective as they can be.

What is your overall approach 
to information security?

I came over to Ashland/Valvoline during 

a time when company breaches were hitting 
the front page of the news.  The primary 
concern of many boards at that time was 
ensuring that your company wasn’t the next 
big story.  A significant portion of my focus 
as a business leader has been determining 
on what are those events that have actual 
impact to the image and financial viability 
of the company. 

When breaches went public, the 
standard statement at the time was 
something to the effect of “This was such 
a sophisticated attack that it was not able 
to be detected by commercial security 
products.”  We focused our cyber team 
on detecting those attacks that get by 
our commercial products.  We focused on 
reverse engineering any attack that was 
not able to be detected by our commercial 
products and generating intelligence 
both on the attacker, the attack patterns, 
and why specifically did our commercial 
products fail us.

At the end of the day, we needed to utilize 
our commercial products differently.  We 
pulled the raw logs and events from those 
platforms.  We created our own platforms 
when needed.  We automated everything 
we possibly could for the analyst to do their 
job efficiently.  And we now generate more 
useful intelligence about who is attacking 
than we consume from outside sources.  In 
one company we saw approximately 450 
attacks a month to a population of 10,000 
that was not able to be detected by our 
commercial products but were by our own 
platform.
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At every company I have run security 
for, this concept of using open source 
and custom platforms has beat out the 
commercial offerings every time.  I am 
certainly not saying that you get rid of 
your commercial products, they have 
a tremendous place in prevention, 
but for complete coverage, you need 
something more.  Threat intelligence in 
the commercial products has become 
commoditized.  In one company we went 
to having multiple commercial vendors 
in each space however the number of 
detected attacks by our custom platforms 
didn’t go down.  So the question needs to 
be “How do you detect attacks that slip 
by?”  That is significantly different than the 
“Assume you are compromised and you 
just need to respond fast” mindset.

How do you communicate 
information security issues to 
the board?

Visibility is key.  Visibility into your 
environment gives you the data you need 
to communicate effectively to the board.  
Everyone is struggling with how to quantify 
risk.  How impactful will an event be?  How 

likely is it to happen?  What happens when 
the event takes place?

When you get to a point where you can 
generate your own threat intelligence on 
who are your persistent threats, what are 
they going to do with the information they 
want access to, what exposure do you have 
to non-targeted, widespread incidents, 
what is the population of insiders that 
have access to your data, who are your 
market competitors that could benefit, 
the conversation gets a whole lot more 
simplified.  One part of the equation is 
already answered.

I have found that consistently between 
companies, when I show the leadership and 
board metrics of how many more attacks 
we have caught then previously, everyone 
says “Thanks, keep it up”.  When I can 
show persistent targeting, who is behind 
it, how will they benefit, and what the 
impact will be to the viability of business, 
the leadership and the board can see and 
understand the actual risk.

“At every company I have run 
security for, this concept of 
using open source and 
custom platforms has beat 
out the commercial offerings 
every time.  I am certainly not 
saying that you get rid of 
your commercial products, 
they have a tremendous 
place in prevention, but for 
complete coverage, you need 
something more.”

“When you get to a point 
where you can generate your 
own threat intelligence on 
who are your persistent 
threats, what are they going 
to do with the information 
they want access to, what 
exposure do you have to 
non-targeted, widespread 
incidents, what is the 
population of insiders that 
have access to your data, 
who are your market 
competitors that could 
benefit, the conversation 
gets a whole lot more 
simplified.”
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I very rarely try to spend any time 
focusing on metrics or even a risk chart.  
We have those tools to run the team 
efficiently internally.  However outside of 
the team, we tell stories.  A CISO needs 
to be a professional story teller in my 
opinion.  We place people into the mind of 
the attacker.  What their lives are like in the 
current geo-political environment. How 
they are making money and infiltrating 
companies and just as importantly, as we 
shift our defenses, what we predict their 
next move will be.

Almost everybody agrees that 
organizations need a culture 
of security.  How can security 
leaders help facilitate that type 
of culture?

Transparency.  Complete transparency 
whenever you can.  Share the attack 
patterns, share the intelligence on how 
organized crime is making money, and 
openly share when you were not successful 
preventing an issue.

When it comes to training, use real 
examples.  Don’t rely on the generic 
examples third CISO of the Week - Robert 

Schuetterparties will provide for canned 
training or phishing exercises.  Every 
phishing exercise we do is from an actual 
attack attempt we have seen.  Then share 
your threat intelligence with the business 
on what would have happened, how are 
people getting fooled, etc.

I disagree however that awareness 
should be 50% of your strategy.  In our 
experience, even when we replay real 
attacks in the phishing exercise and we can 
get the response rate on exercises down 
to single digit percentages, the phishing 
detection capability by the end user to real 
events is still only about 20% accurate.  
The attacker is able to change their 
strategy so quickly, when you finally get to 
release tips and tricks for detection to your 
user population, the attacker has already 
learned and shifted their strategy.  So while 
you must create the culture of awareness, 
great intelligence and detection will trump 
a trained user in effectiveness every time.  
Invest in your team and your people first 
and foremost.

Threats are everywhere and 
always changing.  How do you 
address this difficult reality?

I will go back to the point of analyzing 
every attack that gets by your systems.  It 
is highly beneficial to be able to reverse 
engineer your own malware.  

Then after each detection, even if you 
stopped detected and stopped the attack 
successfully, you do a full investigation into 
how did the attack happen, what was the 
entry point, what tools did not detect the 
attack and why, what did the malware do 
or would have done, would other systems 
have caught the attack further down the 
line.

“When it comes to training, 
use real examples.  Don’t rely 
on the generic examples third 
parties will provide for 
canned training or phishing 
exercises.  Every phishing 
exercise we do is from an 
actual attack attempt we 
have seen.  Then share your 
threat intelligence with the 
business on what would have 
happened, how are people 
getting fooled, etc.”
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If you can answer these questions, 
you can very quickly figure out how the 
attackers are changing, what they are 
doing to evade detection.

This also starts to point to any 
limitations to your visibility.  This is where 
appropriate risk decisions can also be 
made.  Do you really need yet another tool?  
Is there any tool that you have that the logs 
indicate the tool saw the event but couldn’t 
determine it was malicious?  This is what a 
number of our open source tools do.  They 
pull information out of commercial security 
platforms to give you the visibility to detect 
what they miss.  We have a team that does 
nothing but this endless cycle of discovery.  
We could justify it because we had the full 
visibility into what was missed and could 
calculate the impact.  We then pushed as 
many tools early in the attack.  It is nice 
to detect attacks upon exfil, it is critical 
to have a safety net, but when you do this 
you better have a large 24x7 security 
operations center because you have no 
time at all to react.  It is much better to 
detect early and buy yourself some more 
time to react and more opportunities to 
detect.

Why do some CISOs use 
technology for its cool factor 
instead of for securing or 
enabling business?

When I was a LEAN Six Sigma Black 
Belt at GE, the single hardest step in 
solving any issue was defining the problem 
appropriately.  Often times a new green 
belt candidate would come forward with 
a solution and try to fit their Six Sigma 
project to whatever solution they already 
have instead of defining what the actual 
problem they are trying to solve first.

The same is true for many CISOs. We 
have never really been able to quantify the 
problem we are trying to solve.  So we rely 
upon marketing and tools to tell us what 
we are solving by buying their tool.  The 
paradigm is completely backwards.  If you 
don’t have visibility, get that first.  Sit with 
the business and understand their value 
creation proposition.  Understand the 
business continuity plan and understand 
what types of impacts they can absorb.  
Understand the market by which your 
company competes and what is of value 
that you have that could slingshot your 
competition past you if they knew how 
your company did things.  This sets you 
up for being able to identify the kinds of 
capabilities you will need and then your 
can map solutions to that need.

All too often we get caught up in 
cool marketing terms.  Our open source 
platform does handle big data, AI, and 
automation.  But we didn’t put these things 
in because of the marketing capability.  
They solved an issue we had.  We have well 
compensated employees and they were 
spending the majority of their time doing 
simple tasks like pulling logs.  I could get 
to that determination of whether an alert 
was a false positive or not faster, I could 
get my team more efficient, I could let my 
well compensated employees do the most 
valuable work but automating everything 
that they would naturally do with an alert.  

“We have never really been 
able to quantify the problem 
we are trying to solve.  So we 
rely upon marketing and 
tools to tell us what we are 
solving by buying their tool.  
The paradigm is completely 
backwards.  If you don’t have 
visibility, get that first.”
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Everything they need is on the screen in 
front of them to make that determination 
of sounding the alarm or not.  Yes, we use 
AI and automation, but it is a means to get 
to the high value work faster.

How has industry cooperation 
made an impact on 
cybersecurity?

My team and I were lucky enough to be 
a part of the defense space when the idea 
of industry sharing was first tried out.  We 
were just a bunch of people trying to solve 
a problem that you couldn’t just open a 
book or google the answer.  We knew the 
problem was bigger than us.  Hence the 
Defense Security Information Exchange 
(DSIE) was born.  I can honestly say without 
the expertise shared with us from the likes 
of Lockheed Martin and Raytheon, we 
would have never have become as good as 
we were.

It is industry sharing where I want to 
continue to focus.  The bad guys all learn 
from each other.  They are quick and 

nimble.  They share malware and tools.  
Now that I am at a smaller company I have 
seen first hand that utilizing the tools and 
techniques that we created at the larger 
companies absolutely work.  Beyond that, 
the threats we saw at the world’s largest 
companies with highly sensitive, targeted 
data is absolutely the same types of activity 
we saw in the manufacturing space, the 
chemical space, and the retail space. 

That is one of the things we got wrong.  
It was great to understand what others 
in your industry are seeing but it is just as 
valuable to see what companies in other 
industries are seeing.  At the end of the 
day, the big companies really protected 
themselves by developing their own 
technologies and then sharing the threat 
intelligence.  Some have gone commercial.  
We have taken a different approach. 

We are giving the technology away in 
open source.  Start spending that money 
you would put towards a product and put it 
towards your people.  Because in the end, 
we are not fighting robots and malware, 
we are up against another person.  AI and 
automation do not replace intelligent 
people, it amplifies their capability.  We 
talk a lot in this industry about the lack of 
people and talent.  I disagree.  We have a 
lack of the ability to quantify the value in 
our people.  If companies understand the 
risks that are mitigated by our people, we 
can pay appropriate salaries and challenge 
our teams with difficult problems to solve 
and in the end you will find it isn’t that hard 
to attract talent to you.  That is why we 
believe in open source so much.  The value 
isn’t in the tool but in the people that fight 
the battle each day.

“We were just a bunch of 
people trying to solve a 
problem that you couldn’t 
just open a book or google 
the answer.  We knew the 
problem was bigger than us.  
Hence the Defense Security 
Information Exchange (DSIE) 
was born.  I can honestly say 
without the expertise shared 
with us from the likes of 
Lockheed Martin and 
Raytheon, we would have 
never have become as good 
as we were.”
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When we first got into security 
having to deal with true nation-state 
APT, I really fell into a dream job.  We 
were given unlimited resources and 
unlimited funds to become the best 
cyber defense team in the world.  We 
split into two teams, one that would 
purchase every major commercial 
product at the time and one that 
would try to think about the problem 
differently and create their own 
platform just in case there actually 
wasn’t any commercial product that 
would catch the threat actor at the 
time.

I am not ashamed to say that the 
custom development teams beat us to 
the punch every time.  The code that 
was developed caught APT activity 
day one.  This really shaped the way 
we think about the issue and we 
realized that the bad guys are using 
how we were thinking about the 
problem against us.

It is time to start thinking about the 
problem of security with a fresh set of 
eyes.  We have to stop thinking about 
security in the normal constructs of 
traditional IT management terms.  
We tend to think in terms of a build 
competition where you are given a set 
of tools and construction materials 
and you see what you can build out of 
it.  Instead we need to think of security 
in terms of a chess match.  Your 
objective is to beat your opponent.  
It is time to get creative, learn your 
opponents thought processes, and 
then go print your own chess pieces 
and change the rules of the game.

Hall of Fame

“We have to stop thinking 
about security in the normal 
constructs of traditional IT 
management terms.  We 
tend to think in terms of a 
build competition where you 
are given a set of tools and 
construction materials and 
you see what you can build 
out of it.  Instead we need to 
think of security in terms of a 
chess match.”

Robert Schuetter
CISO Valvoline
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The State of Endpoint Security: 
Past, Present and Future

As we head into the New Year, let’s 
bid “good riddance” to 2018, which will 
go down as one of the worst years in 
cybersecurity history. Dark Reading’s 
Jai Vijayan reports while the number of 
breaches between Jan. 1 and Sept. 30 was 
down 8% compared with the same point 
last year, those numbers still translate to 
3,676 breaches and 3.6 billion records 
compromised. Why are we in this situation? 
Besides being such a lucrative business for 
organized crime (with very little downside), 
as well as government-level sponsorship, 
we can attribute malware’s asymmetric 
advantage over defenders to a number 
of factors, including the sheer volume of 
attacks bombarding organizations and the 
ineffectiveness of their traditional endpoint 
security solutions.

AV-Test.org registered 118 million new 
malware samples in 2017. Even at a 99.9% 
detection rate, there would be 118,000 
undetected threats, and this is just for 
known file-based malware. It is relatively 

easy to create new malware and even more 
straightforward to modify or obfuscate 
existing malicious code in order to avoid 
antivirus detection. 

With fileless malware, there is nothing 
to obfuscate or scan. Attackers can 
easily create it by leveraging legitimate 
administrative tools, such as PowerShell, 
WMI, WScript, CScript, etc.

The majority of endpoint security 
products approach the malware challenge 
by attempting to “enumerate badness” (i.e., 
applying the Negative Security model). 

But building and maintaining an infinite 
list of badness is impossible. Human 
ingenuity is limitless and bad guys will 
always find a never-before-seen or used 
way of getting in. So it’s no surprise that 
IT security professionals realize their 
traditional defenses are growing less 
effective. A recent Ponemon Institute 
survey found 70 percent of IT security 
professionals are very concerned about 
new and unknown threats, but only 29 
percent believe their AV products provide 
all the protection they needed.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Nir Gaist, Co-Founder and CTO, Nyotron

“Building and maintaining 
an infinite list of badness 
is impossible. Human 
ingenuity is limitless and 
bad guys will always find 
a never-before-seen or 
used way of getting in.”

At a glance
•    5 minute read
•    Understanding the current state of endpoint 
security
•    Let’s Add More Gates
•    Endpoint Detection and Response
•    Next-Generation Antivirus
•    2019: The Year of Positive Security
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Understanding the current state of 
endpoint security requires studying the 
three key eras in the evolution of traditional 
antivirus solutions. 

1. Let’s Add More Gates

The first iteration of AV was a signature-
based AV engine. Today, the typical solution 
contains between five and ten different 
technologies that work as gates: AV, Host 
Firewall, Application and Device Control, 
Heuristics/Behavior Monitoring, Host 
Intrusion Prevention, Memory Exploit 
Mitigation, Reputation Analysis, and 
Emulation/Sandboxing. These “gates” have 
significantly increased products efficacy vs. 
just an AV engine. 

Trouble is, the more technologies you 
add, the more heavyweight your agent 
becomes, and the more your users complain 
about the performance impact on their 
systems. This “agent bloat” has become a 
persistent problem as endpoint security 
products with legacy architectures have 
stuffed more countermeasures into their 
agents.

More importantly, if attackers manage 
to bypass all of these gates (and they will), 

they have a free pass to the system since 
traditional AV provides only transient 
security as opposed to persistent security 
that never stops looking for threats.

2. Endpoint Detection and 
Response—Let’s Go Hunting!

The “we are all doomed” attitude 
from a few years ago resulted in the rise 
of Endpoint Detection and Response 
(EDR) products. The objective is to track 
every single event on all endpoints and 
continuously hunt for threats that have 
slipped through our defenses. EDR strives 
to provide security practitioners with 
better visibility into malicious attacks that 
have evaded endpoint-blocking measures 
and spread through the network. 

An obvious drawback to this approach 
is that you are already infected and the 
malware has likely done the damage. 
Probably the most important downside is 
that you will need more security staff to 
perform threat hunting but will struggle 
to hire new hunters. According to the new 
(ISC)² 2018 Cybersecurity Workforce 
Study, the global shortage of cybersecurity 
experts stands at 2.93 million and rising.

3. Next-Generation Antivirus—
Machines Will Save Us All

Now, NGAV has become security’s 
shiny new object. Security tools powered 
by machine learning, deep learning and 
artificial intelligence are supposed to 
save us. Since approximately 2014, early 
adopters and parts of the early majority 
have already been using these technologies. 
Yet, the most advanced attacks are still able 
to slip past NGAV. 

“More importantly, if 
attackers manage to 
bypass all of these gates 
(and they will), they have a 
free pass to the system 
since traditional AV 
provides only transient 
security as opposed to 
persistent security that 
never stops looking for 
threats.”
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Vendors train AI-powered security 
tools on known malware samples. Hence, 
they are not fully effective against truly 
new unknown malware. Just look at the 
NSS Labs Advanced Endpoint Protection 
results. The full test reports per vendor 
show efficacy against “unknown threats” 
under 50% for a number of them. 

Since AI tools focus on static file 
analysis, they are not necessarily effective 
against fileless attacks that are responsible 
for a significant percentage of modern-day 
attacks. Moreover, AI tools tend to produce 
significant false positives. Research has 
found that these can be over 20% in some 
tests. And don’t forget that the bad guys 
are now using AI to beat AI-powered tools. 
After all, they have access to the same tools 
and technologies as the good guys. 

“Put simply, we have reached the point 
of AI fatigue.” 

2019: The Year of Positive 
Security

In 1987, Fred Cohen’s study of 
computer viruses revealed that there is 
no algorithm that can perfectly detect all 
possible viruses. The industry is searching 
for a better approach. The option that holds 
the most promise is the Positive Security 
model which blocks everything that isn’t 
“good” (e.g., unknown files or behaviors) by 
default.

For example, OS-Centric Positive 
Security protects endpoints from fileless 
and unknown threats by focusing on the 
damage stage (i.e., intentions or outcomes 
of an attack) and on OS system calls 
rather than applications, user behavior 
or reputation. This reduces management 

overhead that has plagued the prior 
generation Positive Security approach like 
Application Control/Whitelisting.

While threats are infinite, good OS 
behavior is finite [and static], so it is 
definitely possible to map the good behavior 
of the OS. The key is to remain threat, 
application and user-behavior agnostic 
so your system does not need to ‘know’ 
anything about a particular application or 
a threat. No matter the application, it uses 
the operating system and the way the OS 
reacts to that application is always the 
same.

Negative and Positive Security—Better 
Together

Endpoint protection solutions that 
include static file analysis (whether based on 
AV definitions or Machine Learning models) 
and hence are based on the Negative 
Security model are, and will continue to 
be an important layer in an organization’s 
defense-in-depth strategy. In some 
industries, compliance requirements drive 
their usage as well. Therefore, the prudent 
course of action is to consider improving 
its defenses by pairing traditional AV (or 
NGAV) with a Positive Security model-
based solution. 

“While threats are infinite, 
good OS behavior is finite 
[and static], so it is 
definitely possible to map 
the good behavior of the 
OS. The key is to remain 
threat, application and 
user-behavior agnostic so 
your system does not 
need to ‘know’ anything 
about a particular 
application or a threat.”

https://cyberstartupobservatory.com/
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With endpoint security products 
continuing to be at the tip of the spear 
of cyber defenses for years to come, the 
question is how to ensure the best possible 
security posture. No matter which way 
an endpoint security buyer turns, there 
is no one magic bullet. It is likely that a 
layered approach with multiple different 
technologies working together is required.

Nir Gaist, Founder and CTO of 
Nyotron, is a recognized information 
security expert and ethical hacker. 
Nir has worked with some of the 
largest Israeli organizations, written 
the cybersecurity curriculum for the 
Israel Ministry of Education, and holds 
patents for Behavior Pattern Mapping 
(BPM), a programming language that 
enables the monitoring of the integrity 
of the operating system behavior to 
deliver threat-agnostic protection.

For more information 

Nyotron Website

https://cyberstartupobservatory.com/
https://www.linkedin.com/in/nirgaist/
https://www.nyotron.com/
https://www.nyotron.com/


Innovation

Nyotron
Preventive Endpoint Detection and 

Response



www.cyberstartupobservatory.com Cyber Startup Observatory US 97BACK TO CONTENTS

01Company Description
Nyotron delivers a new type of automatic Endpoint Detection and Response (EDR) solution 
minus manual threat hunting plus integrated prevention. 

In the world where it feels like you’re navigating a minefield every time you click on a link or 
open a file, Nyotron makes you feel more secure. 

Our PARANOID solution automatically whitelists trusted OS behavior and rejects everything 
else. No disk scanning, no signatures or machine learning. Nyotron’s approach is threat, 
application and user behavior agnostic, and when combined with a traditional anti-malware 
solution, you gain defense-in-depth protection against the most advanced known and unknown 
attacks.

Company Name: Nyotron
Founded: 10/2011
Employees: 46
Web: www.nyotron.com
Headquarters: Santa Clara, CA, US

02Company Information
Other offices: Herzliya, Israel
Key Target Verticals: Healthcare, 
Transportation / Aviation, Law 
Enforcement, Government /  Public Sector

03
The Product

Product Category (Primary): Endpoint 
Security and Detection & Prevention
Product Category (Secondary): 
Healthcare and Aviation
Product Stage: Released
Product Names and Brief Description:

• Nyotron PARANOID
Services Provided:

• Preventive Endpoint Detection and 
Response (EDR)

• Last line of defense for laptops, 
desktops and servers

• Application Control replacement

Customer Footprint

Markets with Customers: US, UK, 
Israel, Brazil, Thailand
Relevant Public Success Stories per 
Key Target Vertical:

• Healthcare
• Aviation
• Financial Services
• Education
• Law Enforcement
• Public Sector

https://cyberstartupobservatory.com/
https://www.nyotron.com/
https://www.nyotron.com/wp-content/uploads/2018/11/Nyotron-piasc-Case-Study_1.pdf
https://www.nyotron.com/wp-content/uploads/2017/05/Nyotron-El-Al-Airlines-Case-Study.pdf
https://www.nyotron.com/solutions/industries/
https://www.nyotron.com/wp-content/uploads/2018/07/Nyotron-Haifa-University-Case-Study-July-2018RS_2.pdf
https://www.nyotron.com/solutions/industries/
https://www.nyotron.com/solutions/industries/
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04
Product in detail

Nyotron delivers a new type of automatic Endpoint Detection and Response (EDR) solution, 
minus manual threat hunting plus integrated prevention. Using the industry’s first OS-Centric 
Positive Security Nyotron strengthens laptop, desktop and server defenses. By automatically 
mapping legitimate operating system behavior, Nyotron’s PARANOID understands all 
normative ways that may lead to data or OS damage, such as file deletion, data exfiltration, 
encryption, persistence, MBR modification and more. PARANOID focuses on the finite set of 
“good” actions, making it completely agnostic to threats and attack vectors. No disk scanning, 
no signatures or machine learning. PARANOID works seamlessly with traditional anti-malware 
solutions to provide defense-in-depth protection against the most advanced attacks.

In summary, our customers benefit from:
• Future-proof protection from both known and unknown attacks
• Deep visibility into attacker’s activity
• Leveraging existing or built-in OS security capabilities instead of going through the 

risky and expensive rip & replace process

https://cyberstartupobservatory.com/
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05
How does it work?

Nyotron’s PARANOID takes advantage of the following premises:
• There is a small handful of Operating Systems out there
• Good behavior (intended functionality) of an Operating System is finite
• Operating Systems’ core functionality changes infrequently

PARANOID contains a static map of the entire legitimate behavior of the operating system 
related to file system, registry, IPC and networking. The map is based on Indicators of Integrity 
(IOI), which is a consistent evidence that precede a legitimate activity (e.g. file deletion). This 
deterministic approach does not have a concept of “bad” (only what is good) and hence is 
threat-agnostic. Deployed as a lightweight agent, PARANOID protects systems in real-time 
from both known and unknown malware, fileless attacks and more.

Meanwhile, Nyotron’s War Room provides deep visibility into attack’s source, methods and 
timeliness, arming security teams with relevant, precise intelligence.

https://cyberstartupobservatory.com/
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06
Key Benefits
• Protection from unknown and evasive threats that bypass anti-malware solutions 

on an organization’s laptops, desktops and servers

• Endpoint Detection and Response (EDR) without manual threat hunting and with 
integrated prevention

• Deep visibility into attack methods and timelines

• Replacement for traditional Application Control/Whitelisting solutions

Unique Differentiators

• Threat-agnostic protection without signatures or machine learning/AI
• Deterministic run-time defense without static file analysis or environment baselining
• Complements existing anti-malware solutions, requiring no rip & replace
• Supports air-gapped environments, requiring no updates or cloud connectivity

07
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09
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Rima Aristocrat
The Crucial Role of Education and 
Training in Cybersecurity

Rima Aristocrat is the founder of the 
Willis Cybersecurity Academy, the Veteran 
Friendly Transition Program, TeKnoWave 
Inc., with a focus on indigenous programs 
and primary founder of the Women in 
Technology Scholarship.

For over 150 years, Willis College has 
served Canada’s Capital Region by training 
the next generation of healthcare, business 
and cyber/network security professionals. 
Rima Aristocrat, President and CEO of Willis 
College, pioneered a new approach to skills 
training that engages prospective employers 
at the program development stage, 
injecting specific industry content right 
into the formation of the student’s diploma 
program. By tailoring diploma programs to 
specific industry needs, Willis College and 
the Willis Cybersecurity Academy have 
become a source of new talent that is 
helping to feed Canada’s largest IT hub in 

Ottawa and Kanata. Students use millions 
of dollars of proprietary equipment from 
industry partners such as Sophos, Fortinet 
and Check Point, which enables them to be 
job ready the moment they graduate, while 
at the same time positioning Willis College 
as the paramount talent pipeline for these 
growing companies and more.

What crucial role of 
education and training 
plays to address 
the skills shortage 
and to cope with 
unfilled specialized 
cybersecurity roles?

This is an area with a serious problem. 
We have too many universities in Canada 
running cybersecurity programs out 
of computer science and computer 
engineering schools with no background 
in the people, policy, and business aspects 
of cybersecurity. Cybersecurity is not 
computer science though we may use such 
people within our team. In order to make 
the best decisions about cybersecurity 
challenges and solutions, we need to think 
not only about how we are training, but 
also about who we are training.  

https://cyberstartupobservatory.com/
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As industry and academia turns its 
collective attention to addressing the 
talent gap in cyber and network security, it 
is vital that we broaden the scope of who 
can be trained for this field. 

Women, men, veterans, and individuals 
who are currently working in completely 
unrelated fields can be retrained for these 
important roles. Our industry needs 
dedicated, hardworking, well-trained 
people from all walks of life to fill the gap. 

It needs solid partnerships between 
experts and leaders in cybersecurity, 
academia, government and the community 
at large and consistent implementation 
of successful skills training models. Willis 
College and the Willis Cyber Security 
Academy are ready to help them make the 
leap forward.

Who is not and 
should be involved 
in cybersecurity 
education?

The digital divide is a serious epidemic 
for women. Millions of women are being 
denied lucrative careers due to lack of 
access to technological skills training.

 Meanwhile, researchers and industry-
focused publications are decrying 
cybersecurity talent shortages. 1 in 10 
women hold cyber roles in Canada. We 
can change that.  The military wants to 
increase the number of women enrolling 
in Canada’s Cyber Defence, and we are 
working with them to help do so. 

But to do that, we need to know why 

women aren’t joining cybersecurity 
training programs in the first place.  

Calian Ltd. and the Veteran Friendly 
Transition Program have teamed up to help 
figure out why. We can’t afford to have 
another generation of women excluded 
from an entire industry just because 
there’s a perception that cyber is only open 
to men. Now is the time to engage women 
in Canada’s Cyber Defence.  To find out 
more about this initiative, visit: 

www.cyberwoman.ca 

What role do our 
veterans play in 
cybersecurity? 

How about our veterans? How can we 
best transition them from military work to 
cybersecurity leadership roles, allowing 
them to maintain meaningful and gainful 
careers after their military services? 
Who can better defend our country 
than our veterans?  Veterans are familiar 
with offensive and defensive tactics that 
underpin the cybersecurity industry; 
they come with secret clearance and are 
committed to protecting their country.  

For the last 5 years, this is exactly what 
Willis College has been doing.  We have 
done so in partnership with global leaders 
in cybersecurity, committed members from 
our veteran community, with our veteran 
students and developed pilot program by 
veterans for veterans:  Veteran Friendly 
Transition Program www.vftp.ca  piloted 
from Willis College. We have implemented 
scholarships such as “Women in Technology 
and “A Soldier’s Hero” to allow new talent 
to access quality training. 

https://cyberstartupobservatory.com/
http://www.cyberwoman.ca/
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What can colleges like 
Willis College do to 
address the skills gap 
now and in the future?

Technical training curriculums must 
include both business and cybersecurity 
leadership skills and instructors must be 
trained, certified, and mentored by award-
winning subject matter experts in the field. 

These instructors must encourage 
students to complete both their academic 
and industry-recognized certifications, 
prepare them for job interviews, and 
learn about specific organizations 
they are applying for and be flexible to 
accommodate companies’ hiring needs. 

Training must lead to approved diplomas 
and industry-recognized certifications in 
the shortest possible period of time, but 
instructors must also prepare students be 
flexible and adaptable and to learn new 
skills quickly as they emerge in the field. 

We must also prepare students for 
an environment in which cybersecurity 
leadership is an organization-wide 
responsibility. Decades ago, it made sense 
to silo sales, marketing, operations, and 
security expertise in separate programs. 
In 2018, these silos are outdated, and 
ultimately each stream should include 
security as part of their mandate. Business 

schools should include cybersecurity as a 
component of their MBA programs, and 
Cyber programs should include business, 
communications and cybersecurity 
leadership training. Only with these 
combined will we truly be in a position to 
adopt robust security procedures across 
an organization.

What does Willis 
College do to close the 
digital  divide? 

At Willis College, we are committed to 
closing the digital divide not by just talking 
about it, but by actually doing something 
about it.  We do so by continuously 
piloting innovative training, abiding by 
and improving best practices and adapting 
programs based on lessons we learn 
through their delivery, our instructors’ and 
students’ field experience, and our network 
of industry leaders. For the last 5 years, 
Willis College has partnered with global 
leaders in cybersecurity from California, 
the United Kingdom and Israel, committed 
members from our veteran community, 
leading local and national Indigenous 
organizations, and subject-matter experts 
from curriculum development and 
employment services.

“We must also prepare 
students for an 
environment in which 
cybersecurity leadership is 
an organization-wide 
responsibility.” “ For the last 5 years, Willis 

College has partnered with 
global leaders in 
cybersecurity from California, 
the United Kingdom and 
Israel, committed members 
from our veteran community, 
leading local and national 
Indigenous organizations, and 
subject-matter experts from 
curriculum development and 
employment services.”

https://cyberstartupobservatory.com/
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Our recently established multivendor 
Willis Cybersecurity Academy, our 
CyberTrust initiative, and our Veteran 
Friendly Transition Program (VFTP) have 
been recognized worldwide. 

Willis College’s 66-week Cybersecurity 
Analyst program is the only Canadian 
program recognized by DND and the 
Canadian Armed Forces.  

On the cybersecurity leadership side, we 
have incorporated global award-winning 
author Dr. Mansur Hasib’s best-selling 
book, Cybersecurity Leadership: Powering 
the Modern Organization. Dr. Hasib has 
also trained our cybersecurity instructors 
in delivering his 2-week courses on this 
same topic as part of our Cybersecurity 
Analyst diploma program.  

Final Thoughts? 

The cybersecurity world is primarily 
people-powered and in a state of perpetual 
innovation. Human problems call for a 
human solution, as well as a capacity for 
flexibility and constant adaptation to new 
realities. As industry and academia turns 
its collective attention to addressing the 
talent gap in cyber and network security, it 
is vital that we broaden the scope of who 
can be trained for this field.  Willis College 
and the Willis Cyber Security Academy 

are ready to help them make the leap 
forward. I would recommend and welcome 
everyone to look at the best practice 
model currently unfolding through our 
Willis College, Willis CyberTrust, VFTP, 
and TeKnoWave Indigenous Education 
Academy partnership, and to use it as the 
Canadian best practice model.

Cybersecurity Leader of the 
Week

Hall of Fame

Rima Aristocrat
President and CEO, Willis College

“ The cybersecurity world is 
primarily people-powered and 
in a state of perpetual 
innovation. Human problems 
call for a human solution, as 
well as a capacity for 
flexibility and constant 
adaptation to new realities.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/hall-of-fame/
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Dr. Mansur Hasib 
Thoughts on Cybersecurity

Award Winning Cybersecurity Leader, 
Author, and Media Commentator

Program Chair, Cybersecurity 
Technology, The Graduate School

University of Maryland University 
College (UMUC)

State University - Global Campus

 In 2017 at a ceremony in Austin, TX, 
(ISC)2 named Dr. Mansur Hasib a “Rock 
Star” of cybersecurity and presented 
him an electric guitar along with the 
(ISC)2 Americas Information Security 
Leadership Award (ISLA) for leading 
the implementation of the Master of 
Science in Cybersecurity Technology 
degree program at University of Maryland 
University College (UMUC). In 2018 

the Global Cyber Startup Observatory 
based in Europe inducted Dr. Hasib into 
the Hall of Fame. In 2018 SC Magazine 
awarded UMUC Best Cybersecurity Higher 
Education Program award.

Dr. Hasib also won the 2017 
Cybersecurity People’s Choice Award 
and the 2017 Information Governance 
Expert of the Year Award. He has 30 years 
of experience leading organizational 
transformations through digital 
leadership and cybersecurity strategy in 
healthcare, biotechnology, education, and 
energy. He served as Chief Information 
Officer for 12 years. His seminal book 
Cybersecurity Leadership (available in 
ebook, paperback, and audio) has been 
widely acclaimed by practitioners and 
scholars alike and is listed among the best 
IT and cybersecurity books of all time. 
In 2013, as part of his doctoral work, Dr. 
Hasib conducted a national study of US 
healthcare cybersecurity and published 
the book Impact of Security Culture on 
Security Compliance in Healthcare in the 
USA and became one of the first few in 
the world to earn a Doctor of Science in 
cybersecurity.

Additionally, with a Bachelor’s degree 
in Economics and Politics and a Master’s 
degree in Political Science, Dr. Hasib brings 
a unique interdisciplinary perspective to 
anything he discusses. Dr. Hasib enjoys 
table tennis, comedy, and travel and has 
been to all 50 states of the USA.

https://cyberstartupobservatory.com/
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Follow him on Twitter @mhasib or 
LinkedIn: 

www.linkedin.com/in/mansurhasib. 

To access more content or to contact 
Dr. Hasib, visit: 

www.cybersecurityleadership.com

A lot of your work, writings, 
interviews, books, and 
conference presentations focus 
on Cybersecurity Leadership. 
Why do you focus on this topic? 
Why is it important?

An organization’s cybersecurity 
strategy involves people, policy, and 
technology. The organization must also 
innovate perpetually. People are the source 
of innovation. People select technology. 
People configure technology. People teach 
others to use technology. Innovation must 
focus on organizational mission without 
being helter-skelter. Cybersecurity leaders 
hire the right people, groom the right 
people, and inspire them to innovate for 
the organization. They also build other 
leaders, so an organization can be run by 
the brains of all people in the organization 
instead of one.

The United States appears 
to have suffered from a wide 
range of breaches. What in your 
opinion is the primary cause of 
this?

The cybersecurity strategy in half of 
the US organizations are done by Chief 

Financial Officers. These organizations 
may or may not have a Chief Information 
Officer or Chief Information Security 
Officer. Even when they exist, they are 
usually overruled by the Chief Financial 
Officer based on budget limitations. That is 
like a bus driver driving an airplane without 
a flying license. My analysis of all major 
breaches shows a lack of leadership and 
governance.

We also hear of a skills shortage 
in the US cybersecurity industry. 
Many jobs are unfilled. How can 
we overcome this?

This is another case of misguided 
leadership. In pursuit of lower priced 
workers, Chief Financial Officers with the 
mantra “do more with less” have combined 
multiple jobs into one resulting in hard 
to find people, on top of that they have 
maintained compensation at extraordinary 
low levels. I know of cases where a person 
with a Master’s degree in cybersecurity 
was being offered $20 an hour. This is 
not a skills gap but a compensation gap. 
Qualified people are worth more because 
they produce more. Hiring unqualified 
people at below market pay never works as 
a strategy.

“ I know of cases where a 
person with a Master’s 
degree in cybersecurity was 
being offered $20 an hour. 
This is not a skills gap but a 
compensation gap. Qualified 
people are worth more 
because they produce more.
Hiring unqualified people at 
below market pay never 
works as a strategy.”
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What are your thoughts on Cybersecurity education?

This is another area with a serious problem. We have too many universities in the 
US running cybersecurity programs out of computer science and computer engineering 
schools with no background in the people, policy, and business aspects of cybersecurity. 
Cybersecurity is not computer science though we may use such people within our team.

Cybersecurity Leader of the Week

Hall of Fame

Dr. Mansur Hasib
Global Award Winning Cybersecurity and Healthcare Leader
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https://cyberstartupobservatory.com/cyber-startup-observatory-dr-mansur-hasib-cybersecurity-leader-of-the-week/


Leadership

Anyck Turgeon 
Executive CISO, M-CAT, Board Member, & Global 
Cyber-Security, Privacy & Resiliency CIO Leader, 

IBM



www.cyberstartupobservatory.com Cyber Startup Observatory US 112BACK TO CONTENTS

Anyck Turgeon 
Executive CISO, M-CAT, Board Member, & Global Cyber-
Security, Privacy & Resiliency CIO Leader, IBM

With more than 25 years of technology 
innovation and security expertise, Anyck 
Turgeon has served for the past 15 years 
as a Chief of Information (CIO), Execution 
(CEO), Marketing (CMO), Risk (CRO), 
Strategy (CSSO), Business Security 
(C-BISO & CISO) and management leader 
for public and private companies including 
IBM, M-CAT Enterprises, CoreClean 
Group, Crossroads Systems and Oracle 
Corporation.

Leveraging her global security 
experience in IBM C-BISO – CIO / CISO 
offices, Anyck ensured seamless and 
continuous availability of all digital 
resources for 500,000+ humans in over 
194 geographies. In addition to protecting 
6 Million devices at the #1 oldest high-tech 
company in the world (IBM) carrying the 
#1 largest amount of intellectual property 
(IP by number of filed patents) in the world, 
Anyck has been a true security leader 
generating over $3 Billion in revenues 
and resolving an excess of $3 Billion 

in crimes.  She now acts as IBM’s new 
global chief cyber-resilience & security 
evangelist whereas she is designing and 
generating awareness about IBM’s latest 
suite of solutions to ensure the business 
resilience of customers worldwide.

After studies in music and international 
relations (economics and law), Anyck 
started her career at the heart of the 
Canadian financial industry – at the Ontario 
Securities Commission, the Toronto Stock 
Exchange and Toronto Dominion Bank / 
Visa Center.  Her keen interest in enterprise 
solutions led Anyck her to acquire formal 
computer, security, corporate finance, 
data science and executive management 
training resulting in the development and 
deployment of $4.6+ Billion solutions in 
data management, security, privacy & 
analytics at Global 1000 & Fortune 500 
(GM, Chevron, Nike, CIBC, CCPEDQ, Alcan, 
Docomo, UKHL, NASDAQ.) As an average, 
Anyck delivered innovative security 
solutions at 45 percent of competitive 
costs, resources and time estimates.

The recipient of more than 40 U.S. and 
international industry recognitions, Ms. 
Turgeon expanded her studies in corporate 
finance, management, data science and 
artificial intelligence at numerous leading 
schools including Harvard, UT, Berkeley, 
Stanford and York universities. She holds 
six licenses, 15 certifications and 16 IBM 
professional badges.
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Most recently, Anyck has been 
developing new Agile Security & Risk 
Management training programs and 
solutions.  She is now focused on 
Information Technology (IT) / Operational 
Technology (OT) / Industrial Internet 
of Things (IIoT) integrated solutions 
to ensure that critical infrastructure 
(including FSS, Oil & Gaz, Utilities & 
Energy, Manufacturing, Healthcare, 
Government, Communications) have the 
right amount of cyber security, business 
resilience, recovery, crisis management 
and continuity solutions. Her main 
objective is to empower businesses to 
strive while over-coming the upcoming 
tsunami of cyber-wars and cyber-attacks.

The job of CISO is never going 
to be an easy one, no matter 
what you do. The bad guys only 
have to be right once. How do 
you deal with that? It seems like 
an impossible challenge.

THE LATEST IMPOSSIBLE CHALLENGES 
& SOLUTIONS:

LETHAL OT/IoT EXPOSURE & 
PERVASIVE SECURITY 

A new major trend that makes cyber-
challenges more difficult than ever 
before is the pervasive and lethal cyber-
exposure of operational environments 
and IoT devices – particularly Industrial 
Internet of Things (IIoT) Since these 
environments are either 15+ years old 
and never updated/patched or were not 
conceived with security-by-design, they 
are our weakest security links.  This is 
particularly true upon dealing with more 
complex attacks (like the uprise in cocktail 

malware), trail-disposed wipeware and 
more politically-driven cyber-attacks (like 
from Nation-States). Organizations need 
now to think about end-to-end integrated 
security of all devices (not just traditional 
information technology environments) in 
an orchestrated, intelligent / cognitive and 
automated manner.

CYBER-HIRING PRACTICES & INSIDER 
THREAT COUNTER-MEASURES 

Further, the  practice of hiring new, 
foreign, lower-level tech security 
resources may appear great on quarterly 
financial reports at first, but, it carries 
a much greater longer-term penalizing 
cost.  Did you know that analysts report 
that over 50% of staff are now willing 
to sell their current employment sign-in 
credentials (e.g. user id and password) for 
less than $1000 to cyber-criminals?  As a 
result, we are now dealing with a massive 
silent up-rise in insider threats whereas it 
is currently more lucrative for employees 
to crypto-mine than work. 
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Top cyber-security professionals are 
recruited now straight out of schools at 
cyber conferences and by organizations 
such as peer activists / ideological groups 
(like aggressive hedge-fund investors), 
dark market organizations (like dark web 
exchanges) as well as Nation-States.

As the financial benefits typically 
outweight potential penalties and since it 
is estimated that current tools only detect 
13 percent of cyber-crimes, companies 
are infested with trusted and enabled 
resources that compensate themselves at 
the expense of the future of companies. 
As crypto-environments get patched, 
organizations should implement various 
preventive and corrective measures to 
much better deal with current and future 
insider threats.

CYBER-RESILIENCE NOW TO 
OVERCOME TODAY’S “WHEN” CYBER-
ROULETTE 

Not only are top-tier talents making 
more money crypto-mining organizations, 
these organizations often fail to even 
detect or remediate misuse of resources. 
In fact, 6 out of 7 cyber-attacks today go 
undetected according to Nuix.  Failure to 

adequately invest in enterprise security, 
hire and compensate cyber talents, 
implement continuous cyber hygiene 
activities, convert cyber-risk to enterprise 
risks properly and the lack of sensible 
cyber-resources have successfully shifted 
the cyber-posture of organizations from 
“if” to “when” the official “cyber-boom” will 
take place.

Since current cyber-security measures 
do not suffice and budgets are limited, 
organizations like the World Economic 
Forum (WEF) and US Department 
of Homeland Security (US DHS) now 
recommend to corporate executives, 
board members and security staff to focus 
on cyber-resilience.

PASSIONATE CYBER LEADERS 
WANTED 

What initially attracted me to the Chief 
Information Security Officer (CISO) role 
was the opportunity to deliver innovative 
solutions to attack-ready environments.  
Unless you are passionate about life, 
technology and pushing yourself daily 
towards making tomorrow’s world better, 
this career does not make sense: high-
turnover rate, high ratio of heart attacks 
and 24/7 on-duty responsibilities.  One 
needs to continuously learn and be 
passionate about doing the right thing for 
a better future for all parties globally.

EXCITING, NEW SECURITY 
INNOVATION FOR ENTIRE CYBER-
BREACH LIFECYCLE  

We are now entering an even more 
challenging stage of innovation that 
involves business resilience, quantum-
computing, artificial intelligence, 
contextualization and by-design security. 

“Top cyber-security 
professionals are recruited 
now straight out of schools 
at cyber conferences and by 
organizations such as peer 
activists / ideological 
groups (like aggressive 
hedge-fund investors), dark 
market organizations (like 
dark web exchanges) as 
well as Nation-States.”
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Today’s CISOs, C-level leaders, 
board members, security experts and 
organizations need to learn about, 
understand and become responsible for all 
activities that are part of an entire cyber-
breach lifecycle (e.g. including resolution 
beyond recovery).  All communities that 
are related to digitalized organizations 
need to start by prioritizing crown jewels 
and find ways to ensure zero-downtime 
orchestrated practices that will cover all 
stages of cyber-crimes.  From the National 
Institute for Standards and Technology 
Cyber-Security Framework (NIST CSF) 
of Identify to Recovery 5 phases to the 
complete legal resolution and handling 
of persistent reputational damages, 
organizations need to arm themselves for 
the upcoming AI-powered cyber-wars to 
cover all stages of cyber-breaches lifecycle.

CONTINUOUS INNOVATION & 
RESEARCH 

To make the impossible possible, 
one needs to be ready for all scenarios, 
continuously search for innovative 
approaches/solutions and dedicate time to 
learn about cyber-developments every day.  
The next generation of C-level executives 
will definitely have to be completely 
fluent in cyber-breaches and risks so they 
can render the proper decisions in times 
when corporations will have to deal with 
breaches daily – given the growing area of 
cyber-exposure.

THE NEW CROs: CHIEF RESILIENCY 
OFFICERS 

Chief Risk Officers have raised to be 
predominantly important in the financial 
industry.  Yet, as a larger spectrum of 
organizations will need to ensure business 
resilience at zero-downtime, one can 

anticipate that the new CRO will be the 
Chief Resiliency Officer.

While analysts reports that current 
tools can only predict 13 percent of 
cyber events, I am hoping that quantum-
powered contextualization will eventually 
enable us to better approach and predict 
cyber events.  With billions to trillions 
of attacks daily, we need automation, 
artificial intelligence and quantum-
powered security so analytics can be 
performed against embedded forensics.  
Corporate executives in all roles needs to 
become fledged about their cyber-posture 
continuously, be held responsible and 
report quarterly about the organization’s 
cyber-risk tolerance as well as about key 
metrics like Recovery Point Objective 
(RPO), Recovery Time Objective (RTO), 
Mean Time to Containment (MTTC), 
Mean Time to Identification (MTTI), Mean 
Time To Response (MTTR), Mean Time to 
Recovery (MTTR+), etc.

Cyber-resilience is a new practice 
that requires the involvement of all 
hired resources in a company (e.g. 
corporate communications, operations 
/ infrastructure, physical security, 
development, sales, information 
technology, finance, risk management, 
etc.). 

“Cyber-resilience is a new 
practice that requires the 
involvement of all hired 
resources in a company 
(e.g. corporate 
communications, operations 
/ infrastructure, physical 
security, development, sales, 
information technology, 
finance, risk management, 
etc.).”
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Starting by focusing on the readiness 
of corporate executives is important but, 
all parties should be involved in cyber-
event practices on a frequencly basis to 
ensure the cyber-survival of a company.  
Just like companies spend time and energy 
preparing for physical events (e.g. fire 
drills), organizations need to know what to 
do in case of pervasive cyber-attacks.

Appointing a Chief Resilience Officer 
(CRO) is going to be most important as 
this is the person responsible for the 
management of all internal and external 
activities (including communications) 
upon cyber to physical threats that can 
impair the continuity and survival of 
organizations.

In supplement to Chief Information 
Security Officers (CISOs) that are 
responsible for the security of all 
information, organizations now need a 
new type of C-level executive that sits at 
the executive boardroom, participates in 
board committees, is fledged in delivering 
quantitative data about the cyber-posture 
of organizations externally as part of 
financial reporting and that is equipped 
to deal with cyber-Armageddons. The 
implementation of cyber resiliency offices 
in corporations is the first step towards a 
successful future.

If I gave you an extra Dollar, 
how would you spend it on 
cybersecurity?

Quantum AI-powered contextual cyber 
resilience.

As a result of protecting the assets of 
technology and financial organizations, 
I have had the privilege of working with 
more than 1,500 products. Analysts report 
that CISO organizations typically use 30-
40 products from at least 6-10 different 
vendors. So, when a cyber-breach take 
place, it is also important to coordinate with 
3rd party software and consulting partners.  
Given the increasing amount of complexity, 
orchestration is now becoming a key 
requirement as part of all organizations.  
In addition to ensuring to CISOs focusing 
on identification, prevention and detection 
tools, organizations now need ways to 
ensure coordinated response, recovery 
and full resolution.

At this point, did you know that 
analysts are reporting that 66 percent of 
organizations are allegedly not prepared 
to respond to cyber incidents?  How many 
organizations are able to provide evidence 
of cyber-resiliency to their investors and 
partners on a quarterly basis for their 
entire digital portfolio? Did you know that 
according to the Association of Certified 
Fraud Examiners (ACFE), less than 25 
percent of cyber fraud cases reach any 
form of recovery? Cyber-recovery being 
a much more challenging environment 
to deal with given hacker’s common 
practice of  deleting trails, investing in 
cyber-prevention is very wise, yet, will 
not necessarily suffice to ensure full 
cyber-resolution (which can also lead to 
corporate destruction).

“Appointing a Chief Resilience 
Officer (CRO) is going to be 
most important as this is the 
person responsible for the 
management of all internal 
and external activities 
(including communications) 
upon cyber to physical threats 
that can impair the continuity 
and survival of organizations.”
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Investment in orchestrated cyber-
resilience is going to be key to corporate 
survival.

Because executive decision-makers and 
high-tech security professionals are often 
fired as a result of a major cyber-incident 
or mishandling of a breach, organizations 
will benefit from the power of intelligent 
orchestration technologies.  According to 
recent Recorded Future as well as white 
hat Dark Web professionals, it appears that 
hackers are certified professionals that 
operate as trusted time-bombs that have 
already penetrated most organizations. 
Insider threat is live and doing well.  In 
fact, most cyber-hacking monitoring 
organizations report that organizations 
are plagued today with insider threats 
performing crypto-mining as a secondary 
source of revenue while working at 
corporations. 

It is only a matter of time before 
unsuccessful professional crypto-miners 
resort to ransomware as a means of paying 
their bills.  Therefore, Chief Information 
Security Officers, Chief Risk Officers and 
Chief Resiliency Officers will be wise to 
prepare for the predicted rise in ransom-
based cocktail malware and more lethal 
cyber-attacks. 

Simple cyber-crimes are disappearing 
as millions are being spent by Nation-
States in digital attacks. Our latest wave of 
cyber-attacks, AI-based cyber-destruction, 
require organizations to equip their IT, 
infrastructure, compliance and security 
departments to continuously prepare and 
coordinate efforts.  Get ready today to 
deal with cyber-attacks with runbooks, 
forensic-based recovery tools, trained 
communities and orchestrated workflows. 

To accomplish this goal, ensure that 
your team goes to reputable 3rd party 
cyber ranges at least twice to four times 
a year. Investing any extra money into 
these cyber-response efforts will generate 
great return-on-investment (ROI) as 
well as save jobs and, potentially, ensure 
corporate survivals (of your organization 
and all other associated members of your 
community). Several years ago, I met 
with a Tibetian monk that advised me to 
develop compassion as a key skill towards 
my successful future.  Who knew that he 
anticipated that I would become a CISO / 
CRO?

How important is it to have 
the CEO thinking that security 
matters?

The consequences and costs related to 
cyber breaches (like the US IRS, Equifax 
and Target) clearly demand security be a 
top priority for all C-level decision-makers. 
In fact, all organizations hiring executive 
decision-makers should require and test 
the IT-literacy of all executive and board 
member prospects. All C-level decision 
makers and board members should 
now be fluent in cyber-security, privacy, 
governance/risk management/compliance 
as well as resiliency.  The reason why such 
higher-level of literacy is required is that 
when breaches take place, executives 
must already know the consequences 
of all approaches and render immediate 
decisions that will greatly impact the 
present and future of their organizations 
as well as all related parties.
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Newer regulatory requirements 
(like Safe Harbor – Appendix J) are 
emerging daily and, now include air-
gapped cyber resilience, and security-
related requirements. Such concepts as 
pseudonymization, encryption, security 
zoning and recovery metrics should well 
be understood by all corporate decision-
maker as evolving laws. 

The conversion of current cyber-risk by 
management gets often lost in translation 
(e.g. cyber-risks are very under-evaluated). 
Due to the level of current executive 
computer low-literacy, cyber-risks are 
in majority evaluated as medium to low 
enterprise risks.  As corporate decision 
makers get to understand the full-spectrum 
of the cyber-challenges they deal with and 
eventually have to report quarterly on 
their cyber-posture more closely as part 
of earning calls, we should see a shift in 
approaches to cyber challenges towards 
quantum-powered contextual security and 
orchestrated resiliency.

As I have been a CISO for 15+ years, 
I understand the high-turnaround of my 
peers with an average of 1 year per CISO 
position.  My personal average has been 
a defying choice-based engagement of 
5 years so, I strongly recommend being 
strategic and futuristic as part of any 
future CISO/CRO’s professional success.  
As numerous organizations have not learnt 
yet how to prioritize or assess properly 
the extent of their cyber-liabilities, the 
CISOs and CROs of tomorrow will need 
to embrace tomorrow’s technologies at a 
faster paste than ever.  This means faster 
cycles of engagement, continuous learning 
and new cyber-mitigative approaches.  
Cyber-insurance coverage has also been 
slow in offering solutions that can properly 
protect organizations, so this is an area 
with great room for improvements which 

will also be fascinating for all corporate 
decision makers. 

As one of the few security professionals 
that has been both a Chief Information 
Security Officer (CISO) and a successful 
Chief Executive Officer (CEO) at several 
organizations, I can attest that knowing 
about security has been a strategic 
differentiator which is gong to become 
critical for striving corporations.  We all 
know of examples of CEOs that recently 
had to quickly learn about security 
and privacy such as Facebook Mark 
Zuckerberg. 

Several universities, C-level associations 
and organizations are now requiring 
upcoming C-level executives to become 
fledged in discussing and managing all 
kinds of cyber-security challenges. Yet, 
there is abundant room for growth in 
executive cyber-training.  Skills like global 
communications (including on the Dark 
Web), financial e-valuation assessments 
and multi-tier community execution 
management are essential for executives 
and other resources that need to learn 
about best activities for their organzations 
throughout the entire lifecycle of cyber-
incidents – particularly, on how to deal 
with educating the media.  

“I can attest that knowing 
about security has been a 
strategic differentiator 
which is gong to become 
critical for striving 
corporations.  We all know 
of examples of CEOs that 
recently had to quickly learn 
about security and privacy 
such as Facebook Mark 
Zuckerberg. 
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A new level of maturity about cyber-
incidents need to take place as recovery 
is not the final step but remains a critical 
phase towards full cyber-resolution 
management.

It is critical for corporate decision 
makers and CISOs/CROs to focus extra 
time on the more lethal threats and 
vulnerabilities – such as the increasing 
Operation Technology (OT) cyber security 
challenges. For example, while the Evil 
Twin / Triton attack was not designed 
to shut down Saudi Aramco petroleum 
manufacturing plants, it opened the door 
to incredibly much more challenging 
areas of new vulnerabilities. As the safety 
& controller systems were attacked 
simultaneously, this attack allegedly had 
the potential of killing millions of people as 
well as starting a cyber-World War III.

As seen with Triton as well as the 
Ukraine shutdown, Nation-State attacks 
are on the rise.  With the new era of AI-
powered attacks and vulnerable IoT 
devices, organizations can no longer 
address all threats.  They need to focus 
on economically-motivated cyber-

challenges by order of priority starting 
with corporately destructive ones. Access 
by corporate executives to real-time 
dashboards about their cyber posture 
is necessary to ensure risk evaluations 
are elevated in a timely matter through 
intelligent analysis.  Further, as cognitive 
cyber-analysis becomes necessary, all 
cyber-risks analysis should go beyond 
the standard 2-level dimensions (e.g. 
typically impact and probability). I have 
witnessed that organizations performing 
a 5 priority levels by 9 dimensions (instead 
of the standard 3*2) analysis are better 
positioned to ensure business resiliency.

Also, given the digital transformation 
that is taking place inside most 
organizations, CEOs have to enable 
their entire organizations to convert 
faster development and enhancement 
– using tools like the Agile Security & 
Risk Management (ASRM) practices and 
SASSies (Scripted Agile Security Stories 
– conceived by the brilliant IBMer Peggy 
Mayfield. 

If forecasts are remotely accurate that 
50 percent of the Global 100 will be out 
of business by 2020 due to inappropriate 
handling of cyber-attacks, CEOs and 
other executive decision makers can no 
longer ignore cyber-threats and the need 
to prepare for business resiliency. CISOs 
and Chief Resiliency Officers should sit 
on executive boards and provide tools as 
well as education to all C-level executives, 
board members and corporate staff so all 
know how to handle the upcoming cyber-
storms.

“It is critical for corporate 
decision makers and 
CISOs/CROs to focus 
extra time on the more 
lethal threats and 
vulnerabilities – such as 
the increasing Operation 
Technology (OT) cyber 
security challenges.”
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Learning by example – such as prepping 
to testify in front of US Congress, dealing 
with cyber-inquiries by the media, 
knowing how to best handle ransom 
demands, collaborating critical cyber-
details upon cyber-threats with federal 
law enforcement communities and 
participating in on-going cyber-hygiene 
efforts – are some of the activities that 
decision-makers as well as entire corporate 
communities need to train for together, on 
a regular basis.

What advice do you have for 
security leaders?

Build comprehensive real-time 
dashboards with alerts that you can access 
from any location, 24/7. Also, increase your 
knowledge and stay informed by dedicating 
at least one hour per day learning about 
new resiliency methodologies and 
technologies – including a minimum 
of 15-30 minutes daily to review the 
latest cyber threats and legal/regulatory 
developments. 

Acquiring university credentials 
and a few industry certifications is no 
longer sufficient.  Get prepared to deal 
with today’s and tomorrow’s threats by 
empowering your entire organizations 
with the best of cyber-skills.  Ensure that 
your learning focus includes automated 
counter-threats solutions (for example, 
against IMSIs), business resiliency and 
find ways to implement more modern 
technologies such as blockchain, quantum 
computing and augmented reality. 

Participating in activities like 
hackathons, hacking conferences (like 
Black Hat) and volunteering to help protect 
charities against cyber-attacks are some of 

the ways in which security leaders can use 
to upkeep their hands-on cyber-skills.

The biggest threat to your 
institution is already inside the 
building. Studies show that 
60 percent of cyber-attacks 
come from inside the company. 
What are the key strategies to 
address this challenge?

During this era of globalization, 
staffing and outsourcing trends (to 
lower compensation levels) have made 
organizations more susceptible to criminal 
activities.  

As cyber-crime has been becoming 
more appealing, exciting, opportunistic, 
rewarding and lucrative, it is no surprise 
that insider threat is on the up-rise and 
6 out of 7 hackers claim that their illegal 
cyber activities are never detected due 
to extensive usage of cyber-trail deleting 
tools.  So, as it is common knowledge that 
insider threat is already pervasive and 
very active within most organizations, it 
is surprising that corporate executives 
still believe that serious cyber-threats are 
only threatening other companies (like 
their competitors).  Not only is it immature 
to make such uneducated assumptions 
about the current level of cyber-risks, it 
is also irresponsible for organizations to 
have their internal security departments 
go through cyber-readiness assessments.  
In times of cyber-attacks, all jobs are on 
the line so cyber-preparation should be 
pervasive – especially against insider 
threats.
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Cyber-reporting & rewarding programs 
(like bug bounty) should be deployed (even 
via physical anonymous recommendation 
boxes).  On-going internal investigations 
should be completed by professional 
cyber-investigators as few organizations 
are able to properly address cyber-
resolution. 

It is also important to enhance 
anomalistic behavioral detection, capture 
& maintain metadata for 7+ years, employ 
forensics cyber-investigator fledged on 
dark web searches and enhance corporate 
controls.  These are few practices amongst 
many – to assist organizations improve 
their cyber-posture.  Hiring a proven CISO 
and a knowledgeable Chief Resiliency 
Officer will help strive while deterring 
unwanted threats. Gaining a much better 
understanding of one’s enterprise risk 
posture is critical and the more background 
is available, the more automation and 
orchestration will be beneficial.

Upon a recent SINET Innovation event, 
it was reported that Artificial Intelligence 
(AI)-automated immune systems were 
able to complete over 6 times more 
analysis and come down to 84 percent 
of the same decisions as humans.  It was 
also reported that humans encountered 
a 14 percent error rate in cyber-analysis 
over the remaining 16% of cases whereas 
machines reached 3 percent (at the SOC 
1&2 analysis layer).  As we progress to 
cognitive security, we should also see the 
composition of security organizations 
change with time. 

As another example of how humans can 
fail whereas machines have currently been 
trained to process in an unbiased manner 
(without by-passing controls), one needs to 
site the current challenge of lack of proper 

cyber-segregation. In most corporations 
today, separation of duties (SOD) is not 
properly implemented – whereas access 
controls and architectural zoning are 
poorly and loosely implemented.  Worst, 
these areas of cyber-weakness are also 
rarely updated.  As employees are provided 
with new roles and responsibilities, least-
access privileges are rarely implemented 
(like revoking rights that no longer 
serve the employees in their new roles).  
Even if one becomes familiar with their 
colleagues and is expected to trust them, 
it is important for security professionals to 
understand that we are all human and that 
erring is to be expected.  It is therefore 
more difficult to implement these changes 
as often poorly managed. 

As no emotions are involved with 
computers (at least not for now), it is 
easier to ensure cyber-segregation and 
have decisions based on untampered 
facts.  It has already been proven that 
much better solutions at a faster rate can 
be rendered as contextualization gets 
to be implemented.  With the assistance 
of quantum computing, prevention and 
deterrence against internal threats may 
become a problem of the past as we train 
SOC decision-making systems. Today’s 
SOC analysts will therefore be able to get 
elevated to much more important roles 
that will then offer much more excitement 
and intellectual stimulus.

“With the assistance of 
quantum computing, 
prevention and deterrence 
against internal threats 
may become a problem of 
the past as we train SOC 
decision-making 
systems.”
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In the meantime, implementing 
mandatory interactive cyber-ethics 
training (from law abiding resources 
without criminal backgrounds) and 
implementing common insider threat 
deterrence practices (like encryption, 
mobile device management (MDM), 
employee & device monitoring, data 
leak prevention (DLP), timed centralized 
logging/reporting, transition from BYOD 
to IT-managed devices, centralized account 
management, automated inventory 
management, enforced mandatory & 
frequent backup/archiving practices and 
anonymous reporting programs) are all 
important steps towards a better business 
resilience and longevity.

How can CISOs balance security 
and innovation? And How could 
we address the perception of 
cybersecurity holding back the 
business?

Dealing with billions of daily cyber-
attacks with increasing rates of new 
variations and types of threats and 
vulnerabilities requires continuous 
innovation.  Analysts are predicting that 
given today’s poor cyber-postures, and, 
given the poor capture rate (1 in 7) of cyber-
criminal activities, small to large businesses 
now need to prepare for trillion of cyber-
attacks daily. Did you know that analysts 
report that 50% of small businesses 
experiencing cyber-breaches are likely 
not to be able to survive?  Organizations 
embracing security innovation like Agile 
Security & Risk Management and new 
resilience solutions, will gain such business 
resilience differentiation that it will soon 
be possible to predict the industry leaders 
of tomorrow.  

Cybersecurity staff need to become 
enablers to all corporate community 
members (including bloggers, partners, 
reporting law enforcement agencies 
and suppliers) so all can be aligned to 
jointly respond to cyber-incidents.  By 
providing new approaches and tools that 
enable customers to focus on their key 
business activities while the new solutions 
automate the larger portion of deterrence, 
detection, response and recovery.  The 
perception that cybersecurity is holding 
back businesses is an old adage that is 
the result of failing to continuously learn, 
implement new solutions, share cyber-
responsibilities and cyber-innovate.

As companies are dealing 
with much more complex and 
overwhelmingly frequent cyber 
challenges, executives, security 
professionals and business teams 
need to re-evaluate risks with 8 
to 10 dimensions at a minimum 
of five levels of risk evaluation.  
Further, they need to protect 
their organizations by proactively 
testing and practicing post cyber-
attack response, recovery and 
resolution.

Executives need to gain 
access to real-time cybersecurity 
dashboards and be fluent on 
how to best communicate about 
different types of cyber challenges 
to employees, investors and 
financial/business press plus 
analysts.  
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The new generation of cyber 
professionals also needs to 
maintain very technical skills – 
including coding and data science 
analytics while all decision 
makers and members of the entire 
corporate community need to 
become cyber-resiliency literate.  
Employees at all levels need to 
learn to detect cyber-criminals 
and executives need to be 
continuously preparing for critical 
cyber-challenges and focus on 
ensuring business resiliency. 

I have been privileged to 
work with some of the brightest 
minds in the industry over the 
past decades and be pushed to 
continually learn so I can keep 
up with the latest generations 
of cyber-challenges. I strongly 
recommend learning about all 
aspects of cyber-breaches for all 
employees (particularly C-level 
executives) – including cyber-
insurance, cyber-lawsuits, cyber-
deterrence, counter cyber-attacks 
and, most importantly, cyber-
resilience. 

Developing communities of 
cyber-allies (starting with law 
enforcement but extending with 
all other parties – including 
competitors) and expanding 

cyber-attack communications 
to trusted outside entities is a 
very critical task that all cyber 
professionals need to implement.  

Never trust; rather, always start 
from a limited access position.  To 
meet today’s latest challenges, top 
executives to employees, partners, 
suppliers, board members, etc. 
should start with cyber-resilience 
as their first order of priorities 
since keeping business going and 
striving against cyber-threats 
must now be everyone’s top 
priority. Share your passion daily 
against cyber-criminals!

Hall of Fame
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01Company Description
ThetaRay is a leading Artificial Intelligence & big data analytics company, helping 
financial organizations, cybersecurity divisions and critical infrastructure become 
more resilient and seize opportunities. Its advanced analytical solutions operate with 
unprecedented speed, accuracy, and scale, enabling clients to manage risk, detect 
money laundering schemes, uncover fraud, expose bad loans, uncover operational 
issues and reveal valuable new growth opportunities.

Company Name: ThetaRay Inc.
Founded: 2013
Employees: 65
Web: www.thetaray.com 
Headquarters: New York, NY, USA

02Company Information
Other Offices: 
• Israel - International HQ
• UK - London
• Singapore
Key Target Verticals: Financial 
Institutions, Insurance, Industrial IoT, 
Critical Infrastructure and Cyber Security

03
The Product

Product Category: 
• Artificial Intelligence
• Detection & Prevention
• Fraud Detection

Product Stage: released, production
Product Names and Brief Description:

• ThetaRay for AML
• ThetaRay for Fraud Detection
• ThetaRay ATM Security
• ThetaRay for Preventive Maintenance

Customer Footprint

Relevant Public Success Stories per 
Key Target Vertical: 

• Financial Services
• ABN AMRO, OCBC Bank

• Critical Infrastructure
• Manufacturing
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04
Advanced Analytics Platform Powered by Artificial Intelligence

ThetaRay’s patented technology encompasses over two decades of academic 
research designed to uncover unknown unknowns. This approach employs AI and 
machine learning, notably Intuitive AI, to isolate problems that are hiding in plain site—
buried beneath big data, concealed in slow systems, and out of reach of the most 
sophisticated business rules. Proprietary core algorithms are packaged into ThetaRay’s 
enterprise-grade hyper-dimensional multi-domain™ big data platform. 

How does it work?

ThetaRay’s Financial Crime Detection and IoT solutions are built on our big data 
analytics platform as end-to-end products supporting all aspects of the big data 
anomaly detection process; from data processing and storage to anomaly detection, 
forensics and case management.

• Unmatched Detection Performance – to detect unknown risk 
• Industry low false positive rate - to reduce operational costs
• Intuitive AI – to eliminate human bias from detection process
• No “black box” - clearly explained results
• Automated detection - no training, labels, or rules required
• End-to-end solutions - not a toolkit

Product in detail
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01Company Description
ObserveIT is the leading Insider Threat Management solution with more than 1,800  
customers across 87 countries. ObserveIT is the only platform that empowers security
teams to detect insider threats, streamline the investigation process, and prevent 
data exfiltration. 
With 300+ out-of-the-box insider threat indicators of compromise, rich metadata and 
outstanding search capability and playback of any policy violation. ObserveIT provides 
comprehensive visibility into what people – contractors, privileged users and high-risk 
users – are doing, and reduces investigation time from days to minutes.

Company Name: ObserveIT
Founded: 2006
Employees: 150
Web: www.observeit.com
Headquarters: Boston, USA

02Company Information
Other Offices: Israel, UK
Key Target Verticals: Financial Services & 
Banks, Information Technology & Services, 
Manufacturing, Telecommunications, 
Federal and Pharmaceuticals

03
The Product

Product Category: Insider Threat 
Management
Product Stage: Generally Available
Product:  ObserveIT 7.6

Customer Footprint

Markets with Customers:
• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other: Retail
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04
ObserveIT is the only insider threat management solution that empowers security 
teams to detect insider threats, streamline the investigation process, and prevent data 
exfiltration.

How does it work?
Detect Insider Threats

• ObserveIT provides organizations with ”eyes on the endpoint” to continuously 
monitor data for signs of misuse.  ObserveIT reviews all the actions taken by 
users on an organizations systems to protect data and reduce risk. Organizations 
can also anonymize captured data to protect privacy.

Investigate with Full Context
• When an incident occurs, security teams need visibility and context to understand 

what happened.  ObserveIT simplifies and streamlines investigations by offering 
granular details of user activity.  By capturing and indexing user behavior, 
ObserveIT gives IT and security teams irrefutable evidence to streamline 
investigations.

Prevent Incidents
• Prevent insider threats by getting proactive, letting your users know when their 

behavior veers out of policy, blocking suspicious activities, and educating users 
on security and compliance best practices so that they do not accidentally 
expose you to risk.

Product in detail

https://cyberstartupobservatory.com/
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Allan Alford
CISO Mitel 

Allan Alford is Chief Information Security 
Officer (CISO) at Mitel, previously CISO at 
Forcepoint and CISO at Polycom.  With 30 
years’ experience in IT and Engineering, 
Alford has a long history with product 
security as well, having served as 
Pearson’s Product Information Security 
Officer (PISO), and as Sr. Director of 
Product Security at Polycom.

Alford writes articles on various security 
topics, is frequently interviewed on the 
same, and is a regular speaker at various 
security events.  A perpetual learner, Alford 
is currently pursuing a master’s degree 
in Information Systems and Security 
from Our Lady of the Lake University and 
received a bachelor’s degree with a focus 
on leadership from DePaul University.  
Alford also holds a CISM certification.

Why did the role of the CISO 
appeal to you?

The CISO lives at the intersection of 
security and business.  Earlier in my career, 
I left IT Operations to join Engineering 
in order to be more directly tied to the 

business.  I then built a successful product 
security program, and drove it into the 
entire product delivery process.  Working 
with all the various departments involved 
in conceiving, creating and delivering 
products to the market, I got a taste of what 
it was like to be a business enabler while 
representing security.  After that success, 
it only made sense to become a CISO.

How do you communicate 
information security issues to 
the board?

As a business enabler, I try to speak 
of security issues in business terms.  I 
frequentlyCISO of the Week - Allan Alford 
state “upstairs” that security is risk and that 
risk is a business matter.  The ultimate goal 
in presenting to the board is to provide a 
working model that allows them to adjust 
risk appetite and see the resulting costs, or 
to adjust budget and see the resulting risk 
posture.  It is my job as CISO to know those 
costs and risk models, and their job as the 
board to decide where in that balance the 
business is willing to reside.

“As a business enabler, I try 
to speak of security issues 
in business terms.  I 
frequently state “upstairs” 
that security is risk and that 
risk is a business matter.”

https://cyberstartupobservatory.com/
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How can CISOs better 
understand a business’ needs?

I am a huge advocate of forming a 
cybersecurity council, with vice presidents 
(and above) from every facet of the 
business.  The CISO should chair such a 
council and work very hard with his key 
security practitioners (also on the council) 
to educate and inform the business about 
information security.  But the real purpose 
of the committee is to learn from the 
business.  Security is frequently at odds 
with business needs, and it is imperative 
for the CISO to experience these conflicts 
and pain points firsthand.  Done right, this 
council is much more than a “checkbox” 
steering committee.  It should become the 
heart and soul of information security in 
the business, and should ultimately own 
security decisions.

Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

If one tracks trends in the news, or 
listens to every vendor pitch, one will 
quickly feel overwhelmed by the flood of 
negative information.  The secret is to step 
back from all that noise (while still keeping 
an eye on it for true disruptions) and to 
focus internally on the one thing that really 
matters: risk.  By measuring risk, and by 
creating programs that drive security 
around risk, one drives a successful 
security program.  If one’s program is not 
mature enough to be truly risk-based, even 
a compliance-based approach is better 

than reacting to all that noise and churn.

How can CISOs balance security 
and innovation?

Innovation happens.  There is no stasis 
in business.  Any program a CISO launches, 
maintains or manages, is a program that 
must overlay with innovation and change.  
Reserving budget to educate one’s team 
is an important step toward adapting to 
innovation.  

Maintaining a pipeline into the vendor 
community to learn about next-generation 
solutions is another important step.  As 
technology changes, business changes 
around it.  Security technology must in turn 
change as well.  Seeking out disruptors, 
vendors who truly offer new solutions to 
new problems, or innovative solutions to 
old problems, is key.

“If one tracks trends in the 
news, or listens to every 
vendor pitch, one will quickly 
feel overwhelmed by the 
flood of negative 
information.  The secret is to 
step back from all that noise 
(while still keeping an eye on 
it for true disruptions) and to 
focus internally on the one 
thing that really matters: 
risk.”

“Any program a CISO 
launches, maintains or 
manages, is a program that 
must overlay with 
innovation and change.”

https://cyberstartupobservatory.com/
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What is the best way to foster an 
image of information security 
being there to help supporting 
the business rather than talking 
about raw technology?

As I mentioned above, a truly 
empowered and educated cybersecurity 
council is one very vital step towards this 
goal.  Regular meetings with peers around 
the business is another important step.  
Know their challenges.  Feel their pain.  
Offer them a chance to participate in 
the finalization of security programs and 
rollouts.  Always couch security in business 
terms or in terms of risk.  The technology 
choices are there to fulfill business needs, 
not to shape them.

I’m focused a lot lately on vendor 
relationships, and on leveraging 
the vendor community as a source 
of education and awareness of 
innovation.  I used to be a CISO in 
the security industry, and as such, 
I was extraordinarily informed as 
to trends, players, and solutions.  
More than many other industries, 
the security industry is self-aware.  I 
had a pipeline of information about 
industry solutions, even from non-
competitors, and I found that pipeline 
to be valuable.  After experimenting 
with several models, I have elected 
to carve two hours out of every week 
to meet with vendors who can show 
me that they are true innovators or 
disruptors.  I am ingesting a lot about 

the industry in this way, am learning 
a great deal.  It is ultimately helping 
me plan for strategic projects.  I have 
announced on LinkedIn that I am 
“letting the vendors in” but have also 
requested a specific format for a very 
short and sweet pitch via LinkedIn 
messaging.  When vendors follow my 
request in this regard, I find that I can 
very quickly determine who is worthy 
of that two hours a week.  I highly 
recommend this process for CISOs 
who are feeling disconnected from the 
innovations of the industry.

Hall of Fame
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Company Description

InCyber  is  a company that is  revolutionizing the way insider threats are dealt 
with.  At  InCyber  we created the first cyber prediction solution that predicts insider 
threats by using both internal and external information. It allows us to tell companies 
who are the users in its system that have a bright red light above their heads, who are 
at the highest risk level.  We are the first company that we know of that does prediction 
of insider threats months in advance.

Company Name: InCyber
Founded: 08/2016
Employees: 5 and 4 contractors
Web: www.incybersec.com
Headquarters: Cherry Hill , NJ, USA

02Company Information
Other Offices: Petach Tikva, Israel
Key Target Verticals: companies with over  
500 employees of all sectors

03
The Product

Product Category: Insider Threats, Identity 
& Fraud and Detection and Prevention
Product Stage: Released
Product Names and Brief Description:  
TPIT – True prediction of Insider Threats 
Services Provided:
•  Prediction of Insider Threats
• Catching current thieves – Employees 

or any other users including Hackers
• HR tool to examine and compare 

activity of all employees

Customer Footprint

Markets with Customers:
• Banking
• Credit Cards
• Insurance
• Telecommunications
• Food

InCyber, Inc.

InCyber, Inc.

https://cyberstartupobservatory.com/
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Our software uses unique Machine Learning Techniques, Fuzzy Logic, Crowd Sourcing 
Capabilities and advanced Behavioural Analytics to predict and provide advance warning 
of impending insider attacks and the individuals who pose the greatest threat. 

How does it work?

Three step solution:
1. Machine Learning

• Advanced and Custom Machine Learning algorithms to detect suspicious 
behavior indicative of planning an inside attacks.

2. Initial Prediction Score ™ (IPS)™ 
• Integrative Data inputs of both internal (HR meta data) and external (corporate 

and public sources) sources.
3. Critical Prediction Score (CPS)

• Using smart mathematics and the Crystal Ball Ranking Method™ we calculate 
the CPS and report  to CISO or CIO.

Product in detail InCyber, Inc.

https://cyberstartupobservatory.com/
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Company Description
Pixm is the World’s First endpoint-based real-time phishing prevention using computer 
vision. Pixm is supported by well-known cybersecurity investors and Intelligence 
Community leaders. Among recent accolades, Pixm was featured at 2018 MIT CIO 
Symposium as Top 10 Outstanding Companies of the Year and has been selected 
by 2019 RSA Conference to be featured among Top 50 Most Promising Upcoming 
Companies. Pixm also recently won Google & GSVLabs competition in Cybersecurity.

Company Name: Pixm, Inc.
Founded: 2015
Employees: 2
Web: pixm.net
Headquarters: Boston, USA

02Company Information
Key Target Verticals: Healthcare, Finance, 
Retail and Manufacturing

03
The Product

Product Category – Phishing Prevention
Product Stage - Released
Product Names and Brief Description:

• Pixm Anti-Phishing – Endpoint 
based real-time phishing prevention 
using computer vision

Services Provided:
• Real-time Phishing Threat 

Intelligence

Customer Footprint

Markets with Customers: US
• Just soft launched with financial 

customers in NY 
• Deployments in progress at:

• A $billion hospital
• A large University
• Largest/oldest private bank in 

the US

Stopping phishing breaches Stopping phishing breaches

Stopping phishing breaches Stopping phishing breaches

https://cyberstartupobservatory.com/
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Pixm is the world’s first endpoint-based real-time phishing prevention using computer 
vision. The product installs an agent and browser extension for all browsers. When a 
link is opened in a browser, Pixm’s computer vision technology visually scans the page 
and shuts it down within a second if the page is impersonating a brand’s login page 
and is on a domain not authorized by that brand. Pixm is in a unique position to stop 
phishing attack vectors in not just work email but also personal emails and messaging 
platforms such as LinkedIn, Slack and social platforms. Pixm is also available for free 
for personal use that employees can install on their personal devices to protect not just 
themselves but also the organization they work for.

How does it work?

• When a link is opened in a browser, Pixm’s extension sends a screenshot of the 
page to the agent

• The agent uses Deep learning computer vision to determine if the page looks like 
a Brand’s login page

• If so, the agent immediately compares the current website’s domain to the Brand’s 
list of domains authorized to show their login page

• If the current domain is not found in the list, the page is determined to be a phishing 
page and is immediately shut down within the browser

• After the page is shut down, the user will not be able to click or type on that page

Product in detail Stopping phishing breaches Stopping phishing breaches
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01Company Description
Reveal Risk is a boutique Cybersecurity, Risk Management, and Privacy consulting 
firm in Indianapolis, Indiana. We are former corporate executives with at least 15 
years in cybersecurity, privacy, risk management and technology roles that have 
been accountable for real results and know how to get things done within and across 
departments.

Company Name: Reveal Risk
Founded: 10/18
Employees: 5
Web: www.revealrisk.com
Headquarters: Indianapolis, IN, United 
States

02Company Information
Key Target Verticals: 

• Fortune 1000
• Private Corporations
• Large Non-Profits / NGO’s

03
The Product

Product: Information Privacy & Cyber 
Risk

Services Provided:
• Program assessment, strategy, and 

maturity measurement
• Risk management and 

assessments
• Architecture, tool, and process 

design
• Security awareness and behavior 

change
• Incident response and simulation
• vCISO, CISO/CPO leadership team 

coaching/advisory

Customer Footprint

Relevant Public Success Stories per 
Key Target Vertical:

• Healthcare: strategy, risk 
management, and architecture

• Pharma/Biotech: governance 
and crown jewel identification / 
info class

• Manufacturing: ICS and insider 
threat

• Financial Services: GDPR
• Technology – active clients 

pending
• Retail – active clients pending

https://cyberstartupobservatory.com/
http://www.revealrisk.com/
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• We apply proven techniques that focus on risk-driven priorities, decisions and 

investments
• We provide our top talent directly to you with a lean model that assures you always 

have skilled staff
• We create solutions that “teach you to fish” and build breadth and depth of security 

expertise

How does it work?
Program assessment, strategy, and maturity measurement

• Whether you are building a new program or enhancing the current, expert partners in strategy, 
risk and maturity assessment are critical to progress. 

Risk management and assessments
• We believe you have to reveal your actual company risks, impacts, and controls to drive 

prioritization and action throughout your program.
Architecture, tool, and process design

• Cyber security tool sprawl has plagued the industry, driving disconnected and sub-optimal 
solutions. You must take back control with tight processes and modern architecture.

Security awareness and behavior change
• People are responsible for the majority of today’s breaches. You must reach people’s hearts 

and minds through creative and innovative methods to get and maintain their attention.
Incident response and simulation

• You don’t want to plan for a crisis during the crisis. You must design, practice, and optimize 
to ensure when (not if) a breach occurs, you will have the best outcome for your company.

vCISO, CISO/CPO leadership team coaching/advisory
• Cyber security and privacy are rapidly transforming as is your team. Get control of turn-over, 

culture, and organizational change through virtual CISO (vCISO), independent advisory, and 
coaching for your team.

Our Approach

https://cyberstartupobservatory.com/
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Chuck Brooks
Strengthening The U.S. Federal Cybersecurity 
Workforce 

A few years back, The White House 
issued a document “Strengthening the 
Federal Cybersecurity Workforce” that 
highlights a framework  necessary to best 
recruit, train, and maintain a skilled Federal 
cybersecurity workforce. 

Those elements included: 

1)  Expanding the Cybersecurity 
Workforce through Education and Training;

2) Recruiting the Nation’s Best Cyber 
Talent for Federal Service;

3) Retaining and Develop Highly Skilled 
Talent; and  

4) Identifying Cybersecurity Workforce 
needs.  

The document provided good 

suggestions to improve the Federal 
cybersecurity workforce. It is valuable for 
the private sector who also face challenges 
of having qualified cybersecurity workers 
for companies and projects. 

As a part of mandate, the National 
Institute for Standards and Technology 
(NIST) expanded the role and activities of 
the National Initiative For Cybersecurity 
Education (NICE). The mission of NICE is to 
energize and promote a robust network and 
an ecosystem of cybersecurity education, 
training, and workforce development. NICE 
has spearheaded events, conferences and 
has provide excellent resources that have 
made a great impact on the workforce 
ecosystem.

Drawing from the executive initiatives, 
there are a variety of additional efforts 
focus on and new ones to consider. To 
expand the cybersecurity workforce, 
cultivation and training of a next generation 
of technicians and SMEs must be a priority. 
The cyber-threat risk environment is 
growing exponentially every day and 
there have not been enough resources 
dedicated to keeping up with governments 
cybersecurity requirements. 

“To expand the 
cybersecurity workforce, 
cultivation and training of a 
next generation of 
technicians and SMEs must 
be a priority.”

https://cyberstartupobservatory.com/
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An investment in developing talent 
from economically depressed areas is 
a programmatic solution to consider. 
An investment in training those in 
economically depressed areas in an 
accelerated cybersecurity curriculum 
— combined with real-world experience 
through internships and fellowships — 
would yield high dividends. At the same 
time. It would bolster the nation’s pipeline 
for skilled digital workers.

There is a working model in 
government for this kind of investment: 
DHS’s Cybersecurity Veterans Hiring 
Pilot. The pilot was designed to build 
the department’s cyber workforce and 
enhance opportunities for veterans 
to continue to serve our country in 
cybersecurity. The Veteran’s pilot model 
(that is now transitioning into a program) 
can be expanded and enhanced to include 
outreach economically depressed areas 
(utilizing HUB Zones) and with Native 
Americans living on poor economic 
conditions reservations. 

While there is no set program 
parameters (as this is just a concept), it 
would not require a costly infrastructure 
investment to create a Native American 

cybersecurity and digital analytic pipeline. 
The components already exist and a 
program could evolve from an organized 
public/private partnership mission. 
Perhaps The Tribal Desk within the 
Office of Intergovernmental Affairs, the 
designated lead for tribal relations and 
consultation at DHS, could be a starting 
point for discussions on a potential Native 
American Cybersecurity pilot project. 
The model can also be used to train more 
minorities and women who are under-
represented in the current workforce. 

Recruiting the nation’s best cyber 
talent for federal service and retaining 
and developing highly skilled talent is 
certainly a noble goal. Building on the 
White House recommendations, a public/
private collaborative effort should 
be formally established by industry, 
academia, Congress, and federal and 
state governments to establish working 
guidelines cultivate and train the next 
generation of cybersecurity technicians. 

A codified working product of the 
public/private effort should be to establish 
incentives for public service such as paid 
education/free tuition, higher federal 
worker pay authority, and part–time 
employee rotational sharing arrangements 
between industry and government. 

For the most highly skilled workers, the 
federal government should invest in grant 
and fellowship programs that will support 
specialized employee training (in addition 
to their salaries) in cybersecurity research 
& development DHS, DOD, NASA, the IC, 
and The National Labs. 

“An investment in training 
those in economically 
depressed areas in an 
accelerated cybersecurity 
curriculum — combined with 
real-world experience 
through internships and 
fellowships — would yield 
high dividends. At the same 
time. It would bolster the 
nation’s pipeline for skilled 
digital workers.”

https://cyberstartupobservatory.com/
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Identifying Cybersecurity Workforce 
needs is an ongoing challenge as the rapid 
assimilation of new technologies such as 
artificial intelligence and machine learning 
technology make it difficult for the public 
sector to keep up tech trends. 

The Cybersecurity Information Sharing 
Act of 2015 (CISA) directs DHS along with 
other agencies to identify cyber-related 
positions in the federal workforce. OMB 
(in consultation with DHS) is directed to 
produce a report identifying the critical 
workforce cyber needs across all federal 
agencies. 

OMB is on the right track in identifying 
current gaps. A way of supplementing 
this effort would be the creation of a 
government interagency task force that 
includes DHS, DOD, and the IC to project 
near term and future cybersecurity 
requirements. This would provide for a 
forward looking “future ready” workforce 
that will be able to forecast and mitigate 
gaps before they arise. 

Both the public and private sectors 
are facing challenges from a dearth of 
cybersecurity talent. A report out from 
Cybersecurity Ventures estimates there 
will be 3.5 million unfilled cybersecurity 
jobs by 2021.  Thinking outside of the box 
such as creating a new workforce initiative 
and exploring critical gaps is a good step 
toward better enabling the future federal 
cybersecurity workforce. New ideas and 
solutions are continually needed in the 
important challenge to help us be more 
cyber-safe. 

Chuck Brooks is the Principal 
Market Growth Strategist -- 
Cybersecurity and Emerging 
Technologies for General Dynamics 

Mission Systems. LinkedIn named 
Chuck as one of “The Top 5 Tech People 
to Follow on LinkedIn” out of their 500 
million members. He has published 
more than 175 articles and blogs on 
cybersecurity and technology issues. 
Chuck has served at The Department 
of Homeland Security (DHS) as the 
first Legislative Director of The Science 
& Technology Directorate at the 
Department of Homeland Security. 
He served as a top Advisor to the 
late Senator Arlen Specter on Capitol 
Hill covering security and technology 
issues on Capitol Hill.  In academia, 
Chuck is an Adjunct Faculty member 
at Georgetown University in their 
Applied Intelligence Program. He has a 
MA in International relations from the 
University of Chicago, a BA in Political 
Science from DePauw University.

Cybersecurity Leader of the 
Week 

Hall of Fame
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01Company Description
Security Journey is an application security education solution equipping companies 
of all sizes to build sustainable security culture. Our security belt programs transform 
anyone, from an end-user to a manager to a developer, into a security person.

Company Name: Security Journey
Founded: 01/16
Employees: 5
Web: www.securityjourney.com
Headquarters: Raleigh, NC, United States

02Company Information
Key Target Verticals: Financial Services, 
Healthcare, Technology, Government

03
The Product
Product Category: Training, Education & 
Awareness and Application Security
Product Stage: (development, released): 
released
Product Names and Brief Description:

• Security White Belt: Foundational security 
vocabulary/awareness

• Security Yellow Belt: In-depth understanding 
of the secure development principles, tools, and 
processes 

• Security Green Belt: Job-specific, applied 
security knowledge 

• Security Brown Belt: Translation of security 
knowledge into action 

• Security Black Belt: Translation of security 
knowledge into action 

Customer Footprint
Markets with Customers: 

• Financial Services
• Healthcare
• Technology
• Government

https://cyberstartupobservatory.com/
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The Security Journey Dojo is a gamified security learning experience where team 
members earn Security Belts—from white belt to yellow, green, brown, and the coveted 
black belt. Learners watch engaging videos, perform security experiments, and complete 
activities that keep your company secure long after they finish training and generate 
true security champions.

How does it work?

• Relevant topics are taught by passionate security experts in bite-sized chunks 
using a conversational security format.

• Content is presented as videos and graphical lessons to meet every learning 
style.

• Real-world hacking experiments and a state-of-the-art browser-based code 
editor and compiler allow users to find and fix real security problems.

• Quizzes assess the user’s progress through each belt.
• Users receive security belts upon completion of all lessons.

Product in detail

https://cyberstartupobservatory.com/
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01Company Description
TrustMAPP provides cyber security leaders with information to accurately measure, 
report and track progress on what they are required to manage by using control 
requirements to drive security strategy. TrustMAPP aligns risk and maturity to business 
objectives while quantitatively tracking improvement. Analytics provide an effective 
narrative and generates well thought out graphics that present meaningful results to 
operations teams as well to business leaders and Board of Directors. 

Company Name: TrustMAPP
Founded: 05/2015
Employees: 5
Web: trustmapp.com 
Headquarters: Minneapolis, MN, 
United States

02Company Information
Key Target Verticals: Financial services, 
Energy, Healthcare

03
The Product

Product Category: Cyber Posture, Security 
Performance Management

Product Secondary Category: Cyber Risk

Product Stage: Version 3.x

Product Names and Brief Description:
• TrustMAPP – a cybersecurity 

performance management platform

Services Provided:
•  Quickstart services to realize results 

in first week

Customer Footprint

Markets with Customers: 
• Serves Fortune 500 in financial 

services, retail, pharmaceuticals, 
energy, and midsize customers 
across financial services, 
healthcare and technology. 

Relevant Public Success Stories per 
Key Target Vertical:

• In 2017 saved Fortune 200 
Energy company 70% of effort to 
measure, track and communicate 
cybersecurity to leadership. 

https://cyberstartupobservatory.com/
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Product in detail

TrustMAPP uses a template-driven approach to measure controls qualitatively and 
quantitatively. The recommendation library within TrustMAPP provides estimated level 
of effort and capital investments with analytical engine to produce a business narrative 
for improvement while tracking progress overtime.

How does it work?

• TrustMAPP measures controls using a survey engine or by populating previous 
baselines into the platform. 

• Recommendations supplied by TrustMAPP provide estimates of investment of 
time and capital.

• TrustMAPP’s analytics provide out-of-the-box narratives for multiple audiences 
from operation teams to Board of Directors.

• Risk and maturity align to prioritize initiatives allowing for mapping to key business 
objectives identified by customer.

• Tasks associated to specific recommendations supplied by TrustMAPP 
quantitatively track progress and auto-update analytics when complete.

• Segment business by region or division as necessary to trend over time. 

https://cyberstartupobservatory.com/
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Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate receiving 
your suggestions or comments to help us improve our content, services and the way we 
communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us know. It helps us 
to know that we are delivering our services effectively and provides us with an opportunity 
to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations are a valuable 
input

We strive to cover relevant topics, provide valuable resources and to shed some light 
on important issues. The team welcomes your contribution as a way to widen our vision, 
the quality of the content and the depth of our knowledge.

You can contact us at: 
info@cyberstartupobservatory.com

https://cyberstartupobservatory.com/
mailto:info%40cyberstartupobservatory.com?subject=Feedback
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