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The purpose of the Cybersecurity Startup Observatory is to collaborate to build a 
safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

 www.cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2018 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory France 6BACK TO CONTENTS

Contents
09 Preface

11 Introduction

13 The France CyberSlide©

41 Protecting Enterprise and Service Providers 
from DDoS Attacks

45 Innovation: Acorus Networks

54 Don’t Be Phooled: Ten Phishing Techniques 
to Look Out For

59 Innovation: Vade Secure

66 Leadership: Serge SAGHROUNE, CISO 
AccorHotels

72 Why implement a Disaster Recovery Plan 
(DRP)?

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory France 7BACK TO CONTENTS

Contents
77 Innovation: Atempo

86

90

97 Innovation: CDC Arkhinéo

The Anti-fraud Biometric Open Banking 
Platform

Innovation: United Biometrics

Innovation: Ercom

What to Do With the Principle of Least 
Privilege?

IT Downtime: What does it really mean to 
your business? 

Innovation: Wooxo

Leadership: Bertrand LECLERC, CISO, VINCI 
Energies

106

110

115

120

102

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory France 8BACK TO CONTENTS

Contents
Innovation: IS Decisions

Leveraging Artificial Intelligence to Identify 
Source Code Vulnerabilities

Innovation: YAGAAN

127

135

139

Leadership: Dimitri Chichlo, Senior IT Security 
Advisor, Union Bancaire Privée

123

Innovation: Red Alert Labs, Watoo, Sunbren

Coming Soon: Cyber Startup Observatory 
Israel - Fifth Edition

142

152

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory France 9BACK TO CONTENTS

Preface

We are thrilled to present the Third Edition of the Cyber Startup Observatory© 
France. The Observatory© is a global initiative to promote cybersecurity innovation within 
SMEs, enterprises, corporates, goverments, critical infrastructures and other key elements 
of our society.

During the last few years and particulary in recent months, we have been witnessing 
increased activity, coordination and even innovation from the bad guys. We believe that 
this issue can only be addressed by raising the awareness of the important challenges 
ahead as well as on the powerful solutions available to address those problems. 

The Observatory©   endeavors to identify the best cybersecurity entrepreneurs globally, 
to engage with key industry leaders to discuss important cybersecurity topics and to share 
all these insights with industry practitioners.

We achieve these goals by researching markets, identifying startups, cybersecurity 
leaders and publishing research, analysis, market maps, interviews and thought leadership 
articles.

In terms of focus, the Observatory©  project will strike a balance of 95% coverage of 
startups and the remaining 5% will be allocated to established companies. We believe 
that innovation is undoubtedly taking place in both worlds but entrepreneurs are struggling 
to to convey their messages, promote their visions and to scale up their projects.  Our 
main mission is to help startups to achieve the same visibility and international marketing 
capabilities that only multinationals can afford.

The Observatory©  France, respects that balance.  We would like to express our sincere 
gratitude to all the participating startups and companies and their teams for their fantastic 
solutions and their contribution not only to this Observatory© , but also in securing the 
referred industries and society as a whole. All of them contribute to keeping our companies 
and everyday lives cyber-safe.

As we are on a mission to raise awareness of the industry’s challenges, this Observatory© 

also covers the thoughts and vision of top-notch cybersecurity executives, CIOs, CISOs 
and other leaders who are creating and driving the future of the industry. We are humbled 
and honored to have them with us and we would like to explictly thank them for their 
valuable contribution and commitment to this project.

https://cyberstartupobservatory.com/
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In particular, we would like to thank:

• Serge SAGHROUNE, CISO, AccorHotels
• Dimitri CHICHLO, Senior IT Security Advisor,  Union Bancaire Privée
• Bertrand LECLERC, CISO, VINCI Energies

Finally, I would like to thank my co-editor Maite Ortega, our colleagues Alicia Peña and 
Carlos Rivas for their infinite patience and support in the preparation of this publication, 
the startup observatory web and many other key “bits and pieces”, David Bailey for 
his valuable advice and top-notch proofreading services  and of course to the fantastic 
Unsplash photo repository (https://unsplash.com) for their fantastic pictures which 
have been used in this publication. Our gratitude goes to all the photographers for their 
invaluable material.

Maite Ortega
Co-Editor 

maiteo@smartrev-cybersec.com

Jose Monteagudo
Chief Editor 

josem@smartrev-cybersec.com

https://cyberstartupobservatory.com/
mailto:maiteo%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
mailto:josem%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Introduction

This Third Edition of the Cyber Startup Observatory©  France brings major 
improvements over previous editions.

The scope of the research  now covers 28 major categories and 7 sub-categories.  
There is also a focus on industries with specfic cybersecurity needs. In particular we are 
researching the Healthcare and Transportation verticals. 

Moreover, this Observatory© also provides an international perspective to give the 
reader a flavor of what is happening in other markets like UK, Germany, Spain, Brazil or 
India to name just a few. This is particularly important for multinationals as they frequently 
face the challenge of identifying local providers in other geographies where they have 
operations. These local providers might be required in order to address specific local 
regulations,  to deploy local projects or for many other operational factors. For more detailed 
information on those markets, you can always consult the specific market  Observatory©  ( 
at the time of writing, France , United States and  Israel are available and Germany and the 
UK are under preparation). We also publish 18 weekly updated Cybersecurity Landscape 
Slides, available at our site:

Available Cybersecurity Landscape Slides: the CyberSlides©

Just a final note to highlight how this document is organized. This methodology is also 
applied to our web (cyberstartupobservatory.com) and will be consistent in future editions 
of the Observatory©.

All the sections are classified under the following categories and signposted using the 
following tabs:

Innovation

Training

Insight

Trends

ResourcesLeadership

Innovation

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/the-world-map/
http://www.cyberstartupobservatory.com
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Cybersecurity materials, 
training courses, awareness 
programs and infographics.

Articles covering hot topics 
which are relevant for the 
industry as well as interviews 
with CISOs and other senior 
executives sharing their vision 
on relevant topics for the 
cybersecurity industry.

Focused on the evolution 
the cybersecurity industry is 
experiencing, new directions, 
including innovative 
technologies or approaches 
that might take cybersecurity 
to the next level such as AI, 
Blockchain, automation, 
computer vision, etc.

Covering  information 
from the most innovative 
startups with state-of-
the-art solutions. The 
Information is presented to 
enable the reader to easlily 
understand the startup’s 
value proposion.

In the Startup Observatory 
and our web we share tools 
that are relevant and valuable 
for industry executives, 
cybersecurity practicioners, 
regulators, purchase 
departments, students and 
universities. An example is 
our France CyberSlide©.

Senior global cybersecurity 
leaders  from the most  highly 
regarded organizations, 
financial institutions, 
government, healthcare 
corporations and other key 
industry players, sharing their 
thoughts  and forward-thinking 
views on cybersecurity topics.

Innovation

Training Insight

Trends

Resources

Leadership

Innovation

https://cyberstartupobservatory.com/


Resources

The France CyberSlide©
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The France CyberSlide© 
One of the goals of the Cyber Startup Observatory© is to share insight among the 

key stakeholders in securing the financial services, healthcare, critical infrastructure, 
e-commerce, public sector, transportation manufacturing, law enforcement, education, 
enterprise and SMEs as critical components of our Society.

 These key stakeholders include cybersecurity executives, consultants, analysts, 
researchers, entrepreneurs, regulators and law enforcement professionals. 

The France CyberSlide© is a powerful decision support tool to help them understand 
the key players coming from the US market, properly categorized following a methodology 
that is consistent across all the markets that the Observatory is analysing. It is the result 
of a research process conducted by the Observatory team that involved over 300 French 
startups and is updated on a weekly basis.

Our methodology and the same categorization consistently used across all markets 
analyzed by the Observatory team, makes life easier for decision makers involved in the 
identification and selection of cybersecurity providers.

The success of the France CyberSlide© has been unparalleled, achieving over 15k 
views every week. That amounts for over 60k views a month from over 25 countries.

You can find below statistics regarding the viewers of the France CyberSlide©:

Split by Role Split by Vertical Split by Geo

Information Security Specialist
32%

Technology Manager
23%

Director / Executive Director / 
CISO
36%

Information Technology Consultant
9%

Critical Infrastrucures / Utilities
22%

Healthcare
27%

Financial Services
32%

e-Commerce
10%

Government
9%

EMEA
45%

LATAM
12%

North America
32%

APAC
11%

https://cyberstartupobservatory.com/
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The referred categorization is discussed and agreed with every single company.

We have classified the startups under 28 different categories. 

Those categories are:

The latest France CyberSlide© is available on our web: 

The CyberSlide© - The World Map

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from startups or gathered by our research team will be 
updated in the next Observatory, which is due for March 2019, and weekly on our website.

CYBER RANGE

MOBILE SECURITY

CLOUD SECURITY

ENDPOINT SECURITY

NETWORK SECURITY

WEB SECURITY

APPLICATION SECURITY

EMAIL SECURITY

CYBER POSTURE

COMPLIANCE & DATA LEAKAGE PREVENTION

PRIVACY

INCIDENT RESPONSE & FORENSICS

UEBA

INSIDER THREATS

DETECTION & PREVENTION

CYBER INTELLIGENCE

DECEPTION

SOC

ARTIFICIAL INTELLIGENCE

IDENTITY & FRAUD

ICS/SCADA

IoT - IIoT

BLOCKCHAIN

HEALTHCARE

AUTOMOTIVE

RAIL & METRO

MARITIME

AVIATION & UAVs

Categories

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/the-world-map/
mailto:info%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Future improvements to the France CyberSlide© 

At the time of writing this Observatory© we are working on a major update to the 
France CyberSlide©.

The France CyberSlide©  will be split into three different flavours:

• Product Companies

• Consulting and Services

• Cyber Risk and Cyber Insurance

This important change pursues a holistic approach to companies involved in the selection 
of cybersecurity solutions. We want to help them to navigate the ocean of cybersecurity 
providers and to find those best suited for their specific needs. We expect to address this 
challenge with the  Product CyberSlide©.

Implementation wise, we will strive to identify niche consultancies with core expertise 
in specific cybersecurity disciplines or verticals. As always, this analysis will be market 
specific, providing valuable insight for companies pursuing projects in the markets under 
analysis.

Finally, to have an overall view of the cyber risk incurred by the company, including 
assessment, modeling, mitigation as well as insurance, we are creating a new slide providing 
a detailed view of the ecosystem of providers customized per market. We will include both  
startups and large insurers providing insurance solutions.

As we know that SMEs struggle to find suitable insurance policies, we will focus on their 
specific needs to find companies which could provide solutions to serve those needs.

At the time of writing this observatory, we are working on the preparation of those 
slides. We have started this initiative with the France CyberSlide© and will be deploying 
this improvement to the rest of the markets in the short run.

The next page shows the format of the new CyberSlides©.

https://cyberstartupobservatory.com/
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France CyberSlide© - Product

The categorization of the CyberSlide© - Product is very similar to the initial version of 
the slide and is shown below:

The CyberSlide© - Product includes 28 categories and 7 sub-categories. We have 
recently added Artificial Intelligence and moved Training, Education and Awareness to the 
CyberSlide©  - Consulting and Services.

At the bottom of the CyberSlide©, you can find the industry specific buckets, including 
transportation and healthcare.

Gold   
Sponsors

Silver  
Sponsors

CYBER RANGE NETWORK SECURITY CLOUD SECURITY IoT - IIoT CYBER INTELLIGENCE

COMPLIANCE & DATA LEAKAGE PREVENTION WEB SECURITY ENDPOINT SECURITY MOBILE SECURITY IDENTITY & FRAUD

EMAIL SECURITY

APPLICATION SECURITY DETECTION & PREVENTION SOCINFORMATION PRIVACY

BLOCKCHAIN CYBER POSTURE

PHISHING PREVENTION

BREACH & ATTACK SIMULATION

THIRD PARTY SECURITY

INSIDER THREATS AUTOMOTIVE HEALTHCARE

INCIDENT RESPONSE & FORENSICS

IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

ICS/SCADAMARITIME

UEBA

AVIATION

BUSINESS CONTINUITY

DECEPTION

Copyright Cyber Startup Observatory© 2018

RAIL & METRO

UAVs

AI

December 2018
France CyberSlide© - Cybersecurity Product

https://cyberstartupobservatory.com/
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France CyberSlide© - Consulting and Services

The categorization if the CyberSlide© - Consulting and Services is shown below:

The CyberSlide© - Consulting and Services includes 15 categories for cross-industry 
companies and 5 categories for industry-specific companies. 

At the bottom of the CyberSlide©, you can find a box for large consulting groups. As 
all of them will be well-known in the industry, adding little value to companies looking for 
providers, we dedicate this section to sponsors willing to support our global initiative.

Gold   
Sponsors

Silver  
Sponsors

STRATEGY

Copyright Cyber Startup Observatory© 2018 SCSO

GOVERNANCE, RISK & COMPLIANCE CYBER RESILIENCE TRAINING, EDUCATION & AWARENESS CYBER INTELLIGENCE

vCISO DATA SECURITY & PRIVACY WEB & APPLICATION SECURITY INFRASTRUCTURE IoT

MSSP DEFENSIVE SECURITY OFFENSIVE SECURITY IDENTITY & FRAUD FORENSICS & INVESTIGATION

CROSS - INDUSTRY

FINANCIAL SERVICES HEALTHCARE INDUSTRIAL CYBERSECURITY TELECOM TRANSPORTATION

INDUSTRY SPECIFIC CONSULTING FIRMS

LARGE CONSULTING GROUPS

December 2018
France CyberSlide© - Cybersecurity Consulting & Services

https://cyberstartupobservatory.com/
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France CyberSlide© - Cyber Risk and Cyber 
Insurance

The categorization of the CyberSlide© - Cyber Risk and Cyber Insurance is shown 
below:

The CyberSlide© - Cyber Risk and Cyber Insurance  includes 10 categories for cyber 
risk and cyber insurance startups. 

At the bottom of the CyberSlide©, you can find a box for large cyber insurers. As all 
of them will be well-known in the industry, adding little value to companies looking for 
providers, we dedicate this section to sponsors willing to support our global initiative.

Gold   
Sponsors

Silver  
Sponsors

CYBER RISK ASSESSMENT

Copyright Cyber Startup Observatory© 2018 SCSO

CYBER RISK REDUCTION CYBER POLICY

CYBER POLICY FOR SME

CYBER RISK BENCHMARKING CYBER RISK MODELING

UNDERWRITING PLATFORMCUSTOMER ENABLEMENT INCIDENT RESPONSE CYBER LIABILITY POLICY

STARTUP

SME CYBER INSURANCE

LARGE CYBER INSURER

RANSOMWARE BREACH COSTS CRISIS 
CONTAINMENT

CYBER CRIMINAL 
DAMAGE

CYBER BUSINESS
INTERRUPTION

PRIVACY 
PROTECTION

MEDIA
LIABILITY

CORPORATE CYBER INSURANCE

December 2018
France CyberSlide© - Cyber Risk & Cyber Insurance

https://cyberstartupobservatory.com/


The France CyberSlide©

• Over 150 cybersecurity startups and established companies.

• Very robust ecosystem across all categories.

• In accordance with the Observatory© project strategy, 
the France CyberSlide© has a major focus on startups, 
representing 90% of the logos on the slide.

• Important number of players in traditional cybersecurity 
domains.

• Solid offer in Information Privacy, Compliance and DLP.

• A high resolution version of the France CyberSlide is available 
on our website at France CyberSlide©

SO
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APPLICATION SECURITY DETECTION & PREVENTION SOCINFORMATION PRIVACY

BLOCKCHAIN CYBER POSTURE

info@cyberstartupobservatory.com
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The France CyberSlide© in Detail

Observatory© 
Members

TRAINING, EDUCATION & AWARENESS
CYBER RANGE

• A comprehensive offer of  education, training and awareness 
programs purposely designed to address the shortage of 
sklilled cybersecurity professionals.

• Cyber range programs available to assess company 
security posture, find gaps and exercise incident response 
capabilities.



A Global Perspective

Israel

Brazil

TRAINING & EDUCATION
CYBER RANGE

TRAINING, EDUCATION & AWARENESS
CYBER RANGE

Titans
Security
Group



The France CyberSlide© in Detail

Observatory© 
Members

NETWORK SECURITY

1101100011
0

0
0

1
0

1
0

1 1 0 0 1 1 1 1 0 0
0

1
0

1
0

0
1

1
1

0
1

1

0001100010
1

0
1

1
0

0
1 1 1 1 0 0 0 1 0 1

0
0

11
1

0
1

1
0

0011000101
0

1
1

0
0

1
1

1 1 0 0 0 1 0 1 0 0
1

T E C H N O L O G I E
SYLink

• Robust offer in Network Cybersecurity with overt  35 
specialized companies.

• Solutions purposely designed for Enterprise, Data Centers, 
Cloud and Industrial environments.

• State of the art solutions to address important network 
threats, in particular DDoS attacks.



A Global Perspective

Spain

Germany

NETWORK SECURITY

NETWORK SECURITY



The France CyberSlide© in Detail

Observatory© 
Members

• Close to 35 companies identified securing critical 
applications including:

• Cloud Productivity Apps
• Cloud Infrastructure providers
• Cloud SaaS Apps
• Enterprise Apps
• Big Data Platforms

CLOUD SECURITY



A Global Perspective

UK

Israel

CLOUD SECURITY

®

CLOUD SECURITY



The France CyberSlide© in Detail

Observatory© 
Members

• Roughly 30  companies offering protection for Industrial 
Operational Technology, the Industrial Internet of Things 
(IIoT), Building Systems Cybersecurity, etc.

• Specialized companies offering solutions for other IoT 
applications.

• Interesting IoT labs to secure IoT applications, devices and 
other related infrastructure.

ICS/SCADA

IoT - IIoT

private messenger
twinme1101100011

0
0

0
1

0
1

0

1 1 0 0 1 1 1 1 0 0
0

1
0

1
0

0
1

1
1

0
1

1

0001100010
1

0
1

1
0

0
1 1 1 1 0 0 0 1 0 1

0
0

11
1

0
1

1
0

0011000101
0

1
1

0
0

1
1

1 1 0 0 0 1 0 1 0 0
1

T E C H N O L O G I E
SYLink



A Global Perspective

Germany

ICS/SCADA

IoT - IIoT



The France CyberSlide© in Detail

Observatory© 
Members

• Forty companies with different approaches to Endpoint 
and Mobile security: OS-Centric Positive Security, AI, Deep 
Learning.

• Focus on endpoints, servers and mobile devices.

• Broad offer including prevention, detection, response, 
remediation and forensics.

• Support for zero-day and APT attacks.

ENDPOINT SECURITY
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A Global Perspective

Israel

ENDPOINT SECURITY

MOBILE SECURITY



The France CyberSlide© in Detail

• Close to 55 companies identified with focus on protecting 
Web Applications, Websites and the whole Application 
Development Lifecycle:

• Web Application Firewalls

• Application Security: securing applications, uncovering 
vulnerabilities to prevent data breaches

• Zero Trust security solutions for cloud, containers and 
microservices

Observatory© 
Members

WEB SECURITY

APPLICATION SECURITY



A Global Perspective

India

WEB SECURITY

APPLICATION SECURITY



The France CyberSlide© in Detail

Observatory© 
Members

• Over 40 companies addressing:

• Insider Threats, supporting the investigation process and 
preventing data exfiltration

• Cyber Intelligence: to mitigate data breaches through early 
warning breach detection, threat intelligence platforms, 
Information / Incident Sharing, etc.

• Identity & Access Management and Fraud Detection and 
Prevention

INSIDER THREATS CYBER INTELLIGENCE

IDENTITY & FRAUD
IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION
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Observatory© 
Members

DECEPTION

• Robust offer in more traditional disciplines:

• Detection & Prevention  
• Incident Response & Forensics, detection, 

threat intelligence platforms, Information / 
Incident Sharing, etc.

• SOC
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Observatory© 
Members

• Over 20 companies focused on improving the overall 
cybersecurity strenth of companies with specific sections 
for Cyber Risk and Third Party Security.

• Compliance and Information Privacy are serious concerns. 
An important number of companies have been indentified 
addressing these two interrelated topics.
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Observatory© 
Members

• We have recently added the transportation industry to our 
analysis. Although we have identified high quality startups 
with focus or expertise in specific transportation verticals, 
we know that this is not a complete picture. Forthcoming 
Observatories will provide a more accurate view.

• 9 companies identified with purposely designed solutions 
for the Healthcare industry or with important success 
stories in this market.

AUTOMOTIVE MARITIMEAVIATION RAIL & METRO

UAVs

BLOCKCHAIN HEALTHCARE
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Protecting Enterprise and Service 
Providers from DDoS Attacks  

According to IDC Research’s recent US 
DDoS Prevention Survey, more than 50% 
of IT security decision makers admit that 
their organization had been the victim of 
DDoS attacks 10 times in the past year. 
Of these attacks, more than 40% lasted 
longer than 10 hours. Now that DDoS-as-
a-service (DaaS) is available at low prices, 
it is easier than ever for anyone malicious 
to launch a DDoS attack, multiplying the 
risk faced by companies. And no industry 
is immune, with the main targets Cloud 
providers and Web hosting accounting for 
almost 60% of DDoS attacks, followed by 
Finance and Retail with around 30%.

“As an online retailer, the availability 
of our website is critical. In the event of 
unavailability, every minute results in a loss 
of revenue and a deterioration of our brand 
image. Acorus Networks’ detection and 
filtering systems operate at the front end of 
our infrastructures in order to permanently 
protect us against denial of service,” 

said Romain Broussard, IT Director at 
Cdiscount.com. 

The increasing worldwide use of 
insecurely connected devices (smartphones, 
cameras, TV…) reinforces the power of 
attackers who can exponentially augment 
the bandwidth of DDoS attacks. Every year 
the average size of attacks had been getting 
larger until it reached more than 1,25 Gbps 
in 2017.

Acorus Networks, a French 
cybersecurity company, is specialized in 
protecting enterprise and service providers 
from distributed denial-of-service attacks 
(DDoS) for both network and web platform 
infrastructures. 

In 2014, co-founders Benjamin Schilz 
and Raphael Maunier decided to launch 
Acorus Networks to address this growing 
phenomenon with a unique approach. 
Benjamin is an entrepreneur at heart 
with an engineering background in Cloud 
Security; he founded Easy-hebergement 
in 2003, a web-hosting company which he 
sold in 2014. Raphael is a self-taught man 
in the Telecom industry; he forged his 15 
years’ Network & Security experience as 
former CTO of Neo Telecoms and founded 
France-IX in 2009, which is part of IXs 
Top10 today.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Leveraging a team with a unique and world class skill set in the 
field, Acorus Networks accelerates its development worldwide  

At a glance
•   3 minute read
•    DDoS attacks are an increasing threat
•    Acorus Netwoks’ vision to develop an 
innovative and customizable solution 
•    Acorus Networks’ team unique experience
•    About Acorus Networks

https://cyberstartupobservatory.com/
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Their vision is to develop an innovative & 
customizable solution to mitigate complex, 
sophisticated DDoS issues for enterprise 
and service provider companies alike. 
Following around two years of research and 
development, Acorus Networks has built a 
large-scale, agile and robust infrastructure 
enabling different and complementary 
methods of both web and network DDoS 
detection and mitigation that guarantees 
high availability and performance.

Acorus Networks solutions are smart 
and agile, offering the best of breed for 
DDoS protection whatever the need 
to defend a web site, whether it is an 
API platform or part to full datacenter 
infrastructure. Customers protect their 
Internet connections permanently or on 
demand. That way, they can keep control 
of the level of automation they need and 
avoid a maximum of false positives.

For infrastructure protection, DDoS 
attacks filtering service activation is 
done by BGP redirection of customers’ 
attacked IP addresses to Acorus 
Networks mitigation systems. This can 
be done manually or automatically. For 
web protection, the DNS redirection is 
permanent in order to analyze in-depth 
all the requests in real time and detect 
efficiently any denial of service to filter 
before sending the legitimate traffic to 
customer’s web infrastructure.

To be able to manage DDoS security 
upstream, the Internet connection of the 
enterprise is key and enables it to take 
the overall footprint of its architecture 
into account. It also brings flexibility to 
accompany its digital transformation as 
Acorus Networks solution can answer 
a hybrid cloud design and protect 

both private network and externalized 
datacenter resources.

“High-traffic websites, e-sport and live 
events are recurring targets for DDoS 
attacks. The flexibility of the Acorus 
Networks solution and its ability to 
adapt to our specific needs, as well as the 
recognized expertise of the team, are at 
the origin of our choice,” said David Bordas, 
Hosting and Network Infrastructure 
Manager at Webedia. 

Acorus Networks team’s unparalleled 
experience in understanding system 
availability needs and their unique 
customized solution have helped them 
sign large online brands. “For all year 2018, 
we have recruited skilled developers and 
talented engineers for cloud infrastructure 
enhancement and network automation,” 
said Olivier Melwig, Managing Director 
of Acorus Networks. ”To answer the fast 
growing market demand (more than 20% 
year over year), we are now expanding 
our sales organization to sell our DDoS 
protection solutions in Europe, US and 
Asia.”

“High-traffic websites, 
e-sport and live events are 
recurring targets for DDoS 
attacks. The flexibility of 
the Acorus Networks 
solution and its ability to 
adapt to our specific needs, 
as well as the recognized 
expertise of the team, are at 
the origin of our choice.”

https://cyberstartupobservatory.com/
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Acorus Networks has recently raised 5 
million euros from European investors 
Elaia Partners, Partech and Kima Ventures 
to contribute to Acorus Networks’ mission 
to develop its team and accelerate its 
deployment of DDoS scrubbing centers 
worldwide.

In an ever more open and connected 
world, Internet attacks are more and more 
frequent and within the reach of all. The 
stakes of the future are for everyone to be 
capable of protecting their  image,business 
and data effectively.

About Acorus Networks

Acorus Networks is a French 
cybersecurity company, specialized 
in protection against distributed 
denial of service (DDoS) attacks on 
companies whose business activity, 
data or corporate image are critical on 
the Internet.

As a Managed Security Service 
Provider, Acorus Networks deploys 
a large-scale network to distribute 
scrubbing centers worldwide and 
provides innovative and non-intrusive 
security solutions ahead of customers’ 
network and Web infrastructures. 
These solutions guarantee high 
availability of online services for hosting 
providers, e-commerce, media, cloud, 
finance, government, healthcare, etc. 
Customers have a customized view 
of their legitimate traffic in order to 
counter manually or automatically any 
type of DDoS attack to which they may 
be exposed.

https://cyberstartupobservatory.com/
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01Company Description

Acorus Networks has developed a large-scale, robust, and flexible infrastructure that 
facilitates distinct and complementary methods of both web and network DDoS 
detection and mitigation that ensures both performance and high availability for 
enterprise and service providers whose business activity, data or image depends on 
the Internet.

Company Name: Acorus Networks
Founded: 11/14
Employees: 12
Web: www.acorus-networks.com 
Headquarters: France

02Company Information
Key Target Verticals: Cloud/SaaS, 
Finance, Web Hosting, Retail, Media, 
Government

03
The Product
Product Category : Advanced DDoS 
protection as managed Services

Product Stage: Released

Product Names and Brief Description:
Acorus Transit Protect: IP Transit service 
protected by access lists configurable 
by customer, via a portal or API

Acorus Infra Protect: Intelligent mitigation 
solution for network and application traffic 
against DDoS attacks

Acorus Cloud Protect: Advanced DDoS 
protection for http/https websites against 
multi-vector attacks

Customer Footprint

Markets with Customers: Finance, 
Cloud/SaaS, Retail, Media, SP, IoT, 
Healthcare, Gambling

Relevant Public Success Stories per 
Key Target Vertical:

• Web hosting: Webedia
• E-commerce: Cdiscount
• Media: Mediapart
• Service provider: LuxNetwork
• Cloud/SaaS: Datacenter.eu

https://cyberstartupobservatory.com/
https://www.acorus-networks.com/
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04

Product in detail

IP Transit service which offers from 100Mbps to  100Gbps of Internet bandwidth, 
protected by access lists configured by the customer, via a portal of commands or API 
to filter IP prefixes, standard protocols and ports

How does it work?

• Customer connects Acorus Networks infrastructure with a IP BGP Transit session

• All internet traffic that is better announced by Acorus Networks transit and peering 
policy will cross naturally Acorus internet routers and will match with the configured 
Access lists (ACL)

• ACL can be managed on customer side thanks to API portal. The customers can 
enable their own stateless rules upstream their Internet access and prevent them 
from handling ACL  only on their premises

Acorus Transit Protect

https://cyberstartupobservatory.com/
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Key Benefits

• Large and scalable Backbone : nx100G distributed in Europe and US, with over 1,4Tb 
of available capacity

• Numerous Peering Points with Franceix, Hopus, Equinix Paris and NY, Amsix, NL-IX 
Dec-IX, Lu-cix, LINX

• Good quality connections with French eyeballs

Unique Differentiators

• Transit filtering via a customer portal with API:
• Identified source prefixes FW filters
• L4 type UDP, ICMP, TCP protocols by implementing FW filters…
• Capability to rate-limit traffic like UDP…

• Advanced visibility through customer portal
• Monthly Top AS per client
• Blocked traffic volume display vs 95th percentile consumption

Future Functionality

• More enhanced features for control and visibility on API portal for customers

Acorus Transit Protect

https://cyberstartupobservatory.com/
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Product in detail

Intelligent mitigation solution for network and application traffic, managed by Acorus 
Networks in its own secure large scale infrastructure, to protect in real time automatically 
your Internet access against DDoS attacks.

How does it work?

• Customers protected prefixes are configured on Acorus Networks portal. DDoS 
attacks filtering service activation is done by BGP redirection of customer’s attacked 
IP addresses to Acorus Networks mitigation systems. 

• All prefixes (up to /32 for transit protect customers) are not announced until 
customer decides to activate mitigation via the Acorus Networks 24/7 NOC or with 
the WebUI. portal

Acorus Infra Protect

https://cyberstartupobservatory.com/
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Key Benefits

• Own secure large scale network infrastructure

• Propose Direct BGP connection in addition to GRE tunnel

• No need of on-premises appliance (available as an option)

• Customized portal per client to visualize attacks and provide alerts in real time

Unique Differentiators

• European company (EU Regulation compliancy)

• L3/L4 AND advanced L7 attack Mitigation service (on-demand or always-on)

• Customer API to control mitigation on demand to avoid false positive

• Complete Analytics at Network and Application levels

• Up to /32 prefix mitigation for Transit protect customers

• Mitigation infrastructure spread across the network, not concentrated in one or 
two locations 

Future Functionality

• More enhanced features for control and visibility on API portal for customers

Acorus Infra Protect

https://cyberstartupobservatory.com/
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Product in detail

Solution based on a robust reverse proxy architecture, hosted and managed by Acorus 
Networks, to protect http/https websites effectively against DDoS multi-vector attacks.

How does it work?

• HTTP/HTTPS traffic is redirected toward Acorus Cloud Protect™  infrastructure by 
changing the protected site’s domain name in the DNS servers. 

• Acorus Cloud Protect™ infrastructure is based on a reverse proxy architecture. It 
receives the traffic sent to the protected website. The traffic is analyzed and cleared 
off the threats before being sent to the protected website’s hosting server, which can 
be situated at any hosting infrastructure or public cloud (AWS/Azure/Google Cloud).

Acorus Cloud Protect

https://cyberstartupobservatory.com/
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Key Benefits

• Customized portal per client to visualize attacks and provide alerts in real time

• Complete Real Time Visibility

• Deep Analytics at Network and Application levels

• Propose Direct network connection to Customer’s backend web servers to maximize 
performance and security

• Customized portal per client to visualize attacks and provide alerts in real time

Unique Differentiators

• European company (Compliance with EU Regulation)
• Include by default WAF Module with Top 10 OWASP vulnerabilities

Future Functionality

• Portal enhancements
• Advanced Bots’ management (Beta version)
• WAF custom rules

Acorus Cloud Protect

https://cyberstartupobservatory.com/
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10
Certifications

• PCI-DSS on-going certification process

Partners

https://cyberstartupobservatory.com/
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Don’t Be Phooled: Ten Phishing 
Techniques to Look Out For

Studies show that a successful phishing 
attack costs a mid-sized organization $1.6 
million on average. Moreover, FBI data 
reveals that losses from spear phishing or 
business email compromise (BEC) attacks 
topped $675 million in 2017 in the US alone. 
These numbers show that just one errant 
click by an employee can have a significant 
financial impact on your organization—not 
to mention the reputational damage to your 
brand that comes with being the victim of a 
breach.

Despite being one of the oldest 
cyberattacks in the book, phishing remains 
so popular because it’s a highly effective 
means of exploiting the weakest link in 
the cybersecurity chain: humans. To make 
matters worse, hackers have become much 
more sophisticated in their techniques: no 
more poorly written, typo-ridden Viagra 
spam emails and unclaimed heritage scams. 
Phishing attacks are now highly targeted, 
dynamic and “hypermorphic,” making them 
increasingly difficult for both humans and 
machines to detect. 

Since it’s no longer easy to spot a 
phishing scam, this article will share some 
of the more sophisticated techniques used 
by hackers, so you know what to look for, 
and can prevent your company from being 
‘phooled’.

1. Mismatch between the brand 
and domain (or country) 

With mismatching, the domain in the 
URL does not match the brand represented 
on the page that URL leads to. Here’s an 
example:

While the brand is listed as “Forever 
Jewellery” (hint: it is also spelled 
incorrectly), the link actually directs the 
user to a PayPal login page. One tactic 
that can be used to identify mismatching is 
hovering over the target URL in an email. 
If the domain doesn’t match the brand the 
message is allegedly coming from, there’s 
a good chance you’re being scammed. the 
page is not valid. 

Mismatching can also occur between the 
brand and the country domain extension. 
An example of this is a user who receives 
an email from Citizens Bank with a link 
to a page with a Russian extension. Since 
Citizens Bank is an American financial 
group, the .RU extension is a clear sign that 
the page is not valid.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Adrien Gendre, Chief Solution Architect, Vade Secure

https://rrforeverjewellery.com/Zone_source/c
heck/976384e27d5e65526576e45cbe636795
/Up-dating.php?country.x=-

At a glance
•   5 minute read
•    Ten phishing techniques to look out for

•    Mismatches, cousin domains and contextual 
elements
•    Name spoofing, strange URLs and 
homoglyphs
•    Urgent action emails, authority, URL 
shorteners and clean attachments.

https://cyberstartupobservatory.com/
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2. Cousins domains

Cousins domains can be created and 
used to spoof both the sender and the 
URL. With this technique, hackers will 
remove letters or alternate the spellings 
to a registered domain name, so it looks 
deceptively similar to a target name. 
Here’s an example of a real address versus 
a spoofed address:

Real address: asmith@businessservices.com  

Spoofed address: asmith@businesservices.com

Can you spot the difference? Since 
we as users tend to read domain names 
quickly, it’s hard to tell that an “s” was 
removed in the spoofed address. Take a 
closer look – do you see it now? 

3. Context 

Hackers love to take advantage of 
current events and other topical and 
contextual elements to launch phishing 
attacks. A recent example of this is the 
Airbnb phishing attack, which took 
advantage of brands sending GDPR 
notices to consumers. Other common 
examples include IRS scams around tax 
season, or emails offering fake discounts 
from retailers during the holidays.

4. Display name spoofing

With display name spoofing, hackers 
change the visual display name of the 
“header from” line within the message. 
This tricks people into thinking the email 
is from a legitimate sender. As an example 
(and keeping the context in mind), hackers 
could change the “from” in the email to 
“IRS” using any email address underneath.  

Since the full email address isn’t 
immediately visible—without several 
clicks or taps—there’s no way to tell just by 
looking at the sender if the email is a scam. 

5. Strange and/or complicated 
URLs

With this technique, hackers will create 
a domain that in appearance looks long, 
complex and encompasses several known 
domains. Here is an example from a global 
phishing attack that incorporates domains 
from Amazon Web Services and Walmart: 

http[:]//wmxemail[.]walmart[.]com/
track?type=click&mailingid=94z_6-
0 -0 -0 -optcr_201707007&user id= -
0225249577&extra=&&&http[:]//ec2-
54-212-231-1[.]us-west-2.compute[.]
amazonaws[.]

The dead giveaway that this link is 
invalid is the double listings of both “HTTP” 
and “.com.” 

6. Homoglyphs

With homoglyph attacks, hackers 
leverage the similarities of character 
scripts to create and register phony 
domains to fool users and lure them into 
visiting fake sites. For example, they’ll 
often replace the Latin small letter “o” 
with Cyrillic symbols. To take advantage 
of Facebook’s popularity, they might use 
facebook.com instead of facebook.com. It’s 
virtually impossible to spot the difference; 
to know for sure, you can use Ctrl + F and 
search for two o’s.

https://cyberstartupobservatory.com/
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7. Emails demanding urgent 
action 

To create urgency, hackers create 
an artificial time constraint, demanding 
the user completes the action during a 
specified period of time. 

For example, you might receive an email 
saying “your account has been locked, so 
please reset your account within 24 hours.” 
This technique is used to instill fear in the 
users, which is why they often fall for it.  

8. Emails coming from someone 
with authority 

Let’s face it: we’re more inclined to 
respond to people of authority. Hackers 
will disguise themselves as those who they 
know have power over their target; for 
example, they’ll pretend to be the user’s 
boss, instructing them to complete some 
type of financial transaction. Or they’ll 
pose as Facebook’s Security team. To avoid 
falling victim to this technique, employees 
can try to confirm the ask with their boss 
in-person or via phone before taking any 
next steps. 

9. The use of URL shorteners 

It’s easy to review a full URL to check 
to see if it’s legitimate, but by using URL 
shorteners, the link’s true identity is 
hidden. This technique does not always 
indicate phishing since many brands use 
honest shortened links in their marketing 
communications, but it is one method very 
commonly utilized by hackers. 

When in doubt, check a phishing URL 
detection tool, such as IsItPhishing.AI, to 
see if any links – including shortened ones 

– are legitimate. 

10. A phishing link in a clean 
attachment

Knowing that many security systems 
scan links within emails to determine if 
they’re hacking, hackers often embed 
phishing links within clean attachments. 
Because there’s no malware in the 
attachment, the message won’t trigger 
sandboxing technologies; and because 
there’s no link to scan in the content of the 
email, it will bypass traditional filters. 

Again, the best approach in these 
scenarios is to check the URL using a 
phishing URL detection tool.  

Hackers have become so sophisticated, 
they’re even capable of creating attacks 
that cannot be seen, including: 

• The use of multiple redirections or 
dynamic redirections with multiple 
paths. In other words, each time you click 
on a link, you’ll be taken down a different 
path to the ultimate destination page. 

• Mobile-specific attacks where the 
content is designed to display only when 
accessed from mobile devices, meaning 
if you open the same message on your 
desktop and your phone, you will see 
different content.

“The best approach in these 
scenarios is to check the 
URL using a phishing URL 
detection tool.”

https://cyberstartupobservatory.com/
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• Geo-specific attacks where the 
content is designed to display only when 
accessed from the target location and 
attempts to access from other locations 
might lead to blank pages, or perfectly 
valid pages. It could also display a 
specific content from a relevant brand 
depending on the country.

• Attacks that can identify whether 
the page is being opened by a browser 
or automated engine and only displays 
malicious content when opened by 
humans.

Don’t think hackers are just limited 
to these techniques: they are becoming 
even smarter as each day passes, meaning 
they’re increasingly capable of bypassing 
human intelligence. AI and humans can’t 
get the job done as separate entities. 
Rather, they need to work together to make 
sure businesses—and their employees—
are safe and secure. The organizations that 
augment human intelligence with artificial 
intelligence will be the ones least likely to 
fall victim to these attacks. 

So, what’s the craziest phishing email 
you’ve ever received? 

https://cyberstartupobservatory.com/
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01Company Description

Vade Secure is a global leader in predictive email defense, protecting more than 500 
million inboxes worldwide. Powered by artificial intelligence, our solutions provide best-
in-class protection against the most sophisticated email threats, including phishing, 
spear phishing, malware, and ransomware. 

Company Name: Vade Secure
Founded: 12/08
Employees: 100
Web: www.VadeSecure.com 
Headquarters: Hem, France

02Company Information
Other offices: San Francisco, CA, Boston, 
MA, Vancouver, Canada, Montreal, Canada, 
Paris, France, Hong Kong, China, Tokyo, 
Japan
Key Target Verticals: Financial services, 
insurance, education, government, 
manufacturing, ISPs/telcos

03
The Product
Product Category: 
Primary: Email security
Secondary: Detection & Prevention
+ Phishing Prevention
+ Identity & Fraud
Product Stage: Released
Product Names and Brief Description:

• Vade Secure for Office 365
• Vade Secure Cloud
• Vade Secure Gateway
• IsItPhishing Threat Detection

Customer Footprint
• Markets with Customers:

• US, EU (France, Belgium, UK, 
Germany, Poland), Japan

• Relevant Public Success Stories 
per Key Target Vertical:
• ISPs/telco – BT
• Government – BSPP Fire 

Bridgade
• MSSP - HTG 360
• ASL Airlines - ASL

https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/VS_case_study_BT_EN.pdf
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case-Study-BSSP-EN.pdf
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case-Study-BSSP-EN.pdf
https://www.vadesecure.com/en/htg-360-anti-phishing-office-365/
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case_study-ASL-Airlines_EN.pdf


www.cyberstartupobservatory.com Cyber Startup Observatory France 61BACK TO CONTENTS
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Product in detail: Vade Secure for Office 365

Vade Secure for Office 365 is the only email security solution that’s fully integrated 
into Office 365, offering a native user experience and best-in-class filtering accuracy 
powered by artificial intelligence. 

How does it work?

Vade Secure for Office 365 blocks advanced attacks from the first email thanks to 
machine learning that performs real-time behavioral analysis of the email, URLs and 
attachments. 

Real-time, Time-of-Click Anti-Phishing – Scans the URL/page at the time of click, 
following any redirections in order to determine whether the final page is fraudulent. 

Banner-Based Anti-Spear Phishing – Detects spoofing (e.g. exact domain, cousin 
domain, visible alias) and alerts the user by displaying a customizable banner in the 
email.

Behavioral-Based Anti-Malware – Analyzes the origin, content and context of emails 
and attachments to block unknown, polymorphic malware.
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05
Key Benefits: Vade Secure for Office 365

• Ease of deployment: The solution can be deployed in just a few clicks—no MX record 
changes required.

• Native user experience: Because the solution is fully integrated in the Outlook Web 
or Desktop client, there’s no external quarantine or training required.

• Insider threat protection: In addition to incoming emails, Vade Secure for Office 365 
scans internal messages to protect against insider attacks.

• Complement Office 365 Security – Vade Secure enables you to augment native 
Office 365 security (e.g. EOP), rather than displacing it. 

Unique Differentiators

• Native API integration – Vade Secure for Office 365 is the only solution that’s fully 
integrated into Office 365 using the Microsoft Graph API.

• Artificial intelligence – Vade Secure’s machine learning models are fed by data 
from 500 million inboxes worldwide, thanks to our relationships with ISPs, telcos, 
enterprises, and OEM partners.

• Graymail Management – In addition to blocking threats, we automatically classify 
low-priority messages using existing Office 365 folders. 

Future Functionality
• Ability for admins to move all instances of an email that slipped through the filter 

from the inbox to a target folder (junk).
• A feedback loop plug-in for end users to report malicious emails, helping the 

product to learn.
• Ability for admins to designate policies at the user group level.
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Product in detail: IsItPhishing Threat Detection

IsItPhishing Threat Detection is an anti-phishing solution that helps SOCs detect 
targeted phishing attacks, increasing the productivity of their analysts while enhancing 
protection of their organization. A lightweight API that easily integrates your existing 
tools, IsItPhishing Threat Detection delivers a real-time verdict on whether suspicious 
URLs are phishing, reducing the number of manual checks performed by analysts. 

How does it work?

To render a verdict, IsItPhishing Threat Detection leverages two components:

• Real-time Threat Intelligence – IsItPhishing Threat Detection first compares a URL 
against the real-time threat intelligence produced by Vade Secure’s email filter engine, 
which detects more than 10,000 new phishing URLs each day. 

• Real-time Phishing Detection  – To detect unknown, zero-day threats, machine 
learning algorithms perform real-time analysis of more than 40 features of the URL 
and page content, following any redirections to determine whether the final page is 
malicious. 
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07
Key Benefits
• Increased SOC analyst productivity – Real-time phishing detection significantly 

reduces the number of alerts and false positives processed by analysts. 

• Easy integration with SOC tools – An open API, Name, integrates easily with SIEM/
SOAR tools, allowing you to enhance your organization’s security without disrupting 
your existing architecture. 

• Universal phishing defense – IsItPhishing Threat Detection  allows you to instantly 
detect phishing URLs and trigger automated workflows to block access across your 
entire network (email, messaging, web, etc.)

Unique Differentiators
• Rapid detection of zero-day attacks – Thanks to its predictive approach, IsItPhishing 

Threat Detection detects new phishing attacks from the first wave, allowing you to 
block them before they’ve been clicked. 

• Artificial intelligence – IsItPhishing Threat Detection  uses machine learning models 
fed by data from 500 million inboxes worldwide, thanks to our relationships with 
ISPs, telcos, enterprises, and OEM partners.

• Quality threat intelligence – Our threat intelligence is the most accurate, with only 
active URLs and virtually no overlap with feeds. 

Future Functionality
• Additional pre-built connectors to leading SIEM/SOAR tools
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Certifications

• France Cyber Security

Awards
• 2018 SINET 16 Innovator Award

Partners
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Serge SAGHROUNE
CISO, AccorHotels

After a postgraduate diploma from Paris 
VII University (Scientific Information and 
Computer), and varied experience in the 
world of IT, I started to work in IT security, 
which was something new.

We are talking about a period when the 
internet was not used. However, I met very 
interesting and clever people that make me 
love this job. After this first experience, I 
joined Bull Machines as Telecommunication 
Project Leader. 

In this company, I also met some very 
interesting people and I made enough 
progress in my job to become company 
CISO. 

After that, AccorHotels asked me to 
create an IT security department. I built the 
protection plan of the business, and have 
been managing it for more than 15 years. 
And it’s still very interesting, challenging 
and exciting.

What is your overall approach to 
information security?

My approach to IT security is first of all 
to practice risk analysis. What do we want 
to secure? Against who and what? What 
are the issues?

Once we have answered these 
questions, we can think about the solutions 
to put in place.

The company must have a minimum set 
of rules corresponding to the principles of 
the company’s security policy. On these 
mechanisms, you will be able to integrate 
your new system to secure. You must be 
able to add elements that can be technical 
but often organizational, yet you must also 
allow exceptions, to find the right balance 
between security and business.

Then your proposals may not be 
accepted for a number of reasons. It does 
not matter, there must be an arbitration 
organization to oversee this process.

This organization may also reject your 
proposal, which again, is acceptable. Most 
importantly, you have been able to present 
your risk analysis for this application and for 
the entire IS, even if your recommendations 
are not followed. If the company decides to 
take the risk it has the right to do so.

Of course, if you systematically lose 
then there is a problem. But I don’t hear 
about this kind of problem.
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The CISO must light the road but he 
does not steer the bus, so he must say 
when there is risk and evaluate it and then 
if the company decides to go ahead against 
his opinion, he must start the second part 
of his job. This part is beginning to predict 
when the problem he sees coming will 
occur and how to allow the company to 
stay alive.

All this must be done via good 
communication with the governance 
structures of the company, so the CISO is 
no longer alone but it belongs to a team 
and security becomes a team game.

What should corporate boards 
know about conducting 
information security?

Communication about IT security 
incidents has evolved. Before we 
only found this type of information in 
specialized newspapers for geeks, but now 
you find this information in the economic 
press or in newspapers like Forbes or 
Fortune. Furthermore, we talk about it 
on television and in the different media. It 
becomes difficult for a board to ignore this 
type of problem.

The CISO must capitalize on it and 
explain why, when an incident comes out in 
the press, its business has not been hit or 

on the contrary why it has been and in this 
case what has been done to restart it.

Then there are the legal constraints. 
In most countries, IT security legislation 
has been strengthened and this is a legal 
requirement. It is therefore important to 
present the plans implemented and the 
possible gaps in relation to the legislation 
to the board

The third point is the budget. You have 
to be able to compare yourself to your 
competitors. This last point is a little bit 
challenging, as the amount of an IT security 
budget is quite difficult to determine. It 
might include participation from other 
departments in the form of workload or 
financial contribution. In addition, the size 
of the budget does not indicate that it is 
well used. However, this is a point that a 
Board can appreciate with its fair value 
with some good explanations.

How do you assess the 
responsibility of CISO for 
educating the workforce?

In terms of education, it is necessary to 
differentiate several aspects.

There is sensitization for the board, 
awareness for the rest of the workforce 
of the company and especially training for 
technicians. The first category is important 
because it allows for making the link with 
these presentations with members of 
the board around an IT security matter. 
People outside the company ideally close 
to government agencies must make 
this type of presentation. They have the 
competencies and the talent to speak to 
this audience.

“The CISO must light the 
road but he does not steer 
the bus, so he must say 
when there is risk and 
evaluate it and then if the 
company decides to go 
ahead against his opinion, 
he must start the second 
part of his job.”
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Awareness must be made fun in order 
to avoid any anxiety and be done not all at 
once, but through regular interventions 
(video, email, incident communication 
and simple explanation) to create a safety 
culture without stress. 

Training is important and efficient, 
because the majority of technicians have a 
weak education in IT security. They know 
the basics, but are not necessarily aware of 
application security issues, for example. 

It seems important to me that the 
internal team in charge of application 
security provide this type of training. 

On the one hand, internal teams can take 
examples of the applications developed by 
the participants to explain their mistakes 
and improve their knowledge, while on 
the other hand as they are in the company 
and trained by them, technicians could 
ask them questions regularly without a 
question of paying, just around a coffee. 

It should also be noted that these 
courses allow a company to be compliant 
with certain regulations.

Your business is only as strong 
as your weakest partner. Can 

you trust that your partners are 
keeping your data safe from 
attackers?

It is a good question. However, it is not 
new; this problem has been present for 
years.

When I created a team specialized in 
application security, with strong skills in 
pentest, I put them in the service of internal 
projects. This gave good results, as we came 
out of theoretical recommendations for 
practical demonstrations. It was no longer 
said. ‘there is a potential risk but now I 
have taken control of your application and 
that’s what I can do, so now you have to do 
this and that action’.

Our relations with the other teams, 
both IT and product, improved because 
they finally understood the risks they 
ran and the IT security team became an 
enabler and no longer a constraint. Given 
this result, I decided that systematically 
any new system that was to be installed 
on our IS should be tested by my teams. 
Moreover, the next step was naturally to 
test all the partners.

Today, it is part of our standard 
contracts to have to go through a pentest 
carried out by the Accor internal team 
before signing the contract. At first, it was 
a little complicated because all companies 
guaranteed a very high level of security. 
Nevertheless, in 90 percent of the cases 
there were breaches. I would say that 
today tests are accepted more easily, but 
there are still those who are recalcitrant 
and usually when we finally get the 
authorization, because otherwise they 
cannot work with us, it is often the least 
secure companies.

“Awareness must be made 
fun in order to avoid any 
anxiety and be done not all 
at once, but through regular 
interventions (video, email, 
incident communication 
and simple explanation) to 
create a safety culture 
without stress.”
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Of course, until everything is corrected 
we do not open into the partnership. And 
then, there are the control visits.

Why do some CISOs use 
technology for its cool factor 
instead of for securing or 
enabling the business?

I do not know if that is really the case. 
For my part, I do not think I’m exaggerating 
about technologies.

Indeed, each technology can cause new 
security problems on the one hand, and 
on the other hand is an additional source 
of failures. Generally, when we add a 
technology, we must always plan to double 
it to be the least blocking possible. We 
must also find experts in this technology, 
or train people. This makes the necessary 
budget quickly become important. If you 
tell me it’s the same problem for other IT 
departments; Competence, reliability, I 
would answer that in terms of security we 
are more demanding because we are the 
only department that is there to prevent 
problems. This is our goal. Therefore, if 
instead of limiting them we increase them, 
there is no reason to keep us. Moreover, I 
think that technology only meets 20% of a 
security problem, the remaining 80% are 
elsewhere; methods, processes or… old 
technologies.

I even think that technology is a 
trap. I have seen some companies stack 
the technological layers without any 
coherence. The result was painful for them. 
For me, the choice of a technology must be 
motivated by business and not by security

You’ve been in the industry for 
many years. What are some 
of the biggest changes you’ve 
seen in terms not only of threats, 
but also how cybersecurity is 
viewed in an organization?

The industry has of course changed. 
People, tools, methods of development 
have changed a lot. From my perspective, 
I find that we have become more and 
more specialized and at the same time, we 
understand the work of others less. There 
are more tools, but specialization often 
makes it difficult for people to adopt new 
and exciting tools.

The generalization of agile methods is 
also an important point. Agility is a process 
that helps teams provide quick answers 
about their project. Teams evaluate 
the project at regular meetings called 
sprinting, so how do you insert security 
into these new processes that change us 
from our traditional ways of doing security. 
For now, I’m testing different things. It is 
very interesting but I have not yet found 
the perfect integration of security.

The cloud also changes habits a lot; 
Solutions and specialties will disappear 
and be replaced.

“I think that technology only 
meets 20% of a security 
problem, the remaining 80% 
are elsewhere; methods, 
processes or… old 
technologies.”
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We need to be able to anticipate, to 
test ideas but I especially believe that 
companies must understand that we learn 
and walk while trying to find the right 
balance between security and efficiency 
and for this it must be that there is a 
right to error. However, with all the legal 
constraints that we have the legislator 
does not leave much room for this right.

Besides that, attacks and hackers 
have many more ways to cause damage. 
We used to say that hackers are 
professionalized, which is probably true, 
but it is also true that it is easier today to 
become a professional hacker. It is quite 
easy to find powerful tools, courses, 
sharing experience… it is perhaps in this 
sense that they are more professionalized.

We are at cross-roads, the opponent 
is stronger, and we must move quickly 
and find the right systems of protections. 
However, I remain optimistic.

Since IT security became a necessity, 
CISO had to reinvent itself several 
times. Technologies are changing, 
new risks are appearing with more 
and more important impacts. As said 
before, we are in a complicated period, 
where we want to develop faster and 
faster with important rights and often 
without being sure of being able to 
control everything. We must find new 
ways of doing things. It reminds me 
of the beginnings of the use of the 
Internet, where we had practically no 
tools to protect IS, very few skills to 
use them and where the users did not 
understand what we were protecting 

ourselves against. However, we 
succeeded, with methods and tricks to 
overcome the challenges. Therefore, 
I think we can do it again. Specially 
because the IT security community is 
passionate and knowledgeable people 
who love and embrace challenges.

Hall of Fame

Serge SAGHROUNE
CISO AccorHotels
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Why implement a Disaster Recovery 
Plan (DRP)?   

We face a constant two-pronged threat. 
On one side, the increasing number of 
climate and energy related phenomena 
and on the other the growing menace from 
ransomware and malware. Both have the 
potential to knock your business of its rails 
and jeopardize future activity. It’s time to 
take a serious look at the quality of your 
Disaster Recovery Plan.

More incidents mean greater 
risks

In recent months and years, we have 
witnessed a rise in the number of random 
incidents impacting IT production. Among 
these incidents: 

• Meteorological events: floods, 
hurricanes, storms, wildfires…

• Power blackouts

• V i r u s / m a l w a r e / r a n s o m w a r e 
incidents targeting more businesses of all 
sizes

These incidents generate IT downtime 
and impact business activity. Each business 
must analyze the risks and focus on impact 
mitigation. Concentrating IT infrastructure 
and data, often for economic reasons, into 
a single physical location can considerably 
increase the losses should a major incident 
occur in that location. Putting all your eggs 
in the same basket can have unfortunate 
consequences.

Increased risks weigh heavily on our 
global economy. We know that major 
IT equipment failure and the resulting 
downtime and data loss beyond 48 hours 
will see around 40% of all companies fail in 
the short term.

What strategy should I adopt to reduce 
this company-threatening situation?

• Is my organization fully convinced of 
the risks entailed? 

o    How can I get the board to buy in 
and invest?

• Are we sufficiently protected against 
this type of risk? 

o  Sufficient versioned data copies? 
Spare equipment?

• What solution guarantees production 
restart within a 48-hour limit?

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   4 minute read
•    More incidents mean greater risks
•    What strategy should I adopt to reduce this 
company-threatening situation?
•    In the event of an incident, everything must be 
extremely clear for every player
•    Conclusion

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory France 74BACK TO CONTENTS

Get written sign offs from management 
teams on how long it would take to get 
production up and running again, based on 
the user availability requirements. Ensure 
each type of incident is detailed. Total 
site loss. Partial site loss. Full cyberattack. 
Targeted cyberattack etc.

Local Incidents

Many firms have set about implementing 
partial local incident recovery plans. Many 
rely on redundant architecture with high 
availability and local backup. Local backup 
is important for rapid recovery. Beware the 
loss of the backup along with production. 
Ensure your data protection solution 
includes viable off-site targets such as tape 
and cloud. Fireproof and floodproof racks 
exist for servers and backup appliances 
which can be considered as off-site 
destinations even if they are installed on 
the same physical site.

Regional Incidents

When the incident takes on regional 
proportions (a targeted malware attack 
for example), the lack of planning and the 
understandable stress thrown into the 
mix, will make it difficult to answer these 
simple questions: Who does what, when 
and how?

The solution lies in how you plan for 
crisis and then how you execute this crisis 
management.

Defining available means and delimiting 
each person’s responsibility and role are 
key upfront considerations. Anticipate the 
incident by ensuring full Disaster Recovery 
Plan (DRP) and Business Continuity Plan 
(BCP) are in place. These plans need 
to be tailored to the type of incident 
encountered. 

An emergency recovery plan for a 
malware/ransomware attack will obviously 
not have the same characteristics as an 
emergency flood or lightning contingency 
plan.

- Some will say: “We’re good. We’ve 
got bunkered DR sites in the USA and 
United Kingdom”. 

Fine. But this does not yet constitute an 
authentic recovery plan.

A recovery plan is not just a compilation 
of technical means (servers, storage, 
network equipment, access to mail, power 
etc). 

Are you sure that minimal production 
status will be met? Ask yourself this 
question: when did you last perform a 
successful test recovery of 500 GB of 
critical data (including file restores, critical 
applications and servers)?

- Others will say: “My service provider 
and/or data centre guarantees my data 
backups”.

Good. But the same rules apply. 

“When the incident takes on 
regional proportions (a 
targeted malware attack for 
example), the lack of 
planning and the 
understandable stress 
thrown into the mix, will 
make it difficult to answer 
these simple questions: 
Who does what, when and 
how?”
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- When was the last time you asked 
this service provider to do a full-scale test 
of your critical servers going down and 
being returned to full working order?

-  Including the recovery of 3TB of 
critical financial and sales data? 

- And even if they do recover correctly, 
how long will I need to wait to get full 
service restored or recover data locally?

A DRP must include a crisis management 
role with different actions based on formal 
written procedures. Most importantly, 
these procedures must be fully tested 
prior to a real-life incident. 

All these points are not written in stone to 
be stored away. A company is a living entity 
which evolves daily. Colleagues move on, 
infrastructures change, applications are 
updated, and data volumes grow. These 
changes must be integrated into a constant 
review of your DRP/BCPs.

Your DRP must reflect these 
evolutions

Your DRP is the sum of body of documents 
and procedures describing complex 

operations. The plan must be checked and 
tested regularly by a colleague rather than 
the author of the procedure, who knows 
everything perfectly but might be ill or on 
vacation the day trouble strikes!

In the event of an incident, 
everything must be extremely 
clear for every player

This plan will save your company if it is 
correctly engineered and executed. It 
is a multi-faceted and time-consuming 
project which can represent up to 10% of 
your IT budget. You need healthy doses of 
methodology and experience to construct 
the plan. Methodology to not lose track 
of the escalation procedures and specific 
application-related choices.

Experience to rapidly detect if a colleague 
can fully perform each procedure. 

Perhaps it is more important to ensure 
the telephone and mail server are up and 
running first rather than looking to restore 
all IT applications. 

Emergency plans will be documented 
and interlinked and ideally attached to 
emergency management software.

The investment in this type of software 
can help reduce timescales and costs and 
enable you, in the event of an incident, to 
pilot your DRP. This software can help you 
to efficiently test your validation exercises 
and improve their results and even reduce 
the number of tests to perform as part of 
your strategy.

“A DRP must include a 
crisis management role 
with different actions based 
on formal written 
procedures. Most 
importantly, these 
procedures must be fully 
tested prior to a real-life 
incident.”
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Feel the fear

Gartner and others remind us regularly of the frightening consequences of emergency 
plans which do not work or only work partially because they are ill-designed and/or 
untested or poorly tested.

An insufficiently-planned test is a little like a message in a bottle. Throw and hope! It can 
jeopardize your firm because it gives the illusion of security. The main reason for this is of 
course the budget required to implement this type of project. 

But what a waste of budget if the plan is never tested or updated and thus decomes unusable 
in the event of a real incident. On the basis of this, can we sit back and do nothing? If this 
project represents 5 to 10% of the IT budget, what is the capacity to manage the plan over 
time?

Conclusion

We can note the rising number of regional IT incidents, stiffer rules and regulations and 
more client pressure to ensure continuity with increasing malware and ransomware 
incidents.

The implementation and maintenance of an operational DRP should become a priority 
for all firms. Do ensure an implementation of a robust backup and recovery plan for your 
organisation’s data. Machines can always be replaced. It’s the data that fuels your business 
which is most critical.

Atempo’s latest backup solution is an all-in-one data protection 
appliance called Backstone. This range of appliances lets you re-
store versioned data from before the cyberattack. It also features 
full tape and cloud externalization capacity for up to 260TB of 
data. The appliance also includes One-Click Restart which allows 
you to exploit your production data from the backup appliance 
during a production downtime.

APPLIANCE BY ATEMPO
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Innovation

ATEMPO
Data Protection Solutions
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01Company Description

Atempo is a leading independent European-based software vendor with an established 
global presence providing solutions to protect, store, move and recover all mission-
critical data sets for thousands of companies worldwide. With this feature set and 
an extensive range of supported storage technologies and applications, Atempo is 
suitable for all centralized or multi-site organizations including those having extreme 
scale data volumes, petabyte and above. 

Company Name: ATEMPO
Founded: 1992
Employees: 160
Web: www.atempo.com
Headquarters: Les Ulis, Paris, France

02
Company Information

Other French offices: La Ciotat,  Lyon, 
Toulouse, Vannes.
Worldwide offices: England, Germany, 
USA, Singapore, Korea.

03
The Product
Time Navigator: Enterprise backup and 
restore solution for physical and virtual 
machines, supporting a wide range of 
operating systems and applications.

Live Navigator: Continuous data 
protection desktops, laptops and file 
servers, offering self-service restore 
capabilities.

Digital Archive: File backup, copy, move, 
archiving and migration software for 
large volumes of files. 

Customer Footprint
Relevant Public Success Stories:

• Public Administration

• Healthcare

• Research & High Education

• Industry & Manufacturing

• Media & Entertainment

• Other
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04
Product in detail: Time Navigator

Built for complex, heterogeneous enterprise environments, Time Navigator offers 
complete data protection, whether you manage a single work group or multiple data 
centers. Time Navigator makes it easy to meet backup windows, to ensure digital 
security and to manage tiers of backup storage, regardless of the platform, application 
or media.

How does it work?

Time Navigator transforms backup by focusing on what matters in your business: 
recovery of data.   Whatever the platform, restore is always based on three simple 
concepts:

1-Select data.
2-Choose date & time.
3-Restore.

Restore-centric solution that provides visual access to the file system in real-time 
showing not only files and directories but also deleted files.  The user never needs to 
worry about where the data has been saved. Data is tracked throughout its lifecycle 
and can be restored with just 3-clicks regardless of the complexity of its backup history. 
Time Navigator provides a common interface that displays the files in the same way 
regardless of platform.
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05
Key Benefits: Time Navigator
• Security and compliance: encryption, digital certificates, key management and 

activity trails can be applied to specific sets of protected data.

• Unique restore:   no need to know where the data resides, only the date/time to 
restore back in time.  File restore operations are made easier by providing a unique 
restore interface across a wide support of platforms and infrastructure.  

Unique Differentiators

• Time Navigation - A unique approach to data restoration locates and restores 
individual files from any point in time and from any tier of storage, enabling both IT 
staff and end users to quickly restore lost files.

• Time Navigator is the ONLY solution able to visualize all files, including deleted 
ones (from physical and virtual machines) and restore them with the same 3-click 
approach through a simple interface.

Future Functionality

• Support of VMware vSphere 6.7   

• Enhanced security for data encryption

• Fine granular restore of Active Directory   

• Deduplication for NetApp NDMP backups

• Oracle RMAN backup configuration wizard
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06
Product in detail: Live Navigator

Live Navigator provides a standalone, continuous data protection solution with 
advanced data de-duplication for  remote offices, workstations, file servers and laptops.

How does it work?

With more and more critical data being stored on laptops, data protection is essential 
to protect the business. Live Navigator provides continuous data protection for files 
residing on desktops, laptops and file servers, offering self-service restore capabilities.
 
With Live Navigator, administrators just need to roll-out data protection policies across 
the enterprise and end users are empowered to restore data, through a wizard or a web 
browser.
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07
Key Benefits: Live Navigator

• End-users benefit from seamless protection of their data. There is no need to ask 
the administrator for the restore

• Administrators save time by not having to deal with numerous end-user restore 
requests

• Infrastructure managers benefit from reduced storage costs and optimized network 
performances

• Continuous data protection, no need to schedule backups, no risk of exceeding 
backup windows

Unique Differentiators

• Live Navigator offers wizards to restore, but also advanced restore features (Time 
Navigation, cross restore).

• Live Navigator can protect laptops and file servers with millions of files. 
• De-duplication mechanism shared between Time Navigator and Live Navigator.

Future Functionality

• Multi-servers Architecture

• Encryption

• Fail over Replication

• Restore Audit Trail
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Product in detail: Digital Archive

Digital Archive is a powerful and scalable backup, archive, copy/move, migration and 
synchronization solution for petabyte scale unstructured file-based storages.

How does it work?

Atempo’s Digital Archive allows organizations to cost effectively manage the growth of 
their file-based data, particularly for data-intensive industries. ADA is  a high performance 
file management software for large file-based data sets that delivers: 
• Cross-platforms backup and restore capability for large scale-out NAS, parallel file 

systems and file servers
• Express post-disaster restart for protected NAS by offering direct use of the backup 

target for read/write use
• File and folders on-going synchronization between heterogeneous storages  with 

ACLs and remote sites support
• Automated permanent storage migration between heterogeneous platforms with 

ACLs preservation
• End-User driven or automatic Archiving via simple drag-and-drop interface allowing 

end-users operations without IT staff assistance
And much more... 
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09
Key Benefits: Digital Archive

• Efficient backup and restore for petabyte-scale volumes and billions of files: 

• Fast-scanning large storages for new, modified or deleted files

• Complying with backup windows constraints

• Preserving users rights/groups (ACLs)

• Making migration or synchronization of very large data set of files between 
heterogeneous storage simple and efficient  

Unique Differentiators

• Heterogeneous platform integration that preserve ACLs across storages, operating 
systems and platforms

• User driven or automated workflows.
• Fast data movement due to heavy parallelization and leveraging scalable groups 

of data move

Future Functionality

• SnapStor – New capability to leverage a GPFS storage as a backup target that 
enables direct and immediate restart of production directly from the backup in 
case of disaster – as well as empowering the rebuilding of the storage platform 
once ready to restart
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10
Certifications

Label France CyberSecurity identifying French Cybersecurity quality solutions which 
respects the highest level of computer security requirements.  

Atempo is also participating actively to the French Government Program, to 
bring assistance to cyberattack victims,  through the Cybermalveillance.gouv.fr 
platform.“Startup of the Year” winner for the Infosecurity Product Guide Excellence 
Awards 2018.

Institutional Partners
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IT Downtime: What does it really 
mean to your business?   

Marketing is well known for building 
urban legends. Myths about the 
catastrophic consequences if you don’t 
buy their products! Bent statistics and 
stretched out numbers to make you 
understand you need something. 

And sometimes, myths become reality. 

Remember 1999, the world was 
trembling at the possibility of a computing 
cataclysm at midnight on December 31st. 
Yet 19 years later, computer breakdown 
has become a real threat to all companies, 
especially the smaller ones where no 
recovery plan is in place.

Wannacry was a turning point in 2017, 
and people finally started realizing there 
was something behind the legend. A 
few weeks later, NotPetya forced some 
employees to take time off since their 
machines were unusable.

Taking a day off might seem insignificant, 
but a CEO knows what it really means. A 
whole company shut down, even for a single 

day is not without cost. It can be measured, 
and it can sometimes be dramatic. It’s 
actually the opposite of insignificant. 

We already know small companies 
are more vulnerable than others to 
cyberattacks. 57% of all 2017 ransomware 
attacks were actually aimed at firms with 
less than 250 employees (Symantec 2018 
study). 

But studies and statistics do not give the 
full risk perspective. To learn more about 
real consequences for an SME, we spoke 
with Benjamin Santerne, CEO of Cottage 
Système – Patented solution for isolated 
and modular construction.

“Our business is built on years of 
experience in our field, but our day to day 
work is entirely dependent on digital tools. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   4 minute read
•   What does IT Downtime really mean to a 
business?
•    A real business case: Cottage Système
•    Wooxo’s specialized data protection solutions 
for SMEs
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Design, publishing, drawing, everything 
is computer assisted. Of course, we need 
specific software to build our projects, 
but beyond the conception stage, this 
software automatically sends the proper 
information to the machines. Our entire 
production system would be down without 
computers.

And this is just for starters. 

We are a young company, we’re 
just getting going and there’s plenty of 
pressure. There are only a few employees 
and we need to work to find new 
clients (Sales, Marketing), create new 
projects (design, engineering), produce 
orders (construction), send this to the 
client (shipping), follow-up payments 
(accounting, sales administration) and 
manage the whole show (strategy, 
reporting).

Each step of the way is fully computer-
dependent. 

Nobody uses fax anymore! We get 
prices, we contact our suppliers, we receive 
and validate orders with computers. 
Basically, no IT means no cash-flow and no 
production whatsoever. 

We work with SAGE which is online. 
Without it I can’t access accounting, or 
stocks or delivery orders, nothing. Without 
a delivery order, no carrier would ever 
take our merchandise. Everything would 
freeze!

Besides, we are developing fast; these 
first years are crucial. Beyond production 
and accounting, we actively work on lead 
generation. Each lead is precious, and we 

can’t afford to lose our databases! We also 
need IT for our community management, 
which is essential for a startup. Our website 
and social media accounts are noted on 
how fast we give satisfaction to prospects. 
We HAVE to be responsive, we have no 
choice! We have no strong customer base 
on which we can rely. We are currently 
building our company’s reputation from 
scratch and one mistake could be dramatic. 

Bigger and older companies usually 
have the whole thing planned. They have 
IT teams on hand with a tried and tested 
disaster recovery plan. When disaster 
strikes, startups and SMEs are more like 
a few people running everywhere, playing 
the firemen and crying “we HAVE to make 
it work!”. But this is no game. 

For a company like Cottage System, 
a typical week of inactivity would leave 
around 60 000 euros hanging. Knowing 
that we would have to pay daily penalties 
on late work, we can add around another 
25 000 euros. 

This is the kind of consequence we are 
facing with one week of IT downtime. “

“For a company like Cottage 
System, a typical week of 
inactivity would leave around 
60 000 euros hanging. 
Knowing that we would have 
to pay daily penalties on late 
work, we can add around 
another 25 000 euros.”

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory France 89BACK TO CONTENTS

According to a Kaskpersky Lab 2018 study, 
after a ransomware attack, 1 in 4 small 
companies (up to 10 employees) lost their 
data for several weeks. We are not talking 
about a myth. This is really happening, and 
SMEs must measure the gravity of the 
situation and take action. 

Backup is almost always the only available 
solution to ensure full recovery. But 
recovery time is still downtime and can 
cost money. 

Depending on the volume of all your data, 
it might last from a few hours to a few days 
(in case you need outside help). You must 
decide how much time – and how much 
money - you are prepared to lose.If the 
answer is “none”, there is a solution. 

Wooxo is specialized in data protection for 
SMEs. Our day to day job is to make sure our 
clients can access their data and operating 
systems, instantly, whatever happens. 

That’s why our newest feature, OneClick 
Restart, allows immediate access to your 
IT! In case of a disaster, and even before 
recovering any file, immediately access 
your computer or server backup from our 
box. Zero downtime – zero financial loss. 
OneClick Restart is the final piece  in your 
cybersecurity strategy. This exclusive new 
feature changes the face of data recovery 
to help startups and SMEs protect their 
business. 

IT downtime is real, and no one is spared. 
Take the time to think about it, figure out 

what it really means for your company and 
get prepared. Especially if you’re a startup: 
your business deserves a real shot at 
becoming something big. 
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Innovation

WOOXO
IT Security for Business Continuity
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01Company Description
Wooxo provides business security and continuity solutions to protect business data 
for organisations of all sizes. Our solutions include local and cloud backup and disaster 
recovery.
Wooxo offers business class appliance solutions, Cloud, Hybrid Cloud and Private 
Cloud to match any storage requirements.

Company Name : Wooxo
Founded: 01/2010
Employees: 40
Web: www.wooxo.fr
Headquarters: La Ciotat, France.

02
Company Information

s

Key Target Verticals: all.

03
The Product
Product Category: hardware, software and 
services
Product Names and Brief Description: 
Pack Cybersecurity: Disaster Recovery for 
laptops, workstations, physical and virtual 
servers.
Services Provided:
Backup, Recovery, Storage, Externalisation, 
Monitoring & Customer Care.

Customer Footprint
Relevant Public Success Stories:

• Architects
• Construction
• Public Sector
• Healthcare
• Manufacturing
• Other

https://cyberstartupobservatory.com/
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04
Product in detail: Pack Cybersecurity 
Disaster Recovery Plan for laptops, workstations, physical and virtual servers which 
includes: Backup, Storage Box, externalisation and Business Continuity Plan, Monitoring 
and Customer Care with two special functionalities: OneKey Restore and OneClick 
Restart.

How does it work?

Pack Cybersecurity combines our 4 areas of expertise:

• Full Backup
The entire computer inventory is saved automatically, locally and on a daily basis. 
Data is saved without any manual operation. The incremental backup (Delta Bloc 
technology) allows a granular level file recovery.

• Cyber-risks protection 
YooBackup software and its embedded proprietary protocol including versioning 
and encryption (AES 256) ensures data integrity. It allows an immediate and clean 
recovery of all systems in case of a cyber-attack. 

• Preventive monitoring tool
This pack includes an automatic supervision of the computer park’s backup status 
and hard drives’ health.

• Technical issues are resolved without any external intervention. 
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05
Key Benefits: Pack Cybersecurity
• The Backup Continuity Plan (BCP) ensures your data is safe even if the main storage 

is unavailable. 

• The Cybersecurity Pack includes 50 Gb of cloud externalisation (on French Data 
Centers certified for hosting health Data).

Unique Differentiators

• Quick and complete restore of the systems: OneKey Restore.
• Volume Backup is the newest feature of YooBackup software.
• With an ordinary Wooxo USB memory stick, people can launch the full recovery of 

their workstations, servers and hard drives on their own, on any device (Bare Metal 
Restore) in less than a minute. 

Future Functionality

• OneClick Restart (Beta to be released in October 15th 2018). A business continuity 
Premium Service to allow any user, with one simple click, to restart his activity 
from the box without having to launch the restore. 

• In early 2019, Wooxo will reach the shores of preventive Data Protection. A brand 
new horizon allowing to bring a full service to European companies. 
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04
Product in detail: YooBackup

YooBackup Software, allows you to back up all your devices without restriction, 
including servers, workstations, laptops, etc. The technology is based on a propietary 
patent and allows to simply restore your files from any device at any time. If disaster 
strikes, YooBackup allows you to quickly resume your activity while complying with all 
the applicable regulations.
Yoobackup is compliant with the GDPR requirements for processing personal data on 
the “Data Protection” level.

How does it work?

• All our clients’ computer inventory is saved on a local storage box which can be 
replicated on another box (on another site) or on the Cloud. 

• Each computer and device has a YooBackup agent which connects it to the box. 
• Everything is automatic and either Wooxo or its partners take care of the monitoring. 
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05
Key Benefits: Pack Cybersecurity
• Legal framework: YooBackup solution answers to the highest requirements of the 

General Data Protection Regulation (GDPR) concerning backup.

• Hosting solutions associated with YooBackup are also certified for hosting sensitive 
data (health, etc).

• Saved Data encryption (AES 256 bits key) and pseudonymization.

• Embedded proprietary protocol against cryptolockers.

Unique Differentiators

• Made In France: research, development, after-sales service  and support located in 
France.

• Cloud hosting is possible in our French Data centers, Tier 4 certified and authorized 
for hosting sensitive data (important in health and financial departments…).

• Yoobackup’s log annotates all the actions: dates, restorations, externalisations, 
suppressions...

• The Backup continuity plan is guaranteed if the main box in unavailable (BCP)
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06
Certifications

• The “Label France Cybersecurity” identifies French cybersecurity quality solutions 
which respects the highest level of computer security requirements.  

• Wooxo is also chosen for being part of by Cybermalveillance.gouv.fr, a government 
program designed to bring assistance to cyberattack victims.

Awards
• The 2018 French Tech Generation – among the 120 best French startups

• The Distribution trophies – Best Brand 2016.

• The “Succès du Numérique” – Security award 2017.

Partners
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01Company Description

CDC Arkhinéo, a  trusted Third Party is the leading French company for the legal binding 
electronic archiving and long term preservation of electronic data. With its Electronic 
Archiving System (SaaS), CDC Arkhineo ensures  long term secure data archiving of all 
kinds of electronic documents (invoices, contracts, payslips, loans, savings, P/O, etc.) 
and the validation/preservation of electronic signatures. 

Company Name: CDC Arkhinéo
Founded: April 2001
Employees: 15
Web: www.cdcarkhineo.com
Headquarters: Paris - France

02
Company Information

Other offices: Stuttgart - Germany.
Key Target Verticals: all.

03
The Product
Product Names and Brief Description:
MyArkhineo : 
Mobile application (iOS/Android) that lets 
you at any time : consult your archives, 
generate compliance certificates and 
access lifecycle logs for your archives, 
statistics, etc. 
Arkhineo :
Transfert & consult archives, generate 
compliance certificates and access 
lifecycle logs for your archives etc. via 
RESTful WebAPI.
Services Provided:
• Legal binding electronic archiving 

(docs)
• Electronic signatures validation & Long-

Term preservation (eIDAS qualified)

Customer Footprint
Relevant Public Success Stories:

• Banking
• Financial Services
• Insurance
• Food
• Automotive
• Healthcare
• Education
• Manufacturing
• Aeronautical
• Real Estate
• Other
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04
Product in detail: 
Arkhineo is a legal binding electronic archiving system that allows E.U companies to 
face regulation about archiving of documents (including specific requirements about 
integrity, traceability…). The service ensures digital preservation to keep their documents 
safe, accessible, readable, legally binding and future-proof.  It also provides validation 
and Long-Term preservation of electronic signatures (eIDAS qualified) and a mobile. 
(IOS/Android) application under the name MyArkhineo. 

How does it work?

Arkhineo is a RESTful WebAPi based secure on-line legal binding electronic archiving 
service using a private cloud (fully owned infrastructure).

Your business applications (ERP, CRM, Contract Management, Electronic signature etc.) 
automatically feed the Electronic Archiving System by sending, for each document to 
be archived, the document itself and an XML file containing its metadata. 

Your business apps are also used to access the documents and pieces of evidence. 
This enables users of your business apps to continue using them without needing to 
learn a new dedicated solution (while also relying on your access rights policy). 

To guarantee the document’s probative value, preservation security and original, CDC 
Arkhineo offers a preservation insuring the integrity of the documents (obligation of 
results) and the validation/LT preservation of electronic signatures (E.U eIDAS qualified).
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05
Key Benefits
• Compliance with E.U regulation regarding archiving of electronic documents and 

electronic signatures.

• Maintain of the probative value of electronic Documents.

• Long-Term safe electronic documents preservation (security, integrity, readability, 
availability). 

• Validation of electronic signatures (eIDAS qualified).

• Long-Term conservation of electronic signatures (eIDAS qualified).

• Personal data protection and compliance.

Unique Differentiators

• Obligation of results regarding data integrity.
• Fully owned platform and French Data Center.
• E.U provider.
• Data Centers localized  within E.U territory (France or Germany according to 

customer’s choice).
• Fully compliant with high level standards : AFNOR Z42-013 & ISO 14641-1 (NF461) 

about electronic archiving, ISO 27001 about Security of Information System, GDPR 
and eIDAS qualified.

• 99,98% SLA average rate for 5 years.
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06
Certifications

• Conception and exploitation of the Electronic Archiving System (NF 461 for ISO 
14641-1) by AFNOR CERTIFICATION.

• Public Archives : French Ministry of Culture’s approval for the retention of archives 
and records.

• ISO/CEI 27001 :2013 “Information technology — Security techniques — Information 
security management systems — Requirements”

• Personal health data : Approval of the French Ministry of Health for the data retention 
(HDS).

• eIDAS : Qualified for validation and Long-Term preservation of electronic signatures.

Awards

• Label France CyberSecurity : Development process corresponding to the software 
industry’s standards. “ France Cybersecurity “ label confirms the “cybersecurity” 
driven design of the platform based on audits realized by independent experts 
(French National Agency for Cyersecurity, Defense Ministry, Finance Ministry and 
HEXATRUST).

Partners
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Bertrand LECLERC
CISO, VINCI Energies

I have worked for VINCI Energies for 
over 10 years, giving me the opportunity 
to cover and improve my skills in a lot of 
IT Infrastructure landscapes : IT Support, 
Infrastructure Admin, Database Admin, 
ERP and IT Architect.

With more and more threats coming up, 
my board decided to build a new team 3 
years  ago called « Monitoring & Security » 
and we are putting our IT Security Program 
into practice in our large company Group.

So I am a young CISO & DPO, passionate 
about new technologies and, along with a 
great team, improving day to day to reduce 
IT risks in a complex Group working on 
different Business lines. 

It’s all very exciting !

The CISO’s role is a very high-
pressure, high-stakes job. What 
is the right profile for this job?

The pressure on the CISO is already 

at high level and will continue to grow 
according to multiple new threats. The 
CISO must deal with it as a reality.

 The CISO needs to have a multi-faced 
profile as he needs to :

• Understand Business requirements 
and risks 

• Involve people in a Security Program 
and give opportunities (positive) instead 
of constraints (negative)

• Deal with very large technical scopes 
(Infrastructure, Networks, Identities, 
Devs, Legal, Applications, Middlewares, 
Hardwares, Softwares, etc…)

• Communicate to different people 
(from board to end-users)

• Communicate inside (users) and 
outside (customers and suppliers)

Therefore the CISO needs to be either 
flexible or strong, depending on the topic 
and the risks.

This high-pressure needs to be like 
adrenaline and not a brake.

“the CISO needs to be either 
flexible or strong, 
depending on the topic and 
the risks.”
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For security executives who 
don’t have a strong relationship 
with their board, how can they 
improve it?

The relationship between Security and 
Board depends on the organization. Some 
CISOs are directly linked to the Execuive 
Committee and some CISOs form part 
of the Information System Department 
(which is my case).

If a strong link between Security and 
board does not exist, strong sponsors 
have to be involved in the process. I have 
the chance to get the support and the 
sponsorship with my CTO and CIO and 
they will always assume this indirect link .

By the way, this does not preclude 
having a direct link. Sharing security 
awareness, raising business risks, 
reporting security incidents and proposing 
innovative protections could be some good 
practices to improve relationships.

Almost everybody agrees that 
organizations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture? 

Security leaders can’t change minds in a 
whole organization by themselves. 

First of all, Security leaders can help 
to create a Security Awareness Program 
based on Security policies defined in the 
organization. This allows them to focus on 
people, channels to be used, and messages 
to be shared. Building e-learning, Mobile 
Apps, or videos can provide a « Security 
Awareness Program Kit » to be reused.

The next step is to identify messengers:

Security Correspondents or « Security 
Champions » could be designated in order 
to relay this Program.

Therefore HR lines could help to 
integrate Security training during 
employees’ careers.

Raising Interest, realizing, adopting 
and measuring are the main steps of the 
security awreness program that needs to 
be created between security leaders and 
business and deployed by the business.

What are the biggest challenges 
you face in the year ahead?

Some challenges remain unavoidable 
every year and we need to stay focused 
on “Security by Design” in projects, legal 
compliance, audits, incident response, 
security awareness, etc.

From my point of view, the biggest 
challenge will be to enhance security on 
decentralized IT with the explosion of 
information managed by IoTs, APIs and 
inter-connected systems.

“Raising Interest, realizing, 
adopting and measuring are 
the main steps of the 
security awareness 
program that needs to be 
created between security 
leaders and business, and 
deployed by the business.”
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Finally, as basic Security protections 
managed by humans are still not enough 
to confront new robot threats, innovation 
in cybersecurity is already a challenge. 
We are studying startup programs on IA, 
Blockchains or BugBounties topics.

When the business is steaming 
along and wants to introduce 
new products or services, how 
do you make sure that security 
is plugged in?

Everything is in the cloud and every 
employee can become an IT Project 
Manager. The idea of including security in 
100% of projects is a utopian one.

For managed projects, providing a 
«Security in Project Kit» with risk analysis 
and out of box counter measures can help 
protect projects without braking short 
term planning.

For others, monitoring tools can help 
security teams to detect shadow IT and 
help keep risk to an acceptable level.

Could you offer advice on 
how CISOs and CIOs can work 
together?

In reality, both have the same objective 
in delivering IT services with good SLAs 
(availibility), and which are both robust 
(integrity), and hermetic (confidentiality).

The CIO needs to follow his IT Program, 
including the security requirements 
of the CISO, so maybe it is something 
best discussed  between them in a good 
restaurant!

The CISO role is fantastic, as it is 
at the center of people, projects, and 
business risk analysis. 

It is transversal, currently buzzing 
on all forms of media, for personal and 
professional purposes, and covers a 
lot of capabilities - but sometimes the 
days & nights are very long.

Hall of Fame

Bertrand LECLERC
CISO VINCI Energies
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The Anti-fraud Biometric Open 
Banking Platform

Clients in the banking industry are facing 
unprecedented disruption. Customer 
expectations are forcing the banks to 
drive significant investments in digital 
transformation. Competition through 
digital capabilities is shifting the economic 
value to the front office. 

Increasing regulatory requirements (i.e. 
with AML, GDPR, PSD2) force the banks 
to review their operating models, open 
themselves to customers and partners to 
avoid non-compliance penalty fees.

Next generation banking business 
models are emerging based on different 
banking platform models (technology, 
process, and marketplace).

There are only a few digital services 
that could be implemented for any of these 
banking platform models. Amongst them, 
the anti-fraud biometric solution not only 
leverages the latest biometric development 
to improve authentication process, but also 
can help the bank to improve security and 
reduce fraud, whilst complying with the 
increasing regulatory requirements.

The anti-fraud biometric solution 
provides the full scope of technical 
requirements including behavioral and 
multi-factors schemes for any device 
and operating system. It also allows the 
use or combination of any biometry by 
pair or based on data patterns to provide 
intelligent authentication.

Based on historical information, 
risk-based authentication, location and 
predictive analytical patterns, a bank 
could then trigger the anti-fraud biometric 
service to protect their customers and 
partners or secure a transaction.

The biometric multi-factor carrousel 
runs on any smartphone, tablet and PC 
on iOS/Android/Windows with Face 
recognition, Voice recognition, Lock Pattern 
Behavioural, Fingerprint or Keystroke 
Dynamics Behavioural.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

“Increasing regulatory 
requirements (i.e. with AML, 
GDPR, PSD2) force the 
banks to review their 
operating models, open 
themselves to customers 
and partners to avoid 
non-compliance penalty 
fees.”

At a glance
•   4 minute read
•    The banking industry is facing unprecedented 
disruption
•    The anti-fraud biometric service is a perfect fit 
for an open banking marketplace
•    The multi-factor biometric solution defends 
corporate users against massive fraud attackts
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Further, the back-end monitoring 
server supports up to a few thousands 
Transactions per second depending on the 
Biometrics selected, and can therefore 
sustain a complete International Bank 
Transaction secure flow and allow the CSO 
to monitor the system performance, and 
the effectiveness in terms of FAR, EER and 
adjust each biometrics threshold to the 
global customer’s profile, so as to obtain 
adequate results.

This digital functional service could help 
with customer requirements in any banking 
segment (i.e. for final consumer, internal 
usage, retail and payment, corporate 
and Small & Medium Enterprise, private 
banking, trading, etc) to provide trust and 
transparency in any kind of interaction or 
transaction. 

It sustains the bank compliance 
with PSD2 (Payment Service Directive 
2) regulation, requiring a two Factor 
Authentication for certain types of 
transaction. At the same time, it sustains 
the bank compliance with GDPR (General 
Data Protection Regulation) regulation, 
providing an anonymized database with 
no customer data recorded and stored. It 
could also help to improve and speed up the 
AML/KYC (Anti Money Laundering / Know 
Your Customer) regulation, especially at 
the Customer Due Digilence /Enhanced 
Due Digilence step.

In an open banking marketplace 
ecosystem, we may also consider 
leveraging the anti-fraud biometric 
service for automatic partner or client 
onboarding. Basically, the anti-fraud 
biometric component could be plugged 
into any existing business process of the 
bank to ensure privacy, trust, security or be 
extended to an open banking marketplace 

business model approach.

From a technical platform standpoint, 
the solution could either be deployed on 
premises or as a cloud-native platform 
supporting the hybrid cloud transformation 
that all banks are currently undertaking.

Biometric enrolment provides a 
high level of privacy with an OTP/QR 
Code; through the complete process 
of authentication, biometric data is 
desensitized with an anonymous profile. 
The resulting barcode is made from a 
non-reversible engineering model which 
provides very strong protection for 
stored biometrics compared to classical 
templates. In addition, biometrics can be 
deselected and the threshold adjusted 
for typical user’ profiles directly from the 
back-end with a monitoring system.

The multi-factor biometric solution 
defends corporate users against massive 
fraud attack and is a serious alternative to 
multiple and complicated passwords. For 
instance, a treasurer will prepare a wire 
transfer on a Windows PC authenticating 
his own biometrics; the transaction 
will be validated by an executive on his 
smartphone with his own set of biometrics. 
This makes the transaction extremely 
secure with two different biometric 
barriers to jump which is nearly impossible 
for hackers.

“The multi-factor biometric 
solution defends corporate 
users against massive fraud 
attack and is a serious 
alternative to multiple and 
complicated passwords.”
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Installation wise, the multi-factor 
authentication system routes an API 
call to an Application which makes the 
system easy to maintain and upgrade; 
using multiple SDKs is a real pain and 
difficult to maintain, increasing the cost of 
maintenance.

Artificial Intelligence can then be 
applied, for example, to improve fraud 
and financial crime patterns leveraging 
additional data provided by the anti-
fraud biometric platform in accordance 
with national or international laws and 
regulations.

United Biometrics, together with IBM, 
jointly developed the anti-fraud biometric 
open banking platform and is now in first 
client deployment phase.

Richard CADAPEAUD is the 
Banking Center Leader at IBM Global 
Industry Solution Center Nice-Paris. 

International Business Machines 
Corporation (IBM) is a global 
technology company. The Company 
operates through five segments: 
Cognitive Solutions, Global Business 
Services (GBS), Technology Services & 
Cloud Platforms, Systems and Global 
Financing.

Christopher RICHARD and Yves 
CHEMLA are Co-Founders of UNITED 
BIOMETRICS. 

United Biometrics is an IBM 
Certified Partner architecting and 
developing a strong multi-factor 
authentication platform solution 
for Banks, Governments & Defense, 

Enterprises, Carriers and Internet 
Players losing money or service 
capacity caused by large cyber-attacks 
and intrusions
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Innovation

United Biometrics 

Anti-fraud Software Platform for Banks, 
Industries, Corporations and Governments
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01
Company Description
United Biometrics, a French Fintech company, has developed a unique ultra-secure 
multi-biometric and behavioral authentication platform for telecom carriers, banks 
and other industries. Patents are delivered in France, Europe and the USA. 

Company Name: United Biometrics 
Founded : 04/2014
Employees: 10
Web: www.unitedbiometrics.com
Headquarters: Paris-Orsay. France

02Company Information

s

Other offices: Regional office
Key Target Verticals:

• Banking & Finance Applications
• Enterprise and other Key Industries
• Government Applications / Public Sector

03
The Product

Product Category:
• Cloud Security
• Mobile Security
• Application Security
• Identity & Fraud

Product Stage: released
Product Names and Brief Description:
Dual Authenticator: Authentication by 2 
biometries of your choice: Fingerprint, 
Voice, Face, Keylock Pattern, Keystroke 
Dynamics and others.
Services Provided:
Installation, support, integration, 
customization services.

Customer Footprint

• Markets with Customers: 
Finance, Corporate, Industry, 
Government

• Relevant Public Success Stories 
per Key Target Vertical:
• Financial Services
• Industry
• Defence

https://cyberstartupobservatory.com/
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04
Product in detail
The solution to replace passwords i.e. Ultra-Secure Authentication Software Platform 
for Key Industry Applications. Principal features of proprietary software platform:

• Multi-biometry
• Double control device + server 
• Anonymous
• Million users scalability 
• OTP 
• Real-time transaction

How does it work?

During the connection to a secured space, the user is invited to authenticate on 
a smartphone, tablet or PC with Multi-factor biometric authenticators thanks to his 
physical characteristics pertaining to every individual such as fingerprint, voice, face, 
iris and behavioural biometries. 

A unique ultra-secure multi-biometric and behavioural authentication system platform. 
The system features: Multi-mobile operating systems iOS, Android, Windows
• 20 Million+ users capacity and scalability tested, specially designed for very large 

databases.
• 7 biometries available per user.
• 3000+ Transactions/second.
• Simultaneous and real-time identity control, supporting transaction speed and 

process.
• Central Monitoring on server or on Cloud.
• API Integration.

Authentication

Carousel
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05
Key Differentiators

Product Benefits
• Multi-biometry to reach a very high level of security.
• Classical & Reversal behavioural biometrics.
• Multi-OS /Multi-device in use (iOS, Android, Windows).
• Non-biometric and anonymous database to protect privacy.
• Double authentication to provide superior security level.
• Very high transactional speed due to patented product architecture.
• High scalibility.
• Capacity to (de)select a biometry for one individual.
• Hardness management.
• Easy integration in client IT environment through APIs.
• Product available in SaaS mode or local mode (on premises).
• Fall Back on itself on another set of biometrics challenge.
• Security by design.
• Full solution protected by international patents.

Future Functionality
• New biometry
• Homomorphic encryption
• Artificial Intelligence
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10
Awards

• I-LAB Best French technology challenge – Ministry of Research France

• ORANGE VivaTech innovation challenge

• TOTAL high technology innovation challenge

• SNCF French Railways innovation challenge

• BNPP Hackathon

• SOCIETE GENERALE innovation challenge

Partners
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Innovation

ERCOM  
Mobile Communications, Data and 

Cloud Security
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01
Company Description

Ercom is a French SME founded in 1986 and specialized in securing mobile devices, 
voice/text communications and file sharing. Ercom develops cloud and on-premise 
solutions, with certified and military-grade security to meet enterprise and government 
growing cybersecurity needs. 

Company Name: ERCOM
Founded: 05/1986
Employees: 250
Web: ercom.com
Headquarters: Velizy - France 
Other Offices: Paris, Lyon, Marseille

02Company Information

s

Key Target Verticals: 
• Government
• Defense & Aerospace
• Energy
• Transport

03
The Product
Product Category: 

• Mobile Security
• Privacy 

Product Stage: released
Product Names and Brief Description:

• CRYPTOSMART: The ultimate 
solution to secure mobile 
communications and devices 

• CRYPTOPASS: The professional 
application for secure messaging 
and communications

• CRYPTOBOX: Secure file-sharing 
and collaborative work in the cloud

Customer Footprint
Relevant Public Success Stories:

• French State (Presidency, Ministry 
of Defense, Ministry of Interior, 
Foreign affairs ..)

• Industry & Services (Orano, Qwant, 
Imprimerie Nationale ..)

https://cyberstartupobservatory.com/
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04
Product in detail: CRYPTOSMART
CRYPTOSMART is the only French military-grade solution, jointly developed 
with Samsung, to secure consumer smartphones and mobile voice/SMS/data 
communications, by simply installing a CyberSIM and Cryptosmart application on 
latest Samsung Galaxy smartphones and tablets (S9, Note8, TabS4, A8..). ). It provides 
end-to-end encryption of all communication streams, local device encryption, strong 
authentication and protection against hacking attacks through Wifi, USB or malicious 
apps.

How does it work?

• Protect your device and your sensitive communications in mobility, regardless of 
device loss, theft or eavesdropping:
• Cryptosmart solution is based on a full encryption of local files and communication 

streams (voice, SMS, data) performed by a software app and a hardware 
component (CyberSIM) 

• Communications are end-to-end encrypted between two cryptosmart devices, or 
between the devices and a Cryptosmart gateway hosted within the enterprise IT 
system and connected to corporate servers (emails, PBX ..) & to the internet

• Cryptosmart 5.0 has been certified «  Restricted  » by French ANSSI, Europe & 
NATO
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05
Product in detail: CRYPTOPASS
Cryptopass is a privacy-by-design and secure messaging application, featuring end-
to-end encrypted instant messaging (1:1, group) with file transfer. Cryptopass features 
as well secure audio/video calls and audio conference. The solution includes a 
management console to enroll and revoke users, access traffic KPI….

How does it work?

• Protect your sensitive mobile communications and meta-data privacy with a 
professional and easy-to-use app:
• Cryptopass is a mobile messaging app for iOS and Android devices, featuring 

end-to-end encryption of all communication streams and full privacy of user 
meta-data

• Cryptopass is available as a service, with instant rollout, zero infrastructure to 
deploy, yet full administration capabilities through a powerful management 
console

• Once users download Cryptopass from the iOS/Android app store, they can 
securely communicate with their internal and external professional contacts, 
over any 3G, 4G and Wifi networks

• Cryptopass is developped and hosted in France. Certification by French ANSSI is 
on-going
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06
Product in detail: CRYPTOBOX
Cryptobox provides businesses and organizations with a sharing and collaboration 
solution to secure internal and external exchanges, using end-to-end encryption. You 
can now securely access your documents from any device, control your data and costs 
with a scalable architecture and a patented security solution.

How does it work?
• Protect internal and external teamwork with a highly secure solution to share files 

and messages in workspaces, transfer files and synchronize on any device securely:
• Cryptobox solution is based on an end-to-end encryption of files and messages 

exchanged between users and stored on the cloud
• From a web brower or Cryptobox mobile app, users can benefit from a personal 

& secure vault, team workspace, instant messaging, and file transfer through 
secure url

• Cryptobox is available as a service, with instant rollout, zero infrastructure to 
deploy, yet full administration capabilities through a powerful management 
console

• Cryptopass is developped and hosted in France. Cryptobox was certified 
« Restricted » by French ANSSI in 2018
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What to Do with the Principle of 
Least Privilege?

It seems organizations may see the point 
of least privilege as being different things. 
Setting up users with the least amount of 
privileges possible is the idea (the clue is 
in the name), but then what? The way you 
answer this question determines what 
least privilege is really all about within your 
organization; it reflects what’s important to 
you when establishing security around this 
principle, as well as the scope and duration 
the principle needs to be in effect.

Not sure what I mean?  Keep reading. 
There are a few ways to answer the 
question “then what?”

1. Nothing

Once you’ve established that everyone’s 
privileges are minimized down to the core 
necessity only to enable them to do their 
job, there is a bit of logic that says there’s 
nothing more to do here.

If you subscribe to the thinking that 
once the permissions have been limited, 

you’re done, then for you, least privilege 
is definitely about the current state of 
privilege.

2. Review Privileges Periodically

Those of you with this response are 
definitely more in the “maintaining a 
state of Least Privilege” mindset – which 
is good. Having periodic attestation 
around privileges required, permissions 
assignments and group memberships is 
a solid way to ensure control over what 
would otherwise become an entropic mess 
of ‘over-permissioning’ with no visibility 
into the privileges assigned.

For your organization, least privilege is 
about maintaining a continual state of least 
privilege.

3. Monitor the Use of Privileged 
Accounts 

Those organizations in this camp 
definitely have a bit more of a mature 
viewpoint on the implementation of least 
privilege. With monitoring in the mix, 
you acknowledge that least privilege isn’t 
really about the privilege; it’s about the 
use of privileges. This can be as simple 
as monitoring all logons, leveraging a 
password vault where privileged accounts 
must be checked out, or can be as complex 
as monitoring user activity through session 
recording.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   5 minute read
•    The principle  of Least Privilege and options:

•    Do nothing
•    Review privileges periodically
•    Monitor the use of privileged accounts
•    Monitor the use of all accounts
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One of the challenges in this particular 
answer is that you need to decide which 
user accounts are “privileged”.  Is it just 
accounts with admin rights in Active 
Directory? Those with administrative 
rights to enterprise applications? Those 
with admin rights to endpoints? Servers? 
More than that?

If you’ve drawn a line somewhere in the 
proverbial sand, delineating a particular 
level of privileges and above that should 
be monitored, least privilege is about 
validating that the state of privilege is not 
misused.

4. Monitor the Use of All 
Accounts

Delineating the ‘privileged’ from 
the ‘low’ level user can be somewhat 
short-sighted. If you start with the data, 
applications and systems you deem 
critical (that is, you wouldn’t want them 
compromised, exfiltrated, etc.) and work 
back to your users, you quickly realize that 
even the low-level sales person who has 
access to at least a subset of your customer 
database is, by definition privileged. 
Certainly, nowhere near as privileged 
as the Administrator account in AD, but, 
nonetheless, they do have privileged 
access that users outside of sales do not.

So, it should be evident that if you’re 
going to take the route of monitoring 
privileged accounts, you need some level of 
monitoring use even for the accounts that 
represent a lower risk to the organization 
(like the sales user). Higher-risk users may 
require user activity or session monitoring, 
but all users should have a base level 
of monitoring for use, such as logon 
monitoring, to look for leading indicators 
of compromise, such as inappropriate or 

irregular logon attempts by otherwise 
normal users.

Least Privilege is about Privilege 
Use

As you’ve walked through the 4 possible 
answers to the question of ‘then what?’, it 
should become a bit clearer that you can’t 
simply stop with the limiting of privileges 
today.

Security is an ever-changing target; as 
the organization’s needs change, so does 
the current state of security.  And, even if 
security remains static, the necessity exists 
to make sure certain user credentials aren’t 
misused by insiders and external attackers 
alike.

It’s only by monitoring account 
use (once a state of least privilege 
has been instituted) that you truly 
see least privilege reach its potential. 
This is the potential to establish and 
maintain the lowest levels of privileges, 
while simultaneously maintaining the 
highest levels of security around those 
privileges.

“Security is an ever-changing 
target; as the organization’s 
needs change, so does the 
current state of security.  
And, even if security remains 
static, the necessity exists to 
make sure certain user 
credentials aren’t misused 
by insiders and external 
attackers alike.”
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Innovation

IS Decisions  

Infrastructure & Security 
Management Solutions
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01
Company Description
IS Decisions, based in Biarritz (France), is a Software Vendor specialized in 
Infrastructure and Security Management solutions for Microsoft Windows.

Company Name: IS Decisions
Founded: 01/2000
Employees: 20
Web: www.isdecisions.com 
Headquarters: Biarritz, France

02Company Information

s

Key Target Verticals: All

03
The Product
Product Category : 

• Network security
• Compliance & data leakage 

prevention
• Insider threats
• Identity & Fraud
• Detection & Prevention
• Incident Response & Forensics
• Cyberposture

Product Stage: Released
Product Names and Brief Description:
UserLock : Access security and 
concurrent login control for networks.
FileAudit: Tracking, auditing, archiving 
and reporting on access to sensitive 
files.

Customer Footprint
• Success Stories UserLock

• Financial Services
• Barclays Bank
• Bank of America

• Healthcare
• Tufts Medical Center

• Education
• Oxford University
• New York Albany City School District
• Camden City School District

• Law Enforcement & Intelligence Agencies
• US Dept of Justice

• Other
• Ministry of Interior Qatar
• Ministry of Interior Saudi Arabia
• Turkish Aerospace Industry
• Airbus Cyber Security 

• Success Stories FileAudit
• Healthcare

• Centre Hospitalier Boulogne sur mer

• Sanofi

• Other
• BAE Systems
• BMW
• LVMH

• MOET HENNESSY
• VTECH
• Andros
• Showroom Privé
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04
Product in detail: UserLock
User logon security for Windows Active Directory. 
Powerful protection for all Windows Active Directory domain logins, even when 
credentials are compromised. UserLock helps administrators to manage and secure 
access for every user, without obstructing employees or frustrating IT.

How does it work?

Control and Protect: Set restrictions using the contextual information around a user’s 
logon, to help verify all user’s claimed identity, and authorize, deny or limit network 
access. Restrict by:

• Origin: Computer (Windows & Mac), device & location restrictions (IP address, 
department, organizational unit)

• Time: Logon hour restrictions, maximum session length & session time quota
• Session type: Workstation, terminal, Wi-Fi, VPN and IIS sessions
• Simultaneous connections: Limit concurrent logins and initial access points

Detect & Respond: Real-time monitoring and risk detection tools immediately alert on 
suspicious logon activity so you can take action quickly.
Audit & Report: A centralized audit on all network logon events provides detailed reports 
to track down security threats, support forensics and prove regulatory compliance.
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Product in detail: FileAudit
FileAudit monitors, archives and reports on access (or access attempts) to sensitive 
files and folders stored on Microsoft Windows systems.

How does it work?

Proactively track, audit, report and alert on all access to files and folders on Windows 
servers.

• Real-Time Monitoring: Monitor, in real time, access (or access attempts) to sensitive 
files and folders stored on Windows systems (read/write/delete accesses, file 
ownership changes, permission modifications, attribute changes, etc.).

• Automatic Email Alerts: Set up E-mail alerts for predetermined access events 
(access denied - file deletion - a specific user, machine or IP address - time of 
access - and mass access events such as the copy, deletion or movement of bulk 
files).

• File Server Intelligence: Schedule recurrent email delivery of reports customized 
according to multiple criteria (path, file type, access type, IP source address, 
machine name, etc.) for auditing and regulatory compliance.

• Delegation to Non-IT: Create specific accounts for people with no administrative 
rights (external auditors, non-IT executives, etc.), allowing them to perform audits 
securely and autonomously.
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Dimitri Chichlo
Senior IT Security Advisor, Union Bancaire Privée

Dimitri Chichlo holds an Executive MBA 
from INSEAD. He currently works for 
Union Bancaire Privée in Geneva as Senior 
IT Security Advisor. He was formerly VP 
Information Security & Business Continuity 
Management at Edmond de Rothschild 
in Geneva where he was responsible 
for developing and implementing the 
Information Security and Business 
Continuity governance, consulting on IT 
projects from the InfoSec side as well as 
spreading InfoSec awareness in the Bank.

Prior to this position, he worked for ING 
as Head of Risk Management in Geneva, 
where he was responsible for all aspects 
of non-financial risks in a commercial 
bank, successfully enforcing Information 
Security risk framework aswell as leading 
related projects. 

From 2004 to 2009, he spent 5 years 
in the Ukraine and was involved in various 
international greenfield industrial and 
banking projects with different French 
companies. He is a regular speaker at 

Information Security conferences. Dimitri 
is also a successful trail runner and a PADI 
scuba diving instructor.

Where do you see the difference 
between Information Security, 
IT Security and Cybersecurity?

I recently attended a conference where 
one of the speakers discussed the results 
of a study which showed that as a CISO, 
you get more funding when you present 
yourself dealing with Cybersecurity rather 
than with Information Security or IT 
Security. You are an Information Security 
manager? You deal with boring stuff. You 
are a Cybersecurity manager? You are the 
real one. Today, the hype is undoubtedly in 
speaking about cybersecurity: cyber-this, 
cyber-that; cyber is everywhere. The word 
cyber opens credibility and funding. But 
I am not sure that everybody knows what 
they are talking about.

Information Security is a holistic 
concept that includes the protection of the 
confidentiality, integrity and availability of 
data in the broad sense of this term. 

The topic includes very technical 
elements – identification of assets, threats, 
vulnerabilities, controlling measures – but 
also more organisational and process-
driven ones, like SDLC, DLP as a whole, 
awareness, education and training and 
encompasses physical security measures, 
business continuity and disaster recovery.
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IT Security focuses on the protection of 
internal computer systems (hardware and 
software) with an almost purely technical 
aspect.

Cybersecurity is more about ensuring 
that everything that is connected online is 
secure and focuses more on dangers that 
appear on networks. It includes elements 
like cyberwarfare.

As words have meanings, I prefer talking 
about Information Security because it 
implies much broader risk management 
aspects. The issue when speaking of, or 
focusing on, Cybersecurity, is that people 
might infer that only the connected portion 
of information systems is of importance, 
whereas everything actually has an impact 
on your global security posture – think 
about the unencrypted USB stick lost 
in 2017 on public transport with all the 
security plans of Heathrow Airport.

So, as a CISO, you deal with Information 
Security Risk, period. This is an incredibly 
interesting but also difficult role because 
you never stop learning and thinking 
as threats evolve and new ones appear, 

especially through the development of 
technology.

How can security executives 
get that buy-in from the top?

Information Security is a non-financial 
risk management job. The difficulty lies in 
the fact that you can barely quantify a loss. 
Credit risk is simpler: you lend that amount 
of money. If you get this percentage of 
default, you lose this amount of money. 
Above a certain level of default, your 
company goes bankrupt. Think of the 2008 
mortgage subprime crisis.

But what is the cost of not dealing with 
backups? Maybe you will never need them. 
Maybe everything is going to be fine, and 
you spent money for nothing. This is similar 
to a defense job: the army needs to be able 
to convince politicians that spending this 
amount money on defending the country 
is worth the expense, especially in a time 
of (relative) peace. Same applies for secret 
services that defend the country against 
terrorism. You are always cleverer post-
factum.

The first thing a C-function should ask 
his colleagues is: “What can I do for you?” 
If you are able to achieve this, the natural 
answer from your colleagues will be: 
“And what can I do for you?” As a CISO, I 
would forget about considering thinking 
in silos and rather cooperate with other 
departments to find side projects where 
Information Security will add its value. It is a 
cleverer way to sell your job instead of just 
using FUD. A first example: virtualisation. 
If you try to sell virtualisation in terms of 
disaster recovery only, then you face the 
risk of explaining why you want to brace 
for a risk that has never materialized.

“I prefer talking about 
Information Security 
because it implies much 
broader risk management 
aspects. The issue when 
speaking of, or focusing on, 
Cybersecurity, is that people 
might infer that only the 
connected portion of 
information systems is of 
importance, whereas 
everything actually has an 
impact on your global 
security posture.”
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Rather than selling the project solo, get 
IT, procurement, finance and sustainable 
development on board and present a 
project which has many benefits with a 
business case. Replacing physical servers 
by virtual ones means less maintenance 
costs for IT, less square meters rented in 
a data centre, less electricity consumed, 
reduced replacement costs, less IT 
equipment to put in the trash every 3 to 5 
years, and it has an impact on availability 
and the disaster recovery preparedness.

A second example: MFPs replacing 
desktop tools with Follow Me Printing. 
By installing MFPs and enabling FMP, 
you replace many printers, scanners and 
fax machines, you reduce printing costs 
and paper consumption, you reduce 
maintenance costs (one model to maintain 
only and one model of toner to buy), you 
reduce waste of desktop tools and you 
increase confidentiality (prints do not get 
out automatically), you can monitor the 
content of your prints in a DLP solution 
and increase business continuity readiness 
if you have to work from another office. All 
in all, you increase daily user experience 
and flexibility.

You will also have to find real cases from 
real life. The NotPetya attack from 2017 
provides great practical examples for large 

corporations. When it comes to Information 
Security, we insist a lot on confidentiality 
and data protection. However, availability 
is very often forgotten, though key for a 
business: if a system is down, how much 
does the company lose? This is something 
a CISO must be able to calculate in order 
to convince a CFO for instance.

If your management committee is not 
convinced by what you are telling them, 
you might want to use a penetration test to 
demonstrate what can happen in real life if 
attackers want to penetrate your network, 
or if current employees want to steal data, 
but this is a tricky tool, because by doing 
this, the report will inevitably point all 
deficiencies of your IT department. So, use 
it carefully and with IT on your side. Do not 
alienate the CIO.

What soft skills can help security 
executives collaborate better?

Information Security is a question of 
culture. You might have all the policies 
and processes in place: if the CISO is not 
influential enough to convince C-functions, 
management committees as well as regular 
employees of the importance of the topic, 
and if the tone is not given at the top, the 
chances of success are scarce. I would 
say that a CISO job is 60% people, 30% 
processes and 10% technology.

First, the CISO must possess a sound 
business and strategic vision. She must 
understand what the strategy of the 
company is and how her job can contribute 
to this strategy. Similarly, she must have a 
strategic vision of her job and understand 
how she will articulate it in collaboration 
with the CIO. Working in a silo is the worst 
possible approach.

“When it comes to 
Information Security, we 
insist a lot on 
confidentiality and data 
protection. However, 
availability is very often 
forgotten, though key for a 
business: if a system is 
down, how much does the 
company lose?”
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Second, a CISO must be a good 
influencer. He must understand how 
to convince and influence people in his 
company – from C-functions to simple 
employees. He must have a strong sense 
of how power is exercised and who is key. 
At some point, unfortunately, it is all about 
funding and support from the key players.

The CISO must also be a good 
communicator. Management Committees 
and Boards have very little time to dedicate 
to each of the topics discussed during 
their meetings. If you lose your executive 
audience from the beginning of your 
presentation because you used technical 
terms, or because your tone is boring, your 
chances of getting attention and gaining 
credibility are minimal. Similarly, you 
must be a good communicator towards 
the end-users and the IT teams, speaking 
both business and technical language and 
being able to explain what is at stake with 
simple and understandable words. Use 
storytelling and analogies from everyday 
life which everybody can understand.

Finally, the CISO must be a never-ending 
learner who has the courage to challenge 
his/her beliefs and past knowledge to 
the current reality, ensuring he/she is 
always up-to-date with the current threat 
landscape, news, regulations, technologies 
and willing to expand his/her expertise.

The biggest threat to your 
institution is already inside the 
building. Studies show that 60 
percent of cyber attacks come 
from inside the company. What 
are the key strategies to address 
this challenge?

Cyber attacks are one aspect of the 
challenge, but human error is another one 
– the chair/keyboard interface. I come back 
to my example of the lost USB stick from 
Heathrow Airport – this is a perfect case of 
human error combined with bad practices 
leading to dramatic consequences, 
although basic solutions do exist.

When it comes to elaborating a strategy, 
I would divide tactical plans between wilful 
and unwitting actions. And I would also 
separate IT staff and end-users, because 
they have different damage powers.

First, I insist on having sound user 
access management procedures and 
practices. Role-Based Access Control 
is powerful for that. We have heard 
of numerous cases where abuse of 
authorizations led to frauds, sometimes for 
huge amounts. So, apply thorough need to 
know/need to have principles with regular 
reviews. Privilege Identity Management 
of IT staff is extremely important, one of 
the most important aspects of Information 
Security risk management. Ensure you 
carefully control privileged, service and 
non-personal accounts.

A second axis is to reduce leakage 
channels and the technical possibility to 
exfiltrate data, as well as provide end-users 
and IT with the tools to protect mass data 
that are stored on external supports. Be 
careful with file and Exchange servers’ 
administrators, too: use file encryption 
tools.

A third vector of action is to monitor 
suspect behaviours and be able to identify 
them as early as possible.
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A fourth action channel is awareness, 
education and training, for everyone, 
including C-functions and IT. Surprisingly 
studies show that the latter are often the 
least aware. Human error can be reduced 
through those channels, though not 
completely eliminated. Train users on how 
to handle data. Train users on how identify 
phishing, social engineering, CEO fraud, 
etc. For instance, train your IT team on how 
to securely code and develop applications. 
A backdoor might be exploited by a future 
internal employee.

How do you make sure you 
know what new projects are on 
the road map and that security 
is baked in from the process 
side?

Risk management exists to drive 
decisions: do I acquire this business? Do 
I launch this new product? Do I launch 
this investment project? What do the risk 
functions have to say against the legitimate 
ambition of the business functions? 
Which value can they bring that will drive 
decisions?

Information Security, and risk 
management more globally, is first and 
foremost a question of culture and it 
will depend on the ability of the CISO to 
convince other C-functions of the rationale 
of on-boarding risk functions on various 
projects in order to ensure that risk is 
properly assessed and addressed from 
the very beginning. If a carmaker issues a 
new model, it does not consider the option 
of installing ABS, ESP, Airbag or other 
security features on the day before the 
launch is approved.

First, the company must possess 

policies and procedures that clearly state 
that all risk functions must be on-boarded 
on a project committee when a project is 
launched – and the same must apply for 
new products: Information Security of 
course, but also compliance, legal, credit 
risk, physical security, fraud risk. It is vital 
to break the silos when it comes to risk 
management.

Second, tone should be given at the 
top: it must be made very clear from the 
CEO and the Management Committee 
that the presence of risk functions and 
a thorough risk analysis is a compulsory 
requirement from the very beginning, 
and not just a sign-off required on the day 
before a project is approved to ensure that 
Information Security will bear the risk if 
something goes wrong.

Third, the CISO should understand that 
the InfoSec function is a business enabler 
and not only a no-sayer or a bad cop. 
She/He should find solutions instead of 
forbidding initiatives, but also be very clear 
about the risks so as decisions can be taken 
in full awareness.

“The CISO should 
understand that the InfoSec 
function is a business 
enabler and not only a 
no-sayer or a bad cop. 
She/He should find 
solutions instead of 
forbidding initiatives, but 
also be very clear about the 
risks so as decisions can 
be taken in full awareness.”
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Fourth, the sign-off of all risk functions 
should be made compulsory at the closing 
of the project phase, just before the launch, 
so everybody is clear about the risks and 
the appropriate decision can be taken, 
including risk mitigating measures.

Again – it will depend on the ability of the 
CISO to be influential enough to convince 
her peers to get InfoSec embarked on the 
projects, and at the same time be able to 
find solutions to mitigate risks. Only in that 
way will the CISO gain credibility and be 
considered  a valued business partner.

Are there any key phrases or 
terms that security executives 
should use when talking to the 
C-suite about the business?

Do not forget that the purpose of a 
business is about creating value for the 
shareholders, in the broad sense of this 
term – the shareholder can be the sole 
owner of her business or an individual 
owning shares of a publicly traded 
company. So, value creation is one of the 
terms security executives must use when 
they talk to the C-suite, especially to the 
CFO.

Generally speaking, a CISO must be able 
to speak a language familiar to the business. 
You will lose attention and credibility if you 
use too many technical terms that business 
executives, management committees or 
boards do not understand. What sounds 
obvious to you is not to others.

Let me give you one example. We all 
know the principles of a sound password 
policy: lengthy, complex, different for each 
system and all those passwords should 
be known by heart. And of course, they 

should be different in the private and in 
the business sphere. Let’s be honest: these 
principles make it impossible to comply 
with a password policy. So, what a CISO 
can do, is to ask the CFO funds to acquire 
password managers and show by how 
much it will add value to the business: 
one password to remember to unlock 
a password vault means that the users 
will not call the helpdesk to reset the 
password(s) they forgot when they come 
back from vacation and spend less time 
typing them.

Alternatively, a Single Sign-On project 
could do the same, but much better. Only 
one password to remember to log in to the 
Windows session, and others  managed 
automatically by the software: less time 
for the helpdesk, less time for IT teams 
and increased productivity for the end-
users who spend less time managing their 
passwords. And by solving end-user’s 
usability issues, they start considering you 
differently, and you build allies.

When requesting funds for such 
projects, a CISO must be able to show that 
the Net Present Value (NPV) of a project 
is positive, which is a financial proof that it 
creates value for the company. So NPV is 
another term that the security executives 
should use, and they should also know how 
to calculate an NPV when presenting an 
Information Security project.

“When requesting funds for 
such projects, a CISO must 
be able to show that the 
Net Present Value (NPV) of 
a project is positive, which 
is a financial proof that it 
creates value for the 
company.”
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My principle is to go back to the basics: a CMDB with a complete inventory 
of assets, proper user access management processes, including management 
of privileged accounts, network segregation, sound data encryption, endpoint 
protection, patching, configuration management, backups and disaster recovery 
procedures. Achieve this and you will have achieved a lot. Do not focus only on 
the detection and reaction side. Identify assets and protect them. Think defense 
in depth.

Hall of Fame

Dimitri Chichlo
Senior IT Security Advisor, Union Bancaire Privée

https://cyberstartupobservatory.com/


Insight

Leveraging Artificial Intelligence to 
Identify Source Code Vulnerabilities



www.cyberstartupobservatory.com Cyber Startup Observatory France 136BACK TO CONTENTS

Leveraging Artificial Intelligence to 
Identify Source Code Vulnerabilities

The status quo in source code 
analysis

While cybersecurity needs are now 
fully understood with regards to Cyber 
Criminality (just check the recent news to 
discover the latest cyber-attack), there is a 
major trend which now puts more emphasis 
on the necessity not only to build secure 
applications from the very beginning 
(Security By Design) but also to make sure 
that all sensitive data processed by the 
software is handled properly and its security 
properties (Integrity, confidentiality, etc.) 
are preserved all along the processing 
phases of the software (Privacy By Design 
when talking about personal data).

Applying those security & privacy by 
design principles to software applications 
is possible from the very first developments 
by using static analysis based scanners. 
They are very good at detecting potential 
flaws but unfortunately, actual state of the 
art shows limitations of static analysis as 
the warnings it raises include numerous 

false positives (false positive rates are 
often higher than 70%). Identifying real 
flaws needs all the warnings to be manually 
investigated, which is time consuming and 
often impossible in a real development 
process, due to time and budget constraints 
of project teams.

Another point resulting from actual 
state of the art is that static analysis works 
very close to the programming language 
and it is therefore quite difficult to take the 
user context into account in vulnerability 
analysis, as well as that of the application.

Yagaan software: addressing 
current challenges in source 
code analysis while bringing in 
new capabilities

We created YAGAAN to overcome 
those difficulties. The Yag-Suite is our 
innovative solution for application security 
which brings new capabilities to source 
code analysis. Its aim is, through a decision-
making approach, to support developers 
and reviewers in their efficient targeting 
of the source code vulnerabilities which 
are the most relevant to fix. The YAG-Suite 
merges artificial intelligence with usual 
static analysis techniques. The first benefits 
of merging those technologies is to bring 
machine learning capabilities to existing 
scanners, such as open source ones for 
instance. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   4 minute read
•   The status quo in source code analysis
•    Yagaan software: addressing current 
challenges in source code analysis while bringing 
in new capabilities
•    About YAGAAN
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To address the false positive issue, 
the YAG-Suite will be used in addition to 
an existing scanner. Lets take PHP code 
sniffer (PHPCS) as an example: PHPCS will 
be run on the target application to review, 
and the YAG-Suite will process the PHPCS 
warnings to automate the previously 
manual false positive reduction.

As the YAG-Suite is based on a 
supervised approach, a first step of 
training is needed. The user will review a 
limited subset of warnings, as usual, but 
for each of them will tell the YAG-Suite if 
the warning is about a real vulnerability or 
a false positive. The YAG-Suite will learn 
from it and then will be able to automate 
the analysis of all the remaining warnings. 
It allocates every warning a relevancy 
criterion comprised between 0% and 
100%. The higher the criterion, the more 
relevant the warning: 0% indicates that the 
related PHPCS warning is a false positive 
while 100% will point to a true positive. As a 
result, all PHPCS warnings will be sorted in 
a prioritized list from the highest relevancy 
(e.g. true positives) to the lowest (e.g. false 
positives). This helps the reviewer focus 
on the most critical issues much faster. Of 
course, all along the reviewing process, 
the user can go on feeding the machine 
learning with new cases in order to make it 
more accurate when needed.

Another benefit of using artificial 
intelligence is to extend the machine 
learning capabilities to integrate the user 
feedback on the impact of the potential 
flow in terms of confidentiality, integrity 
and availability. Doing so, the analysis 
can be fine-tuned to the context of the 
application, and to the user’s human 
evaluation of the flaw. As a result, the YAG-
Suite includes the impact analysis of each 
warning on those criteria (confidentiality, 

integrity and availability). This gives the 
solution a unique ability to calculate the 
CVSS score of each warning, based on its 
own C/I/A criticality assessment rather 
than based on a generic score for the type 
of vulnerability. 

Last but not least, automated learning 
from user feedback allows the machine to 
learn and reproduce the non-quantifiable 
human expertise of the user and his risk 
perception of the users in the analysis. 
As such, the YAG-Suite self-adapts to the 
user’s business specific context, and gets 
more specialized over time.

The final output of the YAG-Suite 
is the entire list of the warnings from 
PHPCS (the YAG-Suite doesn’t delete any 
warning) where each warning is attached a 
contextualized relevance attribute, a CVSS 
individual score as well as a Weighted 
CVSS score which ponder the CVSS score 
with its relevance. For instance, for two 
warnings having a similar CVSS score, if 
one of them is a false positive its WCVSS 
score will be much lower than the true 
positive one.

“The final output of the 
YAG-Suite is the entire list of 
the warnings from PHPCS 
(the YAG-Suite doesn’t delete 
any warning) where each 
warning is attached a 
contextualized relevance 
attribute, a CVSS individual 
score as well as a Weighted 
CVSS score which ponder 
the CVSS score with its 
relevance.”
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Finally, the YAG-Suite will show the 
user a fully prioritized list of the warnings 
released by PHPCS and help him put the 
fixing effort on the most critical flaws.

On a sample set of 5 PHP applications 
with known vulnerabilities, the YAG-Suite 
could reduce PHPCS false positives rate 
from 96% (out of 1100 warnings) down to 
8% after training.

The YAG-Suite actually supports Java 
and PHP languages.

About YAGAAN

YAGAAN’s founding team is composed 
of Hervé Le Goff, CEO, and Antoine Floch. 
Hervé worked for 25 years at “Direction 
Générale pour l’Armement” (DGA, French 
Ministry of the Armies) in the field of 
technical expertise (including information 
security), human and project management 
and international cooperation. 

Antoine, PhD in compilation and 
operational research, is co-founder of 
YAGAAN. He has been working for 10 
years on different source code static 
analysis methods and tools. 
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Innovation

Yagaan

Security by Design for Applications
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01
Company Description
YAGAAN is a young Start-Up based in Rennes (Brittany), specialized in application 
security for development teams and source code auditors. YAGAAN provides a solution 
to support security and privacy by design development processes, and take software 
developers one step further in enhancing efficiency and relevance of their source code 
vulnerability assesment process.

Company Name: YAGAAN
Founded: 01/17
Employees: 4
Web: www.yagaan.com
Headquarters: Rennes - France

02
Company Information

s

Key Target Verticals: All companies 
involved in software production, 
application vulnerability assessment 
service providers

03
The Product
Product Category: Application security 
(including, but not limited to, privacy)
Product Stage : First customers
Product Names and Brief Description:

• YAG-Suite FPR  : Reduces the false 
positive rates of external source code 
SAST scanners

• YAG-Suite DLD  : Smartly detects 
potential vulnerabilities related to 
application handled sensitive data  

Services Provided:
• Product customization

Customer Footprint
Markets with Customers: France 
(SMEs & Groups)

Relevant Public Success Stories:
• Application vulnerability 

assessment service providers
• Software editors
• Security products certification 

body
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04
Product in detail

The YAG-Suite FPR automates the processes the warnings raised by external source 
code scanners to automate the manual process of qualification

How does it work?

Merging artificial intelligence with static analysis techniques, the YAG-Suite allows you 
to overcome source code scanning state of the art limitations.

The YAG-Suite FPR is a complement to external scanners. Based on machine learning, it 
automates the process of discarding the false positives by attaching a relevance criteria 
and a contextualized CVSS score to each warning. The required manual investigations 
are then significantly reduced, as well as the costs of code reviews. 

The YAG Suite DLD is a standalone tool offering smart analysis of the source code 
vulnerabilities which can impact application sensitive data (Integrity, Confidentiality...). 
It answers such questions as “does the application stores a non encrypted password 
in a log file ?” or “does the application sends an insufficiently protected payment data 
to a web service?”

False positives reduction performance example
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Innovation

Red Alert Labs  
IoT Security
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01
Company Description
Red Alert Labs is an IoT security provider helping organizations trust IoT solutions. 
We created an independent security lab with a disruptive business model to solve the 
technical and commercial challenges encountered when mixing IoT market needs 
and security needs together in a single IoT solution. Our IoT Security Assurance and 
Certification Framework covers the whole IoT solution from Chip to Cloud and is 
integrated during the early stages of conception/development or just before the launch 
of your IoT product/solution. We provide standard security certifications and IoT 
security mark based on our in-house security assurance platform backed by advanced 
risk analysis, AI, Modelisation, Automated security testing and security profiles.

Company Name: Red Alert Labs
Founded (MM/YY): 02/17
Employees: 9
Web: www.redalertlabs.com
Headquarters: Paris, France

02Company Information

s

Key Target Verticals: Smart 
Manufacturing (Industry 4.0), Financial, 
Government, Consumer Electronics, 
Connected Homes and Buildings, Retail 
and Healthcare.

03
The Product
Product Category: IoT, ICS, BMS,
Product Stage: released
Product Names and Brief Description: IoT 
Cybersecurity Assurance & Certification 
Framework
Services Provided: IoT risk analysis, 
IoT risk management strategy, IoT 
Security Architecture, IoT Vulnerability 
Assessment, IoT Model-based security 
testing, IoT design & source code review, 
IoT security compliance and certification.

Customer Footprint
• Markets with Customers: Europe, USA 

and China.
• Relevant Public Success Stories per 

Key Target Vertical:
• Smart Manufacturing: 

Implementation of a full security 
assurance framework for an IIoT 
Cloud Platform. 

• Government: Implementation of a 
standard security certification scheme 

• Connected Homes and 
Buildings: Development of a security 
risk assessment platform for decisión 
makers of a big renowned company.
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04
Product in detail 
Our IoT Security Assurance & Certification Framework enables the suppliers of IoT 
products, services and components to assess the conformance of their products, 
services and components to the latest IoT Security Requirements. Completing this task 
will allow an organization to demonstrate the security measures they have taken to 
protect their products, services and components from cybersecurity risks.  Red Alert 
Labs provide a systematic, disciplined, and repeatable approach for evaluating your 
organization’s IoT solution security posture.

How does it work?

Red Alert Labs helps asset owners assess their information and operational systems’ 
cybersecurity practices by organizing a workshop where we ask a series of questions 
tailored to your organization about system components and architectures, as well as 
operational policies and procedures. These questions are derived from an innovative 
IoT security risk analysis approach and relevant standards.
 
After this first workshop, Red Alert Labs provides tools and a dashboard of charts 
showing areas of strength and weakness, as well as a prioritized list of recommendations 
for increasing your solutions’ cybersecurity resilience posture. Red Alert Labs could 
suggest solutions, training, common practices, compensating actions and component 
enhancements or additions. 

If this is not a self-assessment model, Red Alert Labs conducts on behalf of the 
vendor the Evaluation Process up to final validation where it delivers the IoT Security 
Certification or Assurance Mark.

https://cyberstartupobservatory.com/


www.cyberstartupobservatory.com Cyber Startup Observatory France 145BACK TO CONTENTS

Innovation

WaToo  
Fight Against Sensitive Data Leaks 

and Forgeries
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01
Company Description

WaToo fights against leaks and forgeries of data and documents by internal or 
authorized users.

Company Name: WaToo
Founded: 07/18
Employees: 3
Web: watoo.tech
Headquarters: Brest - France

02Company Information

s

Key Target Verticals: 
• Data miners/resellers
• Automotive, aerospace, tech and energy 

industries
• Pharmaceutical and biotechnology 

industries
• Healthcare
• Finance

03
The Product
Product Category: 

• Insider threats 
• Compliance and Data Leakage 

Prevention
• Incident Response & Forensics)  

Product Stage (development, released): 
WaTrack (Beta released), WaTwall 
(development)
Product Names and Brief Description:

• WaTrack: Protects and traces data 
shared with partners, subcontractors

• WaTwall: Protects data from internal 
leaks 

Services Provided:
• Traceability by design
• Deployment and tech support

Customer Footprint
Markets with Customers: 

• First big client in the energy industry 
(name remains private)

Relevant Public Success Stories per 
Key Target Vertical:

• Data miners/resellers
• Automotive, aerospace, tech and 

energy industries
• Pharmaceutical and biotechnology 

industries
• Healthcare
• Finance
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04
Product in detail: WaTrack
WaTrack protects data and documents made accessible to partners or sold under 
license. It identifies the malicious party who leaked or illegally sold the data.

How does it work?

• WaTrack embeds (watermarks) an identifier (TAG) into the data before sending or 
sharing them. This TAG uniquely identifies each receiver (ex. Partners, clients).

• Receivers are informed of the presence of the TAG. This one acts first of all as a 
deterrent against illegal redistributions by malicious receivers. 

• Nevertheless, if an unauthorized redistribution occurs, the TAG allows precisely 
identifying the source. This allows taking the necessary corrective actions faster.
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05
Product in detail: WaTwall
WaTwall integrates into the company’s information system so as to trace data in the 
daily activities. It will identify an internal user who illegally reroutes or leaks sensitive 
information.

How does it work?

• WaTwall embeds an identifier into the query results or into the documents at the 
moment of the access by an internal user.

• Users are informed of the presence of the TAG. This one acts first of all as a deterrent 
against data leaks by malicious users. 

• If a leak occurs, the TAG allows precisely identifying user at the origin of it. WaTwall 
holds the user accountable for his acts.
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Innovation

Sunbren  

A Unique Smart IT Solution for SMEs
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01Company Description
A unique Smart IT solution for small companies that pilots and protects the company’s 
IT 24/7. The Sunbren solution is a monthly user subscription, without commitment, 
that includes a server and its tools plus an AI engine that pilots the whole  process and 
ensures its availability, performance and cyberprotection 24/7.

Company Name: Sunbren
Founded: 12/17
Employees: 8
Web: sunbren.com
Headquarters: Saint-Etienne - France

02
Company Information

s

Key Target Verticals: all companies with 
less than 30 IT users

03
The Product
Product Category  

• Cloud Security
• Mobile Security
• Application Security
• Detection & Prevention
• Cyber Intelligence

Product Stage: POC fulfilled, released and 
first clients.
Product Names and Brief Description:

• Sunbren Premium 
• Sunbren Lite
• Sunbren Home

Services Provided:
• A server monitored by an AI
• A 100% guaranteed cyber protection
• A monthly subscription, per user, 

without commitment

Customer Footprint
Relevant Public Success Stories:

• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other
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04
Product in detail
Sunbren is a high-performing server (Microsoft) on the cloud with access to company’s 
software and data, everywhere, even on the move and on all terminals. The server is 
managed and protected 24/7 thanks to a proactive and foolproof protection against 
cyberattacks, with a cybersecurity result obligation. All available from an all-in-one 
dashboard.

How does it work?

After 3 years of R&D, we have automatized 95% of the tasks usually made by an IT 
service and compiled those tasks into an AI that manages the solution and allows real-
time maintenance and automatic backups (1 action every 15 seconds).

A 1Gbit/s network connection and an embedded ISSP and personalized GDPR support 
are also provided to help the small companies to be efficient and productive even if 
their network connection is low and their rules compliance is weak.

A software suite completes the solution in order to help the entrepreneur to manage its 
IT without being a computer specialist: a password generator and a password manager, 
SunDrive, SunScan, SunBackup...
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Coming Soon!
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Cyber Startup Observatory© - Israel

The Cyber Startup Observatory© Israel -Fifth Edition will go live on January 23rd.
It will feature some of the most innovative cybersecurity companies in Israel, thought 

leadership articles and interviews with cybersecurity executives, CISOs and other industry 
leaders. 

You can download the current edition on our website:

Cyber Startup Observatory© Israel -Fourth Edition

For further information you can contact us at: 

info@cyberstartupobservatory.com

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/observatory-israel-october-2018/
mailto:info%40cyberstartupobservatory.com?subject=
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Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate receiving 
your suggestions or comments to help us improve our content, services and the way we 
communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us know. It helps us 
to know that we are delivering our services effectively and provides us with an opportunity 
to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations are a valuable 
input

We strive to cover relevant topics, provide valuable resources and to shed some light 
on important issues. The team welcomes your contribution as a way to widen our vision, 
the quality of the content and the depth of our knowledge.

You can contact us at: 
info@cyberstartupobservatory.com
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© 2018 Smartrev Analytics Consultants SLU. All rights reserved. In this document, 
“Cyber Startup Observatory”, “Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.
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