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The purpose of the Cybersecurity Startup Observatory is to collaborate to build a 
safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

 cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2018 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime

https://cyberstartupobservatory.com/
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Preface

We are thrilled to present the Fifth Edition of the Cyber Startup Observatory© 
Israel. This initiative started one year ago, with a very interesting trip to Israel  to get an 
on-site knowledge of its dynamic society and robust and innovative cybersecurity 
ecosystem.  

Although our initial focus was the Israeli cybersecurity market, the requests from 
startups and entrepreneurs from other regions motivated us to widen our world. Since 
that very moment, the Observatory© project has gone global, now involving the research 
of major cybersecurity ecosystems across 20 markets within five continents.

During this year, over half a million people all around the world have followed our 
publications, daily articles, website, CyberSlides©  and of course the Observatories accross 
our different communication and distribution channels.

In the forthcoming weeks and months we are going to continue investing in the project 
to cement and increase our global reach and to provide more value to our members, 
partners, sponsors and followers within the cybersecurity community.

We would like to express our sincere gratitude to all the participating startups and their 
teams for their fantastic solutions and their contribution not only to this Observatory© , 
but also in securing the referred industries and society as a whole. All of them contribute 
to keeping our companies and lives cyber-safe.

Nevertheless, the industry is not only driven by entrepreneurs. Established companies 
and their cybersecurity leaders also play an instrumental role in keeping us safe, fighting 
a tough battle on a daily basis with very challenging responsibilities and important 
achievements that are not always properly recognized. 

CISOs, cybersecurity leaders, managers, consultants and in general every single 
stakeholder in this process deserve our recognition and respect.

The CISO / Cybersecurity Leader of the Week program was created to recognize 
their contribution, not just to the cybersecurity sector but to our society and to share 
their views and insights.  I am very proud of including just some of them in this publication.

https://cyberstartupobservatory.com/
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In particular, we would like to thank:

• Eliahu Assif, Head of Cyber Defense and Information Security, eToro
• Shuky Peleg, Head of Cyber Defense and Information Security, First International 

Bank of Israel
• May Brooks, CEO and Founder, Helena and CISO for Yad2
• Eyal Sasson, CISO for Gett
• Daniel Ehrenreich, Leading ICS Expert, Presenter and Keynote Speaker

The improvement in any successive release of the Observatory© has been remarkable 
and this is only due to your suggestions and ideas.

Finally, I would like to thank my co-editor Maite Ortega, our colleagues Alicia Peña,  
José Estrella and Carlos Rivas for their infinite patience and support to the preparation of 
this publication, the startup observatory web and many other key “bits and pieces”, David 
Bailey for his valuable advice and top-notch proofreading services  and of course to the 
fantastic Unsplast photo repository (https://unsplast.com) for their fantastic pictures 
which have been used in this publication. Our gratitude goes to all the photographers for 
their invaluable material.

Maite Ortega
Co-Editor 

maiteo@smartrev-cybersec.com

Jose Monteagudo
Editor-in-Chief

josem@smartrev-cybersec.com

https://cyberstartupobservatory.com/
mailto:maiteo%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
mailto:josem%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Introduction

This Fifth Edition of the Cyber Startup Observatory© Israel brings major 
improvements. We have increased the number of industries under research as well as the 
number of startups within those industries or categories.

The Observatory©  now covers 28 major categories and 5 sub-categories.  Within 
the new buckets, we have added the most relevant Transportation industries  ( Aviation, 
Automotive, Rail & Metro and Maritime) as well as an Artificial Intelligence category for 
leading edge cybersecurity / AI startups.   Moreover, we have included other industries 
that are very relevant at the moment of writing this introduction, being key targets for 
cyber criminals. This is the case of the Healthcare industry. 

In terms of innovation, this Observatory©  features a collection of leading edge 
cybersecurity startups that are defining the direction and the future of the cybersecurity 
industry globally. The insight distilled from the articles, covering topics such as how to 
keep ahead of new web threats, convergence between IT/OT and IIoT ecosystems, 
implications of stock-piling zero-day vulnerabilities, pentesting automation, phishing 
and the risks to brand reputation, leverating AI in application security  and assessing 
the  dangers of ICS vulnerabilities, will be helpful for practitioners and researchers all 
around the world.

Just a final note to highlight how this document is organized. This methodology is 
also applied to our web (cyberstartupobservatory.com) and will be consistent in future 
editions of the observatory.

All the sections are clasified under the following categories and signposted using the 
following tabs:

Innovation

Training

Insight

Trends

ResourcesLeadership

Innovation

https://cyberstartupobservatory.com/
http://www.cyberstartupobservatory.com
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Cybersecurity materials, 
training courses, awareness 
programs and infographics.

Articles covering hot topics 
which are relevant for the 
industry as well as interviews 
with CISOs and other senior 
executives sharing their vision 
on relevant topics for the 
cybersecurity industry.

Focused on the evolution 
the cybersecurity industry is 
experiencing, new directions, 
including innovative 
technologies or approaches 
that might take cybersecurity 
to the next level such as AI, 
Blockchain, automation, 
computer vision, etc.

Covering  information 
from the most innovative 
startups with state-of-
the-art solutions. The 
Information is presented to 
enable the reader to easlily 
understand the startup’s 
value proposion.

In the Startup Observatory 
and our web we share tools 
that are relevant and valuable 
for industry executives, 
cybersecurity practicioners, 
regulators, purchase 
departments, students and 
universities. An example is 
our Israel CyberSlide©.

Senior global cybersecurity 
leaders  from the most  highly 
regarded organizations, 
financial institutions, 
government, healthcare 
corporations and other key 
industry players, sharing their 
thoughts  and forward-thinking 
views on cybersecurity topics.

Innovation

Training Insight

Trends

Resources

Leadership

Innovation

https://cyberstartupobservatory.com/
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The Israeli cybersecurity landscape 
slide: the Israel CyberSlide© 

One of the goals of the Cyber Startup Observatory© is to share insight among the 
key stakeholders in securing the financial services, healthcare, critical infrastructure, 
e-commerce, public sector, manufacturing, law enforcement, education, enterprise 
and SMEs as critical components of our Society.

 These key stakeholders include cybersecurity executives, consultants, analysts, 
researchers, entrepreneurs, regulators and law enforcement professionals. 

The Israel CyberSlide© is a powerful decision support tool to help them understand 
the key players coming from the Israeli market, properly categorized following a 
methodology that is consistent across all the markets that the Observatory is 
analysing. It is the result of a research process conducted by the Observatory team that 
involved over 350 Israeli  startups and is updated on a weekly basis.

Our methodology and the same categorization consistently used across all markets 
analyzed by the Observatory team, simplifies the life of decision makers involved in the 
identification and selection of cybersecurity providers.

The success of the Israel CyberSlide© has been unparalleled, achieving over 15k 
views within the first 3 days of publication every week. That amounts for over 60k 
views a month from over 25 countries.

You can find below statistics regarding the viewers of the Israel CyberSlide©:

Split by Role Split by Vertical Split by Geo

Information Security Specialist
32%

Technology Manager
23%

Director / Executive Director / 
CISO
36%

Information Technology Consultant
9%

Critical Infrastrucures / Utilities
22%

Healthcare
27%

Financial Services
32%

e-Commerce
10%

Government
9%

EMEA
45%

LATAM
12%

North America
32%

APAC
11%

https://cyberstartupobservatory.com/
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The referred categorization is discussed and agreed with every single company.

We have classified the startups under 28 different categories. 

Those categories are:

The latest Israel CyberSlide© is available on our web: 

The Israel CyberSlide© 

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from startups or gathered by our research team will be 
updated in the next Observatory, which is due for April 2019, and weekly on our website.

CYBER RANGE

MOBILE SECURITY

CLOUD SECURITY

ENDPOINT SECURITY

NETWORK SECURITY

WEB SECURITY

APPLICATION SECURITY

EMAIL SECURITY

CYBER POSTURE

COMPLIANCE & DATA LEAKAGE PREVENTION

PRIVACY

INCIDENT RESPONSE & FORENSICS

UEBA

INSIDER THREATS

DETECTION & PREVENTION

CYBER INTELLIGENCE

DECEPTION

SOC

ARTIFICIAL INTELLIGENCE

IDENTITY & FRAUD

ICS/SCADA

IoT - IIoT

BLOCKCHAIN

HEALTHCARE

AUTOMOTIVE

RAIL & METRO

MARITIME

AVIATION & UAVs

Categories

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/cybersecurity-landscape-slide-israel/
mailto:info%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Improvements to the Israel CyberSlide© 

At the time of writing this Observatory© we are working on a major update to the 
Israel CyberSlide©.

The Israel CyberSlide©  has been split into three different flavours:

• Product Companies

• Consulting and Services

• Cyber Risk and Cyber Insurance

This important change pursues a holistic approach to companies involved in the selection 
of cybersecurity solutions. We want to help them to navigate the ocean of cybersecurity 
providers and to find those best suited for their specific needs. We expect to address this 
challenge with the  Product CyberSlide©.

Implementation wise, we will strive to identify niche consultancies with core expertise 
in specific cybersecurity disciplines or verticals. As always, this analysis will be market 
specific, providing valuable insight for companies pursuing projects in the markets under 
analysis.

Finally, to have an overall view of the cyber risk incurred by the company, including 
assessment, modeling, mitigation as well as insurance, we are creating a new slide providing 
a detailed view of the ecosystem of providers customized per market. We will include both  
startups and large insurers providing insurance solutions.

As we know that SMEs struggle to find suitable insurance policies, we will focus on their 
specific needs to find companies which could provide solutions to serve those needs.

At the time of writing this observatory, we are working on the preparation of those 
slides. We have started this initiative with the Israel CyberSlide© and will be deploying this 
improvement to the rest of the markets in the short run.

The next page shows the format of the new CyberSlides©.

https://cyberstartupobservatory.com/
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Israel CyberSlide© - Product

The categorization of the CyberSlide© - Product is very similar to the initial version of 
the slide and is shown below:

The CyberSlide© - Product includes 28 categories and 7 sub-categories. We have 
recently added Artificial Intelligence and moved Training, Education and Awareness to the 
CyberSlide©  - Consulting and Services.

At the bottom of the CyberSlide©, you can find the industry specific buckets, including 
transportation and healthcare.

CYBER RANGE NETWORK SECURITY IoT - IIoT CYBER INTELLIGENCE

January 2019
Israel CyberSlide© - Cybersecurity Product

Gold   
Sponsors

Silver  
Sponsors

COMPLIANCE & DATA LEAKAGE PREVENTION ENDPOINT SECURITY MOBILE SECURITY

APPLICATION SECURITY SOCDATA PRIVACY

DECEPTION CYBER POSTURE BREACH & ATTACK SIMULATION

THIRD PARTY SECURITY

[

D E F E N S E

INSIDER THREATS BLOCKCHAIN HEALTHCARE

INCIDENT RESPONSE & FORENSICS

AVIATION

UEBAEMAIL SECURITY

AUTOMOTIVE

CRITIFENCE

CRITIFENCE

Copyright Cyber Startup Observatory© 2019

ICS/SCADA

DETECTION & PREVENTION

CRITIFENCE

PHISHING PREVENTION

Cyber  O f  Things

UAVs RAIL & METRO MARITIME

SILENTLY SECURED

SILENTLY SECURED

SILENTLY SECURED

AI

SILENTLY SECURED

FRAUD DETECTION & PREVENTIONIDENTITY & ACCESS MANAGEMENT

CLOUD SECURITY

shieldIOT

shieldIOT

shieldIOT

shieldIOT

shieldIOT

shieldIOT

chameleonx

WEB SECURITY

chameleonx

chameleonx

CRITIFENCE

SILENTLY SECURED

Cyber  O f  Things

Cyber  O f  Things

Cyber  O f  Things

 

 

 

 

 

chameleonx

https://cyberstartupobservatory.com/
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Israel CyberSlide© - Consulting and Services

The categorization if the CyberSlide© - Consulting and Services is shown below:

The CyberSlide© - Consulting and Services includes 15 categories for cross-industry 
companies and 5 categories for industry-specific companies. 

At the bottom of the CyberSlide©, you can find a box for large consulting groups. As 
all of them will be well-known in the industry, adding little value to companies looking for 
providers, we dedicate this section to sponsors willing to support our global initiative.

Gold   
Sponsors

Silver  
Sponsors

STRATEGY

Copyright Cyber Startup Observatory© 2018

GOVERNANCE, RISK & COMPLIANCE CYBER RESILIENCE TRAINING, EDUCATION & AWARENESS CYBER INTELLIGENCE

vCISO DATA SECURITY & PRIVACY WEB & APPLICATION SECURITY INFRASTRUCTURE IoT

MSSP DEFENSIVE SECURITY OFFENSIVE SECURITY IDENTITY & FRAUD FORENSICS & INVESTIGATION

CROSS - INDUSTRY

FINANCIAL SERVICES HEALTHCARE INDUSTRIAL CYBERSECURITY TELECOM TRANSPORTATION

INDUSTRY SPECIFIC CONSULTING FIRMS

LARGE CONSULTING GROUPS

January 2019

SCADASUDO
Cyber  Solutions 
Architecture     Design  Office&

SCADASUDO
Cyber  Solutions 
Architecture     Design  Office&

SCADASUDO
Cyber  Solutions 
Architecture     Design  Office&

Israel CyberSlide© - Cybersecurity Consulting & Services

Titans
Security
Group

SCADASUDO
Cyber  Solutions 
Architecture     Design  Office&

SCADASUDO
Cyber  Solutions 
Architecture     Design  Office&

SCADASUDO
Cyber  Solutions 
Architecture     Design  Office&

https://cyberstartupobservatory.com/
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Israel CyberSlide© - Cyber Risk and Cyber 
Insurance

The categorization of the CyberSlide© - Cyber Risk and Cyber Insurance is shown 
below:

The CyberSlide© - Cyber Risk and Cyber Insurance  includes 10 categories for cyber 
risk and cyber insurance startups. 

At the bottom of the CyberSlide©, you can find a box for large cyber insurers. As all 
of them will be well-known in the industry, adding little value to companies looking for 
providers, we dedicate this section to sponsors willing to support our global initiative.

Gold   
Sponsors

Silver  
Sponsors

CYBER RISK ASSESSMENT

Copyright Cyber Startup Observatory© 2018

CYBER RISK REDUCTION CYBER POLICY

CYBER POLICY FOR SME

CYBER RISK BENCHMARKING CYBER RISK MODELING

UNDERWRITING PLATFORMCUSTOMER ENABLEMENT INCIDENT RESPONSE CYBER LIABILITY POLICY

STARTUP

SME CYBER INSURANCE

LARGE CYBER INSURER

RANSOMWARE BREACH COSTS CRISIS 
CONTAINMENT

CYBER CRIMINAL 
DAMAGE

CYBER BUSINESS
INTERRUPTION

PRIVACY 
PROTECTION

MEDIA
LIABILITY

CORPORATE CYBER INSURANCE

January 2019
Israel CyberSlide© - Cyber Risk & Cyber Insurance

SCADASUDO
Cyber  Solutions 
Architecture     Design  Office&

https://cyberstartupobservatory.com/


The Israel CyberSlide© - Product, a
world-class cybersecurity ecosystem

CYBER RANGE NETWORK SECURITY IoT - IIoT CYBER INTELLIGENCE

January 2019
Israel CyberSlide© - Cybersecurity Product

Gold   
Sponsors

Silver  
Sponsors

COMPLIANCE & DATA LEAKAGE PREVENTION ENDPOINT SECURITY MOBILE SECURITY

APPLICATION SECURITY SOCDATA PRIVACY

DECEPTION CYBER POSTURE BREACH & ATTACK SIMULATION

THIRD PARTY SECURITY
[

D E F E N S E

INSIDER THREATS BLOCKCHAIN HEALTHCARE

INCIDENT RESPONSE & FORENSICS

AVIATION

UEBAEMAIL SECURITY

AUTOMOTIVE

CRITIFENCE

CRITIFENCE

Copyright Cyber Startup Observatory© 2019

ICS/SCADA

DETECTION & PREVENTION

CRITIFENCE

PHISHING PREVENTION

Cyber  O f  Things

UAVs RAIL & METRO MARITIME

SILENTLY SECURED

SILENTLY SECURED

SILENTLY SECURED

AI

SILENTLY SECURED

FRAUD DETECTION & PREVENTIONIDENTITY & ACCESS MANAGEMENT

CLOUD SECURITY

shieldIOT

shieldIOT

shieldIOT

shieldIOT

shieldIOT

shieldIOT

chameleonx

WEB SECURITY

chameleonx

chameleonx

CRITIFENCE

SILENTLY SECURED

Cyber  O f  Things

Cyber  O f  Things

Cyber  O f  Things

 

 

 

 

 

chameleonx

• Close to 250 cybersecurity startups.

• Israeli startups with headquarters in the US are included in the 
US CyberSlide©, available on our website.

• Very robust ecosystem across all categories, especially in 
Network & Cloud, AI, Cyber Posture, Detection and Prevention, 
Incident Response, IAM, Fraud Detection, SOC and Intelligence.

• Very high quality startups with vertical specialization: 
Healthcare, Transportation, OT/ICS for Industrial environments 
and Critical Infrastructure.



The Israeli CyberSlide© in Detail

Observatory© 
Members

• Three top-notch companies identified (including startups and 
consolidated companies) with a sophisticated Cyber Range 
offer.

• Cyber ranges allow companies to improve the readiness of 
cybersecurity professionals leveraging simulated scenarios, 
gamification, unique learning approaches, table top exercises, 
etc.

• Very successful companies with worldwide footprint.



The Israel CyberSlide© in Detail

Observatory© 
Members

Cyber  O f  Things

• Robust offer in Network, Cloud, Mobile and IoT-IIoT security with 
over 85 specialized startups.

• Expertise in corporate and enterprise networks and also in 
specific verticals such as Automotive, Maritime, Rail, Healthcare 
and Industrial OT/ICS infrastructure.

• Very interesting initiatives focused on addressing the important 
challenges coming from the unprecedented growth in IoT-IIoT 
devices.



The Israel CyberSlide© in Detail

Observatory© 
Members

• Roughly 20 startups addressing Endpoint Security issues, 
malware, ransomware, file-based or file-less attacks running 
both on-premises or on the cloud.

• Compliance is also a very robust dicipline with over 20 startups 
helping enterprises, SMEs, Corporates to comply with regulatory 
frameworks like GDPR, and to address privacy issues.

• In the Application and Web security fields, there are several very 
well-known startups and established companies with global 
reach.



The Israel CyberSlide© in Detail

Observatory© 
Members

Cyber  O f  Things

• Detection & Prevention is probably one of the strongest and 
most prolific areas with over 50 high quality and extremely 
specialized companies.

• Identity & Fraud brings to the table over 20 startups addressing 
important problems using state of the art technologies like 
behavioural biometrics or AI.

• A variety of Cyber Posture solutions focused on the 
orchestration and optimization of existing cybersecurity 
investments. BAS solutions help organizations to leverage 
automation.



The Israel CyberSlide© in Detail

Observatory© 
Members

• Incident Response & SOC are well covered areas with 
over 50 companies with widely proven solution, some of 
them leveraging innovative technologies such as AI / ML / 
Automation.

• Deception technologies are more and more in demand. Very 
advanced discipline in the Israeli ecosystem with unique 
solutions.

• State of the art companies within UEBA and Insider Threats.

• AI: Israel is one of the leading countries in the world in AI.



The Israel CyberSlide© in Detail

Observatory© 
Members

• Incident Response & SOC are well covered areas with 
over 50 companies with widely proven solution, some of 
them leveraging innovative technologies such as AI / ML / 
Automation.

• Deception technologies are more and more in demand. Very 
advanced discipline in the Israeli ecosystem with unique 
solutions.

• State of the Art companies within UEBA and Insider Threats.

• AI: Israel is one of the leading countries in the world in AI.
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Cyber Security: Next Generation 
Challenges, Threats and Defense

Introduction 

The last few years were years of digital 
transformation. Traditional network 
environments were upended by the rapid 
adoption of new technologies like cloud 
infrastructure, applications and services, 
social media, the virtualization of data 
centers, the integration of IoT technologies, 
and the continued expansion of mobility, 
BYOD – “Bring Your Own Device”, and 
related applications. On the opposite side 
the number of high-profile cyber-attacks, 
data breaches and the resulting damage 
are testament to the risks associated with 
these changes.

 Since approximately 2017 we can 
recognize that Cyber-attackers are 
using the latest technology to exploit the 
vulnerabilities in systems and devices 
(rather than in applications) to launch 
their payloads and to conduct large 
scale, fast-moving and multi-vector mega 

attacks. Large and mega scale attacks have 
an effect on all kinds of organizations, 
their operations, functionality, business 
continuity and reputation.

Today we are at a critical point of 
cybersecurity evolution. We are facing 
threats which are more sophisticated and 
harder to prevent, and while the level of risk 
is growing constantly, most organizations 
still use security solutions of the previous 
generation.

Nation states, critical infrastructures, 
enterprises and private citizens should not 
let their cyber defense level lag behind. 
There is a growing need for next generation 
cyber protection and the cyber security 
industry should step up to the challenge and 
develop solutions that combine technology, 
intelligence and operational perspective 
and experience, which are capable of 
preventing fast-moving, next generation, 
attacks in real-time and potentially even 
mitigating them before they occur.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Noam Krakover  Chief Strategy Officer , ELTA Cyber Division

At a glance
•   5 minute read
•   Cyber attacks, main trends
•   The solution needed – Next Generation Cyber 
Security
•   Bottom Line 
•   IAI/Elta – Cyber Division 

“Nation states, critical 
infrastructures, 
enterprises and private 
citizens should not let 
their cyber defense level 
stay behind.”

https://cyberstartupobservatory.com/
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Cyber Attacks – Main Trends

We define 3 major types and purposes 
for cyber-attacks:

• CNA – Computer Network Attack: 
is a cyber-attack for purposes of 
destruction. 

• CNE – Computer Network 
Exploitation: is cyber-attack for 
purposes of exploiting, or stealing, 
the information on the computer/
network and the information stored 
in the computer or network. 

• CNI - Computer Network Influence: 
attack for purposes of psychological 
influence, damaging morale, 
influencing public awareness.

Comparing the different kind of attacks, 
the different type of targets, the technology 
involved, and the damage being done, we 
can identify several major cyber trends:

• Ransomware attacks (CNA): in 
2017, adversaries took ransomware 
to a new level. 

• Attacks against the financial 
establishment (CNA and CNE): 
in 2015 and 2016, a series of 
cyberattacks using the SWIFT 
banking network were reported, 
resulting in the successful theft of 
millions of dollars.

• Continuous attacks against 
industrial control systems (CNA): In 
the last few years, as critical systems 
become increasingly connected to 
the internet, the risk and impact 
of a cyber-attack on the physical 
infrastructure has grown. 

• Cyber activity as part of 
“Information Warfare” and as an 
effort to influence public opinion 
(CNI)

• Weaponization of the cyber domain 
(CNA and CNE and CNI): including 
different use of cyber abilities as part 
of security and military activity.

• Continuous attacks against supply 
chain (CNA and CNE): cyber activity 
from the last few months has 
demonstrated, yet again, that “Supply 
Chain” is a rising and escalating 
threat, causing growing concerns 
about disruption. 

• The risks and the high potential 
of threat in the “IoT world”: the 
evolution of IoT-based attacks is 
an example of the sorts of ongoing 
development of security exploits 
we can see and track, that not only 
increases the sophistication of 
attacks, but also expands the number 
of attack vectors, and enables attacks 
to detect and adapt to previously 
unseen devices, applications, and 
platforms. 

The solution needed – Next 
Generation Cyber Security

“Nation states, 
governments, critical 
infrastructures and private 
citizens must undergo a 
paradigm shift in the 
manner they address 
cyber security.”
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Nation states, governments, critical 
infrastructures and private citizens must 
undergo a paradigm shift in the manner 
they address cyber security. 

Firstly, on the national level, and in order 
to address these threats and maintain 
economic and cyber resilience, nation 
states must establish holistic, end-to-end, 
cyber capabilities, encompassing:

• Technology for monitoring, 
detecting, predicting and mitigating 
cyber threats

• Proven methodology for utilizing the 
technology

• Constant innovation in order to 
address the dynamic nature of cyber 
space and counter future cyber 
threats

• Collaboration on the national and 
international level 

• Capacity build-up in the form of 
cyber training, cyber education and 
cyber hygiene. 

In view of the high-level cyber threat, 
traditional security is not sufficient 
anymore. The high level cyber threat 
especially for IoT systems, critical 
infrastructure and industrial control 
systems, coupled with the growing trend of 
supply chain attacks, requires a novel and 
more holistic approach to the protection of 
Mission Critical Systems and Facilities. 

The American DHS defines five major 
pillars that are needed for Managing Cyber 
Security Risk: 

• Risk identification

• Vulnerability reduction 

• Threat reduction 

• Consequence mitigation

• Enable cyber security outcome 

Governments, critical Infrastructures 
and large enterprises should consider 
implementing a new generation of cyber 
defense solutions, extending beyond IT 
security and also focusing on detecting 
social engineering & phishing, supply 
chain management, IoT security as well as 
maintaining the “root of trust” of mission 
critical elements within the network. 

In order to effectively secure mission 
critical elements, effective cyber defense 
solutions should encompass three 
elements:

• Hardening: end-to-end or “cyber 
hardening”, by employing best 
of breed security practices and 
effectively employing inherent cyber 
security controls within various 
network elements, processes, 
operating systems and software. 

• Monitoring: monitoring various 
elements within the mission critical 
system and facility in order to 
identify and alert on anomalies, both 
operational and network-related, 
which may indicate an impending or 
on-going cyber-attack.

“In view of the high-level 
cyber threat, traditional 
security is not sufficient 
anymore.”
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• Intelligence: Cyber Threat 
Intelligence Capabilities, augmenting 
the physical security, attempting to 
identify potential future intentions 
to cyber-attack the mission critical 
system or facility.

Bottom Line 

In today’s changing threat 
landscape, organizations, nation 
states, governments, critical 
infrastructures, large enterprises 
and private citizens, cannot protect 
themselves efficiently and effectively 
way by utilizing old generation, 
sometime defined as “good enough” 
tools any more. All of these entities 
must define their threat reference 
and critical assets, as a guide for 
effective cyber defense. 

Nation states, governments, critical 
infrastructures, large enterprises 
must look beyond the tools and 
adopt a new cyber defense strategy 
that combines updated, professional 
active threat intelligence, knowhow 
and operational experience, together 
with  a flexible and dynamic structure 

and next generation technological 
tools, including hardening, monitoring 
and pro-active advance defense 
abilities. 

IAI/Elta – Cyber Division 

Cyber security is one of Israel 
Aerospace Industries (IAI) strategic 
sectors and core competencies. 
IAI offers a holistic approach 
that provides defense forces, 
governments, critical infrastructures 
and large enterprises with end-to-end 
cyber security & monitoring tools. 

IAI’s cyber solution addresses 
intelligence, protection, monitoring, 
identification and accessibility. 

These advanced capabilities 
are possible due to the unique 
technologies developed by IAI’s 
research, development and excellence 
centers, offering IAI’s customers a 
wide range of capabilities for handling 
the evolving and ever-growing cyber 
threats.

“Nation states, 
governments, critical 
infrastructures, large 
enterprises must look 
beyond the tools and 
adopt new a cyber 
defense strategy .”

https://cyberstartupobservatory.com/
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Innovation

Israel Aerospace Industries: ELTA 
Systems, a Leading Defense 
Electronics Company
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Company Description

ELTA systems LTD, a group and subsidiary of Israel Aero Space Industries, is one of 
Israel’s leading Defense Electronics companies and a global leader in the fields of Radar, 
Electronics Warfare, Cyber and Communication. 

IAI ELTA operates as a Defense systems house, based on Electromagnetic Sensors 
(Radar, Electronic Warfare and Cyber Communications) and Information Technology. 
IAI ELTA’s products are designed for intelligence , Surveillance , Target Acquisition and 
Reconnaissance ( ISTAR), Early Warning and Control ( AEW&C), Homeland Security 
(HLS) , Cyber, Self-Protection and Self-Defense. 

Company Name: IAI Elta
Founded: 1960 
Employees: 3500
Web: www.iai.co.il/17887-en/Groups_ELTA.aspx

Company Information
Headquarters: Ashdod, Israel
 

Product Category: Detection & 
Prevention, Incident Response & 
Forensics, Cyber Intelligence, Cyber 
Range, IoT, Training & Education, SOC, 
UAVs, Aviation, Rail & Metro, Maritime
Product Names and Brief Description: 

• CEWC
• Maestro
• Tame Range
• Neptune

 

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• Government
• Financial Services
• Critical Infrastructures
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other

02
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Product in detail: Cyber Early Warning Center - CEWC

National level  monitoring  and detection platform fusing data from internal and external 
sensors automatically creating a situational awarness  picture  for SOC analysts and 
decision makers.

How does it work?

• Data Collection – cross platforms  and cyber  threat intelligence 
• Correlation –  between IT & OT events, indicators and national cross organizations 

incidents 
• Advanced analytics – identifying sophisticated attacks 
• Situational awareness  - state-level picture of national cyber hygiene status

https://cyberstartupobservatory.com/
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Key Benefits

• Enhancing deployed cyber solution into one holistic platform

• Automated kill-chain investigation 

• Full incident response cycle management

• Open architecture

Unique Differentiators
• Seamless orchestration  of all cyber sensors into a single point of analysis
• Unified management and display for SOC automation
• Tailor-made technological and methodological solution fitting customer cyber 

threats

Evolved SOC ecosystem build  for land / maritime / aviation

Future Functionality

https://cyberstartupobservatory.com/
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Product in detail: MAESTRO

State of the art automated environment for media investigation

How does it work?

• Automated extraction of all media types
• Automated analysis-based, operator-defined workflows
• Central display of forensic analysis results
• SDK for integration of new forensic tools

Product benefits and unique differentiators

Key Benefits:

• Automated investigation
• Definition of workflows
• Central display of forensic analysis results
• Shared analysis environment for multiple operators
• Retention of forensic investigation processes

Unique Differentiators:

• Workflows running in parallel tools
• Easy integration of new forensic tools
• Secured environment assuring containment of threats 

Future Functionality:

• Mobile analysis platform for IR teams for on-site analysis
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Product in detail: TAME RANGE
Advanced cyber competency center training security professionals with authentic, 
real-world cyber attack campaigns

How does it work?

• Virtualized, private-cloud based Cyber Lab simulating a real environment
• Assignment of trainees to classes 
• Automatic injection of attacks
• Tracking of trainees’ progress in attack investigation
• Scoring and assessment of trainees 

Product benefits and unique differentiators
Key Benefits:

• Authentic, real-world cyber attack campaigns
• Learning Management System 
• Hands-on experience with the tools, techniques and team skills
• Controlled, isolated and customizable network environments 
• Simulation of OT devices

Unique Differentiators:

• Full attack automation
• Team training
• Auto-scoring function
• Multiple simultaneous courses 

Future Functionality:

• Support of IOT attack scenarios 
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Product in detail: Neptune

Neptune system detects and reports anomaly behavior of platforms (maritime, 
Aviation, UAVs, Automotive and more ) and systems (e.g. Warfare, C4I, IT Systems 
and more) and generates intuitive, flexible and adjustable cyber situation view.

How does it work?

• The system is composed of:
• WPCM (Warfare Platform Cyber Monitoring)
• PSOC (Platform SOC)
• SOC

• The WPCM Collects data from all the monitored systems
• Performs data normalization and enrichment
• Analyzes the data with respective data model using advanced Machine Learning 

Anomalies Detection Algorithms
• Alerts are being generated toward the PSOC / Central SOC  upon events detection
• Feedback on false alarms (False positives) can be generated from the PSOC/SOC, 

by the user, to improve future detection
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Key Benefits
• Combine both rule-base and machine-learning
• Able to detect both known and unknown cyber-attacks
• Advanced semi-supervised anomaly detection algorithm incorporates mission/

process context considerations
• Multiple systems event correlation
• Outbound system monitoring
• Seamless integration on legacy platforms
• Able to integrate third party systems and sensors
• Detection of technical failure
• Cyber events report to multiple security centers (on-board and off-board) using very 

low bandwidth
• Intuitive and flexible mission adapted cyber situation view

Unique Differentiators
• Unique and advanced ML algorithms considering mission/process context
• Deep packets inspection normalization and analysis 
• Multisystem cyber events correlation and detection
• No affect on systems behavior and performance
• Technical failure detection
• Generic architecture applicable to a variety of platforms – Maritime, Aviation, UAVs, 

Automotive and more
• HQs central cyber situation awareness viewing cyber status of subordinate platforms

• Organizational & Industrial solutions
• Improved detection swiftness

Future Functionality

https://cyberstartupobservatory.com/
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Partners

Israel Aviation Cyber Companies Consortium – IAC3

Israel Cyber Companies Consortium – IC3
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Insight

Keeping ahead of new web 
threats



cyberstartupobservatory.com Cyber Startup Observatory Israel 41BACK TO CONTENTS

Keeping ahead of new web threats

The Internet’s threat environment 
is evolving quickly. How well is your 
organization keeping up?

Today, most every organization has 
significant web assets (sites and web apps) 
to protect. Even organizations which don’t 
rely on the Internet for direct revenue are 
still at risk; a successful web attack can have 
a wide variety of harmful consequences (lost 
reputation in the marketplace, damaged 
goodwill among customers, regulatory 
penalties from failing to maintain privacy 
standards, and more).

Moreover, the threat environment is 
changing rapidly. Today’s threat actors 
are sophisticated, tenacious, and creative. 
Many executives are unaware of the scope 
of what they’re facing, and how to maintain 
robust security in this environment.

This is the first article in a series about 
these topics. 

What’s at stake

There are many obvious reasons to 
maintain robust web security. For example, 
many organizations who are hit with a 
successful DDoS attack will lose revenue 
in direct proportion to the length of the 
attack.

Other forms of attack can result in 
punitive actions by regulatory authorities. 
For example, the GDPR mandates stiff 
penalties for organizations which are 
negligent in protecting the private data of 
EU residents, or which do not follow exactly 
the GDPR’s requirements for post-incident 
notifications. 

Regulatory concerns are not limited 
to the EU. In both the US and Canada, 
legislative efforts are now underway to 
create strict privacy-protection laws there 
as well. Some of these are far harsher than 
the GDPR. (For example, as this article is 
being written, the United States Senate is 
currently discussing a data-privacy bill that 
includes severe noncompliance penalties—
not only for the organizations, but also for 
their executives, including large monetary 
fines and multi-year prison sentences).

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Tzury Bar Yochay ,CTO and co-founder of Reblaze

At a glance
•   4 minute read
•   What’s at stake
•   What we’re facing
•   Criminal motives and capabilities
•   What needs to be done
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These legislative efforts are motivated in 
large part by growing anger among voters—
the result of (numerous) high-profile data 
breaches which exposed the private data 
of millions of people. From now on, any 
perceived carelessness in web security 
will result in harsh condemnation—not 
only from an increasingly strict regulatory 
environment, but also from your customers 
and prospects.

What we’re facing

To successfully defend against web 
attacks, it’s helpful to understand the 
attackers. Their motives and capabilities 
determine the overall threat environment.

Criminal motives

The motives for cybercrime have 
never been stronger than they are today. 
Stolen data can be easily sold on mature 
marketplaces. DDoS extortion has become 
more lucrative, thanks to the increasing 
commercialization of the web. Successful 
breaches can enable ransomware extortion. 
And so on. 

A useful proxy for the profitability 
of cybercrime can be found in zero-day 
exploits, which are bought by companies 
like Zerodium. The commercial value of a 
zero-day is a direct reflection of the amount 

of potential revenue it offers to criminals. 
Thus, it’s sobering to realize that just since 
2015, the prices offered by Zerodium have 
tripled (now up to $1.5 million for a single 
exploit).

Criminal capabilities

We’ve seen that threat actors have 
strong motives for waging attacks, but 
what about their capabilities? These too 
have never been better.

For well over a decade, many organized 
crime groups (especially in Eastern 
Europe) have treated computer crime 
as a profession. Today, a robust industry 
supports criminal hacking. There are 
underground marketplaces where every 
possible resource or skill is available for 
hire. Botnets and other attack resources 
can be rented by the hour, day, week, 
or month. Hackers with specific attack 
skills offer their services as freelancers. 
Customized malware is available directly 
from its authors, and the malware itself is 
technologically advanced.

The maturity of this industry can be 
seen not only in the breadth and depth of 
products and services offered, but also of 
its ancillary businesses. Escrow services 
provide safety and anonymity for illicit 
transactions, with many even guaranteeing 
the quality of the products/services/data 
that are sold. Translation services will 
customize attacks (e.g., phishing emails) 
depending on the language and culture of 
the targets. Software products are rated 
by their quality, feature set, and usability. 
Attack platforms (DDoS, ransomware, 
etc.) are packaged into the cybercrime 
equivalent of SaaS. And so on.

“To successfully defend 
against web attacks, it’s 
helpful to understand the 
attackers. Their motives 
and capabilities determine 
the overall threat 
environment.”
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The Russian underground started in 
the mid-2000s. Today, additional markets 
are thriving elsewhere, especially in Brazil 
and China. The different regions tend to 
emphasize different aspects of cybercrime: 
for example, Brazil is a leader in financial 
fraud, while China is notorious for the 
skill of its hackers in corporate espionage, 
especially the theft of government and 
corporate secrets. 

Today’s threat actors are sophisticated 
and highly skilled. Many are state-sponsored 
(China in particular is known for this). Even 
many independent hackers operate at the 
leading edge of available technology. For 
example, some hackers are using machine 
learning to increase the effectiveness of 
hivenets (scalable networks of bots, which 
use swarms of compromised devices to 
wage coordinated attacks. Cybercriminals 
are training hivenets with a technique called 
reinforcement learning, to create self-
learning groups of intelligent attackers that 
share data among themselves to customize 
and coordinate their attacks).

Summary: today’s malicious actors pose 
serious threats to your organization. Do 
not underestimate them. 

What needs to be done

In this increasingly hostile threat 
environment, if you wish to maintain robust 
web security, you must follow best practies.

First, consider your overall approach. 
Are you still relying on physical or virtual 
appliances for some, or even all, of your 
web security? Appliances have numerous 
disadvantages: in addition to their expense, 
they are usually time-consuming and/
or difficult to administer. Even worse, it’s 
challenging to keep them up-to date as new 
threats arise. (Frequently, appliance users 
are forced to defer updates and patches 
for various reasons: a lack of time for 
testing, a lack of available IT staff, etc.) For 
organizations with important web assets 
to protect, this problem alone should be a 
deal-breaker.

Cloud solutions can overcome the 
disadvantages of appliances, for example:

• They’re usually provided as monthly 
SaaS subscriptions, which can be 
much less expensive than appliances.

• Many vendors have created UIs 
that are easier to use than a typical 
appliance design.

• Some solutions are fully managed 
and kept up-to-date by the vendors, 
including new security rule sets as 
soon as threat conditions change.

• Is your solution multi-tenant? 
(Almost all cloud solutions are indeed 
multi-tenant. This exposes their 
customers to spillover attacks and 
other vulnerabilities.)

• Does your solution scrub incoming 
traffic inside the customer’s cloud 
perimeter, or outside? (Almost 
all solutions scrub traffic outside 
of their customers’ clouds, which 
creates a privacy problem for many 
organizations.)

“Summary: today’s 
malicious actors pose 
serious threats to your 
organization. Do not 
underestimate them.”
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• Does your solution rely upon legacy 
threat-detection techniques such 
as signatures, rate limiting, and so 
on? (Most solutions do, so they have 
difficulty identifying modern bots 
which can evade traditional detection 
methods.) Or does it also use other 
methods, such as positive security 
and human behavioral analysis, in 
order to detect and block illegitimate 
activity?

• Does your solution use machine 
learning for recognition of, and 
continual adaptation to, new web 
threats as they arise?

Other questions will depend on your 
specific use cases. For example, if your 
organization uses DevOps, ask the cloud 
security vendor about DevOps support 
(many solutions still don’t handle this well). 
Similar considerations include DevSecOps, 
full exploit protection (for example, most 
cloud WAFs still cannot protect against 
session manipulation attacks such as Cross-
Site Request Forgeries), full Layer 7 DDoS 
protection, and so on.

Of course, interrogating vendors is time-
consuming, but it’s vitally necessary. You’ll 
find that most security vendors can only 
provide some of the features listed above. 
But be persistent and keep looking—there 
are actually a (limited) number of solutions 
that can provide full protection.

As shown earlier, today’s threat 
environment demands comprehensive, 
robust web security. You should not settle 
for anything less.

If you have any questions about these 
topics, or would like to discuss anything 
else related to web security, feel free to 

contact me. Just send an email to the email 
below mentioning this article.

hello@reblaze.com

About Tzury Bar Yochay

Tzury Bar Yochay is the CTO and 
co-founder of Reblaze. Having served 
in technical leadership in several 
software companies, Tzury founded 
Reblaze to pioneer an innovative new 
approach to cyber security. Tzury has 
more than 20 years of experience in 
the software industry, holding R&D 
and senior technical roles in various 
companies. Prior to founding Reblaze, 
he also founded Regulus Labs, a 
network software company. As a 
thought leader in security technologies, 
Tzury is frequently invited to present at 
industry conferences around the globe.
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Innovation

Fully managed protective shield for 
sites and web applications
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Company Description

Reblaze is a cloud-based, fully managed protective shield for sites and web 
applications: a comprehensive web security solution that includes a next-gen WAF, 
DDoS protection, bot mitigation, scraping prevention, CDN, load balancing, real 
time traffic control, and more. Machine learning provides accurate, adaptive threat 
detection. Dedicated Virtual Private Clouds ensure maximum privacy, performance, 
and protection.

Company Name: Reblaze Technologies LTD.
Founded: 01/12 
Employees: 25
Web: www.reblaze.com
Headquarters: Tel Aviv, Israel

Company Information
Other Offices: Sunnyvale, USA
Key Target Verticals: eCommerce, 
FinTech, Travel, Media, HealthCare, 
Government
 

Product Category: Web Security, 
Application Security, Cloud Security, 
Detection & Prevention
Product Stage: Released
Product Names and Brief Description: 

• Reblaze is a cloud-based 
platform that provides a 
comprehensive, dynamic, 
intelligent security and control 
solution for web platforms and 
services

Services Provided:
• WAF (Web Application Firewall)
• DDoS protection
• Bot mitigation
• CDN & Load balancer
• Traffic management 

03
The Product Customer Footprint

Markets with Customers: +20
Relevant Public Success Stories per Key 
Target Vertical:

• See published case studies here. 

02
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At its core, Reblaze runs a robust Web Application Firewall engine. It detects and blocks 
SQL injection, XSS, OSCi, cookie and session poisoning, malicious payloads, and other 
attacks.

The Reblaze WAF/IPS uses a multivariate approach, including a variety of techniques to 
accurately identify and block malicious traffic. This includes Application Whitelisting, 
Behavioral Analysis, Blacklisting, Fine-grained ACL, and Machine Learning.

Product in detail

WAF (Web Application Firewall)

Multilayer DoS/DDoS Protection

Bot Detection and Mitigation

Reblaze’s DoS/DDoS protection provides multiple benefits: full-scope protection, high 
levels of accuracy and performance, ease of use, and top-tier infrastructure.

Reblaze goes far beyond typical bot detection methods such as browser 
authentication. The platform uses machine learning to construct and maintain 
behavioral profiles of legitimate human visitors. For each user, Reblaze continually 
gathers and analyzes stats such as client-side I/O events, triggered by the user’s 
keyboard, mouse, scroll, touch, zoom, device orientation, movements, and more. 
Continuous multivariate analysis verifies that each user is indeed a legitimate human.

These allow Reblaze to identify and respond to malicious bots and other threats even 
as they become more sophisticated. Updates and upgrades are deployed across the 
network automatically, with no action required on your part. You always have the latest 
protection.

https://cyberstartupobservatory.com/
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How does it work?
• Reblaze deploys a dedicated VPC for each customer. That is, a dedicated stack 

environment for each protected web platform, deployed immediately and 
automatically, and running across one or more cloud vendors (mainly AWS, GCP 
and Microsoft Azure, although private clouds are supported as well). 

• All incoming traffic is routed through the VPC and scrubbed as it passes through. 
Latency is negligible (generally 1.5 milliseconds or less).  

• Hostile traffic is blocked before it reaches the protected network. Legitimate traffic 
has normal access to the requested resources. 

• Attackers cannot reach, or even find, the targeted web platform.

• Bandwidth, compute, and other resources scale automatically as needed, limited 
only by the capacity of the global cloud. 

• Remote management ensures minimal obligations (of time or expertise) from onsite 
staff.

https://cyberstartupobservatory.com/
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How does it work? (Cont.)
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Key Benefits
• Runs in a unique Virtual Private Cloud: a full dedicated stack for each protected network, 

which eliminates multi-tenancy vulnerabilities.
• Runs natively on your clouds of choice: AWS, Azure, GCP, IBM, Oracle, AliBaba Cloud, and 

more, in any combination and across multiple regions, with a single unified management 
console to control them all from one place. Rules, policies, signatures, ACLs, and intelligence 
are shared across platforms automatically in real time.

• Uses multivariate threat detection: Reblaze excludes hostile traffic with whitelisting, 
blacklisting, fine-grained ACLs, behavioral analysis, and machine learning. The platform 
goes beyond legacy techniques such as signature detection, and also uses JSON & XML 
schema enforcement, content evaluation, field policy enforcement, argument limitations, 
payload inspection, and other methods.

• Runs in multiple regions, while providing a single unified management console to control 
them all from one place. Rules, policies, signatures, ACLs, and intelligence are shared 
across platforms automatically in real time.

• Runs seamlessly as, and auto-scales into, multi-region clusters, able to process even 
global DDoS assaults.

Unique Differentiators
• Reblaze deploys a Virtual Private Cloud for every customer. The platform’s architecture 

ensures that your network is isolated from Internet threats, with auto-scaling bandwidth 
and the ability to run on multiple cloud providers.

• No installation: As a cloud platform, Reblaze deploys in minutes. Only a DNS change is 
required.

• No risk: You can add Reblaze to your existing security in “report only” mode.
• A fully managed service: Reblaze is managed and kept up-to-date remotely by our team 

of security experts. As new web threats are identified, all global Reblaze deployments are 
upgraded immediately and automatically to defend against them. You always have the 
latest protection.

• Guarantee: Try Reblaze for 30 days. If you aren’t delighted with the results, your account 
will be cancelled and you’ll owe nothing.

• Launch directly from the main cloud providers’ marketplace

• API Gateway and integration with cloud protection services
• Tailor-made security user recommendations via Reblaze AI
• Notification center and connectivity to user’s hooks
• IAM and user management connection across multiple providers
• Machine learning detection across clients

Future Functionality
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Certifications

Awards

Partners

Reblaze builds its services in accordance with security best practices. Customers can 
be confident that the platform will ensure the confidentiality, integrity, and availability of 
their web assets. Reblaze’s clouds are fully compliant with GDPR, SOC 1/SSAE 16/ISAE 
3402, SOC 2, FISMA Moderate, PCI DSS, ISO 27001, FIPS 140-2, HIPAA, CSA (Cloud 
Security Alliance), and other standards and certifications. Reblaze is a PCI-DSS Certified 
Level 1 Service Provider.

For more info and all certifications see here. 

• Included in Forrester’s Bot Management Report in 2018
• Google’s launch partner for Google Cloud Armor at Google Next 18 (not an award, 

rather an achievement, read more here or here. Or see this video by Google 
showcasing Reblaze at Google Next 18)

https://cyberstartupobservatory.com/
https://www.reblaze.com/compliant-and-certified/
https://blog.reblaze.com/how-to-use-google-cloud-armor-to-automate-your-web-security-983648054d24
https://blog.reblaze.com/google-launches-ddos-attack-on-own-partner-f1dce73cd2ba
https://www.youtube.com/watch?v=Z-IvJ7THK30&feature=youtu.be&t=693
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Shuky Peleg 
Head of Cyber Defense and Information Security, 
First International Bank of Israel

Head of Cyber Defense and Information 
Security of the First International Bank 
of Israel (FIBI) since January 2013. Prior 
to his current position Shuky served as 
Head of Information Security for e-Gov at 
the Ministry of Finance and in a security 
advisor position for a government agency.

From 1985 to 2008 Shuky held several 
technology positions for global companies.

Shuky Peleg holds an M. Sc. Degree 
in Information Technology and several 
Information Security, Risk Management 
and Audit certifications.

Shuky is also a council member at ISACA 
Israel.

If I gave you an extra Dollar, 
how would you spend it on 
cybersecurity?

I believe that today, with the exponential 

growth in demand for cybersecurity skills 
and technologies and with the growing 
need for new digital capabilities, I would 
spend any extra money on cybersecurity 
automation. We cannot have enough skilled 
staff to maintain and operate our security 
technologies, the security operation 
centers and analysts are getting more and 
more alerts and they cannot keep up with 
the demand. 

The only way is to automate security 
processes as much as possible. Automate 
incident response, malware analysis, 
Security Operation Center, cyber 
intelligence, anomaly detection, forensics 
and other security and compliance 
monitoring.

“I would spend any extra 
money on cybersecurity 
automation. We cannot have 
enough skilled staff to 
maintain and operate our 
security technologies, the 
security operation centers 
and analysts are getting 
more and more alerts and 
they cannot keep up with the 
demand.”

https://cyberstartupobservatory.com/
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How do you convey to the board 
the message that with regards to 
cyber security you can minimize 
the risk but you are never going 
to be 100 percent secure?

The concepts of risk management are 
familiar to the board from other domains 
and the cyber security risk is yet another 
risk that needs to be managed. The most 
important thing is to be very clear that 
even with all the controls, most residual 
cyber security risks cannot be completely 
nullified. The assumption that we should 
take is that eventually, some systems will 
be compromised and there will be a data 
breach, and the most important thing is 
to be able to detect the breach as early 
as possible and to continue to provide 
services to the customers, even with 
limited capability.

Some people call for daily 
security drills and exercises at all 
levels of an organization to help 
reinforce defensive strategies. 
What are your thoughts on this?

We used to do security awareness 
campaigns with slogans and posters 
and motivation statements, but with the 
increase in the creativity and sophistication 
of cyber security attacks worldwide we 
came to the conclusion that awareness 
campaigns alone are not enough and it 
is important to increase the involvement 
and commitment of our employees in 
their cyber defense efforts.  This is done 
by conducting security drills, exercises 
and simulations at all levels. There are 
frequent phishing campaigns that target 
all employees, there are social engineering 

exercises, there are technical drills for the 
security operations center and the security 
and operation staff and there are round-
table simulations for management. 

Cyber Defense education efforts 
should be on-going and address the needs 
of all levels, preferably using the same 
technologies and processes that they use 
on a daily basis.

Your business in only as strong 
as your weakest partner. Can 
you trust that your partners are 
keeping your data safe from 
attackers?

Many of the high-profile data breaches in 
the last few years started not with attacks 
on the targeted organization but with and 
attack on one of its suppliers in the supply-
chain. We rely on services and products from 
vendors and suppliers if it is cloud services, 
software development, outsourcing of 
services and more. In addition, the trend 
today is to make financial data available to 
3rd parties who provide unique services, 
many of them FinTech start-ups, making 
the issue of who can be trusted even more 
acute.

“We obviously cannot 
control the security of these 
companies the same way 
we control and manages our 
own, but we can definitely 
inspect incoming and 
outgoing data, increase the 
level of screening before we 
start working with a new 
supplier, monitor indications 
of compromise that are 
openly accessible and 
review cyber intelligence 
related to potential 
breaches.”

https://cyberstartupobservatory.com/
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We obviously cannot control the 
security of these companies the same 
way we control and manages our own, 
but we can definitely inspect incoming 
and outgoing data, increase the level of 
screening before we start working with 
a new supplier, monitor indications of 
compromise that are openly accessible 
and review cyber intelligence related to 
potential breaches. In short, trust but 
verify.     

How can CISOs balance security 
and innovation?

The role of the security organization 
must change. CISOs need to understand 
that an important new role of security is 
to enable business innovation, and the way 
to do that is by embracing cyber security 
innovation. Cyber defense organizations 
should look ahead, and find innovative 
cyber solutions and technologies that 
will enable the near future needs of 
the business, the cyber defense people 
should run in front of the business to clear 
the path and make sure that innovative 
business solutions can be implemented 
and not stumble on security requirements. 
To make this possible you need to have 
security solutions already in place before 
the business innovation is implemented.

One of the ways we used to find the 
right innovative security technology 
was by launching the FIBI cyber security 
accelerator program where each year we 
select a few start-up companies that have 
an innovative security solution and we 
work with them to adapt their idea to meet 
our technology and security needs. This 
program is already in its 4th year and so far 
has created very interesting solutions that 
we use.  

How important is information 
sharing among financial 
institutions to keep them abreast 
of new threats and cybersecurity 
best practices?

The answer here is short and simple. 
Cyber security Information sharing 
among financial institutions is extremely 
important. 

The sharing of information is more 
effective if it is done via a central entity 
such as the national CERT or the industry 
regulator. This helps us to create the bigger 
picture and understand if events that are 
reported to the center are isolated events 
or part of a larger campaign. 

The most important issue here is to 
have bi-directional communication in a way 
that financial institutions not only share 
their incidents but also receive timely 
updates from the CERT or the regulator 
on current incidents that were identified in 
the industry. 

“Cyber security Information 
sharing among financial 
institutions is extremely 
important. The sharing of 
information is more 
effective if it is done via a 
central entity such as the 
national CERT or the 
industry regulator.”

https://cyberstartupobservatory.com/
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In today’s technology atmosphere, 
where digital banking and FinTech 
companies try to introduce cutting edge 
technologies to financial institutions, 
it is important that the organization’s 
cyber defense capabilities exceed 
today’s needs and meet tomorrow’s 
business innovation.

Cyber defense in financial 
institutions should be proactive, 
contiguous, and based on automation. 
This can be enhanced by embracing 
solutions from start-up companies 
and the use of cloud-based security 
services. That is the way we combine 
FinTech innovation with Cybersecurity 
innovation at FIBI to provide better and 
more secured services to our customers 
and employees.

Last, but by no means least, 
don’t neglect the basic traditional 
information security best practices that 
have been developed over the years, 
complementing them with innovative 
cyber security.

https://cyberstartupobservatory.com/
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Should Governments Stockpile Zero-
Day Vulnerabilities?

2018 began with the discovery of 
Spectre and Meltdown vulnerabilities, and 
while I predict IT security professionals 
will face a significant new and previously 
unknown threat(s) in 2019, it’s just 
as important to prepare for a long-
established threat: attacks leveraging 
zero-days. We ended 2018 with Microsoft 
and Adobe both releasing patches for 
zero-day bugs in December. As is often the 
case when researchers discover zero-day 
vulnerabilities, the findings and patches 
are made available at no cost to the 
public to ensure all affected organizations 
can protect themselves. That raises 
the question of whether the federal 
government should do the same with any 
zero-day vulnerabilities it discovers. It’s 
a simple question to ask, but one that’s 
difficult to answer with just a “yes” or “no”.  

The debate made worldwide headlines 
in 2013 when a Central Intelligence 
Agency (CIA) employee, Edward Snowden, 

leaked classified information about the 
U.S. government’s efforts around mass 
surveillance, which included hacking into 
commercial organizations and much more. 

“What has received less attention is 
the government’s use and stockpiling of 
zero-day exploits.” 

The term “zero-day vulnerability” refers 
to the fact that developers have zero 
days to address and patch a previously 
undiscovered vulnerability. To take 
advantage of such a vulnerability, an exploit 
needs to be created. Governments’ use of 
zero-day exploits has exploded over the 
last decade, feeding a lucrative market 
for defense contractors and others who 
uncover critical flaws in the software (and 
hardware), and sell information about 
these vulnerabilities to their government 
customers. For example, the infamous 
Stuxnet, a digital weapon used to attack 
Iran’s uranium enrichment program, used 
four zero-day exploits.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Nir Gaist, Co-Founder and CTO, Nyotron

At a glance
•   4 minute read
•   Governments’ use of zero-day exploits has 
exploded over the last decade
•   The Case for Sharing
•   The Case for Stockpiling
•   Summary “What has received less 

attention is the 
government’s use and 
stockpiling of zero-day 
exploits.”
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The Case for Sharing

The argument for publicly sharing zero-
day threats is that they pose a significant, 
and possibly long-term, security risk 
to organizations and individuals both 
nationally and globally. According to the 
RAND Corporation report, “Zero Days, 
Thousands of Nights: The Life and Times 
of Zero-Day Vulnerabilities and Their 
Exploits,” zero-day exploits and their 
underlying vulnerabilities have a 6.9-year 
life expectancy, on average. That’s 2,521 
days after the initial discovery, with 25% 
of those zero-days surviving for more than 
9.5 years.

Not only can zero-day exploits enjoy 
long life spans, but when a vulnerability 
is discovered, it can be put to work very 
quickly. When it comes to the time required 
to create an exploit, RAND found that 
almost a third are developed in a week or 
less, with the majority being developed in 
approximately 22 days.

“There is also a chance that other parties 
(including our adversaries) have discovered 
the same zero-day and could be using it 
against our governmental and commercial 
entities. Even if an organization is rigorous 
about keeping up to date with patches, that 
does not guarantee a solution to the zero-
day problem.” 

You may now think, “Well, that settles 
it - the government should disclose every 
zero-day it discovers.” But hold on - one can 
make a strong case that the government 
should keep them secret in the interest of 
national security.

The Case for Stockpiling

The RAND report delves deep into the 
issue of stockpiling and hypothesizes that 
if zero-day vulnerabilities are very hard to 
find and hence the likelihood of stumbling 
across the same vulnerability that was 
discovered by the other party is low, then 
it makes sense to stockpile. The research 
estimates that only 5.7% of zero-day 
vulnerabilities are discovered by another 
entity per year. Hence, the “collision” rate, 
or the chance of the same vulnerability 
being discovered independently by 
multiple parties, is quite low. For that 
reason, stockpiling rather than disclosing 
may be beneficial for offensively focused 
entities.

“The argument in favor of stockpiling 
is that the discovery of zero-days is a 
costly process, but when successful, gives 
a government an asymmetric advantage 
versus the adversaries, allowing for 
practically undetectable intelligence 
gathering and even the ability to disable or 
sabotage opponents’ infrastructure.”

“There is also a chance 
that other parties 
(including our adversaries) 
have discovered the same 
zero-day and could be 
using it against our 
governmental and 
commercial entities. Even 
if an organization is 
rigorous about keeping up 
to date with patches, that 
does not guarantee a 
solution to the zero-day 
problem.”

https://cyberstartupobservatory.com/
https://www.rand.org/pubs/research_reports/RR1751.html
https://www.rand.org/pubs/research_reports/RR1751.html
https://www.rand.org/pubs/research_reports/RR1751.html
https://www.rand.org/pubs/research_reports/RR1751.html
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However, a U.S. presidential advisory 
committee convened in the wake of 
Edward Snowden’s leaks recommends 
against government stockpiling. The 
committee was charged with developing 
a set of recommendations for how to 
strike a balance between protecting 
national security interests, advancing the 
administration’s foreign policy agenda, 
and protecting citizens’ privacy and civil 
liberties. 

The committee’s report includes 46 
recommendations, including one on the 
topic of zero-day disclosure: “US policy 
should generally move to ensure that 
zero-days are quickly blocked, so that the 
underlying vulnerabilities are patched on 
US Government and other networks.” The 
report continues, “In rare instances, US 
policy may briefly authorize using a zero-
day for high priority intelligence collection, 
following senior, interagency review 
involving all appropriate departments.”

It is clear that the panel’s 
recommendation favors disclosure. In 

response, the government stated that 
“there is a [zero-day review] process, there 
is rigor in that process, and the bias is very 
heavily tilted toward disclosure.”

That’s the view of Joe Nye, the veteran 
national security scholar, who makes 
the argument that “...if the United States 
unilaterally adopted a norm of responsible 
disclosure of zero-days to companies 
and the public after a limited period, it 
would destroy their value as weapons — 
simultaneously disarming ourselves, other 
countries, and criminals without ever 
having to negotiate a treaty or worry about 
verification. Other states might follow suit. 
In some aspect, cyber arms control could 
turn out to be easier than nuclear arms 
control.”

Still, the 2013 presidential advisory 
committee’s report referenced above 
counters RAND’s conclusion: “In almost 
all instances, for widely used code, it 
is in the national interest to eliminate 
software vulnerabilities rather than to 
use them for US intelligence collection. 
Eliminating the vulnerabilities — ‘patching’ 
them — strengthens the security of US 
Government, critical infrastructure, and 
other computer systems.”

It’s a fascinating debate, but don’t wait 
for a resolution before hardening your 
organization’s security posture to thwart 
zero-day based attacks. The chances are 
high that your organization may already 
have undetected malware leveraging 
zero-days vulnerabilities, since even next-
generation antivirus solutions have a 
hard time detecting threats that are very 
different from what they have seen before. 
After all, a 6.9 year life span gives a zero-
day lots of time to cause significant damage.

“The argument in favor of 
stockpiling is that the 
discovery of zero-days is a 
costly process, but when 
successful, gives a 
government an 
asymmetric advantage 
versus the adversaries, 
allowing for practically 
undetectable intelligence 
gathering and even the 
ability to disable or 
sabotage opponents' 
infrastructure.”

https://cyberstartupobservatory.com/
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It is unrealistic to prevent all zero-days 
from gaining access to your systems, but 
you can stop the damage using traditional 
AV (or NGAV) solutions paired with a 
Positive Security model-based solution 
that defines what is allowed (aka “good” 
or “known”), and rejects everything else. 
Having both Positive and Negative Security 
solutions in your security stack provides 
the highest possible endpoint protection.

Nir Gaist, Founder and CTO of 
Nyotron, is a recognized information 
security expert and ethical hacker. 
Nir has worked with some of the 
largest Israeli organizations, written 
the cybersecurity curriculum for the 
Israel Ministry of Education, and holds 
patents for Behavior Pattern Mapping 
(BPM), a programming language that 
enables the monitoring of the integrity 
of the operating system behavior to 
deliver threat-agnostic protection.

https://cyberstartupobservatory.com/
https://www.linkedin.com/in/nirgaist/


cyberstartupobservatory.com Cyber Startup Observatory Israel 62BACK TO CONTENTS

Innovation

Nyotron 
Preventive Endpoint Detection 

and Response
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01Company Description
Nyotron delivers a new type of automatic Endpoint Detection and Response (EDR) solution 
minus manual threat hunting plus integrated prevention. 

In the world where it feels like you’re navigating a minefield every time you click on a link or 
open a file, Nyotron brings security back. 

Our PARANOID solution automatically whitelists trusted OS behavior and rejects everything 
else. No disk scanning, no signatures or machine learning. Nyotron’s approach is threat, 
application and user behavior agnostic, and when combined with a traditional anti-malware 
solution, you gain defense-in-depth protection against the most advanced known and unknown 
attacks.

Company Name: Nyotron
Founded: 10/2011
Employees: 46
Web: www.nyotron.com
Headquarters: Santa Clara, CA, US

02Company Information
Other offices: Herzliya, Israel
Key Target Verticals: Healthcare, 
Transportation / Aviation, Law 
Enforcement, Government /  Public Sector

03
The Product

Product Category (Primary): Endpoint 
Security and Detection & Prevention
Product Category (Secondary): 
Healthcare and Aviation
Product Stage: Released
Product Names and Brief Description:

• Nyotron PARANOID
Services Provided:

• Preventive Endpoint Detection and 
Response (EDR)

• Last line of defense for laptops, 
desktops and servers

• Application Control replacement

Customer Footprint

Markets with Customers: US, UK, 
Israel, Brazil, Thailand
Relevant Public Success Stories per 
Key Target Vertical:

• Healthcare
• Aviation
• Financial Services
• Education
• Law Enforcement
• Public Sector

https://cyberstartupobservatory.com/
https://www.nyotron.com/
https://www.nyotron.com/wp-content/uploads/2017/05/Nyotron-El-Al-Airlines-Case-Study.pdf
https://www.nyotron.com/solutions/industries/
https://www.nyotron.com/wp-content/uploads/2018/07/Nyotron-Haifa-University-Case-Study-July-2018RS_2.pdf
https://www.nyotron.com/solutions/industries/
https://www.nyotron.com/solutions/industries/
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04
Product in detail

Nyotron delivers a new type of automatic Endpoint Detection and Response (EDR) solution, 
minus manual threat hunting plus integrated prevention. Using the industry’s first OS-Centric 
Positive Security Nyotron strengthens laptop, desktop and server defenses. By automatically 
mapping legitimate operating system behavior, Nyotron’s PARANOID understands all 
normative ways that may lead to data or OS damage, such as file deletion, data exfiltration, 
encryption, persistence, MBR modification and more. PARANOID focuses on the finite set of 
“good” actions, making it completely agnostic to threats and attack vectors. No disk scanning, 
no signatures or machine learning. PARANOID works seamlessly with traditional anti-malware 
solutions to provide defense-in-depth protection against the most advanced attacks.

In summary, our customers benefit from:
• Future-proof protection from both known and unknown attacks
• Deep visibility into attacker’s activity
• Leveraging existing or built-in OS security capabilities instead of going through the 

risky and expensive rip & replace process

https://cyberstartupobservatory.com/
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05
How does it work?

Nyotron’s PARANOID takes advantage of the following premises:
• There is a small handful of Operating Systems out there
• Good behavior (intended functionality) of an Operating System is finite
• Operating Systems’ core functionality changes infrequently

PARANOID contains a static map of the entire legitimate behavior of the operating system 
related to file system, registry, IPC and networking. The map is based on Indicators of Integrity 
(IOI), which is a consistent evidence that precede a legitimate activity (e.g. file deletion). This 
deterministic approach does not have a concept of “bad” (only what is good) and hence is 
threat-agnostic. Deployed as a lightweight agent, PARANOID protects systems in real-time 
from both known and unknown malware, fileless attacks and more.

Meanwhile, Nyotron’s War Room provides deep visibility into attack’s source, methods and 
timeliness, arming security teams with relevant, precise intelligence.

https://cyberstartupobservatory.com/
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06
Key Benefits
• Protection from unknown and evasive threats that bypass anti-malware solutions 

on an organization’s laptops, desktops and servers

• Endpoint Detection and Response (EDR) without manual threat hunting and with 
integrated prevention

• Deep visibility into attack methods and timelines

• Replacement for traditional Application Control/Whitelisting solutions

Unique Differentiators

• Threat-agnostic protection without signatures or machine learning/AI
• Deterministic run-time defense without static file analysis or environment baselining
• Complements existing anti-malware solutions, requiring no rip & replace
• Supports air-gapped environments, requiring no updates or cloud connectivity

07

Certifications 08
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09

Partners

Awards
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Time to Step Off the Vulnerability 
Management Hamster Wheel

Vulnerability management today is a 
key process in any security program and 
regulatory compliance framework. With the 
growing amount of data breaches and cost 
of stolen data, vulnerability management 
tools can no longer be considered a side 
dish, rather the bread and butter of a 
corporate security stack. But although 
vulnerability management programs are 
the cornerstone of corporate security, 
the number of rising attacks raises many 
questions about their effectiveness. 

With rising vulnerabilities discovered 
daily, how do you know which flaws to 
focus on first and how many of them will 
truly evolve into confirmed exploits? What 
is equally troubling is what can be done 
about the shortage of people needed to 
patch them within a tight time frame? Does 
Vulnerability Management software cover 
all the types of exploitable vulnerabilities a 
hacker might use? These downsides open a 
floodgate of worries that are threatening 
to get worse.  

We need a “Seeker”, not a 
“Scanner”

Vulnerability scanning programs offer 
a means of discovering dangerous static 
applications and OS exploitable hooks due 
to unpatched software. The issue with most 
vulnerability scanning tools is their focus 
on static vulnerabilities, yet the malicious 
hacker often targets other vulnerabilities 
- related to the human factor (e.g. weak 
passwords), security controls (e.g. AV 
misconfigured policies) and network 
controls and capabilities (e.g. the ability to 
relay).

The reality is that there are more 
groups of vulnerabilities such as opened 
shared folders, misconfigured firewalls, 
and overprivileged scripts.  These 
vulnerabilities create a fertile ground 
for hackers, but oddly enough, they are 
beyond the scope of vulnerability scanners.  
As these vulnerabilities go undetected, a 
cybersecurity “flank” is left exposed for 
long periods, enabling intrusions and lateral 
movement to strategic data assets. 

To discover these types of vulnerabilities 
the “vulnerability seeker” needs to probe 
the corporate network proactively, as a real 
hacker would.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   4 minute read
•   We need a “Seeker”, not a “Scanner”
•   Getting smarter about prioritizing 
vulnerabilities
•   How can automated penetration testing help?
•   Summary 

https://cyberstartupobservatory.com/
https://breachlevelindex.com/
https://www.cvedetails.com/browse-by-date.php
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Getting smarter about prioritizing 
vulnerabilities

The fact is organizations are drowning 
in a sea of vulnerabilities, many of which 
are false positives or practically non-
critical. Almost every day, organizations 
are presented with yet another risk-based 
report on the growing tide. 

Today it’s not just the sheer quantity 
that is overwhelming, but the way that 
vulnerability criticality is prioritized. 
Unfortunately, even the scoring 
methodology of the Common Vulnerability 
Scoring System (CVSS) does not properly 
account for the context and topology of 
each organization. 

As a result, a strategy that targets only 
vulnerabilities with scores of CVSS 8-10 
will have a good efficiency rating but will 
not directly relate to the threats of each 
specific organization. What’s more is that 
with so many vulnerabilities scoring 8.0 
and higher, there is no way organizations 
can realistically fix all of them.  Worse still, 
not all vulnerabilities are created equal. At 
the end of the day, only a small percentage 
represents an intrusion threat that could 
generate a negative impact on the business 
environment. The question is which ones 
are they? 

Clearly, there’s a need to prioritize 

which vulnerabilities should be earmarked 
for remediation in a totally new way. The 
question is how?

How can automated penetration 
testing help?

In effect, a vulnerability scan, which is 
usually automated, is like walking up to a 
gate, checking to see if it’s unlocked and 
reporting about it. At best it may offer some 
remediation guidance, but it pretty much 
stops there. Complementing the process 
of vulnerability scanning, penetration tests 
not only check if the gate is unlocked, but 
they persistently work on exploiting any 
weaknesses in the structure and slip inside, 
in a sequence of steps, just like a hacker. 

The newly advanced form of automated 
penetration testing initially includes 
vulnerability scanning, but then takes it 
a step further by delivering an ongoing, 
continuous and dynamic “scan-attack-
extract” sequence. These steps ensure that 
vulnerabilities are prioritized based on 
their true breachable nature, and potential 
business impact. 

Often referred to as ethical hacking, 
penetration testing exposes the attack 
paths leading to an organization’s most 
precious digital assets. By doing so, it helps 
the organization to prioritize and focus on 
attack paths leading to their crown jewels 
while abandoning the hundreds of attack 
paths and vulnerabilities that do not reach 
these data assets. 

 

“The fact is organizations 
are drowning in a sea of 
vulnerabilities, many of 
which are false positives 
or practically non-critical.”

https://cyberstartupobservatory.com/
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Summary

No one is denying the vital role that 
vulnerability scanners play in detecting 
OS and application weaknesses and 
reporting them. Nevertheless, vulnerability 
processes lack the ability to prioritize the 
“breach-ability” of specific vulnerabilities 
de facto and the potential havoc they could 
wreak on business.

This is where automated penetration 
testing comes in. 

Automated penetration testing offers 
the next evolutionary step towards 
vulnerability management by providing 
a new way to prioritize vulnerability 
remediation from a hacker’s point-of-view. 
Automated penetration testing spotlights 
more types of vulnerabilities, including 
system, network and the human factor.  
Being automated and continuous, it finally 
enables organizations to maintain their 
ongoing cybersecurity posture. 

Could the CISOs and their teams finally 
get ahead of the vulnerability sprawl? With 
Automated Pentesting they have a fighting 
chance. 

https://cyberstartupobservatory.com/
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Innovation

Automated Penetration Testing
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01Company Description

Pcysys delivers an automated penetration-testing platform that assesses and 
reduces corporate cybersecurity risk. By applying the hacker’s perspective, its software 
identifies, analyzes and prioritizes remediation of cyber defense vulnerabilities. 
Information security officers and service providers around the world use Pcysys to 
perform continuous, machine-based penetration tests that consistently improve their 
immunity against cyber attacks across their organizational networks. 

Company: Pcysys
Established: 11/15
Employees: 25
Web: www.pcysys.com
Headquarters: Israel

02Company Information

Other Offices: New York,  Canada, UK
Primary Industry Sectors: Financial 
Services, Telecom, Retail, Healthcare, 
Government, Higher Education, Legal, 
e-Commerce, Manufacturing

The Product
Product Category: Automated Penetration Testing Tools
Product Stage: Released                                                                                                                                         
Product Name: PenTeraTM 
Brief Description:
Penetration Testing, as it is known today, is obsolete. Software and algorithms can do a better job at 
penetration testing and helping businesses continually assess and improve their cyber risks using 
an automated, threat-oriented approach.
Pcysys’ flagship product, PenTera, eliminates the need to conduct costly manual penetration testing 
by delivering the power of 1,000 ethical hackers in a software platform. With a click of a button PenTera 
identifies vulnerabilities, conducts ethical hacking to exploit them and prioritizes remediation based 
on the actual achievements. By using PenTera, organizations can continuously build-up their cyber 
resilience while focusing remediation efforts on fewer vulnerabilities that are both exploitable as well 
as damage bearing.  

 Services Provided: Automated Penetration Testing

03
The Product
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04
Product in detail: PenTera
Focused on the inside threat, the PenTera automated penetration-testing platform 
changes the rules of the game by enabling continuous pen-testing. The innovative 
hacking program automatically scans and enumerates an organization’s network and 
applies the latest ethical hacking techniques. Upon conclusion of the test, PenTera 
automatically generates an attack summary that illustrates the “attack story” from 
the hacker’s perspective, recommending the most cost-effective security remediation. 
Overcoming manual penetration testing drawback, PenTera offers continuous, 
consistent and network-comprehensive pen-testing that can be performed by every 
cybersecurity team.  

How does it work?

PenTera  works the same way a hacker would.
Stage 1 - Reconnaissance

The software begins with reconnaissance of the network attached assets and enumeration of 
their systems, applications and interfaces. This stage is immediately followed by a full vulnerability 
scan that identifies the vulnerabilities which exist on each device.

Stage 2 - Ethical Hacking
The PenTera attack orchestrator begins exploiting both static and dynamic network vulnerabilities 
that were found, while continuously gathering more information and applying hacking techniques 
such as Relay or Man-in-the-Middle (MitM). The software further advances in attack by injecting 
ethical-Malware to allow for lateral movement across the organization towards privilege escalation 
and the breach goal. 
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Stage 3 - Reporting and Cleanup 
At the end of each test run, PenTera provides 
a digital summary of the critical remediation 
steps needed based on threat-facing 
priorities relevant to the organization’s 
network and critical assets. The complete 
report includes an executive summary, an 
attack vector and detailed steps for the use 
of the cybersecurity analyst teams.
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05
Key Benefits

• Continuous Protection - a company can maintain the highest resilience posture 
by performing penetration tests as frequently as needed - daily, weekly or monthly. 
PenTera allows you to validate your cybersecurity posture as often as you need, 
keeping your guard up at all times.

• Consistent Validation - hold all of your networks to the same high standard. PenTera 
tests your entire infrastructure with a wide array of hacking techniques ensuring that 
you remain resilient regardless of how the hacker is trying to break in.

• Current Defense - keep up with the latest hacking techniques. Hackers are constantly 
evolving their techniques. PenTera ensures that you match and evolve the depth of 
“off the book” pen-testing techniques. 

06
Unique Differentiators

• Agentless - Zero agent installations or network configurations. PenTera starts with 
physical LAN access without any credentials, just as a hacker would. 

• Automated - Press ‘Play’ and get busy doing other things while the penetration 
test progresses. All you need to do is define a range of IPs and select the type of 
test you want to perform. 

• Complete Attack Vector Visibility - Every step in the attack vector is presented and 
reported in detail to explain the attack “kill chain” and select the minimal amount of 
vulnerabilities to stop the attack.

• Real Exploits, No Simulations - Like a hacker, we perform ethical exploitations 
without disruption of service:  e.g. lateral movement, remote execution, relay 
attacks, password cracking, ethical malware injection and privilege escalation.
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Partners
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Eliahu Assif
Head of Cyber Defense and Information Security, 
eToro

Eliahu Assif is eToro’s Head of Cyber 
Defense and Information Security.  
Previously he held the position of Chief 
Technology Officer at the Israeli National 
CERT as part of the Israeli National Cyber 
Directorate.

Eliahu is a Ph.D. student at Haifa 
University\Political Science researching 
“Why regulation fails in Cybersecurity”.

What is your overall approach to 
information security?

Cyber is a world of questions; Security 
is a world of answers. Hence, we need to 
learn the business and become business 
enablers, and always keep asking questions.

Our vision should be:  

• To become a leading business-enabler 
that is consistently committed to 
supporting the company’s business 
efforts and activities, by effectively 

securing its daily operations, 
technologies, assets, premises, and 
employees.

Our mission statement should be:

• To continuously identify, remove 
(or hedge): Potential security risks, 
slits, weaknesses or exploits, that 
may block, interrupt or otherwise 
interfere with eToro’s expansion and 
business operations.

• To provide the company with creative 
and efficient TRADEOFFs between 
business demands and security 
requirements.

• To provide the company’s 
management with clear, well-defined, 
and timely visibility of potential risks 
that may NOT be reasonably hedged 
or removed.

“Our vision should be to 
become a leading 
business-enabler that is 
consistently committed to 
supporting the company’s 
business efforts and 
activities, by effectively 
securing its daily operations, 
technologies, assets, 
premises, and employees.”
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Innovation is an important quality for 
a CISO. We must be business oriented 
team players, open to changes, as well as 
constantly expecting the unexpected.

For example, today at eToro we are 
building Cyber Defense Alliance with 
other companies,which are also business 
competitors, since we all share the same 
threats.

This is how the CISO could lead and 
become efficient for the organization.

For security executives who 
don’t have a strong relationship 
with their board, how can they 
improve it?

Cybersecurity is not security 
operational - if we address the board with 
an operational perspective, we won’t bring 
anything to the table that the CIO or VP of 
R&D could not.

To earn a seat at the table, you need to 
carry out three tasks:

• You need to learn how to simplify 
things and not lose the audience’s 
attention - Simplicity is not simple!

• Describe how you support the 
organization’s spear strategy, raise 
the questions and difficulties, suggest 
a solution and never complicate 
things with buzzwords. Your board 
members are hard working and busy 
managers, and need to be treated in 
a concise and incisive manner.

• Emphasize the money saved, rated by 
preventing and containing incidents 

so as to minimize time and money 
lost.

Some people call for daily 
security drills and exercises at all 
levels of an organization to help 
reinforce defensive strategies. 
What are your thoughts on this?

On the one hand, when we look at a 
star athlete, we see an outstanding person 
who is constantly progressing thanks to 
training - as training leads to perfection. On 
the other hand, we risk creating the “boy 
who cried wolf” syndrome and impacting 
readiness.

Drilling too frequently could bring the 
opposite outcome as your employees may 
think that a real incident is also a drill - and 
not treat it with the required attention.

However, we need to build a work plan 
at the strategic level, divide the employees 
into multiple categories, support the tasks 
in the security forum and target each of the 
categories at a different time, based on the 
exposure level.

Then we start thinking outside of the 
box when planning that drill; and then we 
start thinking like the attackers.   

What are the biggest challenges 
you face in the year ahead?

There is no one solution to cybersecurity, 
at least not one that is expected from 
companies or even countries.
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Cyberwarfare has become a “legitimate” 
tool for nations to use against their rivals. 
The hackers that support this task (APT10, 
28, 31, etc…) could easily shift the tools 
to the private sector based, of course, 
on monetary incentives. These hackers 
are very professional, and they use state-
sponsored tools.

We are facing an asymmetric position 
in which attackers have the advantage: 
militaryCISO of the Week - Eliahu Assif 
grade technology, highly skilled people 
and a process of attack that actually could 
bypass any industry-based solution.

No company is able to protect itself 
against that scale of the attack, nor wait for 
the state to assist them in time.

The biggest challenge I am expecting for 
2019 is engaging state sponsored threats 
without collaboration and effective mutual 
information sharing within the sector.

We must become proactive (for 
example, the C.D.A.), as that will enable 
us to protect ourselves against system 
threats that required immediate takedown 
as well as against emerging threats that will 
require state-sponsored help to manage.

On the day-to-day basis, my concerns 
are autonomic weaponized malware, 

such as ransomware and wipers. We’ve 
seen many incidents that ended with the 
attackers corrupting entire networks by 
wiping or encrypting files and databases. 
In some cases, the damages were reported 
to be in the hundreds or millions of dollars, 
in addition to the fact that the affected 
companies were not able to operate for 
days or even weeks. 

Another type of malware, which could 
be more relevant to the cryptocurrency 
world, locates and steals the companies’ 
cryptocurrency holdings. In most cases the 
theft is irreversible.

The company I work for invests in 
cybersecurity and defense to protect the 
flow and custody of cryptocurrencies, 
more than it invests in development.  

How can CISOs balance security 
and innovation?

The Fourth Industrial Revolution:

“We stand on the brink of a technological 
revolution that will fundamentally alter 
the way we live, work, and relate to one 
another. In its scale, scope, and complexity, 
the transformation will be unlike anything 
humankind has experienced before. 

We do not yet know just how it will 
unfold, but one thing is clear: the response 
to it must be integrated and comprehensive, 
involving all stakeholders of the global 
polity, from the public and private sectors 
to academia and civil society.”
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It is our responsibility as CISOs to 
become part of it, to continuously measure 
the exposure surfaces, to understand the 
emerging risks and to hedge them so as to 
allow to business to continue to grow. This 
is what “Business Enablers” means.

However, we also need to steer 
the management towards corporate 
responsibility - “How can we as a 
corporation contribute back to society?”

At eToro we have multiple programs 
that allow us to contribute to people with 
special needs, and train them along the 
process. We have just initiated a new 
program with the Ministry of Economy, as 
well as multiple consulting companies, to 
provide training and experience for this 
group.

It is our responsibility to build up 
this program to the board, gaining their 
attention (earning their trust as a leader), 
budget, and approval.

How important is being able 
to communicate with your 
colleagues?

”It takes a network to defeat a network”. 
We know that our enemies operate 
together, learn from each other and share 
their knowledge and tools. We must do the 
same. 

As the CTO of the Israeli national CERT, 
I had the opportunity to be part of a great 
team that built Cybertnet - the leading 
platform for cyber collaboration & mutual 
information sharing.

Today I am part of the foundation for 
CDA-Crypto Defense Alliance.

To become effective in engaging the 
threat, we need to cooperate together and 
become pro active.

Conclusion and key takeaways

Embrace four values

1.1. Professionalism – Always provide 
the most efficient answer or ask for time 
to achieve it.

1.2. Be humble – always consider that 
other peoples’ ideas are at least as good 
as yours, let others be part of the greater 
good.

1.3. Be a leader – leaders will be those 
who empower others (Leadership has 
nothing to do with seniority or one’s 
position in the hierarchy of a company).

1.4. Collaborate- You will become 
collaborative only if you are able to achieve 
the first three values. But you will gain 
much, much more.  

“It takes a network to defeat 
a network". We know that 
our enemies operate 
together, learn from each 
other and share their 
knowledge and tools. We 
must do the same.”
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2. Invest in human capital – We do not 
know what the next challenge will be in 10 
years from now, this is why we invest in 
children. The same goes here.

3. Accept failure – Anticipate as much 
as possible, be as robust and as resilient 
(the ability to return from an incident) as as 
possible and proactive with all departments 
(Media, RnD, MGMT etc..).

4. Corporate citizenship – This is our 
social responsibility. Start with initiative, 
lead your board of directors, collaborate 
with global initiatives (for example W.E.F).
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When your Brand becomes Phishing 
Bait, your Reputation is on the Line

Imagine your customers opening an 
email, ostensibly from your organization, 
informing them that you are tightening 
digital security measures and need them 
to verify their personal information. They 
click the link and go to a webpage where 
they freely hand over their login ID and 
password, account number and perhaps 
other personal info. Everything looks to be 
in order. 

Only it’s not.

The email that appeared to be genuine 
was actually a phishing email. The site your 
customer landed on was a counterfeit 
site, impersonating your organization. By 
hijacking your brand, hackers are able to 
cloak their criminal activity and lure your 
unsuspecting customers into taking the 
phishing bait.

In the best case, the phishing attack 
will be detected and stopped before any 
personal damage can occur. In the worst 

case, your customer will lose personal data 
privacy and/or financial assets as a result of 
getting phished. In every case, your brand 
will take a serious hit. 

Whether it’s fair or not, your customer 
will associate this type of phishing attack 
with your brand – not with the anonymous 
bad actor who remains in the shadows. The 
brand reputation and trust that took years 
of investment and effort to nurture, can 
be damaged overnight by a single phishing 
attack, and may be ruined by repeated 
attacks.

Reputational damage can be 
the top business impact from 
security breaches.

When asked to list the top three issues 
that would most likely have a negative 
impact on their organization’s reputation, 
CMOs and IT managers in the UK listed 
“data breach” as second only to “poor 
customer service.” The interesting bit is 
that there doesn’t have to be any personal 
damage from the breach in order for 
consumers to lose trust in a company. Just 
the knowledge that a breach happened and 
it could happen again is enough to make 
them wary. How much more “brand-wary” 
will consumers become if they suffer a 
personal financial loss of data breach from 
a phishing scheme that is impersonating 
your organization?

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   4 minute read
•   Reputational damage can be the top business 
impact from security breaches
•   Security breaches reduce customer trust
•   90% of security breaches involve phishing or 
social engineering
•   Intervene before phishing attacks impact your 
brand reputation
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Security breaches reduce 
customer trust

In a recent report on GDPR, Deloitte 
also touched upon consumer trust, 
noting that 25% of their respondents said 
their level of trust would decrease if the 
organization was involved in a data breach. 
An even higher percentage (35%) said their 
decision to continue doing business with 
an organization depends on their level of 
trust in that organization. To address the 
trust issue, Deloitte noted that companies 
are investing in systems that will assist with 
timely anti-breach mitigation and other 
damage control strategies.

All these breach mitigation systems have 
one thing in common: they’re reactionary. 
A hacker got in. Now, after the fact, we have 

to find, isolate, and neutralize him before 
he can do any damage.

When you’re reacting to a breach, 
you’re already behind the eight ball. So says 
Verizon, who in their 2018 Data Breach 
Investigations Report (DBIR), prefaced 
their findings with this sobering statistic: 

“You have 16 minutes until the first click 
on a phishing campaign. The first report from 
a savvy user will arrive after 28 minutes.” 
(Verizon, 2018 DBIR)

When Verizon says “savvy user” they’re 
talking about employees who have been 
trained to spot phishing attacks and even 
so, a certain percentage continue to fall for 
phishing scams. 

Source: The Impact of Data Breaches on Reputation and Share Value, May 
2017, Ponemon Institute.

https://cyberstartupobservatory.com/
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When your customers (who are not 
trained) get phished, how long between 
the first click and the report? Maybe hours; 
maybe days; maybe never. No one has done 
a study to measure it. In the meantime, your 
brand reputation is at stake. 

Why are we so concerned about 
phishing? It’s simple.

90% of security breaches involve 
phishing or social engineering

We’ve quoted this statistic before but 
it bears repeating. This time the statistic 
comes from the Verizon 2018 DBIR, but 
I’ve seen it many times – always hovering 
around 90%. Phishing is widely used 
because it is a relatively easy way for 
cybercriminals to get what they want – be it 
money, intelligence, personal data records, 
whatever. Rather than try to hack their 
way past firewalls, IDS/IPS, sandboxes and 
honeypots, cybercriminals find it much 
easier to trick unsuspecting people into 
to handing over their user credentials 
voluntarily. Once the hacker has obtained 
valid user ID, password, account numbers, 
etc. getting into any network is trivial.

While training programs can help 
to reduce the risk of employees getting 
phished, security awareness focuses on 
how to react to a phish. It means the phishing 
lure is already in front of the employee. He 
just needs to recognize it and refrain from 
clicking or taking the bait.

When it comes to customers who are 
beyond your security perimeter and your 
ability to train, reactionary measures will 
always be too late. To prevent brand damage 
from phishing, you need to prevent the 
phishing lure from reaching your customer 
in the first place.

Intervene before phishing attacks 
impact your brand reputation 

If you want to stop phishing attacks 
from reaching your customers, you need to 
be proactive. You need to take the battle to 
the threat actor’s domain, where phishing 
campaigns are under construction and can 
be pre-emptively neutralized. Currently, 
the only way to do this is with anti-phishing 
technologies, like Segasec, that are able 
to detect, monitor, and disarm counterfeit 
phishing sites, malware payloads, and 
compromised servers before campaigns 
launch. With a 99% catch rate and zero 
false positives, Segasec’s proactive anti-
phishing intervention is the only way 
to protect your brand reputation from 
malicious exploitation. 

https://cyberstartupobservatory.com/
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Innovation

Leading Innovator in Cyber 
Intelligence and Anti-Phishing 
Solutions
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01Company Description

As a leading innovator in cyber intelligence and anti-phishing solutions, Segasec 
prevents company brands and online assets from becoming the bait in phishing 
attacks that target their customers and their business integrity. Segasec’s patent-
pending technologies and expert analysis detect early phishing activity and take down 
digital assets used for attacks before people get caught in ruinous phishing schemes. 
Segasec is at the forefront of foiling malicious phishers and keeping billions of dollars 
intact and in the right hands.

Company: Segasec
Established: 05/17
Founded by veteran officers of elite 
cyber and intelligence units in the 
Israel Defense Forces
Web: Segasec.com

02Company Information

Headquarters: Tel Aviv, Israel
International HQ: Toronto, Canada
Key Target Verticals: Finance, Healthcare, 
Insurance, Telecommunications, Blockchain 
& Crypto, Energy, Retail 

Our Cyber Intelligence & Anti-Phishing 
Offering:
Segasec Anti-Phishing
End-to-end service to detect and monitor 
early phishing activity and disarm the attack 
while deceiving and trapping attackers.
Segasec Casper
Web agent which identifies site content 
replication, and tracking of fraudelent 
activities on fake websites.
Segasec Social Bot
Telegram and Slack bots to detect and block 
phishing in social networks.
Segasec Mobile App detector for fraudulent 
mobile appliations.

03The Product Customer Footprint:
Billions in user assets and brand 
equity already have been saved by 
leading

• Banks

• Insurance Companies

• Healthcare Companies

• Logistics 

• Crypto Exchanges 

https://cyberstartupobservatory.com/
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04Product in detail
Segasec’s end-to-end solutions know where to look telltale footprints of phishing 
planners, how to take down phishing attack sites so they cannot cause damage, and 
when to mount counter-attacks to deceive and trap and block the phishers. As a result, 
cyber criminals are unable to virtually hijack corporate brand identities that fool even 
the most sophisticated users. 

How does it work?

• No installation or onboarding required.
• Segasec algorithms search the web to detect signs and evidence of phishing 

preparations that exploit the online assets of our clients. 
• Suspects are monitored 24/7 for changes in activity and analyzed against historical 

attack data in the Segasec database.
• Automated interventions are applied to block bogus mail servers and to disarm 

duplicate, man-in-the-middle phishing sites and to make sure that end users do not 
fall victim to an attack.

• We partner with thousands of registrars and hosting providers to take down 
malicious sites fast.

• We also partner with Safe Browsing, anti-virus, anti-spam, and DNS vendors to 
make sure end users are not exposed to malicious phishing.

• To deceive and trap cyber criminals, Segasec submits millions of bogus records to 
the attack site to dilute and corrupt the collected data, and leads the attacker into 
honeypots deployed by the organization.
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05
Compelling Benefits

• Protect your brand reputation and business from damaging phishing attacks and 
online fraud

• Prevent your online assets from becoming the BAIT in a phishing attack.

• Protect your customers from ruinous phishing attacks that steal their data and 
dollar assets

• Shield your brand equity from malicious exploitation

• Protect the customer experience with your organization and services

06
Unique Differentiators

• No integration or onboarding process is required
• Segasec’s approach to domain manipulation is not rule based, we use similarity 

algorithms thus providing wider coverage
• Protection starts the minute a list of all company’s online assets is provided.
• End-to end-protection, from detection to removal
• Malicious sites take down takes minutes. 
• No operational cost from the customer
• Also Available:

• Dedicated bots to detect and remove phishing threats on social networks.
• Browser extension to extend coverage and accelerate response on endpoints

Future Functionality
07

• Discovery of fake native mobile applciations
• Email phishing protection 
• Self-service capabilities for SMBs

https://cyberstartupobservatory.com/
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Awards

• Segasec is part of the MSFT scalp program

Partners
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Innovation

Automated Purple Team
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Company Description
XM Cyber provides the first fully automated APT simulation platform to continuously expose 
attack vectors, above and below the surface, from breach point to any organizational critical 
asset. This continuous loop of automated red teaming is completed by ongoing and prioritized 
actionable remediation of organizations’ security gaps. In effect, HaXM by XM Cyber operates 
as an automated purple team that fluidly combines red team and blue team processes to 
ensure that organizations are always one step ahead of the attack.

Already deployed at customers in North America and EMEA, including leading financial 
institutions and critical infrastructure organizations, HaXM has uncovered hidden attack 
vectors within networks in very short timeframes and demonstrated how hackers are able to 
compromise critical assets, despite the modern security controls and processes in place.

XM Cyber was founded by top executives from the Israeli cyber intelligence community and 
employs an elite team of cyber offense and defense veterans with decades of real-world 
experience. The company has offices in the US, UK, Israel and in Australia.

Company Name: XM Cyber
Founded: 04/2016
Employees: 40
Web: xmcyber.com
Headquarters: Herzliya, Israel

Company Information
Other offices: New York, USA,  London, UK 
and Sydney, Australia
Key Target Verticals: Financial, Healthcare, 
Retail, e-Commerce, Critical Infrastructure, 
Manufacturing, High Tech, Telecom, etc. 

Product Category: Breach & Attack 
Simulation, Cyber Posture, Cyber Risk
Product Stage: Released
Product Names and Brief Description: 
HaXM
HaXM by XM Cyber is the first APT 
simulation platform to simulate, validate 
and remediate every hacker’s path to your 
critical assets 24×7. 

03
The Product Customer Footprint

Markets with Customers: North America, 
Europe, Israel, Australia
Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services
• Healthcare
• Retail
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence Agencies

02
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04Product in detail
HaXM by XM Cyber provides the only hyper-realistic APT automated and continuous 
simulation platform which addresses real user behavior, poor IT hygiene and security 
exploits.

The platform exposes continuously attack vectors, above and below the surface, and 
delivers prioritized actionable. As such, HaXM provides the first fully automated purple 
team by automating red and blue teams’ activities.

HaXM by XM Cyber provides:

• Comprehensive and up-to-date attack scenarios using the latest hackers’ techniques 
and methods

• Full mapping of all attack paths at any given time
• Automatic adaptation to the context of the organization, leveraging misconfigurations, 

user activity, credentials and security vulnerabilities in the network 
• Automated remedial reports based on the attack vector’s criticality
• Flexible architecture: on-prem or cloud-based

Customers benefit from:

• A comprehensive mapping of all attack vectors from breach point to critical assets
• Significant reduction of IT hygiene risk
• A focus and optimization of cybersecurity resources
• The capability to make data-driven decisions 
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05How does it work?
HaXM by XM Cyber works in 3 easy steps:
1. Select target assets

You first have to define the organizational assets. These will be the goals for the attack 
simulations. There are several types of assets which can be defined as the ones that 
are crucial to your business: devices, data and networks and the platform can help 
identifying the critical assets.

2. Activate on-going and simultaneous attack scenarios
Once the target assets have been defined, the system automatically runs APT 
simulations. Attack scenarios are safely activated simultaneously and continuously 
within the production environment, exposing attack vectors and compromised assets.

3. Get automated prioritized actionable remediation
Finally, the system generates an automated report containing information on the key 
findings and prioritized actionable remediation. This empowers the security team to 
focus on the most important issues.
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cyberstartupobservatory.com Cyber Startup Observatory Israel 96BACK TO CONTENTS

06Key Benefits
By continuously challenging the organizational network with HaXM by XM Cyber, 
organizations gain clear visibility of the cyber risks, and an efficient, data-driven 
actionable remediation plan aimed at the most burning issues to fix.

• The organization knows, at any given moment, the attack vectors to its target assets 
and gets a prioritized actionable remediation plan

• The organization reduces significantly the risks associated with IT hygiene

• The organization can focus and optimize its cyber resources by knowing the fixes 
that have a huge impact on the overall risks

• Through reports and dashboards, the organization can act on data-driven information

07
Unique Differentiators

XM Cyber’s APT simulation & remediation platform addresses the crucial question “are 
my crown jewels really secure?” as hackers are able to compromise critical assets, 
despite the modern security controls and processes in place.

Why XM Cyber is unique:
• Unique approach: XM Cyber  brings a new approach to cybersecurity by taking the 

point of view of APT hackers targeting organizations’ assets, capitalizing  on human 
errors such as misconfigurations, shadow IT and faulty security practices, taking 
advantage of poor IT hygiene and security vulnerabilities. 

• Unique Technology: XM Cyber’s patented technology (over 15 patents) features 
proprietary algorithms that account for the most up-to-date hacking techniques, 
endless customer specific scenarios and the human factor to perform advanced 
APT on the attack path to organizations’ critical assets.

• Unique team: XM Cyber was founded by the highest caliber of security executives 
from the elite Israel intelligence community. Together they bring a second-to-none 
proven track record in offensive and defensive cyber space.
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08Awards

World Economic Forum – Technology Pioneer 2018 

“Rookie Security Company of the Year” winner for the 
SC Magazine US Awards 2018 

“Overall APT Solution Provider” winner – Cybersecurity 
Breakthrough Award 2018

“Startup of the Year” winner for the Infosecurity Product 
Guidelines Excellence Awards 2018

“Infosec Startup of the Year” winner for the Cyber 
Defense Magazine Infosec Awards 2018

“Information Security Software” winner – Best Globee 
Awards 2018

Red Herring Top 100 America Winner 

“APT Simulation and Remediation Platform” Frost & 
Sullivan Technology Innovation Award
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Innovation

Autonomous Brand Safety
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01
Company Description

CHEQ is a global cybersecurity company and a pioneer of Autonomous Brand Safety, 
protecting the digital ad spend for the world’s leading brands. With offices in Tokyo, 
New York and Tel Aviv, the company’s mission is to help sustain the digital ecosystem 
by protecting advertisers from the risks of online advertising and helping them regain 
confidence in the space. CHEQ is a Battery Ventures portfolio company and an alumnus 
of “The Bridge Builders”, Coca-Cola’s, Mercedes’ and Turner’s commercialization 
program. 

Company Name: CHEQ Ltd.
Founded: 01/14
Employees: 50
Web: www.cheq.ai
Headquarters: NYC, USA and Tel Aviv, Israel

Company Information
Other Offices: Tokyo
Key Target Verticals: Online 
advertisers, ad agencies and 
publishers  

Product Category: Detection & 
Prevention, Cyber Intelligence, Fraud 
Detection & Prevention, Web Security, 
UEBA, Deception
Product Stage: Released
Product Names and Brief Description: 

• The CHEQ Platform
Services Provided:

Digital advertising:
• Fraud Prevention
• Brand Safety
• Viewability 

03
The Product Customer Footprint

Markets with Customers: USA, Japan, 
Mexico, UAE
Relevant Public Success Stories per Key 
Target Vertical:

• Advertisers 
• Ad Agencies: CCI
• Members of Pepsico Tech LAB 

(Website launching soon)

02
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04
CHEQ’s platform protects advertisers, ad agencies and publishers from spending digital 
ad budgets. It replaces traditional ad-verification platforms with a fully autonomous 
and preemptive solution that doesn’t just report the damage, but actually prevents it. 
The CHEQ platform uses next-gen technology driven by military-grade AI and NLP.

Product in detail

CHEQ Platform users have their digital campaigns protected autonomously and in real-
time as follows: 

• Brand Safety: Our AI-driven Autonomous Brand Safety solution utilizes military-grade 
Natural Language Processing capabilities to analyze page-level data in absolute 
real-time. We use proprietary Lexical Semantics and Sentiment Analysis modules to 
infer context with extreme accuracy and speed, allowing us to always prevent your 
ads from serving near content you deem unsafe.

• Anti-Fraud:  Our Cybersecurity based Fraud Prevention solution applies Machine 
Learning algorithms to uncover data-discrepancies and behavioral anomalies at the 
single user level, in real-time. We analyze over 700 user parameters, deploy proprietary 
honeypots (bot traps) and utilize advanced OS Fingerprinting and Dynamic Code 
Patching to ensure you never purchase a fraudulent impression.

• Viewability: Our page-level modules examine multiple types of viewability violations, 
uncovering anything from obstructing objects to malicious ad-stacking and hidden 
Iframes. Together with our strict “Panoramiq” viewability metrics, this allows us to 
guarantee that an impression is only counted once 100% of the pixels are in view on 
the user’s monitor, unhidden and un-obstructed.

How does it work?
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05
How does it work? 
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06
Key Benefits
• Fully Autonomous
• Real-time solution: Real-time Brand Safety Enforcement, Real-Time Fraud Prevention, Real 

Time Viewability
• Prevents the damage before the ad is ever served 

Unique Differentiators
• Verification vendors measure the damage, we prevent it

• In-app ad-fraud prevention

Future Functionality

Certifications

• Currently undergoing an MRC certification process
• IAB Tech Lab Members

https://cyberstartupobservatory.com/
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May Brooks
CEO and Founder, Helena and CISO for Yad2

May Brooks has been a seasoned 
Information Security consultant and 
lecturer since 2003. She began her Cyber 
security career in the IDF and after leaving 
the army in 2006 she served as a Security 
architect, consultant and CISO.

In 2017 May founded Helena – a security 
consulting firm specializing in building 
and managing awareness campaigns and 
professional security services (CISO as a 
Service, ISO27001 compliance, Security 
assessments, BCP etc). The company 
provides its services to dozens of Israeli 
and global companies.

May is also involved in various cyber 
volunteer work: lecturing in schools, 
advancing women in Cyber and President 
of the (ISC)2 Israeli chapter.

May is an international lecturer and 
public speaker - she brings her personal 
knowledge and experience combined with 
public information, academic findings and 
research to the stage, to produce engaging 
lectures that capture the audience.

The CISO’s role is a very high-
pressure, high-stakes job. What 
is the right profile for this job?

The Job of a CISO is never boring. The 
challenges are endless and I know that no 
matter how strong my security framework 
is, the bad guys only need to succeed once.

There are a few things that help me cope 
with these challenges:

1. Have a strong relationship with the 
board and C-level executives. One 
of the things I invest in is getting 
management on my side. It is vital 
in order to get both the resources 
needed for a successful security 
program and their support when 
communicating with internal parties 
that may not have security on their 
mind.

2. Remember it’s a Marathon and not a 
Sprint. Being a CISO is very stressful, 
but you cannot burn yourself out. For 
example, when I get the results of a 
Penetration Test I ordered my initial 
response is to pull all-nighters to 
mitigate the findings ASAP. However, 
I remind myself that although findings 
have to be addressed and soon, we 
need to set a work plan – one that 
we can live with and work on and 
not respond to from a panic state of 
mind (that is unless there’s reason to 
panic…).
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To do the job successfully a CISO 
needs to have a set of skills. We need to 
understand technology but even more 
important in my eyes is to understand the 
business, its opportunities, challenges, 
goals, competitors, etc. Taking these 
aspects into account will help the CISO 
build a strong, business oriented security 
plan.

The new CISO needs to understand 
business, and I encourage aspiring CISOs 
to think about getting an MBA; I feel that 
my MBA allows me to communicate with 
executives, understand the business and 
build a stronger security plan – customized 
for the specific business.

As mentioned, the work of 
CISOs is high pressured – as a 
woman in cyber security how do 
you create a work-life balance?

First of all, I believe that creating a work-
life balance is not a “woman” thing - most 
people would like to have more balance in 
their lives. In the past I thought that there 
was no way you could really balance work-
life as a CISO, however that changed for me. 
Although there’s always a lot of pressure as 
a CISO, the workload and pressure do not 
lighten when you work 14 hour days, nor 

do they enhance when you’re working 8 
hour days.

I believe that if you manage your time 
correctly you can focus better and achieve 
more. Research shows that working 
long days reduces productivity. In the 
past 2 years I reduced my working hours 
dramatically, but I experienced an increase 
in my productivity.

There are days that I stay long hours – 
but only when it is absolutely required.

I think that one of the things that deter 
women from the industry is the long work 
hours. From my experience, with enough 
determination and time management 
skills (which can and should be developed) 
one can achieve balance, and it is in all our 
interest. As a CISO – there’ll always be 
more work to do…  

How do you communicate 
information security issues to 
the board?

As I mentioned before, having the 
support of the board and C-level is crucial 
for a successful security plan.

“A CISO needs to have a set 
of skills. We need to 
understand technology but 
even more important in my 
eyes is to understand the 
business, its opportunities, 
challenges, goals, 
competitors, etc.”

“The first thing I do when 
starting the role of a CISO is 
to organise a Security 
Steering Committee (if there 
wasn’t one already) and 
introduce myself and my 
security vision.”
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The first thing I do when starting the 
role of a CISO is to organise a Security 
Steering Committee (if there wasn’t one 
already) and introduce myself and my 
security vision. It is vital for me to get the 
buy-in of management so that I can realise 
that vision.

In every presentation I give to the 
board, whether as CISO or as an external 
consultant, I begin by talking about the 
impact security has on the business. I use 
examples from the same industry to get 
their buy-in. Seeing the numbers makes 
it real for executives and having the CISO 
understand the business needs is vital to 
get managers’ trust.

Almost everybody agrees that 
organizations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture?

For me, as I believe for most CISOs, it’s 
easier to invest in new technologies than 
trying to change the security culture within 
the organization. However, enhancing 
security awareness among employees is, in 
my eyes, one of the most important things 
a CISO should do and in the last few years 
that has been my greatest goal as a CISO.

Hard in training – Easy in battle. I want 
my employees to become the strongest 
link rather than the weakest one.

Building a strong awareness program 
is not a “one size fits all” thing. You must 
build the program in accordance to your 
business and even differentiate between 
different parts and teams within the 
business. I usually separate between: 

Management, HR& Legal, Sales & CS and 
R&D. When I build a customized plan, each 
team feels that I understand their specific 
requirements and challenges, making 
it  easier for me to get their support. For 
example, when using a phishing simulator  I 
can send targeted simulations:

• “Email Password change request” - 
to all employees except R&D.

• “GitHub Password change request” 
to R&D.

One of the strongest tools I have found 
in building awareness campaigns is talking 
about personal issues. People care more 
about their personal life than the business 
and when I educate them about staying 
safe online at home, when online shopping, 
on vacation, maintaining privacy on social 
media etc, it changes their personal 
behaviour and the business benefits from 
better educated employees and reduced 
mistakes.

Threats are everywhere and 
always changing. How to 
address this difficult reality?

One of the things I love about this 
industry is the fact that it is ever changing. 
My way of dealing with this challenge 
comprises two things:

1. Remaining updated – I spend a lot of 
time researching new threats. I am 
active in various professional groups 
and always on the lookout for the 
threats relevant for my company.
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2. Do not be captured in the paradigm 
– it’s easy to fall in love with a 
workplan, after all we spent a lot of 
time and energy building it. However 
this is not a privilege CISOs have. I 
review my workplans every quarter 
to assure that they are still relevant 
and accurate to my business needs 
and current threat map.

I’m not saying that annual and multi-
year plans are not worthwhile, we need 
them, especially for long term projects. But 
we have to remember that this industry 
changes so rapidly that by December 
2019 I’m sure my annual workplan that I 
just approved and spent a lot of time and 
thought on, will change, and that’s part of 
what I love about this industry.

You’ve been in the industry for 
15 years. What are some of the 
biggest changes you’ve seen 
in terms not only of threats, 
but also how cybersecurity is 
viewed in an organization?

When I started in this industry back 
in 2003, most people had no idea what 

Information Security is. Most SMB\SME 
organizations did not have a security 
function. Firewalls, Antivirus etc, were 
under the domain of the IT department.

I think the more time goes by, the risk 
is becoming clearer not only to IT and 
Security professionals, but to everyone.

In the past few years I have seen an 
increase in the number of businesses that 
understand the need for a professional 
CISO to lead the security posture of the 
company. Not one that configures the tools 
and technologies that are in place, but 
someone who will look at the business as 
a whole, understand the specific risks and 
build a security plan in accordance.

The changes in regulators and their 
demands from directors and officers not 
just from IT and security professionals also 
changes the way security is regarded by 
managers and executives.

15 years ago while serving as an 
officer in the IDF, a fellow officer in my 
unit asked me if I would like to stay on for 
two additional years of service, and to go 
into Information Security. I had a vague 
idea what information security was, and I 
was planning to go to med-school, but it 
sounded intresting so I decided to go for 
it. 15 years later – I absolutely love what 
I do. This industry is ever changing. The 
challenges are endless. I had the privelige 
of serving in different roles, in different 
industries, I’ve been a consultant, project 
manger, architect and CISO and each role 
was challenging in its own right.

I cannot wait to see what the future 
(and the hackers ) have in store.

“It’s easy to fall in love with 
a workplan, after all we 
spent a lot of time and 
energy building it. However 
this is not a privilege CISOs 
have. I review my workplans 
every quarter to assure that 
they are still relevant and 
accurate to my business 
needs and current threat 
map.”
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Innovation

Secure critical information and 
assets from wireless and IoT-born 
threats

Cyber  O f  Things
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01
Company Description
Cy-oT provides the enterprise-grade defense you need to protect your organization 
from vulnerabilities and threats introduced by smart connected devices operating in 
your surrounding airspace. 

Company Name: Cy-oT
Founded: 12/15
Employees:  15
Web: www.cy-ot.com 
Headquarters: Israel

02Company Information
Key Target Verticals: Protecting 
customers who want to secure their 
critical Information and assets from 
wireless and IoT-born threats, including 
financial institutions, government 
agencies, healthcare, manufacturing, etc. 

Product Category: IoT Security / Network 
Security / Detection and Prevention
Product Stage: The Service is G.A. and 
being used by customers.
Product Names and Brief Description:
The Cy-oT Defense gives you total 
visibility into all the smart connected 
devices operating in and around your 
airspace, with the ability to protect your 
business from activity that poses a threat 
to your corporate, security & compliance 
policies & objectivies. 
The Cy-oT Managed Service provides the 
personalized IoT expertise to take care of 
the deployment of Cy-oT and its end-to-
end airspace protection. 

03
The Product Customer Footprint

Key Target Verticals:
• Financial institutions
• Government agencies
• Healthcare
• Manufacturing

• Others

Markets with Customers:
• Americas
• EMEA
• ASIA

Cyber  O f  Things
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04
How the CY-oT Defense Works

              Smart Protectors
• Sensors deployed throughout your 

environment, giving you total visibility 
into what’s going on in your airspace.

• Continuously detects & monitors all 
smart connected devices.

• Operates completely independently, 
out-of-band, so there are no agent or 
updates to worry about. 

 

Cyber  O f  Things

               Cloud Service
• Sensors deployed throughout your 

environment, giving you total visibility 
into what’s going on in your airspace.

• Continuously detects & monitors all 
smart connected devices.

• Operates completely independently, 
out-of-band, so there are no agent or 
updates to worry about. 

 

               Managed Service
• Experts deploy your sensors & set up 

your policies to protect against IoT-
based violations & threats.

• Provide ongoing insights into IoT and 
wireless activity in your environment 
& recommendations on best practice 
actions.
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05
Key Benefits

Fill the Cybersecurity Gap 
Continuously monitor, control & protect against attacks from smart connected devices 
in your airspace to support your cybersecurity and compliance objectives.  

Achieve Greater Security with the Same Team 
The zero-touch, self-managed solution gives you all you need to add IoT security, without 
having to add to your resources. 

Freedom to Embrace IoT and Wireless 
Accelerate your digital transformation - benefit from the use of IoT in your enterprise, 
with the confidence your business remains safe.  

Cyber  O f  Things

Unique Differentiators

Total Visibility 
Analysis of your airspace 24x7 provides continuous insights into what each smart 
connected device in and around your airspace IS doing & what it SHOULD BE doing. 
Proactive Threat Detection
High fidelity alerts that accurately identify all the threats and vulnerabilities created by 
the smart connected devices active in your environment. 
Real-Time Attack Mitigation
Ability to take precise action to neutralize malicious IoT activity, in real-time, to protect 
the integrity & privacy of your sensitive information and ongoing operations .
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Awards
Cyber  O f  Things

Partners
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IT Networks, OT Systems and IIoT 
Ecosystems are Heading to Convergence

Introduction

Traditionally, the cyber defense for 
Information Technology (IT) networks and 
Operation Technology (OT) systems (also 
known as SCADA, ICS, etc.) are handled 
by separate teams, and these operations 
were completely disconnected by an 
isolating measure called “Air Gap”. The role 
of IT networks is to provide information 
to administrative personnel, management, 
service providers and customers and 
their main focus is directed to assure 
Confidentiality, Integrity and Availability 
(CIA). OT systems, on the other hand serve 
manufacturing, utility operations and 
critical infrastructure. Their main goal is 
directed to assurance of operation Safety, 
Reliability and Productivity (SRP) and 
cyber security was not even considered as 
a concern. 

OT managers always demanded that 

their system will be an isolated silo to 
prevent external/hostile intervention, 
which might affect the SRP. However, 
after the Stuxnet event (mid 2010), it 
became obvious that the air-gap isolation 
cannot prevent cyber-attacks, and 
therefore to achieve higher productivity, 
the management started pushing for 
connecting the IT and OT networks. 

The Industrial Internet of Things (IIoT) 
devices are not a new invention, just a new 
term. In the past, we called them “remote 
sensors”, or Machine to Machine (M2M), 
and these devices communicated with the 
OT Network. The increased demand for 
collecting more granular data, Artificial 
Intelligence (AI) and Big Data Analysis in 
the control processes and the demand for 
modernization pushed for adding Ethernet-
type interface for these field-based devices. 

From the OT angle, the goal is to 
assure cyber secured SRP. Will these 
silos ever converge to an integrated 
system combining IT, OT and IIoT? Early 
adopters and innovation-oriented people 
are already promoting the term “IT-OT 
Convergence”, but  since we all know that IT 
teams lack understanding of the OT basics, 
this demand comes up against strong 
objections. However, the C-Level thinks 
that IT-OT convergence leads to increased 
productivity and cost saving, so it must 
happen.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Daniel Ehrenreich, Consultant and Lecturer, SCCE

At a glance
•   5 minute read
•   Lack of modernization might lead to cyber 
risks
•   IT oriented handling of OT might risk lives
•   Careful IIoT deployment
•   Integration IT and OT of teams
•   Summary and conclusions
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This article will refer to the main 
challenges from multiple angles and outline 
the limitations, which in reality slow down 
this process. You will also read about the 
need for new roles, new training programs 
and on how the management can secure 
the jobs of experienced OT people. 

Lack of modernization might 
lead to cyber risks

The role of the OT team was always 
to assure the safe and reliable operation 
(SRP) of the production process. In 
the past, these systems were based on 
proprietary hardware and software, and 
cyber risks were never considered as a 
concern. Furthermore, the introduction 
of digital control and TCP-based data 
communication presented new challenges 
for the OT teams. It calls for replacing 
proprietary hardware and software with 
Commercial Off the Shelf (COTS) type 
computers, PLCs, communications devices, 
etc. 

Technology modernization is always 
an opportunity for enhanced productivity, 
but it also represents a concern for OT 
experts who did not keep up to speed with 
technology. In many organizations you 
may see that IT experts are not involved 
at all with OT and this creates delay in the 
modernization. 

According to CIA procedures, IT 
networks must be frequently updated and 

patched to include the most updated MS 
Windows releases, antivirus programs, 
firewall versions, virtual machine updates 
etc., as this is a proven method for effectively 
dealing with Zero-Day risks. Consequently, 
IT teams run the same process for MS 
Office, Java, Acrobat, etc. All IT teams 
worldwide agree that the sooner they 
update the corporate servers and the PCs 
of all employees, the lower the chances are 
of cyber-attack.

On one hand the management knows 
that IT people are CIA oriented and not SRP 
oriented, and this itself might create a risk. 
But can IT teams do the same process for 
the OT systems which utilize similar server, 
PC hardware, MS Windows OS, etc.? For 
sure not, because we all know that every 
change in the software code of ICS might 
instantly lead to a safety risk, damage and 
risk to lives of people. 

In light of the above, the key question 
is how to reorganize the organization’s 
manpower in order to achieve a) 
incremental modernization, b) safety 
and reliability assurance, c) cyber risk 
mitigation. Can they educate OT teams 
towards dealing with advance computer, 
communications and cyber security 
technologies or can they educate the IT 
security team to become SRP oriented and 
deal with OT challenges? According to the 
illustration above, the number of people 
who are experts in both IT and OT (Red 
dot) is very minimal.
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As there is no simple answer, each 
organization will probably have to resolve 
this question in its own way. 

IT oriented handling of OT might 
risk lives

So, what are the most critical differences 
among IT networks and OT systems that 
lead to raising a “Red Flag”? When you 
receive an IT oriented software update, 
you assume that it was pre-tested by a large 
number of programmers to make sure that 
at least the most popular IT programs will 
run seamlessly after the update. But, will the 
ICS application program (developed by Mr. 
Joe Doe, who retired 3 years ago without 
leaving you the program documentation) 
work seamlessly after a similar update 
process? For sure not, and you cannot take 
the risk of installing the update on a running 
OT operation. 

Prior to installing any software change 
to ICS, it is critical to perform a lengthy and 
complete test to verify compliance with the 
safety requirements. How can you do that? 
You may either do it during a scheduled 
shutdown or start the testing on a “Digital 
Twin” (which most organizations do not 
have). No matter which process you select, 
for the moment that everything goes wrong 
(!) you must have a backup with a “rescue” 
plan.

You all know that IT cyber security 
experts have great trust in penetration 
testing – PenTest. But, can you do the same 
for OT? For sure not, because Pentest is 
an intervention to the control process, 
and such action may crash your system. If 
a crash happens to an IT network, you just 
reboot, reinstall some programs and in a 
few hours the system is operational. But if 

you crash the OT system, the process might 
turn to unstable, the mechanical machines 
might get destroyed and in the worst case, 
people might get hurt. 

Careful IIoT deployment

Finally, let’s refer to the strong 
penetration of IIoT Ecosystems to the 
OT architecture. But, before doing so, we 
should clarify what IoT and IIoT Ecosystems 
are, as well as the principal differences 
among them. In addition to the term “IIoT 
ecosystem” you should consider using the 
term “IIoT end point device”, which can be 
a field sensor or an instrument having TCP 
(or serial) communications capability.

Both IoT and IIoT ecosystems involve 
a cloud-based process provided by the 
Ecosystem service provider, which runs a 
unique process combining proprietary data. 
The differences are that in the case of IoT 
ecosystems, the sensor is communicating 
directly with the cloud-based service 
provider, while in the case of the IIoT the 
cloud-based process is initiated by the ICS 
through the IT network. The IIoT end point 
devices, being part of the ICS architecture, 
never communicate directly with the cloud-
based service.

Integration IT and OT of teams

Based on the above mentioned 
clarifications it becomes obvious that OT 
cyber security teams can no longer operate 
in a silo and the involvement of IT experts 
will be mandatory in order to complement 
their knowledge. From the organization 
point of view, the C-level management will 
have to decide which department will be 
responsible for the OT cyber defense and 
take responsibility.
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Based on the illustration shown here, 
the most correct solution is to combine 
both operations under IT management 
in order to allow allocation of the needed 
resources for each task. Consequently, we 
foresee three types of expertise under the 
IT management:

a) IT cyber experts for the IT network 
focusing on the CIA

b) OT experts supporting the 
organization according to SRP

c) IT&OT cyber security experts 
supporting the OT team

There is no assurance that all teams 
will be “completely pleased” with this new 
arrangement. However, lengthy analysis 
by management of many organizations 
has already proved that such integration 
is possible and eventually everyone will 
engage with this process. 

Summary and conclusions

We are learning every day about the 
intention of people, countries and hostile 
organizations to cause sabotage by new 

variants of malware, which are capable 
of bypassing our cyber defenses. While 
there is no single solution, no matter how 
expensive or advanced (“there is no silver 
bullet”), organizations should consider 
deploying new methods, provide their 
team new training sessions, and finally 
add new responsibilities to those who 
will adapt to the new organization chart 
and new challenges. The IT management 
will need to learn from the ICS experts on 
control processes and use that knowledge 
and experience to develop effective cyber 
defense. This topic should be granted top 
priority in all organizations, but if they do 
not act quickly, effectively and with a great 
deal of dedication, they might suffer from 
severe attacks and suffer heavy damages.

Daniel Ehrenreich, BSc. is a 
Consultant and Lecturer acting at Secure 
Communications and Control Experts, 
teaching at cyber security colleges 
and presenting at ICS cyber defense 
conferences; Daniel has over 25 years’ 
engineering experience with electricity, 
water, gas and power plants systems as 
part of his activities at Tadiran, Motorola, 
Siemens and Waterfall Security. 

Selected as Chairman for the ICS 
CyberSec 2018, and Keynote speaker and 
workshop trainer at Asia ICS conference 
in 2018. Contact details: LinkedIn
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01
Company Description

Cyberbit is the world leading provider of cyber ranges for training SOC teams, OT 
specialists and cybersecurity students in a hyper-realistic simulated environment. 
Cyberbit’s portfolio also includes ICS/SCADA security, Security Orchestration, 
Automation and Response (SOAR), and Endpoint Detection and Response (EDR). 
Cyberbit’s portfolio is based on advanced technologies used for the demanding needs 
of government and military organizations.

Company: Cyberbit
Founded: 2015
Employees: Over 200
Web: www.cyberbit.com
Headquarters: Ra’anana, Israel

02Company Information

Other Offices: USA, Germany, Singapore, 
India
Key Target Verticals: Financial, MSSP, 
Airports, Critical Infrastructure, Higher 
Education

Product: Incident Response & Forensics, 
Training & Education, SOC, IoT, Detection & 
Prevention, Endpoint Security  
Product Stage - Released
Product Names and Brief Description:

• Cyberbit Range – Hyper-realistic 
training and simulation platform for 
cybersecurity professionals 

• SCADAShield – ICS/OT visibility, 
asset discovery, security and 
continuity

• SOC 3D – Security Orchestration 
Automation and Response (SOAR)

• Cyberbit EDR – Behavioral detection, 
endpoint and network-wide threat 
hunting 

03The Product Customer Footprint:

• Markets with Customers:
• Higher Education 
• Critical infrastructures
• Governments 
• Financial institutions 
• Service Providers and MSSPs 

• Relevant Public Success Stories per 
Key Target Vertical:

• Education – Regent University, Miami 
Dade College, Metropolitan State 
University

• Financial Services – Bank of Jerusalem
• Critical Infrastructures – Israeli 

government, Delek Pi Glilot
• Telecomm – A1 Telekom
• MSSP – IABG, QOS Technology, Afore 

CyberSec
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04
Cyberbit Portfolio

Cyberbit Range 

Cyberbit Range is the most widely deployed cybersecurity training and simulation 
platform. Cyberbit Range dramatically improves IT and OT security team performance 
by providing a hyper-realistic, immersive simulation of cyberattacks in an environment 
that mirrors a real-life network and security operations center (SOC).

Cyberbit SCADAShield

Cyberbit SCADAShield is the most mature industrial control system (ICS) detection 
solution, securing sensitive OT infrastructures for over eight years, with proven, battle-
hardened technology that provides unprecedented visibility, asset discovery, threat 
detection, anomaly detection, operational policy enforcement and continuity.

Cyberbit SOC 3D 

Cyberbit SOC 3D is the only Security Orchestration, Automation and Response (SOAR) 
platform that offers MSSPs and enterprises single pane incident response for the entire 
NIST-defined lifecycle. SOC 3D is unique in leveraging big data to centralize visibility and 
investigation across all data sources, and automates incident response playbooks to 
reduce Mean-Time-To-Respond by up to 90%. 

Cyberbit EDR 

Cyberbit Endpoint Detection and Response (EDR) provides powerful behavioral analysis, 
threat hunting, and detection of threats that have evaded conventional security. 
Cyberbit EDR is used by highly targeted organizations including governments, militaries 
and financial institutions, and is the only EDR solution fully functional in air-gapped 
environments.  

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory Israel 121BACK TO CONTENTS

01Company Description
ObserveIT is the leading Insider Threat Management solution with more than 1,800  
customers across 87 countries. ObserveIT is the only platform that empowers security
teams to detect insider threats, streamline the investigation process, and prevent 
data exfiltration. 
With 300+ out-of-the-box insider threat indicators of compromise, rich metadata and 
outstanding search capability and playback of any policy violation. ObserveIT provides 
comprehensive visibility into what people – contractors, privileged users and high-risk 
users – are doing, and reduces investigation time from days to minutes.

Company Name: ObserveIT
Founded: 2006
Employees: 150
Web: www.observeit.com
Headquarters: Boston, USA

02Company Information
Other Offices: Israel, UK
Key Target Verticals: Financial Services & 
Banks, Information Technology & Services, 
Manufacturing, Telecommunications, 
Federal and Pharmaceuticals

03
The Product

Product Category: Insider Threat 
Management
Product Stage: Generally Available
Product:  ObserveIT 7.6

Customer Footprint

Markets with Customers:
• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other: Retail
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04
ObserveIT is the only insider threat management solution that empowers security 
teams to detect insider threats, streamline the investigation process, and prevent data 
exfiltration.

How does it work?
Detect Insider Threats

• ObserveIT provides organizations with ”eyes on the endpoint” to continuously 
monitor data for signs of misuse.  ObserveIT reviews all the actions taken by 
users on an organizations systems to protect data and reduce risk. Organizations 
can also anonymize captured data to protect privacy.

Investigate with Full Context
• When an incident occurs, security teams need visibility and context to understand 

what happened.  ObserveIT simplifies and streamlines investigations by offering 
granular details of user activity.  By capturing and indexing user behavior, 
ObserveIT gives IT and security teams irrefutable evidence to streamline 
investigations.

Prevent Incidents
• Prevent insider threats by getting proactive, letting your users know when their 

behavior veers out of policy, blocking suspicious activities, and educating users 
on security and compliance best practices so that they do not accidentally 
expose you to risk.

Product in detail
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01
Company Description
Radiflow is a leading provider of cyber security solutions for critical infrastructure 
networks (i.e. SCADA), such as power utilities, oil, gas and water.
SCADA networks often extend across multiple remote sites, allowing automation 
devices to be controlled from the control center.
Radiflow’s security tool-set validates the behaviour of both M2M applications and 
H2M (Human to Machine) sessions in distributed operational networks. Radiflow’s 
security solutions are available both as in-line gateways for remote sites and as a non-
intrusive IDS (Intrusion Detection System) that can be deployed per site or centrally. 
Radiflow solutions are sold as either integrated into wider end-to-end solution of global 
automation vendors or as a standalone security solution by local channel partners.

Company Name: Radiflow
Founded: 09/2009
Employees: 40
Web: www.radiflow.com  
Headquarters: Tel Aviv, Israel

02Company Information
Other offices: USA, Germany, UK
Key Target Verticals: Utilities and production 
facitlities

Product Category: Detection & Prevention, 
SOC, ICS/SCADA
Product Stage: released
Product Names and Brief Description:

• iSID Industrial Threat Detection
• iSAP Smart Probe
• iSEG Industrial Gateway

Services Provided:
• iSEC Security Assessment
• iTED On-site industrial training
• iSOC Managed Services to SOCs

03
The Product Customer Footprint

Markets with Customers: 
• Power Generation & Distribution
• Oil & Gas
• Water
• Transportation
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04
Product in detail

Radiflow has two main product lines: 
• Non-intrusive - passive: iSID + iSAP
• iSEG -  inline network protection using industrial DPI firewall and access control

How does it work?

Radiflow’s security tool-set validates the behavior of both M2M applications and H2M 
(Human to Machine) sessions in distributed operational networks. Radiflow’s security 
solutions are available both as in-line gateways for remote sites and as a non-intrusive 
IDS (Intrusion Detection System) that can be deployed per site or centrally.

§ iSID Industrial Threat Detection -
Monitoring industrial networks for 
anomalies

§ iSAP Smart Probe – Pre-processing 
traffic in remote site for a central IDS

§ iSEG Secure Gateway – Network 
segmentation with industrial DPI 
firewall and Access Control

Radiflow Monitoring & Protection portfolio
Patents Approved & 

Pending
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How Dangerous is my ICS Vulnerability? 
It Depends Who You Ask

Vulnerability disclosure organizations 
are considered to be the most important and 
reliable source of actionable information for 
vulnerability and risk assessment, including 
exposure data, exploit difficulty analysis 
and device vendor information. Due to the 
high cost and tremendous risks involved in 
implementing corrective measures (or not), 
vulnerability analysis inconsistencies are 
increasingly becoming a problem for ICS 
organizations’ CSOs.

Here at Radiflow, we argue that the 
current vulnerability scoring system is 
not tuned to ICS, as it incorrectly and 
inconsistently weighs up different impacts 
and misses some factors. Even NIST and 
ICS-CERT, the two main vulnerability 
disclosure organizations, are not always 
aligned.

The players

Two of the major vulnerability disclosure 

organizations are NIST and ICS-CERT.

• NIST holds and maintains the US 
national vulnerability database.

• ICS-CERT is the National 
Cybersecurity and Communications 
Integration Center (NCCIC) Industrial 
Control Center. The NCCIC ICS’s mission 
is to reduce risk in all critical infrastructure 
sectors by collaborating with players 
from law enforcement, intelligence, 
government, control systems owners, ICS 
operators, and device vendors. NCCIC also 
collaborates with international and private 
sector Computer Emergency Response 
Teams (CERTs) to share control systems-
related security incidents and mitigation 
measures.

While both organizations continuously 
provide new vulnerability feeds and 
the analysis, their analyses are not 
always identical, and in some cases even 
contradictory. This makes it difficult 
for critical infrastructure operators to 
properly estimate the potential impact of 
vulnerabilities.

Between 2017 and 2018 Radiflow 
has detected about twenty such 
inconsistencies, which were included in 
the advisories released by ICS-CERT. 
The inconsistencies were not only in each 
vulnerability’s score but also on its detailed 
impact.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

What to do when ICS-CERT and NIST produce contradictory 
vulnerability analyses

At a glance
•   3 minute read
•   The players
•   Anatomy of a vulnerability analysis 
discrepancy
•   What causes the inconsistencies between 
NIST and ICS-CERT?
•   The Radiflow Survey 
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Anatomy of a vulnerability 
analysis discrepancy

For example, in ICSA-18-009-01, 
ICS-CERT released CVE-2017-16740 
regarding Allen-Bradley MicroLogix 
1400 Controllers, which stated that 
“Successful exploitation of this vulnerability 
could cause the [attacked] device to 
become unresponsive to Modbus TCP 
communications and affect the availability 
of the device.”

ICS-CERT gave this vulnerability an 8.6 
(high severity) score, while NIST gave this 
CVE a score of 10 (critical).

More interesting and confusing are 
the scoring notes for the vulnerability, 
which detail the potential impact of the 
vulnerability (among other parts of the 
analysis). According to ICS-CERT, the 
vulnerability would have zero impact on 
confidentiality and integrity; NIST’s predicts 
a HIGH impact on the confidentiality and 
integrity. The detailed reports can be seen 
here:

• h t t p s : // i c s - c e r t . u s - c e r t . g o v/
advisories/ICSA-18-009-01

• https://nvd.nist.gov/vuln/detail/
CVE-2017-16740

What causes the inconsistencies 
between NIST and ICS-CERT?

To answer the question, Radiflow 
contacted ICS-CERT and NIST. ICS-CERT 
explained that their scoring details are 
formulated in coordination with the vendor 
and the researcher; once the advisory 
analysis is complete, they submit the 
information to NIST.  If NIST disagrees with 

ICS-CERT’s CVSS scores, they develop and 
publish their own scores and analysis. NIST 
explained that they perform their scoring 
based on the vulnerability description, and 
in the cases we pointed out to them the 
description was aligned with their scoring.

Are you a “NIST” or an “ICS-
CERT”? Take the Radiflow Survey 
to find out.

In light of the analysis inconsistencies 
between NIST and ICS-CERT, it’s clear that 
the fundamental requirement to adapt an 
accepted vulnerability score is not enough, 
since it still allows users the freedom to 
interpret and implement the analysis in 
different ways (e.g. decide whether the 
impact of a vulnerability is low or high.)

More examples for scenarios where 
ICS-CERT and NIST are not aligned can be 
found in the under-five-minute Radiflow 
Vulnerability Analysis Survey, which allows 
the participants to validate whether their 
perspective is more ‘ICS-CERT’ or more 
‘NIST’. In addition, more cases where the 
current scoring system is misleading can be 
found in the survey.

In the survey, you’ll be asked to help in 
rating a few sample scenarios that represent 
the various currently-overlooked aspects 
that can impact holistic scoring.

The results will hopefully help to create 
a more comprehensive approach to scoring 
and most importantly, you’ll be able to 
compare your stance with those of your 
peers!
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However, a U.S. presidential advisory 
committee convened in the wake of 
Edward Snowden’s leaks recommends 
against government stockpiling. The 
committee was charged with developing 
a set of recommendations for how to 
strike a balance between protecting 
national security interests, advancing the 
administration’s foreign policy agenda, 
and protecting citizens’ privacy and civil 
liberties. 

The committee’s report includes 46 
recommendations, including one on the 
topic of zero-day disclosure: “US policy 
should generally move to ensure that 
zero-days are quickly blocked, so that the 
underlying vulnerabilities are patched on 
US Government and other networks.” The 
report continues, “In rare instances, US 
policy may briefly authorize using a zero-
day for high priority intelligence collection, 
following senior, interagency review 
involving all appropriate departments.”

It is clear that the panel’s 
recommendation favors disclosure. In 

response, the government stated that 
“there is a [zero-day review] process, there 
is rigor in that process, and the bias is very 
heavily tilted toward disclosure.”

That’s the view of Joe Nye, the veteran 
national security scholar, who makes 
the argument that “...if the United States 
unilaterally adopted a norm of responsible 
disclosure of zero-days to companies 
and the public after a limited period, it 
would destroy their value as weapons — 
simultaneously disarming ourselves, other 
countries, and criminals without ever 
having to negotiate a treaty or worry about 
verification. Other states might follow suit. 
In some aspect, cyber arms control could 
turn out to be easier than nuclear arms 
control.”

Still, the 2013 presidential advisory 
committee’s report referenced above 
counters RAND’s conclusion: “In almost 
all instances, for widely used code, it 
is in the national interest to eliminate 
software vulnerabilities rather than to 
use them for US intelligence collection. 
Eliminating the vulnerabilities — ‘patching’ 
them — strengthens the security of US 
Government, critical infrastructure, and 
other computer systems.”

It’s a fascinating debate, but don’t wait 
for a resolution before hardening your 
organization’s security posture to thwart 
zero-day based attacks. The chances are 
high that your organization may already 
have undetected malware leveraging 
zero-days vulnerabilities, since even next-
generation antivirus solutions have a 
hard time detecting threats that are very 
different from what they have seen before. 
After all, a 6.9 year life span gives a zero-
day lots of time to cause significant damage.

“The argument in favor of 
stockpiling is that the 
discovery of zero-days is a 
costly process, but when 
successful, gives a 
government an 
asymmetric advantage 
versus the adversaries, 
allowing for practically 
undetectable intelligence 
gathering and even the 
ability to disable or 
sabotage opponents' 
infrastructure.”
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Eyal Sasson 
CISO for Gett

I spent 7 years in the Israeli Ministry 
of Defense - Mission to New York, as the 
Deputy Director of Security.

I also worked for a year at a 
cybersecurity consulting firm.

Currently, I am the CISO of Gett.

I have over 13 years of experience 
developing, implementing and monitoring 
strategic, comprehensive enterprise 
information security and risk management 
programs, leading strategic security 
planning working together with IT, 
operations, development teams, and users 
across the organization.

What is your overall approach to 
information security?

Information security should always 
support a wider objective. We don’t protect 
information for the sake of security. We 
protect information in order to support 
the business. The challenge is finding the 

balance between being a defender and an 
enabler.

How important is it to have 
the CEO thinking that security 
matters?

Information security operations 
should be supported by multiple factors - 
Executives, mid-level managers, employees, 
and resources. The CEO should understand 
the need for information security and help 
with the required resources. Our job as 
information security experts is to be the 
advocates for it.

How important is it to have 
the CEO thinking that security 
matters?

Information security operations 
should be supported by multiple factors - 
Executives, mid-level managers, employees, 
and resources. The CEO should understand 
the need for information security and help 
with the required resources. Our job as 
information security experts is to be the 
advocates for it.

“We don’t protect 
information for the sake of 
security. We protect 
information in order to 
support the business.”
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In an information technology 
environment where personnel 
are taking on increasingly 
complex responsibilities, 
what do you think is the role 
of cybersecurity awareness 
training?

Cybersecurity awareness training is 
fundamental for any information security 
operation to be successful. It is all about 
people in the end, and people should be 
engaged and educated if we expect them 
to be responsible in playing their part.

Last year brought the largest 
Distributed Denial of Service 
(DDOS) attack via the Internet 
of Things (IoT) devices 
configured as a botnet. Do 
you think legislation should 
mandate device manufacturers 
to meet minimum cybersecurity 
requirements to avoid this kind 
of incidents?

I do expect the legislators to protect the 
interest of the public. I also expect the 
tech industry to be responsible and take 
the necessary actions to protect their 

customers. It should be a balance between 
rules and responsibility.

How can CISOs balance security 
and innovation?

I don’t think security and innovation are 
contrary. They are aligned and support 
each other. We should be innovative as 
CISOs, as we should always support and 
push the organizations we work for toward 
innovation. It is challenging to keep up with 
new technologies and new ways to protect 
them, but this is our job, and this is why it’s 
so great to do it.

How could we address the 
perception of cybersecurity 
holding back the business?

Changing peoples’ perception is a tough 
mission, but it’s possible. First, we should 
strive to understand the business needs 
and make sure that every decision we 
make is taking into account the bigger 
picture. Also, a solid awareness program 
should be implemented. Awareness is 
the most fundamental tool we can use in 
order to engage people with the mission of 
information security. 

“I do expect the legislators 
to protect the interest of the 
public. I also expect the tech 
industry to be responsible 
and take the necessary 
actions to protect their 
customers.”

“First, we should strive to 
understand the business 
needs and make sure that 
every decision we make is 
taking into account the 
bigger picture.”
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And communication -it’s all about 
communication. We should always 
communicate the reason behind every 
decision we make, and when people are 
part of the process, they usually have the 
right perception about it.

Information security is not only 
about technology, but it is also about 
people. For me, being a successful CISO 
is about being on top of technology, 
finding the right balance between 
defending and enabling, but most of all 
it is about engaging people. As David 
Hume once said - “Reason is, and ought 
only to be the slave of the passions”. 
Don’t expect people to automatically 
follow the rules, or promote information 
security actions. Find a way to excite 
them about security, and the rest will 
be much easier. 
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The History and Future of Artificial 
Intelligence in Application Security

2018 was a record year for the amount 
of data stolen as a result of cyber security 
breaches. These breaches affected major 
brands both financially and reputationally. 
With the sheer volume of breaches, 
you’d be forgiven for thinking that being 
compromised has become more of a norm 
than the exception.

The vast majority of cyber breaches are 
occurring at the application layer. Whilst 
there are a multitude of reasons as to why 
this route is preferred by attackers, the 
application layer is an increasingly porous 
one and open to attack for the following 
basic reasons:

1. Put simply, developers make 
mistakes when writing the code, 
regardless of their experience and 
how security savvy and/or conscious 
they may be.

2. The demand for software to be 
delivered fast, has resulted in a lack 

of effective planning, writing and 
more importantly, testing (including 
QA and Security testing). Security 
testing methods can be very time 
consuming, a drain on resources 
and in most cases an unrealistically 
and often insurmountable task, 
resulting in an overwhelming amount 
of data testing being skipped, with 
companies forced to take a view and 
release relatively secure, but not 
totally secure applications, to meet 
tight business timeframes.

3. New methodologies (cloud, 
serverless, etc.) are still maturing and 
constantly evolving. It is increasingly 
hard to keep up to date with advances 
in these methodologies, with very 
few having the requisite technical 
expertise and experience of working 
with them properly. As a result, 
even whilst using the best practices, 
mistakes are still made, and often.

In order to overcome these challenges, 
organisations must leverage a number of 
tools and methodologies to strengthen 
their applications as part of their IT Security.

As part of the developing technologies 
to deal with these challenges, new AI 
solutions are emerging as an important 
new step in the evolution of automation, 
being able to take on challenges that 
regular, heuristics-based automation is 
unable to solve.

At a glance
•   4 minute read
•   Why the need for fancy, complicated AI tools 
to overcome these issues?
•   The Defensive Approach
•   NeuraLegion’s AIAST™ solution, NexPloit 
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But why the need for fancy, 
complicated AI tools to overcome 
these issues?

In an ideal world and if we were able 
to mould the perfect developer, they 
would have the ability to predict every 
possible scenario that their software will 
encounter, including any scenarios from 
communicating or integrated software 
written by others and to write the code to 
effectively cover and secure against these 
scenarios.

This is, unfortunately, a fantasy. The 
overriding factor in the above is the issue 
with ‘scale’ across development and 
security, in particular the inability for 
humans, whether singularly or indeed 
as  groups working in tandem, to learn 
and master the multitude of different 
technologies and methodologies required 
to effectively produce 100% secure 
applications. 

However, in today’s world, due to the 

ever-growing and accelerating amount 
of data that needs to be tested and its 
complexity, it is impossible to keep up 
using simple automation, which relies on 
manually coded, heuristic-based solutions.

As a result of this, we now need 
an “automated way of developing the 
automation”, which is achieved by Artificial 
Intelligence (AI).

AI is currently integrated into 
Application Security within two main 
passive approaches:

1. The Defensive Approach

Owing to the substantial ineffectiveness 
at securing applications at the development 
stage, coupled with the disappointment 
at the WAF customer end due to a lack of 
automation and coverage of the emerging 
threats, defensive Runtime Application 
Self-Protection (RASP) technology is 
commonly used. This approach relies on 
the assumptions that malicious activity 
within the application differs from normal 
activity, that it can be detected and that the 
threats can be blocked in real time. Whilst 
this defensive approach is theoretically 
effective and has been relatively successful, 
in reality it will never be able to fully protect 
an application due to: 

a. RASP not being able to protect 
against all classes of vulnerabilities, 
as no AI model is 100% accurate. This 
leads to false-positives and false-
negatives. So while providing a good 
deal of protection for applications, it 
is not going to make an application as 
secure as it would be if security were 
built into it from start to finish. 

“However, in today’s world, 
due to the ever-growing 
and accelerating amount 
of data that needs to be 
tested and its complexity, 
it is impossible to keep up 
using simple automation, 
which relies on manually 
coded, heuristic-based 
solutions.”
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b. More complex problems, such 
as business-logic flow vulnerabilities 
and valid feature exploitations go 
undetected because they ride on 
healthy requests. This complexity 
issue was the downfall of the antivirus 
industry in the 90s, owing to their 
failed attempt at detecting virus 
signatures in order to block them. The 
same failures can be seen with RASP, as 
evidenced by the fact that vectors can 
be randomised and stem from multiple 
sources with multiple patterns, 
going undetected, with the defence 
mechanism lacking the dynamism to 
effectively mitigate. 

c. RASP is a shield. Like in any 
‘fight’, being on the back foot and 
constantly absorbing blows is never 
advised. It only takes one misplaced 
attempted block for penetration to 
occur, with crippling consequences!

2. The Semi-Automated Approach

Utilising automation to go over a 
list of known vulnerabilities will always 
result in a substantial number of false-
positives. Effectively and efficiently going 
through them to correctly identify the real 
vulnerabilities is a massive task and there 
are nowhere near enough human resources 
to tackle the volume of information and 
data that are produced, let alone to stay 
ahead of threats. 

Currently, AI is used to ‘guess’ which 
vulnerabilities are real and which ones 
are false-positive, greatly reducing the 
manual time needed to determine the 
real vulnerabilities. The most advanced 
Application Security Testing solutions claim 
to reduce the numbers of false-positives 
by up to 98%, saving valuable time and 

indeed money. This approach is however, 
problematic: 

a. Only known vulnerabilities 
are assessed, unable to find new 
vulnerabilities.

b. This method is reliant on 
substantial manual updating of the 
database of vulnerabilities, which is a 
key problem that AI should solve.

c. It is still necessary to manually 
complete the final filtering process 
and assessment of the false positives 
because this type of AI will never be 
able to understand the complexities 
of many vulnerabilities and correctly 
classify them. The circa 2% of 
vulnerabilities that still require triaging 
cause substantial delays and result in 
increased costs. 

In all of the above limitations in 
Application Security, the root issues are 
similar - the ineffective passive and reactive 
nature of their approach and the human 
factor bottleneck. 

In order to overcome these issues, an all 
encompassing solution is required that:

1. Is active in discovering, exploiting 
and correctly classifying both known and 
new vulnerabilities. 

2. Can validate vulnerabilities found to 
produce false-positive free results.

3. Negates the requirement for manual 
updating of the knowledge base by learning 
on its own.  

4.  Facilitates secure software 
development from the ground up.

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory Israel 137BACK TO CONTENTS

NeuraLegion’s AIAST™ solution, 
NexPloit, does exactly that.

Launched in 2018, NexPloit was 
designed specifically to address the 
aforementioned Application Security 
challenges, where other solutions have 
repeatedly come up short.

As the world’s first AI-based Application 
Security Testing solution, NexPloit was 
designed to completely replace a security 
expert’s critical thinking. It does this by 
using a proprietary Machine Learning 
algorithm to understand complex software 
architectures and APIs, leveraging this 
knowledge to detect security vulnerabilities 
both in the logical-flow of the software and 
in single-point failures, such as in an API 
itself. 

Using state of the art Evolutionary 
Strategies, NexPloit’s major differentiator 
from its competitors is its revolutionary 
ability to generate its own sophisticated 
and ever-changing malicious scenarios, 
performing real new attacks, not simply 
going through manually updated databases 
of known vulnerabilities. This enables 
NexPloit to actively stay ahead of the 
competition, whether other AST solutions 

or indeed malicious hackers.

The Reinforcement Learning nature of 
NexPloit enables it to utilise the impact of 
each attack, to learn from and adapt to each 
target. By only considering real impacts 
as real vulnerabilities, false-positives are 
completely eliminated, removing the need 
for security experts to recheck and filter 
every scan report. In addition, each new 
vulnerability is automatically stored within 
its own knowledge base, improving the 
efficacy of future scans. 

Unlike the passive approaches, 
NexPloit’s active ability to constantly 
learn and improve at a rate far beyond 
human capabilities, makes it completely 
autonomous and thus more efficient than 
the current manual, human enhanced 
alternatives.

The business case for a solution like 
NexPloit is apparent. With autonomous AI 
driven solutions, the future of Application 
Security is an exciting one, stepping up to 
make the world a safer place, faster.

“As the world’s first 
AI-based Application 
Security Testing solution, 
NexPloit was designed to 
completely replace a 
security expert’s critical 
thinking.”
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Innovation
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01
Company Description

NeuraLegion focuses on creating simple to use, powerful Machine Learning based 
solutions for security testing. NeuraLegion provides companies with the industry leading 
vulnerability detection, underpinned with intuitively easy controls and concise reporting 
to understand and fix those problems. Using a hands-on, real, offensive approach 
NeuraLegion helps companies discover real problems, without false-positives.

Company: NeuraLegion
Founded: 06/17
Employees: 10
Web: www.NeuraLegion.com
Headquarters: Tel Aviv, Israel

02
Company Information

Key Target Verticals: Financial Services, 
Healthcare, Critical Infrastructures, Law 
Enforcement & Intelligence Agencies, Other
 

Product Category: Breach & Attack Simulation, 
Application Security
Product Stage: Released
Product Names and Brief Description:
NexPloit – World’s first AI based AST, providing an 
easy to use, powerful vulnerability detection tool. 
NexPloit can detect any issues from single-point 
failures such as injections or overflows, to complex 
logic problems such as Authentication or Flow 
bypasses. The NexPloit AI engine is improving 
with every scan and being a SaaS solution, all its 
users get an instant benefit from it.
Services Provided:
• Dynamic Application Security Testing
• Interactive Application Security Testing
• API Security Testing
• Mobile Application Security Testing
• Automated Penetration Testing
• Secure Development Awareness Training

03The Product Customer Footprint:
Markets with Customers: US, 
Israel, Europe, Asia
Relevant Public Success Stories 
per Key Target Vertical:
• Software Companies
• Financial Technologies
• Blockchain Exchanges
• Software Services
• Government Services
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04Product in detail

As the world’s first AI-based Application Security Testing solution, NexPloit was 
designed to completely replace a security expert’s critical thinking. It does this by using a 
proprietary Machine Learning algorithm to understand complex software architectures 
and APIs, leveraging this knowledge to detect security vulnerabilities both in the logical-
flow of the software and in single-point failures, such as in an API itself. 

How does it work?
NexPloit works in 3 stages:
• Discover – Using a recording of a normal interaction session with the target, the 

engine learns how it must interact with the service / API. It learns what kind of data 
it should put and where, the logical structure of the target and data as well as what 
responses it should expect from normal usage.

• Attack – Using state of the art Evolutionary Strategies, NexPloit’s major differentiator 
from its competitors is its revolutionary ability to generate its own sophisticated 
and ever-changing malicious scenarios, performing real new attacks, not simply 
going through manually updated databases of known vulnerabilities. This enables 
NexPloit to actively stay ahead of the competition, whether other AST solutions  or 
indeed malicious hackers.

• Learn – The Reinforcement Learning nature of NexPloit enables it to utilize the 
impact of each attack, to learn from and adapt to each target. By only considering real 
impacts as real vulnerabilities, false-positives are completely eliminated, removing 
the need of security experts to re-check and filter every scan report. In addition, each 
new vulnerability is automatically stored within its own knowledge base, improving 
the efficacy of future scans.
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01Company Description

Cymulate helps companies stay one step ahead of cyber attackers with a unique 
breach and attack simulation platform that empowers organizations with complex 
security solutions to safeguard their business-critical assets. By mimicking the 
myriad strategies hackers deploy, the system allows businesses to assess their true 
preparedness to handle cyber security threats effectively. The on-demand SaaS-based 
platform enables the running of simulations 24/7 from anywhere, shortening the 
usual testing cycle, and speeding up time to remediation. Cymulate was established in 
2016 by former IDF intelligence officers and leading cyber researchers with extensive 
experience in offensive cyber solutions. Cymulate is a Gartner Cool Vendor!

Company: Cymulate
Founded: 06/16
Employees: 32
Web: www.Cymulate.com
Headquarters: Israel

02
Company Information

Other offices: Spain, India, US
Key Target Verticals: Financial, Healthcare, 
Telecom, Retail, High Tech, Manufacturing, 
e-Commerce, Higher Education 

Product Category: Breach & Attack 
Simulation
Product Stage: Released
Product Names and Brief Description:
Cymulate Breach & Attack Simulation 
platform allows organizations to assess 
their true readiness to handle cyber 
security threats effectively by simulating 
the myriad tactics and strategies used by 
hackers to attack network and endpoint 
security infrastructures.
Services Provided:
 Assessment through various attack-
vectors.

03The Product Customer Footprint:

• In 2018, Cymulate tripled YOY revenue 
and more than  doubled the amount of 
customers.  

• Cymulate serves most of   the largest 
international banks and many regional 
banks in North America, EMEA, and Asia.  

• Customers include Fortune 100 
companies in the retail, pharmaceuticals, 
consumer goods, and manufacturing 
industries as well as mid-size customers 
across every major vertical.

• Announced technology partnership with 
Symnatec and Tenable. 

• Added international and recognized 
MSSPs.
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04Product in detail

Cymulate’s Breach & Attack Simulation (BAS) platform takes targeted simulation 
attacks one step further by measuring the organization’s true preparedness to handle 
cybersecurity threats effectively.

How does it work?

• Using an offensive approach and defensive actions, Cymulate exposes critical 
vulnerabilities by simulating multi-vector cyberattacks from an attacker’s perspective. 

• This sophisticated plug-and-play platform simulates and tests attack vectors by 
impersonating hackers, cybercriminals, nation states and even rogue insiders before 
an actual attack will take place exploiting any weaknesses. 

• The SaaS simulations can be run on-demand at any time and from anywhere without 
impacting the users or infrastructure. 

• With Cymulate’s Red Team capabilities, organizations can continuously test their 
cybersecurity posture against cyberattacks, global cybercrime campaigns and 
directed APTs.
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01Company Description
Deep Instinct is the first company to apply deep learning to cybersecurity. Deep 
learning is inspired by the brain’s ability to learn. Once a brain learns to identify an 
object, its identification becomes second nature. Similarly, as Deep Instinct’s artificial 
neural network brain learns to detect any type of cyber threat, its prediction capabilities 
become instinctive. As a result, any kind of malware, known and new, first-seen malware, 
zero-days, ransomware and APT attacks are predicted and prevented in real-time with 
unmatched accuracy.
Using deep learning, Deep Instinct offers a predictive threat prevention platform with 
multi-layer protection against any known or unknown threat from any file or fileless 
attack. Deep Instinct protection can be applied on any device (endpoints, mobile devices 
and servers) with any operating system.

Company Name: Deep Instinct
Founded: 2015
Employees: 90-100
Web: www.deepinstinct.com
Headquarters: Tel Aviv, New York

02Company Information
Other offices: Singapore, Tokyo, Sydney
Key Target Verticals: MSSP, finance, 
healthcare, retail, education, tech

Product Category: Detection & 
Prevention, Endpoint Security, Artificial 
Intelligence, Mobile Security

Product Stage: released

Product Names and Brief Description:

Real-time threat prevention platform 

Services Provided: deep malware 
classification (automated) , advanced 
threat analysis

03
The Product Customer Footprint:

Markets with Customers: US, Canada, 
France, Israel, Singapore, Thailand, 
Philippines, Japan, Malaysia, Australia

Relevant Public Success Stories per 
Key Target Vertical:

• Financial Services

• Healthcare

• Education

• Manufacturing

• Other
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04Product in detail

Deep Instinct’s solution provides full protection based on multiple layers, including a 
prediction & prevention first approach, followed by detection & response, against known and 
unknown cyber threats.

Deep learning’s capabilities of identifying malware from any data source, results in 
comprehensive protection on any device or operating system.  

Deep Instinct continuously trains to recognize new malware in order to optimize its prediction 
model (D-Brain), which is then updated on the D-Client on the device or on the D-Appliance. 

The client-based solution uses a lightweight client that runs on endpoints, servers and mobile 
devices. When a file is downloaded or copied, the on-device client analyzes the file to determine 
whether the file is malicious or benign. 

The D-Client performs static analysis of files and does not use any sandboxing techniques. 
This enables real-time detection and prevention, blocking the malware at pre-execution level 
and conducting an automated response according to the predefined security policy. The deep 
learning module runs in prediction mode on the device without affecting the user experience 
and operates autonomously from the enterprise’s network or Internet. 

How does it work?

How deep learning is used in cybersecurity:
1.-Towards the training phase, we build the 
data sample from 4 main sources:

• Publicly available repositories of malicious 
and benign files
• Known malware
• Home grown malware
• Mutated malware

2.-We also add “noise”, which changes the 
raw data from the files we feed into the
algorithm, in order to automatically generate 
slight “mutations”, which are fed in each
training cycle during our training phase.

3.-Deep Instinct continuously trains to 
recognize new malware in order to optimize 
its prediction model (D-Brain), which is then 
updated on the D-Client on the device or on 
the D-Appliance (for a clientless deployment). 
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01
Company Description
Safe-T®’s Software-Defined Access allows visibility and availability of applications, 
services and networks only after assessing trust, based on policies for authorized user, 
device, location & application. Safe-T reduces cyberattacks by concealing mission-
critical data at the perimeter, making it accessible only to authorized and intended 
entities, on premise or in the hybrid cloud.

Company Name: Safe-T
Founded: 2013
Employees: 60
Web: www.safe-t.com 
Headquarters: Herzliya Pituach, Israel

02Company Information
Other offices: New Jersey, US
Key Target Verticals: Financial Servicies, 
Healthcare, Insurance, Government, 
Education, Manufacturing,  Law Firms, 
Defense and Law Inforcement, Retail

Product Category – Network Security
Product Stage: released
Product Names and Brief Description:

• Software Defined Access Suite
Services Provided:

•  Professional services and support

03
The Product Customer Footprint

Markets with Customers: North 
America, EMEA, APAC and Africa
Relevant Public Success Stories per 
Key Target Vertical:

• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other
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04
Product in detail
Safe-T’s software-defined access (SDA) platform protects organizations from cyber-
attacks by reducing the attack surface, making their data invisible, and only available 
to the right people. We empower enterprises to safely migrate to the cloud and enable 
digital transformation. 
With Safe-T’s patented, multi-layer software-defined access, financial services, 
healthcare, utility companies and governments can secure data, services, and networks 
from internal and external threats, by controlling the data access life cycle, putting you 
in charge of who sees the data and how it is accessed and used.

How does it work?
Safe-T protects your entire data access life cycle. After authenticating and verifying 
the user and device, Safe-T’s patented Reverse Access technology pushes out the 
requested data only to the authorized user. With security policy-based access control, 
Safe-T enables you to control data usage, detect risk and create audits and reports.
With a seamless user experience from any device, Safe-T also facilitates and consolidates 
data trust assessment for on premise and hybrid cloud deployments, securing access 
to data and applications everywhere.

The Data Access Lifecycle

By making your data invisible to the outside world, and by controlling the data access 
lifecycle we protect you from cyber-attacks.

• Step 1 Adaptive Access to Services and Data
• Step 2 Control Usage of Data
• Step 3 Report on Data Usage
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Download

Cyber Startup Observatory US - First Edition

Cyber Startup Observatory France - Third Edition

Download
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Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate receiving 
your suggestions or comments to help us improve our content, services and the way we 
communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us know. It helps us 
to know that we are delivering our services effectively and provides us with an opportunity 
to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations are a valuable 
input

We strive to cover relevant topics, provide valuable resources and to shed some light 
on important issues. The team welcomes your contribution as a way to widen our vision, 
the quality of the content and the depth of our knowledge.

You can contact us at: 

info@cyberstartupobservatory.com

https://cyberstartupobservatory.com/
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