
The Observatory©

Second Edition - February 2019

United States 

cyberstartupobservatory.com

SO



Gold

Silver

Meet the Observatory© Members:

Bronze

InCyber, Inc.

Stopping phishing breaches Stopping phishing breaches

SC

https://www.smartrev-cybersec.com/


cyberstartupobservatory.com Cyber Startup Observatory US 3BACK TO CONTENTS

The Observatory©

Hall of Fame

Daniel Bowden 
VP & CISO, Sentara

Healthcare 

Andres Andreu
CTO, Bayshore 

Networks

Jay Spreitzer
CISO Protocol 46

Michael F. D. Anaya
Head Global Cyber 

Investigations DEVCON

Alexander Raif
Lead Security 

Architect and Deputy 
CISO, Maccabi 

Healthcare

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory US 4BACK TO CONTENTS

The purpose of the Cybersecurity Startup Observatory is to collaborate to build a 
safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartrev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2019 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime

https://cyberstartupobservatory.com/
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Preface

We are thrilled to present the Second Edition of the Cyber Startup Observatory© 
United States. The Observatory© is a global initiative to promote cybersecurity innovation 
within SMEs, enterprises, corporates, goverments, critical infrastructures and other key 
elements of our society.

During the last few years and particulary in recent months, we have been witnessing 
increased activity, coordination and even innovation from the bad guys. We believe that 
this issue can only be addressed by raising the awareness of the important challenges 
ahead as well as on the powerful solutions available to address those problems. 

The Observatory©   endeavors to identify the best cybersecurity entrepreneurs globally, 
to engage with key industry leaders to discuss important cybersecurity topics and to share 
all these insights with industry practitioners.

We achieve these goals by researching markets, identifying startups, cybersecurity 
leaders and publishing research, analysis, market maps, interviews and thought leadership 
articles.

In terms of focus, the Observatory©  project will strike a balance of 95% coverage of 
startups and the remaining 5% will be allocated to established companies. We believe 
that innovation is undoubtedly taking place in both worlds but entrepreneurs are struggling 
to to convey their messages, promote their visions and to scale up their projects.  Our 
main mission is to help startups to achieve the same visibility and international marketing 
capabilities that only multinationals can afford.

This Second Observatory©   US, respects that balance.  We would like to express our 
sincere gratitude to all the participating startups and companies and their teams for their 
fantastic solutions and their contribution not only to this Observatory© , but also in securing 
the referred industries and society as a whole. All of them contribute to keeping our 
companies and everyday lives cyber-safe.

As we are on a mission to raise awareness of the industry’s challenges, this Observatory© 

also covers the thoughts and vision of top-notch cybersecurity executives, CIOs, CISOs 
and other leaders who are creating and driving the future of the industry. We are humbled 
and honored to have them with us and we would like to explictly thank them for their 
valuable contribution and commitment to this project.

https://cyberstartupobservatory.com/
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In particular, we would like to thank:

• Daniel Bowden, VP & CISO, Sentara Healthcare
• Andres Andreu, CTO, Bayshore Networks
• Alexander Raif, Lead Security Architect and Deputy CISO, Maccabi Healthcare 

Services
• Michael F. D. Anaya, Head Global Cyber Investigations, DEVCON
• Jay Spreitzer, CISO and Co-founcer, Protocol 46

Finally, I would like to thank my co-editor Maite Ortega,  and  Alicia Peña for their infinite 
patience and support in the preparation of this publication, the startup observatory web 
and many other key “bits and pieces”, David Bailey for his valuable advice and top-notch 
proofreading services  and of course to the fantastic Unsplash photo repository (https://
unsplash.com) for their fantastic pictures which have been used in this publication. Our 
gratitude goes to all the photographers for their invaluable material.

Maite Ortega
Co-founder & Co-Editor  

maiteo@smartrev-cybersec.com

Jose Monteagudo
Founder & Editor-in-Chief

josem@smartrev-cybersec.com

Thank you!

https://cyberstartupobservatory.com/
mailto:maiteo%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
mailto:josem%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Introduction

This Second Edition of the Cyber Startup Observatory© US brings major 
improvements over previous editions of the existing French and Israeli Observatories.

The scope of the research  now covers 28 major categories and 7 sub-categories.  
There is also a focus on industries with specfic cybersecurity needs. In particular we are 
researching the Healthcare and Transportation verticals. We recently started analysing 
the transportation market in the US and as a consequence there is only a small number of 
startups highlighted in this analysis. This issue will be addressed in detail in forthcoming 
Observatories.

With regards to Healthcare, our commitment is absolute. This Observatory includes 
interviews with leading executives in the industry. We will continue researching to 
provide high quality insight and to promote the vision of the leaders shaping the future of 
Healthcare and addressing the massive challenges ahead.

Just a final note to highlight how this document is organized. This methodology is 
also applied to our web (cyberstartupobservatory.com) and will be consistent in future 
editions of the Observatory©.

All the sections are classified under the following categories and signposted using the 
following tabs:

Innovation

Training

Insight

Trends

ResourcesLeadership

Innovation

https://cyberstartupobservatory.com/
http://www.cyberstartupobservatory.com
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Cybersecurity materials, 
training courses, awareness 
programs and infographics.

Articles covering hot topics 
which are relevant for the 
industry as well as interviews 
with CISOs and other senior 
executives sharing their vision 
on relevant topics for the 
cybersecurity industry.

Focused on the evolution 
the cybersecurity industry is 
experiencing, new directions, 
including innovative 
technologies or approaches 
that might take cybersecurity 
to the next level such as AI, 
Blockchain, automation, 
computer vision, etc.

Covering  information 
from the most innovative 
startups with state-of-
the-art solutions. The 
Information is presented to 
enable the reader to easlily 
understand the startup’s 
value proposion.

In the Startup Observatory 
and our web we share tools 
that are relevant and valuable 
for industry executives, 
cybersecurity practicioners, 
regulators, purchase 
departments, students and 
universities. An example is 
our US CyberSlide©.

Senior global cybersecurity 
leaders  from the most  highly 
regarded organizations, 
financial institutions, 
government, healthcare 
corporations and other key 
industry players, sharing their 
thoughts  and forward-thinking 
views on cybersecurity topics.

Innovation

Training Insight

Trends

Resources

Leadership

Innovation

https://cyberstartupobservatory.com/
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The US cybersecurity landscape 
slide: the US CyberSlide© 

One of the goals of the Cyber Startup Observatory© is to share insight among the 
key stakeholders in securing the financial services, healthcare, critical infrastructure, 
e-commerce, public sector, manufacturing, law enforcement, education, enterprise and 
SMEs as critical components of our Society.

 These key stakeholders include cybersecurity executives, consultants, analysts, 
researchers, entrepreneurs, regulators and law enforcement professionals. 

The US CyberSlide© is a powerful decision support tool to help them understand the 
key players coming from the Israeli market, properly categorized following a methodology 
that is consistent across all the markets that the Observatory is analysing. It is the 
result of a research process conducted by the Observatory team that involved over 
1000 US  startups and is updated on a weekly basis.

Our methodology and the same categorization consistently used across all markets 
analyzed by the Observatory team, simplifies the life of decision makers involved in the 
identification and selection of cybersecurity providers.

The success of the US CyberSlide© has been unparalleled, achieving over 15k views 
within the first 3 days of publication every week. That amounts for over 60k views a 
month from over 25 countries.

You can find below statistics regarding the viewers of the US CyberSlide©:

Split by Role Split by Vertical Split by Geo

Information Security Specialist
32%

Technology Manager
23%

Director / Executive Director / 
CISO
36%

Information Technology Consultant
9%

Critical Infrastrucures / Utilities
22%

Healthcare
27%

Financial Services
32%

e-Commerce
10%

Government
9%

EMEA
45%

LATAM
12%

North America
32%

APAC
11%

https://cyberstartupobservatory.com/
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The referred categorization is discussed and agreed with every single company.

We have classified the startups under 28 different categories. 

Those categories are:

The latest US CyberSlide© is available on our web: 

The US CyberSlide© 

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from startups or gathered by our research team will be 
updated in the next Observatory, which is due for May 2019, and weekly on our website.

CYBER RANGE

MOBILE SECURITY

CLOUD SECURITY

ENDPOINT SECURITY

NETWORK SECURITY

WEB SECURITY

APPLICATION SECURITY

EMAIL SECURITY

CYBER POSTURE

COMPLIANCE & DATA LEAKAGE PREVENTION

PRIVACY

INCIDENT RESPONSE & FORENSICS

UEBA

INSIDER THREATS

DETECTION & PREVENTION

CYBER INTELLIGENCE

DECEPTION

SOC

ARTIFICIAL INTELLIGENCE

IDENTITY & FRAUD

ICS/SCADA

IoT - IIoT

BLOCKCHAIN

HEALTHCARE

AUTOMOTIVE

RAIL & METRO

MARITIME

AVIATION & UAVs

Categories

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/cybersecurity-landscape-slide-us/
mailto:info%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Improvements to the US CyberSlide© 

At the time of writing this Observatory© we are working on a major update to the US 
CyberSlide©.

The US CyberSlide©  has been split into three different flavours:

• Product Companies

• Consulting and Services

• Cyber Risk and Cyber Insurance

This important change pursues a holistic approach to companies involved in the selection 
of cybersecurity solutions. We want to help them to navigate the ocean of cybersecurity 
providers and to find those best suited for their specific needs. We expect to address this 
challenge with the  Product CyberSlide©.

Implementation wise, we will strive to identify niche consultancies with core expertise 
in specific cybersecurity disciplines or verticals. As always, this analysis will be market 
specific, providing valuable insight for companies pursuing projects in the markets under 
analysis.

Finally, to have an overall view of the cyber risk incurred by the company, including 
assessment, modeling, mitigation as well as insurance, we are creating a new slide providing 
a detailed view of the ecosystem of providers customized per market. We will include both  
startups and large insurers providing insurance solutions.

As we know that SMEs struggle to find suitable insurance policies, we will focus on their 
specific needs to find companies which could provide solutions to serve those needs.

At the time of writing this observatory, we are working on the preparation of those 
slides. We have started this initiative with the US CyberSlide© and will be deploying this 
improvement to the rest of the markets in the short run.

The next page shows the format of the new CyberSlides©.

https://cyberstartupobservatory.com/
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US CyberSlide© - Product

The categorization of the CyberSlide© - Product is very similar to the initial version of 
the slide and is shown below:

The CyberSlide© - Product includes 28 categories and 7 sub-categories. We have 
recently added Artificial Intelligence and moved Training, Education and Awareness to the 
CyberSlide©  - Consulting and Services.

At the bottom of the CyberSlide©, you can find the industry specific buckets, including 
transportation and healthcare.

Gold   
Sponsors

Silver  
Sponsors

CYBER RANGE NETWORK SECURITY CLOUD SECURITY IoT - IIoT CYBER INTELLIGENCE

COMPLIANCE & DATA LEAKAGE PREVENTION WEB SECURITY ENDPOINT SECURITY MOBILE SECURITY

EMAIL SECURITY

SOCINFORMATION PRIVACY

DECEPTION CYBER POSTURE BREACH & ATTACK
 SIMULATION

THIRD PARTY SECURITY

INSIDER THREATS BLOCKCHAIN HEALTHCARE

INCIDENT RESPONSE & FORENSICS

ICS/SCADA

UEBA

AUTOMOTIVE

Copyright Cyber Startup Observatory© 2019

AVIATION RAIL & METRO MARITIME

UAVs

ALLGRESS

ALLGRESS

ALLGRESS

AI

TM

February 2019
US CyberSlide© - Cybersecurity Product

TM

DETECTION & PREVENTION PHISHING PREVENTION

IDENTITY & 
ACCESS MANAGEMENT

FRAUD DETECTION 
& PREVENTION

Stopping phishing breaches Stopping phishing breaches

InCyber, Inc.

APPLICATION SECURITY

SecureMySocialTM

R

R

R

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

InCyber, Inc.

InCyber, Inc.

IntelligentBuildings

ALLGRESS

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TM

IntelligentBuildings

R

R

https://cyberstartupobservatory.com/
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US CyberSlide© - Consulting and Services

The categorization if the CyberSlide© - Consulting and Services is shown below:

The CyberSlide© - Consulting and Services includes 15 categories for cross-industry 
companies and 5 categories for industry-specific companies. 

At the bottom of the CyberSlide©, you can find a box for large consulting groups. As 
all of them will be well-known in the industry, adding little value to companies looking for 
providers, we dedicate this section to sponsors willing to support our global initiative.

Gold   
Sponsors

Silver  
Sponsors

STRATEGY

Copyright Cyber Startup Observatory© 2019

GOVERNANCE, RISK & COMPLIANCE CYBER RESILIENCE TRAINING, EDUCATION & AWARENESS CYBER INTELLIGENCE

vCISO DATA SECURITY & PRIVACY WEB & APPLICATION SECURITY INFRASTRUCTURE IoT

MSSP DEFENSIVE SECURITY OFFENSIVE SECURITY IDENTITY & FRAUD FORENSICS & INVESTIGATION

CROSS - INDUSTRY

FINANCIAL SERVICES HEALTHCARE INDUSTRIAL CYBERSECURITY TELECOM TRANSPORTATION

INDUSTRY SPECIFIC CONSULTING FIRMS

LARGE CONSULTING GROUPS

February 2019

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

IntelligentBuildings

SCSO

US CyberSlide© - Cybersecurity Consulting & Services

https://cyberstartupobservatory.com/
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US CyberSlide© - Cyber Risk and Cyber Insurance

The categorization of the CyberSlide© - Cyber Risk and Cyber Insurance is shown 
below:

The CyberSlide© - Cyber Risk and Cyber Insurance  includes 10 categories for cyber 
risk and cyber insurance startups. 

At the bottom of the CyberSlide©, you can find a box for large cyber insurers. As all 
of them will be well-known in the industry, adding little value to companies looking for 
providers, we dedicate this section to sponsors willing to support our global initiative.

Gold   
Sponsors

Silver  
Sponsors

CYBER RISK ASSESSMENT

Copyright Cyber Startup Observatory© 2018

CYBER RISK REDUCTION CYBER POLICY

CYBER POLICY FOR SME

CYBER RISK BENCHMARKING CYBER RISK MODELING

UNDERWRITING PLATFORMCUSTOMER ENABLEMENT INCIDENT RESPONSE CYBER LIABILITY POLICY

STARTUP

SME CYBER INSURANCE

LARGE CYBER INSURER

RANSOMWARE BREACH COSTS CRISIS 
CONTAINMENT

CYBER CRIMINAL 
DAMAGE

CYBER BUSINESS
INTERRUPTION

PRIVACY 
PROTECTION

MEDIA
LIABILITY

CORPORATE CYBER INSURANCE

February 2019
US CyberSlide© - Cyber Risk & Cyber Insurance

TM

TM

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

SCSO

https://cyberstartupobservatory.com/


The US CyberSlide© - Product

• Over 250 cybersecurity startups.

• Very robust ecosystem across all categories.

• Transportation and AI buckets added recently. We expect to 
identify more startups in those specific categories. They will be 
featured in the next Observatory©  or on our website.

• In accordance with the Observatory© project strategy, the US 
CyberSlide© has a major focus on startups, representing 95% 
of the logos on the slide.

Gold   
Sponsors

Silver  
Sponsors

CYBER RANGE NETWORK SECURITY CLOUD SECURITY IoT - IIoT CYBER INTELLIGENCE

COMPLIANCE & DATA LEAKAGE PREVENTION WEB SECURITY ENDPOINT SECURITY MOBILE SECURITY

EMAIL SECURITY

SOCINFORMATION PRIVACY

DECEPTION CYBER POSTURE BREACH & ATTACK
 SIMULATION

THIRD PARTY SECURITY

INSIDER THREATS BLOCKCHAIN HEALTHCARE

INCIDENT RESPONSE & FORENSICS

ICS/SCADA

UEBA

AUTOMOTIVE

Copyright Cyber Startup Observatory© 2019

AVIATION RAIL & METRO MARITIME

UAVs

ALLGRESS

ALLGRESS

ALLGRESS

AI

TM

February 2019
US CyberSlide© - Cybersecurity Product

TM

DETECTION & PREVENTION PHISHING PREVENTION

IDENTITY & 
ACCESS MANAGEMENT

FRAUD DETECTION 
& PREVENTION

Stopping phishing breaches Stopping phishing breaches

InCyber, Inc.

APPLICATION SECURITY

SecureMySocialTM

R

R

R

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

InCyber, Inc.

InCyber, Inc.

IntelligentBuildings

ALLGRESS

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TM

IntelligentBuildings

R

R



The US CyberSlide© in Detail

Observatory© 
Members

• Robust offer in Network Cybersecurity with 35 specialized 
startups.

• Solutions purposely designed for Enterprise, Data Centers, 
Cloud and Industrial environments.

• Sophisticated approaches, some of which include detection, 
forensics, automated incident response, deception and 
leveraging leading edge technologies like machine learning, 
big data, etc.

NETWORK SECURITY

R

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY



The US CyberSlide© in Detail

Observatory© 
Members

• Over 55 startups and more established companies identified 
securing critical applications including:

• Cloud Productivity Apps
• Cloud Infrastructure providers
• Cloud SaaS Apps
• Enterprise Apps
• Big Data Platforms

CLOUD SECURITY

R

ALLGRESS

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY



The US CyberSlide© in Detail

Observatory© 
Members

ICS/SCADA

IntelligentBuildings

IoT - IIoT

• Over 45 companies offering protection for Industrial 
Operational Technology, the Industrial Internet of Things 
(IIoT), Building Systems Cybersecurity, etc.

• Specialized companies offering solutions for other IoT 
applications, for example trusted mobility platforms for 
connected and autonomous vehicles.

• Specialized solutions for electric utilities providing cyber 
engineering and advanced cybersecurity services.



The US CyberSlide© in Detail

Observatory© 
Members

ENDPOINT SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

R

MOBILE SECURITY AI

• Close to 30 startups with different approaches to Endpoint 
and Mobile security: OS-Centric Positive Security, AI, Deep 
Learning.

• Focus on endpoints, servers and mobile devices.

• Broad offer including prevention, detection, response, 
remediation and forensics.

• Support for zero-day and APT attacks.



The US CyberSlide© in Detail

WEB SECURITY

APPLICATION SECURITY

R

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

TM

• Close to 30 startups identified with focus on protecting 
Web Applications, Websites and the whole Application 
Development Lifecycle:

• Web Application Firewalls

• Application Security: securing applications, uncovering 
vulnerabilities to prevent data breaches

• Zero Trust security solutions for cloud, containers and 
microservices

Observatory© 
Members



The US CyberSlide© in Detail

Observatory© 
Members

InCyber, Inc.

• Over 35 companies addressing:

• Insider Threats, supporting the investigation process and 
preventing data exfiltration

• Cyber Intelligence: to mitigate data breaches through early 
warning breach detection, threat intelligence platforms, 
Information / Incident Sharing, etc.

• Identity & Access Management and Fraud Detection and 
Prevention

CYBER INTELLIGENCE

IDENTITY & 
ACCESS MANAGEMENT

FRAUD DETECTION 
& PREVENTION

SecureMySocialTM

INSIDER THREATS

InCyber, Inc.

InCyber, Inc.



The US CyberSlide© in Detail

Observatory© 
Members

InCyber, Inc. Stopping phishing breaches Stopping phishing breaches

• Robust offer in more traditional disciplines:

• Detection & Prevention  
• Incident Response & Forensics, detection, 

threat intelligence platforms, Information / 
Incident Sharing, etc.

• SOC

CYBER RANGE

EMAIL SECURITY

SOC DECEPTION

INCIDENT RESPONSE & FORENSICS UEBA

DETECTION & PREVENTION PHISHING PREVENTION

Stopping phishing breaches

InCyber, Inc.

R



The US CyberSlide© in Detail

Observatory© 
Members InCyber, Inc.

• Over 50 companies focused on improving the overall 
cybersecurity strenth of companies with specific sections 
for Cyber Risk and Third Party Security.

• Compliance and Information Privacy are serious concerns. 
An important number of companies have been indentified 
addressing these two interrelated topics.

COMPLIANCE & DATA LEAKAGE PREVENTION INFORMATION PRIVACY

CYBER POSTURE BREACH & ATTACK
 SIMULATION

THIRD PARTY SECURITY

ALLGRESS

ALLGRESS

ALLGRESS

TM

TM

TROFI SECURITY®

INTELLIGENT INFORMATION SECURITY

Fathom Cyber
Make Cybersecurity and Data Privacy Make Sense

IntelligentBuildings



The US CyberSlide© in Detail

Observatory© 
Members

• We have recently added the transportation industry to our 
analysis. Although we have identified high quality startups 
with focus or expertise in specific transportation verticals, 
we know that this is not a complete picture. Forthcoming 
Observatories will provide a more accurate view.

• 14 companies identified with purposely designed 
solutions for the Healthcare industry or with important 
success stories in this market.

BLOCKCHAINHEALTHCARE

AUTOMOTIVE AVIATION MARITIME

UAVs



Insight

CHEQ 
How Cyber Security and AI are 

Revolutionizing Online Ad Verification
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How Cyber Security and AI are 
Revolutionizing Online Ad Verification

Digital advertising has created an 
unprecedented way to target consumers. 
The rush online by advertisers has followed 
the algorithmic ability to reach a desired 
buyer at the time and location of your 
choosing. In total, U.S. digital ad spend has 
reached a record-busting $88 billion last 
year — marking the first time digital ad 
revenues overtook television.

However, at the same time as Chief 
Marketing Officers (CMOs) have turned 
the taps on online spending, massive 
problems have emerged.

Ironically, despite a greater ability to 
reach buyers, lack of control has been the 
biggest challenge for advertisers. In the 
first place, they struggle to control who is 
viewing their ads. Up to 30% of all online 
ads are served to bots, rather than humans. 
Secondly, vast expensive ads, by brands 
such as Nike or Gillette, are in many cases 
served in unsavory contexts (most Fortune 
500 brands serve their ads repeatedly 
alongside violent, graphics and offensive 

content, such as rape or terrorism). 
Dealing with these twin issues has become 
the number one priority for CMOs and 
are escalating to the CEO. This is not 
surprising with ad fraud costing $51 million 
a day in 2018, while consumers consider 
algorithmically-allocated ads placed in 
unsavory or disturbing contexts as an 
intentional endorsement by the brand.

In this daily fight, brands are increasingly 
turning to AI and cybersecurity, which may 
yet save the ad industry.

The use of cybersecurity and AI 
techniques is giving advertisers the ability 
to retake control. CHEQ, founded by Guy 
Tytunovich, a former military intelligence 
officer has upended this space. The use of 
AI and cyber techniques honed daily by 
the company against online ad aggressors 
(80% of the rapidly growing company are 
developers) is allowing real-time blocking 
of threats. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

“The use of cybersecurity 
and AI techniques is 
giving advertisers the 
ability to retake control. 
CHEQ, founded by Guy 
Tytunovich, a former 
military intelligence 
officer has upended this 
space.”

At a glance
•    5 minute read
•    How cyber techniques and AI are used in ad 
verification
•    The shift to online technology has caused many 
challenges for advertisers
•    New technology also carries an answer 
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CHEQ recently hired legendary NBA 
shot-blocker Dikembe Mutombo as a 
simple way to show how it was blocking 
these threats in real time, not simply 
recognizing or reporting on threats as first 
generation ad verification incumbents have 
done.

How Cyber techniques and AI 
are used in ad verification

Turning its attention to the problem, 
CHEQ processes more than 700 unique 
parameters to block ad fraud in absolute 
real-time. This includes Dynamic Code 
Patching, OS and device fingerprinting, 
honeypots performed on every single 
impression, at huge scale and in absolute 
real-time (under 30mlliseconds), 
deterministically preventing advertisers 
from bidding on fraudulent impressions.

In addition, the company is looking 
beyond traditional “bot traffic” mitigation, 
by successfully tackling far more advanced 
sophisticated invalid traffic (SIVT) which is 
more difficult to detect because fraudsters 
are actively trying to avoid simple patterns 
that would raise a red flag.

The company also blocks domain-
spoofing, zombie networks, and other 
threats. It is looking beyond the traditional 
online ad industry – by teaming up with 
native console gaming startup Anzu, to 
provide the first ever ad-fraud prevention 
solution for PlayStation and X-Box 
environments. The need for this is pressing 
—according to PwC, esports revenues 
totaled $805 million in 2018, with the 
largest portion coming from sponsorships 
media rights and streaming advertisements.

 

“For 20 years, advertisers thought that 
there was no way to control the placement 
and positioning of advertisements,” says 
Tytunovich. “As several thousand websites 
could not be manually reviewed to check the 
placement of advertisements and ensure 
that no negative associations are formed, 
AI becomes imperative to digital media. 
CHEQ replaces the manual approach used 
by traditional ad verification players of 
using blacklisted keywords, articles and 
websites reported by the client.”

Meanwhile, in the “brand safety’ sphere, 
image recognition (or “computer vision”) 
makes it possible for applications using 
deep learning algorithms to understand 
imagery, similarly to the way NLP (Natural 
Language Processing) allows a computer to 
understand text. This, for instance,  spots 
(along with other measures) if a brand’s 
ad is being served on a page that has guns, 
military or prisoner uniforms. This is part of 
the proprietary technology the company is 
using to tackle the online ad problems and 
eliminate virtually all unsafe or fraudulent 
online views.
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One further consequence of military-
grade cybersecurity and AI trained on 
online adversaries is better data and 
transparency about the growing threats, 
and challenges. CHEQ is seeking to end 
to the “black-box” culture and reimagine 
the sector by providing unprecedented 
transparency and metrics, enabling clients 
to vet their decision-making with external 
third parties. CHEQ is the only platform 
to feature a real-time analytics dashboard, 
showing exactly how much fraud has been 
blocked, how much money has been saved, 
and clearly demonstrating the reasons 
behind the decision-making. CHEQ advises 
that anyone looking for a solution to this 
growing problem must move away from 
black box solutions that do not give any 
insight into the decision-making processes. 
In this way, the opaque online advertising 
world can become more transparent.

The shift to online technology has 
caused many challenges for advertisers, 
but technology also carries an answer. 
The new landscape of protection offered 
through AI and cybersecurity is belatedly 
heightening the transparency of the 
digital ad ecosystem so that advertisers, 
publishers, and agencies can be more 
confident about their marketing practices. 
Having uncovered criminal activity in the 
past, for instance, CHEQ is also providing 
tools to law enforcement officials so that 
miscreants can be stopped.

“Our goal is to restore advertiser 
confidence in online advertising by ensuring 
that ads are placed in the right environment 
and visible to the real, authentic human 
users,” concludes Tytunovich. “Advertisers 
deserve control, and the only way to achieve 
that, is by introducing AI-driven tech 
which can address the issues accurately, 
autonomously and at huge scale. “
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Innovation

Autonomous Brand Safety
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01
Company Description

CHEQ is a global cybersecurity company and a pioneer of Autonomous Brand Safety, 
protecting the digital ad spend for the world’s leading brands. With offices in Tokyo, 
New York and Tel Aviv, the company’s mission is to help sustain the digital ecosystem 
by protecting advertisers from the risks of online advertising and helping them regain 
confidence in the space. CHEQ is a Battery Ventures portfolio company and an alumnus 
of “The Bridge Builders”, Coca-Cola’s, Mercedes’ and Turner’s commercialization 
program. 

Company Name: CHEQ Ltd.
Founded: 01/14
Employees: 50
Web: www.cheq.ai
Headquarters: NYC, USA and Tel Aviv, Israel

Company Information
Other Offices: Tokyo
Key Target Verticals: Online 
advertisers, ad agencies and 
publishers  

Product Category: Detection & 
Prevention, Cyber Intelligence, Fraud 
Detection & Prevention, Web Security, 
UEBA, Deception
Product Stage: Released
Product Names and Brief Description: 

• The CHEQ Platform
Services Provided:

Digital advertising:
• Fraud Prevention
• Brand Safety
• Viewability 

03
The Product Customer Footprint

Markets with Customers: USA, Japan, 
Mexico, UAE
Relevant Public Success Stories per Key 
Target Vertical:

• Advertisers 
• Ad Agencies: CCI
• Members of Pepsico Tech LAB 

(Website launching soon)

02
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CHEQ’s platform protects advertisers, ad agencies and publishers from spending digital 
ad budgets. It replaces traditional ad-verification platforms with a fully autonomous 
and preemptive solution that doesn’t just report the damage, but actually prevents it. 
The CHEQ platform uses next-gen technology driven by military-grade AI and NLP.

Product in detail

CHEQ Platform users have their digital campaigns protected autonomously and in real-
time as follows: 

• Brand Safety: Our AI-driven Autonomous Brand Safety solution utilizes military-grade 
Natural Language Processing capabilities to analyze page-level data in absolute 
real-time. We use proprietary Lexical Semantics and Sentiment Analysis modules to 
infer context with extreme accuracy and speed, allowing us to always prevent your 
ads from serving near content you deem unsafe.

• Anti-Fraud:  Our Cybersecurity based Fraud Prevention solution applies Machine 
Learning algorithms to uncover data-discrepancies and behavioral anomalies at the 
single user level, in real-time. We analyze over 700 user parameters, deploy proprietary 
honeypots (bot traps) and utilize advanced OS Fingerprinting and Dynamic Code 
Patching to ensure you never purchase a fraudulent impression.

• Viewability: Our page-level modules examine multiple types of viewability violations, 
uncovering anything from obstructing objects to malicious ad-stacking and hidden 
Iframes. Together with our strict “Panoramiq” viewability metrics, this allows us to 
guarantee that an impression is only counted once 100% of the pixels are in view on 
the user’s monitor, unhidden and un-obstructed.

How does it work?
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cyberstartupobservatory.com Cyber Startup Observatory US 36BACK TO CONTENTS

05
How does it work? 
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Key Benefits
• Fully Autonomous
• Real-time solution: Real-time Brand Safety Enforcement, Real-Time Fraud Prevention, Real 

Time Viewability
• Prevents the damage before the ad is ever served 

Unique Differentiators
• Verification vendors measure the damage, we prevent it

• In-app ad-fraud prevention

Future Functionality

Certifications

• Currently undergoing an MRC certification process
• IAB Tech Lab Members

https://cyberstartupobservatory.com/
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Available for download in Press Quality

Cyber Startup Observatory - Infographics - Transportation

Cyber Startup Observatory - Insight

Potential Attacks on Connected  Vehicles

Cyber Startup Observatory©  - Insight

Potential Attacks on Connected Vehicles 

•   Engine Control Units (ECUs): including the engine (ECM), 
powertrain (PCM), transmission (TCM), brakes (BCM), central 
contlol (CCM), body (BCM), suspension (SCM), vehicle safety etc.
•   External Device Access through the On-Board Diagnostic 
(OBD) Port:
Could enable attackers to obtain access to the vehicle’s internal 
systems
•   Plugging an Internet-connected gadget into a car’s OBD2 port, 
could take remote control of the car

ENGINE CONTROL UNITS

•   Attacks on the vehicle
(individual car owners, fleets, 
etc.)
•   Attacks on supply chain 
from manufacturers to suppli-
ers, maintenance, etc.

RANSOMWARE

ATTACKS ON CONNECTED & IoT DEVICES

DDoS
•   Connected vehicles are IoT 
endpoints on wheels. We have 
the risk of vehicles being 
enlisted into a Botnet: Botnets 
on Wheels

REMOTE HIJACKING OR
VEHICLE THEFT

•   Wireless Carjacking: using cellular connec-
tions, Bluetooth or any other communication 
protocol available
•   Key Fob Clone: by eavesdropping a single 
signal sent by the original remote, an adversary 
is able to clone a remote control and gain 
unauthorized access to a vehicle

•   Real-time car telematics controllers: including vehicle tracking, 
mobile data, car sharing, usage-based insurance systems
•   On-board Wi-Fi hotspot and other Wireless Media
•   Web Interfaces, Mobile and SMS APIs
•   Entertainment devices
•   GPS Jamming and Spoofing
•   MMW radar attacks
•   Relay and spoofing attacks on LiDAR Sensor
•   Ultrasonic Sensor attacks
•   Camera Sensor attacks
•   External Sensors: spoofing them and forcing the vehicle into taking 
unwanted actions
•   Other Connected vehicle sensors

OTA UPDATES
•   In the past, cars were basically 
air-gapped computers
•   Over-the-Air (OTA) updates have 
important security benefits, but they 
also represent important threats and 
risks

•   Cyber attacks targeting cloud services are 
accelerating at an increasing speed
•   An attack on the Cloud Service could 
potentially enable the hacker to attack many 
cars at the same time

ATTACKS ON THE CLOUD 
AUTOMOTIVE SERVICE PROVIDERS

SO

SO
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Manufacturing is the Next 
Headline Target

Did you know that 86% of attacks in 
manufacturing are targeted and that 47% of 
cyber breaches involve theft of intellectual 
property from manufacturing companies? 

Attackers are now turning to Artificial 
Intelligence (AI) and Machine Learning (ML) 
to do some of this heavy analytical work for 
them. As they work with skilled engineers 
in the realm of AI this will become an area 
of great concern, given the power of what 
they will have to unleash at their targets. 
Critical Infrastructure Protection requires 
a new active OT security approach.

In 2019 we will face a new set of 
sophisticated attacks on manufacturing 
and other critical infrastructure.  The 
involvement of nation-states compounds 
this challenge because they bring better 
resources for hackers (i.e. money, people, 
skills, etc.). The elite hackers emerge: 
well-funded and highly skilled, making this 
almost impossible for all manufacturing 
companies to protect themselves.  Hoping 

you are not targeted is not a proactive 
security measure. 

Evolution of the attacks

Hackers evolve too. Metamorphic and 
polymorphic malware used to be impressive 
pieces of craftily written software. Malware 
is still impressive, if one looks under the 
hood. New malware has raised the stakes by 
evolving into entities that are very difficult 
to detect. This has changed a lot of aspects 
in the cyber security race, especially the 
role and effectiveness of endpoint security. 
This genre of software is still around, and 
they are still a big threat. Though they are 
still file based, and endpoint products have 
responsively evolved to varying degrees, 
we are now seeing the evolution into in-
memory based malware that is mostly file-
less (i.e. no file system storage is used) and 
that really makes endpoint security ever-
more challenging.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Andres Andreu, CTO Bayshore Networks

At a glance
•    5 minute read
•    Evolution of the attacks
•    The threat inside 
•    The threat outside
•    What can we do to protect manufacturing?
•    Active OT protection
•    Trust no-one

“We are now seeing the 
evolution into in-memory 
based malware that is 
mostly file-less (i.e. no file 
system storage is used) 
and that really makes 
endpoint security 
ever-more challenging.”
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The “native attacks” are specific to the 
IIoT space. Historically the majority have 
been enterprise level attacks. But, the true 
proliferation of native attacks in the IIoT 
space has yet to hit the industry because 
attacking entities are still learning the 
communications protocols of the IIoT and 
ICS space. But, once they are up to speed, 
sophisticated attacks will surface that may 
seem elusive to protection. 

IoT devices are everywhere now and 
it is the “Wild West” of the unexplored 
spaces. Mirai was a serious wake up call 
to the collective power of millions of small 
low power devices working in unison 
towards a disruptive goal. But Mirai was 
only possible because of what we consider 
to be “irresponsible device deployments.” 
As technology becomes easier to deploy, 
these problems are going to grow since 
people with no concept of security can now 
just as easily deploy some cool new gear 
and the stuff just works out of the box – 
unfortunately, with basic default profiles 
that introduce weak security postures. 
These devices may just work but the ease 
of deployment coupled with the lack of 
knowledge out there compounds the 
security challenges we are facing. 

The threat inside

The biggest threat to an institution may 
already be inside the building. Studies show 
that 60% of Cyberattacks are from inside 
the company. Does your organization allow 
for the physical disabling of USB ports on 
desktops? Does your organization rely 
purely on users using laptops they take 
home as well? These types of questions 
and their answers really start molding 
what you should do (i.e. strong network 
segmentation, etc.) to secure your 
organization.

The threat outside

Targeted attacks with “bullseye” on 
public utilities and ICS environments are 
part of the next big wave of attacks. Targets 
usually pay the ransoms in question 
because they need to keep things running. 
The next set of targets will include vital 
societal infrastructure services that have 
not yet truly been targeted by widespread 
ransomware attacks. Cyber criminals know 
that any attack that can cause downtime 
to these environments/services will get 
swift attention and ransomware probably 
involves the least effort in terms of targeting 
a specific entity. We should expect to see 
an overall decline in ransomware attacks in 
2019, but we will see an increase in more 
focused attacks towards utilities and the 
ICS space in general.
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What can we do to protect 
manufacturing?

The attacks will come. We have to 
set aside ego and acknowledge that 
our industry is enormous.  A clear 
understanding of issues is paramount. 
We have to start transcending the realm 
of buzz words and truly understand the 
issue affecting us. We need professional 
forensics experts involved to provide 
invaluable insight into the details of 
suspected activity. The details will also 
of course feed into the ultimate decision 
of whether or not some suspect activity 
qualifies as a successful breach or attack. 
Over the years this expertise has proven 
itself to be beyond the normal capabilities 
of typical IT staff and so it is a worthwhile 
investment. 

Beyond the forensics a company should 
also have a regular set of external eyes on 
their security posture. This will also prove 
to be money well spent over time. Once a 
deep understanding of these real issues is 
in place it is possible to filter out noise and 
focus on issues really impacting one and the 
environments that they are responsible for.

Active OT protection 

Adding security to a production 
environment, while not violating the 

bounded latency constraints the 
environment needs to adhere to, is not 
easy. Modern day networks (i.e. Ethernet 
networks) operate within boundaries where 
the traffic flow of data is indeterminate. 
This means that intervening devices (i.e. 
security devices) can delay stream data 
and generally speaking the delays are 
acceptable. IIoT/OT networks have no 
such luxury yet need security functionality 
in order to protect their resources and 
productivity properly. There is a great and 
unique challenge in finding that middle 
ground.

The impact of active protective action 
or the lack thereof. Visibility is still of value, 
but at some point active enforcement 
will need to take place to actually secure 
resources in Manufacturing (and most 
other IIoT environments for that matter). 
When the usefulness of visibility declines 
and actual enforcement of blocking rules 
takes place on a network, we will see a 
positive impact. The challenge is: how 
much impact can an organization tolerate 
so that there is actual protection while 
not disrupting productivity? It’s a serious 
challenge and one answer does not fit all 
models.

Finding that elusive balance between 
modern day ease-of-use (i.e. making an 
operator’s life easier or making remote 
maintenance possible) and having a strong, 
decent security posture is yet another 
unique challenge for manufacturing and 
IIoT. We have all seen the Shodan results for 
exposed ICS systems where the focus was 
purely on the ease of use aspect. Balance is 
possible but it requires some give and take 
on both the OT/ICS and IT sides.

“Beyond the forensics a 
company should also 
have a regular set of 
external eyes on their 
security posture. This will 
also prove to be money 
well spent over time.”
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The fact that some equipment was put 
in place 20 years ago does not mean the 
surrounding technology has to be stuck in 
time, two decades ago. But things have to 
be done with expertise, planning and tons 
of testing so that these environments can 
safely operate within in the confines of 
modern-day technology.

One key strategy is to scrutinize 
everything, since a strong security posture 
is both breadth and depth based, following 
a simple trust but verify model that covers 
the range of physical to cyber security. 
The example often used is that of the 
night cleaning crew. Scrutiny in this space 
could range from background checks to 
video surveillance during the night-time 
cleaning activity. If one steps back and 
thinks about it, these people have free rein 
to most of your equipment during their 
cleaning activities because they perform a 
very necessary function. There have been 
instances where crafty adversaries have 
ensconced themselves into a respective 
cleaning crew and performed their initial 
activities that way.

Trust no-one

Your business is only as strong as your 
weakest partner. Can you trust that your 
partners are keeping your data safe from 
attackers? As we move forward, apply 
healthy paranoia. “NO”, you cannot trust 
your partners to keep your data safe. This 
is not meant to be a negative dig on any 
partner but there is no way you truly know 
if your partners will go as far as you will to 
secure your own resources. 

· Request and pursue end to end joint 
sessions where all ingress and egress points 
are identified along with normal and edge 
cases. Identify where your partner sits in 

respect to your expected security posture.

· Invest in a 3rd party assessment of the 
overall joint solution(s) where an objective 
perspective is applied to all ingress & egress 
points along with use cases. 

· Make sure your partner(s) have the 
same level of accountability in respect to 
the outcome of said assessment. 

Don’t let your manufacturing company 
become the next headline.

Andres Andreu, CISSP-ISSAP is the 
CTO of Bayshore Networks, the leader 
in active OT industrial cybersecurity 
protection by creating, monitoring 
and enforcing safety policies. 
Andres has over 20 years of public/
private sector hands-on dynamic 
security/software architecture and 
engineering experience, including 
extensive backgrounds in SCADA/
ICS, web services security/integration, 
federated ID technology, and electronic 
surveillance & countermeasures. Andres 
is the author of Wiley’s Professional Pen 
Testing for Web Applications, Technical 
Editor of Webster’s New World Hacker 
Dictionary, and the software author 
of a number of open source projects, 
including gargoyle (Active Protection 
for Linux), yextend, I7secassay, 
WSFuzzer, and SSHA attack. 
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Company Description
Bayshore Networks is the only industrial cybersecurity company which can deliver 
one console for Active OT protection by creating, monitoring and enforcing OT safety 
policies for every major equipment manufacturer. Bayshore new Active OT Protection 
category of products also includes remote access Active OT protection enforcement 
with subscription or premises-based software.

Company Name: Bayshore Networks Inc.
Founded: 06/12
Employees: 30
Web: www.bayshorenetworks.com
Headquarters: Durham, NC, USA

02Company Information
Key Target Verticals: Manufacturing,
Oil & Gas, Utilities & Service Provider 
managed services

03
The Product
Product Category:  Industrial cybersecurity (Active 
OT Protection category)
Product Stage:  Released
Product Names and Brief Description:

• Lighthouse: one console for asset and flow 
discovery, automated policy building, and wire speed 
monitoring and enforcement, the first scalable policy 
enforcement solution which offers active protection 
for OT assets with flow visibility throughout the 
network, purpose-built for manufacturing, utilities, oil 
and gas.

• Beacon: remote access Active OT protection 
enforcement with subscription or premises-based 
software for OT networks and endpoints with full 
content-based policy controls

• Compass: The first managed services OT firewall for 
manufacturing, utilities, oil and gas -- which prevents 
inbound connections, preventing unauthorized file 
transfers, logic changes, write operations, out-of-
range OT instructions

Customer Footprint
Relevant Public Success 
Stories per Key Target Vertical:

• Manufacturing 
• Oil & Gas / Energy
• Service Providers 

(managed services)

https://cyberstartupobservatory.com/
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Product in detail: Lighthouse

Lighthouse provides one console for content-based OT asset and traffic monitoring 
and policy enforcement solution for all major manufacturers of industrial automation 
equipment. Lighthouse supports native OT protocols and automatically builds 
policies based on discovered assets and traffic activity between nodes. Policies allow 
unidirectional permission enforcement, automated threat intelligence monitoring, and 
a streamline management console suitable for use by both OT security analysts and as 
a real-time dashboard in an OT or IT SOC.

How does it work?

• Lighthouse is installed either in-line, as a reverse proxy, or passively as a transparent 
bridge or on a SPAN port or tap.  

• Lighthouse monitors every connection, decodes its content down to the payload 
and register level, and matches it against both explicit policy rules and probable 
unexpected or dangerous activities.  

• These policy violations are rolled up to the management console for investigation or 
automated handling as required by customer preferences.

https://cyberstartupobservatory.com/
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Key Benefits: Lighthouse

• Solves the skills/headcount gap problem for OT security analysis

• Provides a comprehensive flanking-and-containment strategy for OT security risks 
without jeopardizing fragile OT assets and environments

• Optimizes benchmarking performance indicators around a common Top-10 list of 
OT security activities and provides direct guidance for each customer to improve 
their level of practice

Unique Differentiators

• One console for OT protection with native policy engine including enforcement 
options without use of 3rd party products

• Top-10 OT Security Activities for benchmarking and objective performance tracking
• Native, proprietary protocol handlers and policy engine for highest performance 

wire-speed analysis and response

Future Functionality
• The Lighthouse management console will provide one console management of 

Beacon, the secure remote Access solution for OT endpoints and networks, and 
Compass, the OT segmentation Gateway product (availability 2Q-2019)  
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Product in detail: Beacon

Beacon is a cloud-hosted, subscription or premises-based remote access product 
with support for encrypted micro-tunnels, two-factor authentication, Microsoft Active 
Directory users and groups, and specific endpoint access capabilities oriented around 
OT network security requirements. Beacon provides content-based in-session policy 
enforcement for certain defined rulesets, and the available list of policies will expand 
automatically with no user intervention required.

How does it work?
• Beacon is entirely software-driven and is available as either a SaaS model or entirely 

as an on-premise design.
• The Beacon Endpoint Gateway is installed on a Windows server with access to any 

assets for which remote access is required.
• This Gateway connects to the unique Beacon Cloud for each customer via SSL; no 

inbound connections are required.  
• Separately, remote users connect to the same cloud via their own software client.  

They authenticate (via Active Directory and 2FA) and are then able to connect to any 
assets for which they have been given permission.  

• In addition, policy controls (e.g. read-only vs read/write) are enabled for each 
exposed service.  Any attempts to escalate access, such as performing a Write 
when read-only is permitted, result in an alert being generated and logged.

• Beacon supports a wide variety of ICS OEM equipment and protocols, with more 
being added every month.
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Key Benefits
• No hardware required, easy setup in 1 day or less

• Integrates with customer’s Active Directory server for user & Security Group 
authentication

• Enables pre-defined Bayshore Policy Enforcement per user/per session

• Outbound-only connection from Endpoint Gateway to Beacon Cloud – no holes 
required through firewall

• Inexpensive and flexible pricing model on annual or monthly subscription basis

• Cloud components hosted at AWS for maximum reliability and uptime performance

Unique Differentiators

• Outbound-only initial connections, unlike Remote Desktop or inbound VPN 
configurations

• The Endpoint Gateway initiates all communications outbound to the Beacon Cloud
• Once established, that SSL tunnel carries all tx/rx session traffic from the Beacon Proxy

• Per-service/per-user/per-group traffic restrictions, unlike any full-duplex VPN tool
• Highly restricted admin configurations enable very granular control per user to any given 

endpoint service
• Batch configuration options via AD Security Groups for rapid add/change/delete of services 

and service groups

• Unique remote network access tool
• A user may connect only to endpoints for which they are authorized, even if that endpoint 

trusts others on the same network
• A user may only connect via the one enabled protocol per service, even if the endpoint supports 

others

• A user may only perform the actions he is allowed to do using the allowed protocols.

Future Functionality

• Expanded default policy library; automated integration with Lighthouse and 
Channel for policy sensitivity adjustments
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Product in detail: Compass

Compass sits on the edge between OT and IT networks, and can also be configured for 
unidirectional data access to high-value OT assets.  It works as both a policy-driven OT 
segmentation gateway and, for certain specific protocol and application requirements, 
a unidirectional data diode.  In all cases it uses the same Bayshore policy engine for 
content-based deep inspection and enforcement.

How does it work?

• Compass can be configured in either a one-box or two-box configuration, depending 
on exact requirements for unidirectional flows and access control.

• In the one-box solution, network interfaces are all copper and the transformation 
between incoming & outgoing protocols and deconstructed metadata is handled 
entirely in software.  

• In the two-box solution, incoming traffic is disassembled in Box 1, transmitted to Box 
2 via a dedicated fiber connection, and reassembled in Box 2.  Policies determine 
which directions of flow are permitted, based on origin/destination, protocol usage, 
application access lists, and content-based inspection.  

• The Bayshore policy engine remains in effect in any deployments and accommodates 
standard management techniques and centralized logging and alerting.
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Key Benefits
• Enables enterprise applications to gain access to OT resources without any risk of 

unauthorized access

• Enables unidirectional data flows in multiple concurrent configurations based on 
protocols, applications, and source/destination permutations

• Enables safe exposure of OT assets to enterprise IT for performance monitoring, 
centralized logging, and behavioral analytics

• Interoperates with other Bayshore products for real-time automatic sensitivity 
adjustments during high-threat conditions

Unique Differentiators

• Compass achieves its performance targets without the use of any proprietary 
hardware, and with significantly increased flexibility and adjustability compared to 
traditional unidirectional gateways.

• This enables significantly greater value at a lower overall price point.

Future Functionality

• The Lighthouse management console will provide one console management of 
Beacon, the secure remote Access solution for OT endpoints and networks, and 
Compass, the OT segmentation Gateway product (availability 2Q-2019)
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Daniel Bowden
VP & CISO, Sentara Healthcare

Dan Bowden is VP and CISO at 
Sentara Healthcare. Dan has led 
cybersecurity and technology 
programs for healthcare, higher 
education, banking, retail, and the 
military. 

Dan is active with the Health Sector 
Coordinating Council Cybersecurity 
Work Group, collaborating with 
several top healthcare cybersecurity 
pros on documented guidance 
for all health systems to improve 
cybersecurity practices. 

Dan’s current professional focus 
areas include: cybersecurity 
workforce of the future, program 
strategies for protecting cloud and 
digital platforms, the development 
and patenting of a blockchain-based 
health utility network, and delivering 
cost-effective cybersecurity services 
for medium and small health 
systems.

The CISO’s role is a very high-
pressure, high-stakes job. What 
is the right profile for this job?

I’ve seen several people promoted 
to CISO because they were the best 
security geek on the cybersecurity 
team—then ultimately fail because they 
weren’t equipped with the leadership and 
influencing skills to get peer leaders to buy-
in. Being the most cyber-tech savvy only 
gets you so far—and isn’t a translatable skill 
for becoming a successful executive in your 
organization.

The right profile is somewhat difficult to 
point directly at, because as I look at many 
of the successful CISO out there, we did 
not all follow a specific path to here.

Considering the right profile for 
handling the pressure, the CISO has to be 
an outstanding communicator, and use this 
skill to lead by influence. Most CISOs don’t 
have the luxury of imposing their will via 
the org chart. They must influence other 
key influencers in the organization to help 
drive better cybersecurity practices. They 
must be able to speak, write, and present—
and do these things at times with very little 
notice. Becoming a great communicator 
is a challenge. I’ve improved a lot over the 
years by constantly assessing risk and 
remediation strategies in my mind, then 
writing about them, talking out loud about 
it (even to myself at times) and creating 
presentation content about it. 
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A good CISO can create and deliver an 
impactful and concise statement about any 
of the major threats to their organization 
at an executive or technical level on the fly.

When speaking the language 
of business to their boards, are 
there certain phrases CISOs 
should be using?

Seek first to understand, then to be 
understood—I think Covey said that. The 
first thing I did at Sentara was to listen to 
the board and executive leadership. They 
were very clear about the concerns they 
had with cybersecurity before my arrival 
and what measures would ease those 
concerns. 

When my time came to speak, I led 
with the key measures they wanted, 
in the language they speak. Things like 
“benchmarks against peers”, assessments 
of “likelihood and impact”, negotiating 
“risk tolerance”, and creating a “culture of 
cybersecurity”. 

My first two years at Sentara have been 
very successful. I attribute a lot of it to our 
board and executive leaders defining what 
they wanted, in the language they wanted 
it. I organized the program around this, our 
team put in the work, and then we reported 

the results.

Almost everybody agrees that 
organizations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture?

This is easy. Something interesting 
I’ve watched the past several years—
cybersecurity threats have become 
ubiquitous in business, life and society. 
We can hardly watch a movie where 
cybersecurity isn’t part of the plot, we 
hear about it on the news every day, often 
multiple times. In a way we’ve become 
this cool, mysterious group of people that 
others really do want to associate with—a 
huge shift from 10 years ago!

I’ve learned that everyone wants to 
be involved, so I just let them. My team 
creates the messages, and distributes 
them for others to share—and they do it! I 
think too many CISOs are bent on always 
being the messenger. They want to be 
giving all the presentations and doing all 
the talking. Frankly, I feel a CISO’s tenure 
is based on building and burning goodwill—
and every minute they spend telling people 
what to do, they are burning it. I’d argue 
that messages about cybersecurity from 
the CEO, COO, HR director, etc. are orders 
of magnitude more powerful than coming 
from the CISO. 

In a way, everyone wants to be “like a 
CISO”. Let them do what they think is the 
fun part—go out and talk about it. It builds 
the culture we’re after.

“Seek first to understand, 
then to be understood—I 
think Covey said that. The 
first thing I did at Sentara 
was to listen to the board 
and executive leadership.”
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What are the biggest challenges 
you face in the year ahead?

For me, the ever expanding threat 
surface. Like many health systems, we’re 
advancing our consumer engagement 
capabilities: mobile apps, better web 
portals, public cloud infrastructure, 
wearable internet of medical things, and 
collaboration in blockchain networks.

We’ll have multiples of increased 
devices and people to manage risk 
around. The team will expend a lot of 
resources understanding threats and 
vulnerabilities with a completely new set 
of countermeasures—we’ve learned none 
of our “on premise” security controls work 
optimally in public cloud, infrastructure 
as code. My team now runs two process 
and control sets simultaneously. Over 
the next few years we’ll have most of 
our infrastructure in cloud, so things will 
normalize to a new norm.

How can CISOs balance security 
and innovation?

In 2019, I think CISOs must be 
innovators, and looked at as such. In 
healthcare, most of the provider health 
systems have been cloud averse—which 
has made no sense to me, especially since 
most of the aversion has been about 
security. My point: read the news, health 
systems are frequently having breaches 
in their own infrastructure and none have 
successfully pinned blame on a cloud 
provider. I’ve been all in favor of cloud 
because we get a “do over” to implement 
better configuration standards and 
process—which are a key ingredient to 
good security. 

Another prevailing innovation topic 
in healthcare is blockchain. CISOs are 
often cynical about this because in some 
organizations it becomes a technology 
“hammer” and everything else looks like a 
nail. Big issue for CISOs because there is 
no native security in blockchain—you have 
to bring your own. At Sentara,  I was invited 
to the table early on. We’ve had a great 
couple of years doing research and will be 
joining some very promising partners in 
creating business value for provider and 
payer organizations.

CISOs should take the initiative to be 
involved with innovation. If you don’t take 
a place at the table, you may end up on the 
menu.
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How has industry cooperation 
made an impact on 
cybersecurity?

In healthcare, it has been huge. Go 
check out www.phe.gove/405d.

I’ve been in healthcare ten years now. 
Five years ago, there was basically nothing 
but HIPAA and NIST for health systems 
to reference. This was a huge problem for 
80% of health systems without CISOs. 
It is amazing to me that the fallout from 
Wannacry and NotPetya wasn’t much 
worse for healthcare. 

Now we have the Health Sector 
Coordinating Council, Joint Cybersecurity 
Working Group. There used to be a 
complete vacuum of activity. Now I have 
conflicting opportunities to collaborate 
with peers in healthcare. We also subscribe 
to H-ISAC which has improved immensely 
the past three years.

I have a great extended professional 
network of CISO peers. I was lucky to be 
invited to a collaboration channel with 
what most people would call the best 
CISOs across any sector. I learn a great 
deal just reading the posts as they go by 
during the day.

My organization also supports a great 
partnership in a formal Information 
Sharing and Analysis Organization 
(ISAO) with seven other premier health 
systems. We have weekly threat/incident 
calls, and monthly CISO calls where we 
compare benchmarks, strategies and new 
technology adoption.

The best cybersecurity practices 
and solutions are those driven by 
business outcomes. Good CISOs 
know, cybersecurity isn’t “the show”-
-successful business outcomes are 
Effective cybersecurity is a crucial 
enabler for business.

“CISOs should take the 
initiative to be involved with 
innovation. If you don’t take 
a place at the table, you 
may end up on the menu.”

“The best cybersecurity 
practices and solutions are 
those driven by business 
outcomes.”

https://cyberstartupobservatory.com/
https://www.phe.gov/Preparedness/planning/405d/Pages/reportandtools.aspx


Innovation

Vade Secure
Global Leader in Predictive Email 

Defense



cyberstartupobservatory.com Cyber Startup Observatory US 60BACK TO CONTENTS

01Company Description

Vade Secure is a global leader in predictive email defense, protecting more than 500 
million inboxes worldwide. Powered by artificial intelligence, our solutions provide best-
in-class protection against the most sophisticated email threats, including phishing, 
spear phishing, malware, and ransomware. 

Company Name: Vade Secure
Founded: 12/08
Employees: 100
Web: www.VadeSecure.com 
Headquarters: Hem, France

02Company Information
Other offices: San Francisco, CA, Boston, 
MA, Vancouver, Canada, Montreal, Canada, 
Paris, France, Hong Kong, China, Tokyo, 
Japan
Key Target Verticals: Financial services, 
insurance, education, government, 
manufacturing, ISPs/telcos

03
The Product
Product Category: 
Primary: Email security
Secondary: Detection & Prevention
+ Phishing Prevention
+ Identity & Fraud
Product Stage: Released
Product Names and Brief Description:

• Vade Secure for Office 365
• Vade Secure Cloud
• Vade Secure Gateway
• IsItPhishing Threat Detection

Customer Footprint
• Markets with Customers:

• US, EU (France, Belgium, UK, 
Germany, Poland), Japan

• Relevant Public Success Stories 
per Key Target Vertical:
• ISPs/telco – BT
• Government – BSPP Fire 

Bridgade
• MSSP - HTG 360
• ASL Airlines - ASL

https://cyberstartupobservatory.com/
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cyberstartupobservatory.com Cyber Startup Observatory US 61BACK TO CONTENTS

04
Product in detail: Vade Secure for Office 365

Vade Secure for Office 365 is the only email security solution that’s fully integrated 
into Office 365, offering a native user experience and best-in-class filtering accuracy 
powered by artificial intelligence. 

How does it work?

Vade Secure for Office 365 blocks advanced attacks from the first email thanks to 
machine learning that performs real-time behavioral analysis of the email, URLs and 
attachments. 

Real-time, Time-of-Click Anti-Phishing – Scans the URL/page at the time of click, 
following any redirections in order to determine whether the final page is fraudulent. 

Banner-Based Anti-Spear Phishing – Detects spoofing (e.g. exact domain, cousin 
domain, visible alias) and alerts the user by displaying a customizable banner in the 
email.

Behavioral-Based Anti-Malware – Analyzes the origin, content and context of emails 
and attachments to block unknown, polymorphic malware.
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Key Benefits: Vade Secure for Office 365

• Ease of deployment: The solution can be deployed in just a few clicks—no MX record 
changes required.

• Native user experience: Because the solution is fully integrated in the Outlook Web 
or Desktop client, there’s no external quarantine or training required.

• Insider threat protection: In addition to incoming emails, Vade Secure for Office 365 
scans internal messages to protect against insider attacks.

• Complement Office 365 Security – Vade Secure enables you to augment native 
Office 365 security (e.g. EOP), rather than displacing it. 

Unique Differentiators

• Native API integration – Vade Secure for Office 365 is the only solution that’s fully 
integrated into Office 365 using the Microsoft Graph API.

• Artificial intelligence – Vade Secure’s machine learning models are fed by data 
from 500 million inboxes worldwide, thanks to our relationships with ISPs, telcos, 
enterprises, and OEM partners.

• Graymail Management – In addition to blocking threats, we automatically classify 
low-priority messages using existing Office 365 folders. 

Future Functionality
• Ability for admins to move all instances of an email that slipped through the filter 

from the inbox to a target folder (junk).
• A feedback loop plug-in for end users to report malicious emails, helping the 

product to learn.
• Ability for admins to designate policies at the user group level.
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Product in detail: IsItPhishing Threat Detection

IsItPhishing Threat Detection is an anti-phishing solution that helps SOCs detect 
targeted phishing attacks, increasing the productivity of their analysts while enhancing 
protection of their organization. A lightweight API that easily integrates your existing 
tools, IsItPhishing Threat Detection delivers a real-time verdict on whether suspicious 
URLs are phishing, reducing the number of manual checks performed by analysts. 

How does it work?

To render a verdict, IsItPhishing Threat Detection leverages two components:

• Real-time Threat Intelligence – IsItPhishing Threat Detection first compares a URL 
against the real-time threat intelligence produced by Vade Secure’s email filter engine, 
which detects more than 10,000 new phishing URLs each day. 

• Real-time Phishing Detection  – To detect unknown, zero-day threats, machine 
learning algorithms perform real-time analysis of more than 40 features of the URL 
and page content, following any redirections to determine whether the final page is 
malicious. 
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Key Benefits
• Increased SOC analyst productivity – Real-time phishing detection significantly 

reduces the number of alerts and false positives processed by analysts. 

• Easy integration with SOC tools – An open API, Name, integrates easily with SIEM/
SOAR tools, allowing you to enhance your organization’s security without disrupting 
your existing architecture. 

• Universal phishing defense – IsItPhishing Threat Detection  allows you to instantly 
detect phishing URLs and trigger automated workflows to block access across your 
entire network (email, messaging, web, etc.)

Unique Differentiators
• Rapid detection of zero-day attacks – Thanks to its predictive approach, IsItPhishing 

Threat Detection detects new phishing attacks from the first wave, allowing you to 
block them before they’ve been clicked. 

• Artificial intelligence – IsItPhishing Threat Detection  uses machine learning models 
fed by data from 500 million inboxes worldwide, thanks to our relationships with 
ISPs, telcos, enterprises, and OEM partners.

• Quality threat intelligence – Our threat intelligence is the most accurate, with only 
active URLs and virtually no overlap with feeds. 

Future Functionality
• Additional pre-built connectors to leading SIEM/SOAR tools
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Available for download in Press Quality

Cyber Startup Observatory - Infographics - Healthcare

Cyber Startup Observatory - Insight

SO

Cyber Startup Observatory©  - Insight

Cybersecurity  in eHealth - United States
SO

Electronic Records: Adoption, Advantages, Types and Risks

•   Electronic Health Record (EHR):  Health-related information on 
an individual that can be created, managed and consulted by 
authorized clinitians and staff across more than one healthcare 
organization and conforms to nationally recognized interoperability 
standards 
•   Electronic Medical Record (EMR): Electronic record of 
health-related information on an individual created, gathered, 
managed and consulted by authorized clinitians and staff within 
one healthcare organization
•   Personal Health Record (PHR): Electronic record of health-related 
information on an individual that be drawn  from multiple sources 
while being managed, shared and controlled by the individual. The 
PHR conforms to nationally recognized interoperability standards

•   Adoption: as of 2017, nearly 86% of office-based 
physicians in the US had adopted any EHR, and nearly 80% 
had adopted a certified EHR*
•   There is a range in the level of implementation. The 
HIMSS Analytics Database shows the eight stages of 
adoption in their United States EMR Adoption Model. Stage 
0 implies “All three ancillaries not installed,” while in Stage 7 
there is a shift to complete EMR.
•   Although it can vary depending of the complexity and 
requirements, it takes two to three years to implement 
electronic medical records.

ADVANTAGES

•   Less paperwork, easy  access to your medical recors, 
better care coordination among providers, faster and more 
accurate prespriptions, fewer unnecessary tests and greater 
control over your health

*Source:  U.S. state: National Electronic Health Records Survey, 2017

ADOPTION ELECTRONIC RECORDS TYPES

ADVANTAGES

ADOPTION

THREATS & RISKS
•   Electronic health recors, the healthcare infrastructure and 
individual medical devices are all targets for cyber criminals
•   The major risks are due to historic lack of investment in 
cybersecurity and vulnerabilities in existing technology
•   The top cybersecurity threats to EHR are: Phishing Attacks, 
Malware & Ransomware, Encryption Blind Spots, Cloud Threats 
and Lack of Cybersecurity Awareness in healthcare facilities staff 

Electronic Records in Healthcare:  

Adoption, Advantages, Types and Risks
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Company Description

Reblaze is a cloud-based, fully managed protective shield for sites and web 
applications: a comprehensive web security solution that includes a next-gen WAF, 
DDoS protection, bot mitigation, scraping prevention, CDN, load balancing, real 
time traffic control, and more. Machine learning provides accurate, adaptive threat 
detection. Dedicated Virtual Private Clouds ensure maximum privacy, performance, 
and protection.

Company Name: Reblaze Technologies LTD.
Founded: 01/12 
Employees: 25
Web: www.reblaze.com
Headquarters: Tel Aviv, Israel

Company Information
Other Offices: Sunnyvale, USA
Key Target Verticals: eCommerce, 
FinTech, Travel, Media, HealthCare, 
Government
 

Product Category: Web Security, 
Application Security, Cloud Security, 
Detection & Prevention
Product Stage: Released
Product Names and Brief Description: 

• Reblaze is a cloud-based 
platform that provides a 
comprehensive, dynamic, 
intelligent security and control 
solution for web platforms and 
services.

Services Provided:
• WAF (Web Application Firewall)
• DDoS protection
• Bot mitigation
• CDN & Load balancer
• Traffic management 

03
The Product Customer Footprint

Markets with Customers: +20
Relevant Public Success Stories per Key 
Target Vertical:

• See published case studies here. 

02
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At its core, Reblaze runs a robust Web Application Firewall engine. It detects and blocks 
SQL injection, XSS, OSCi, cookie and session poisoning, malicious payloads, and other 
attacks.

The Reblaze WAF/IPS uses a multivariate approach, including a variety of techniques to 
accurately identify and block malicious traffic. This includes Application Whitelisting, 
Behavioral Analysis, Blacklisting, Fine-grained ACL, and Machine Learning.

Product in detail

WAF (Web Application Firewall)

Multilayer DoS/DDoS Protection

Bot Detection and Mitigation

Reblaze’s DoS/DDoS protection provides multiple benefits: full-scope protection, high 
levels of accuracy and performance, ease of use, and top-tier infrastructure.

Reblaze goes far beyond typical bot detection methods such as browser 
authentication. The platform uses machine learning to construct and maintain 
behavioral profiles of legitimate human visitors. For each user, Reblaze continually 
gathers and analyzes stats such as client-side I/O events, triggered by the user’s 
keyboard, mouse, scroll, touch, zoom, device orientation, movements, and more. 
Continuous multivariate analysis verifies that each user is indeed a legitimate human.

These allow Reblaze to identify and respond to malicious bots and other threats even 
as they become more sophisticated. Updates and upgrades are deployed across the 
network automatically, with no action required on your part. You always have the latest 
protection.
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How does it work?
• Reblaze deploys a dedicated VPC for each customer. That is, a dedicated stack 

environment for each protected web platform, deployed immediately and 
automatically, and running across one or more cloud vendors (mainly AWS, GCP 
and Microsoft Azure, although private clouds are supported as well). 

• All incoming traffic is routed through the VPC and scrubbed as it passes through. 
Latency is negligible (generally 1.5 milliseconds or less).  

• Hostile traffic is blocked before it reaches the protected network. Legitimate traffic 
has normal access to the requested resources. 

• Attackers cannot reach, or even find, the targeted web platform.

• Bandwidth, compute, and other resources scale automatically as needed, limited 
only by the capacity of the global cloud. 

• Remote management ensures minimal obligations (of time or expertise) from onsite 
staff.
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How does it work? (Cont.)
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Key Benefits
• Runs in a unique Virtual Private Cloud: a full dedicated stack for each protected network, 

which eliminates multi-tenancy vulnerabilities.
• Runs natively on your clouds of choice: AWS, Azure, GCP, IBM, Oracle, AliBaba Cloud, and 

more, in any combination and across multiple regions, with a single unified management 
console to control them all from one place. Rules, policies, signatures, ACLs, and intelligence 
are shared across platforms automatically in real time.

• Uses multivariate threat detection: Reblaze excludes hostile traffic with whitelisting, 
blacklisting, fine-grained ACLs, behavioral analysis, and machine learning. The platform 
goes beyond legacy techniques such as signature detection, and also uses JSON & XML 
schema enforcement, content evaluation, field policy enforcement, argument limitations, 
payload inspection, and other methods.

• Runs in multiple regions, while providing a single unified management console to control 
them all from one place. Rules, policies, signatures, ACLs, and intelligence are shared 
across platforms automatically in real time.

• Runs seamlessly as, and auto-scales into, multi-region clusters, able to process even 
global DDoS assaults.

Unique Differentiators
• Reblaze deploys a Virtual Private Cloud for every customer. The platform’s architecture 

ensures that your network is isolated from Internet threats, with auto-scaling bandwidth 
and the ability to run on multiple cloud providers.

• No installation: As a cloud platform, Reblaze deploys in minutes. Only a DNS change is 
required.

• No risk: You can add Reblaze to your existing security in “report only” mode.
• A fully managed service: Reblaze is managed and kept up-to-date remotely by our team 

of security experts. As new web threats are identified, all global Reblaze deployments are 
upgraded immediately and automatically to defend against them. You always have the 
latest protection.

• Guarantee: Try Reblaze for 30 days. If you aren’t delighted with the results, your account 
will be cancelled and you’ll owe nothing.

• Launch directly from the main cloud providers’ marketplace

• API Gateway and integration with cloud protection services
• Tailor made security user recommendations via Reblaze AI
• Notification center and connectivity to user’s hooks
• IAM and user management connection across multiple providers
• Machine learning detection across clients

Future Functionality
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Certifications

Awards

Partners

Reblaze builds its services in accordance with security best practices. Customers can 
be confident that the platform will ensure the confidentiality, integrity, and availability of 
their web assets. Reblaze’s clouds are fully compliant with GDPR, SOC 1/SSAE 16/ISAE 
3402, SOC 2, FISMA Moderate, PCI DSS, ISO 27001, FIPS 140-2, HIPAA, CSA (Cloud 
Security Alliance), and other standards and certifications. Reblaze is a PCI-DSS Certified 
Level 1 Service Provider.

For more info and all certifications see here. 

• Included in Forrester’s Bot Management Report in 2018
• Google’s launch partner for Google Cloud Armor at Google Next 18 (not an award, 

rather an achievement, read more here or here. Or see this video by Google 
showcasing Reblaze at Google Next 18)

https://cyberstartupobservatory.com/
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https://blog.reblaze.com/google-launches-ddos-attack-on-own-partner-f1dce73cd2ba
https://www.youtube.com/watch?v=Z-IvJ7THK30&feature=youtu.be&t=693
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Andres Andreu
CTO, Bayshore Networks

Andres Andreu, CISSP-ISSAP 
is the CTO of Bayshore Networks, 
the leader in active OT industrial 
cybersecurity protection by creating, 
monitoring and enforcing safety 
policies. 

Andres has over 20 years of public/
private sector hands-on dynamic 
security/software architecture and 
engineering experience, including 
extensive backgrounds in SCADA/
ICS, web services security/
integration, federated ID technology, 
and electronic surveillance & 
countermeasures. 

Andres is the author of Wiley’s 
Professional Pen Testing for Web 
Applications, Technical Editor 
of Webster’s New World Hacker 
Dictionary, and the software author 
of a number of open source projects, 
including gargoyle (Active Protection 
for Linux), yextend, I7secassay, 
WSFuzzer, and SSHA attack.

What are the biggest challenges 
you face in the year ahead?

While there are many challenges we 
face moving through 2019, the following 
stand out as exceptional:

Sophistication - the sophistication of 
some attacks is rising fast and hard. The 
involvement of nation states compounds 
this challenge because they bring grander 
resource sets (i.e. money, people, skills, 
etc.) to the table. This means that, to an 
extent, the middle class is disappearing in 
the cyber security race. There will only be 
the elite (well-funded and/or highly skilled) 
and those entities that will not be able to 
withstand the elite and simply hope that 
they are not targeted.

Evolution - not too long ago 
metamorphic and polymorphic malware 
were very impressive pieces of craftily 
written software.  Actually, they still 
are impressive if one looks under the 
hood. These pieces of software were/are 
evolutionary in that they raised the stakes 
of their predecessors by evolving into 
entities that are very difficult to detect. 
This changed a lot of aspects in the cyber 
security race, especially the role and 
effectiveness of endpoint security. This 
genre of software is still around today and 
remains a force to be reckoned with. 
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But the software is still file based for 
the most part and endpoint products have 
responsively evolved to varying degrees. 

Now we are seeing something of 
another evolution into in-memory malware 
that is in essence file-less (i.e. no file system 
storage is used) and really makes endpoint 
security ever-more challenging.

Native attacks - this is specific to the 
IIoT space. Historically the majority of 
attacks that have negatively impacted the 
IIoT and/or ICS spaces have really been 
Enterprise level attacks. I very clearly said 
“majority” because there certainly have 
been some native attacks but the true 
proliferation of native attacks in the IIoT 
space has yet to hit the industry. One factor 
here is that many attacking entities are still 
learning the communications protocols 
of the IIoT and ICS spaces, but once they 
finish their lessons things will be different 
and attack surfaces that may seem elusive 
now will no longer be so.

Targeted attacks - soon we will see less 
overall ransomware but more strategically 
targeted instances with the bullseye on 
public utilities and ICS environments. The 
reason for this is that these targets usually 
pay the ransoms in question because they 
need to keep things running. These targets 
represent vital societal services that have 

not yet truly been targeted by widespread 
ransomware attacks. But the few instances 
that have taken place show attackers a 
pattern of the targets generally not being 
as prepared for these types of attacks as 
other entities, like banks. Cyber criminals 
know that any attack that can cause 
downtime to these environments/services 
will get swift attention and ransomware 
probably requires the least effort in terms 
of targeting a specific entity. We should 
expect to see fewer ransomware attacks 
this year, but they will be more focused, 
specifically targeted towards utilities and 
the ICS space in general.

Reasons - there was once a time 
when an attacking entity did things for 
bragging rights. Anyone that has been in 
this industry long enough remembers that 
and if you were allowed into the right IRC 
chat rooms, you had the privilege of being 
exposed to all kinds of interesting stories 
(some verifiable and some not). But the 
reasons for attacks and breaches have 
certainly changed over time and now we 
see a stronger focus on monetary gain. 

Cryptojacking is a perfect example of 
this, where the objective is not to steal 
data or cause disruption of any sort, 
rather to use that target’s hardware for 
monetary gain, in this case for mining 
cryptocurrencies.

“Now we are seeing 
something of another 
evolution into in-memory 
malware that is in essence 
file-less (i.e. no file system 
storage is used) and really 
makes endpoint security 
ever-more challenging.”

“The reasons for attacks 
and breaches have certainly 
changed over time and now 
we see a stronger focus on 
monetary gain.”
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IoT devices - let’s face it, these are 
everywhere now and it is the wild-west of 
the unexplored spaces. Mirai was a serious 
wake up call to the collective power 
of millions of small low power devices 
working in unison towards a disruptive 
goal. But Mirai was only possible because 
of irresponsible device deployments. As 
technology becomes easier to deploy 
these problems are going to grow since 
people with no concept of security can 
now just as easily deploy some cool new 
gear and the stuff just works out of the 
box - unfortunately, with default profiles 
that introduce weak security postures. 
These devices may just work but the ease 
of deployment coupled with the lack of 
knowledge out there compounds the 
security challenges we are facing. Evidence 
of this can be seen at: 

https://www.insecam.org. 

If it were not for default credentials, or 
having none at all, the content on this site 
would not be possible.

Skills - After all these years in this 
industry I am still amazed at the lack of deep 
skill that exists. So many security experts 
are nothing more than implementers of 
products and don’t truly understand the 
depth of certain issues. At a public speaking 
engagement I once asked the crowd:

‘’How many of you are responsible 
for security within your respective 
organizations?’’

Of course, all hands went up. I then 
asked:

‘’How many of you actually, honestly, 
have ever broken into anything, whether 
legally or not, in cyber space? I don’t mean 

taken a course or built a lab at home.’’

Not one hand went up.  And so we as 
an industry have so many people who 
understand concepts but have no real 
world hands-on experience with both 
sides of the security conundrum. While 
some disagree with my perspective on 
this subject, I hold strong that this is a 
weakness and a problem. Attackers think 
and operate in a certain way that most 
security professionals (by title) don’t 
truly understand. And how can someone 
really protect something they just don’t 
understand in depth?

Artificial Intelligence - there was once 
a time when the reconnaissance phase of 
an attack gave attackers a number of data 
points they could use to hone in on a target 
and construct subjective attack vectors 
in order to be stealthy and focused. This 
manual process involved time and research 
in order to find known vulnerabilities and 
ingress points once target assets and asset 
types were identified. Attackers are now 
turning to Artificial Intelligence (AI) and 
Machine Learning (ML) to do some of this 
heavy analytical work for them. As they 
work with skilled engineers in the realm 
of AI this will become an area of great 
concern given the power of what they will 
have to unleash at their targets.
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What unique security challenges 
does manufacturing face?

While there are many factors that 
make the security challenges of any IIoT/
OT environment unique, the largest real-
world challenges are:

Adding security to a production 
environment while not violating the 
bounded latency constraints the 
environment needs to adhere to. Modern 
day networks (i.e. Ethernet networks) 
operate within boundaries where the 
traffic flow of data is indeterminate. 
This means that intervening devices (i.e. 
security devices) can delay stream data 
and generally speaking the delays are 
acceptable. IIoT/OT networks have no such 
luxury yet need security functionality in 
order to properly protect their resources 
and productivity. There is a great and 
unique challenge in finding that middle 
ground.

The impact of active protective action 
or the lack thereof. Visibility is of value but 
at some point active enforcement will need 
to take place to actually secure resources 
in Manufacturing (and most other IIoT 
environments, for that matter) so when 
the usefulness of visibility is outlived and 
actual enforcement of blocking rules takes 
place on a network there will be some 
impact. The challenge is how much impact 
an organization can tolerate so that there 
is actual protection while not disrupting 
productivity. It’s a serious challenge and 
there will certainly not be a one answer fits 
all model here.

Finding that elusive balance between 
modern day ease of use (i.e. making an 
operator’s life easier or making remote 
maintenance possible) and having a 

strong, or even decent, security posture is 
yet another unique challenge for the IIoT 
space. We have all seen the Shodan results 
for exposed ICS systems where the focus 
was purely on the ease of use aspect. 

Balance is possible but it requires some 
give and take on both the OT/ICS and IT 
sides. The fact that some equipment was 
put in place 20 years ago does not mean 
the surrounding technology has to be stuck 
in time, two decades ago. But things have 
to be done with expertise, planning and 
tons of testing so that these environments 
can safely operate within the confines of 
modern-day technology.

Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

The starting point here is putting ego 
aside and acknowledging that our industry 
is enormous in terms of focal areas. 
And once they come to terms with their 
mortality in this respect, they can start 
focusing on the areas that truly apply to 
their environments. Now that’s not to say 
that learning about outlying or new areas is 
not a good thing but we have to be realistic 
and focused. 

“Balance is possible but it 
requires some give and take 
on both the OT/ICS and IT 
sides.”
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So, a clear understanding of issues 
is paramount and a correlation of how 
they relate to your environment(s) is 
essential. This means people have to start 
transcending the realm of buzz words 
and truly understand the issue affecting 
them. A perfect example is that everyone 
is concerned with DoS attacks. But DoS 
attacks in the IIoT space can look very 
different to how they do in the Enterprise 
space. Once a deep understanding of these 
real issues is in place it is possible to filter 
out noise and hone in on issues really 
impacting them and the environments they 
are responsible for.

What should a company do if 
they suspect cyber attackers 
have been successful?

First off, avoid the emotional responses 
that go to extremes because there is a lot 
to learn from attacks/breaches so long as 
the adversary is not aware of having been 
exposed. My advice is to get professional 
forensics experts involved as they should be 
able to provide invaluable insight into the 
details of the suspected activity. Of course, 
the details will also feed into the ultimate 
decision of whether or not the suspect 
activity qualifies as a successful breach 
or attack. Over the years this expertise 
has proven itself to be beyond the normal 
capabilities of typical IT staff and so it is a 

worthwhile investment. Moreover, there is 
a greater purpose at hand if the suspecting 
entity takes a communal view and is willing 
to share data so that the entire industry 
can benefit and prepare, given that details 
and Modus Operandi should have been 
discovered during the forensics process. 

Beyond the forensics, a company should 
also have a regular set of external eyes on 
their security posture. This will also prove 
to be money well spent over time.

The biggest threat to an 
institution may already be inside 
the building. Studies show that 
60 percent of cyber attacks 
come from inside the company. 
What are the key strategies to 
address this challenge?

The industry, to an extent, really has 
become hard outside edge, soft chewy 
inside in terms of networks, so insider 
threats make sense as being a very real 
point of contention. Someone on the inside 
needs to own the unpleasant responsibility 
of distrusting just about everything. Users 
will fight this to the end because they 
all want openness and freedom when it 
comes to work environments, so pursuing 
a balance is critical. There is no formula in 
this respect because work cultures vary so 
wildly from organization to organization. 
For example, does your organization allow 
for the physical disabling of USB ports on 
desktops? Does your organization purely 
rely on users using laptops they take 
home as well? These types of questions 
and their answers really start molding 
what you should do (i.e. strong network 
segmentation, etc.) to secure your 
organization.

“A clear understanding of 
issues is paramount and a 
correlation of how they 
relate to your 
environment(s) is essential.”
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One key strategy is to scrutinize 
everything, since a strong security posture 
is both breadth and depth based, for 
example, following a simple trust but verify 
model that covers the range of physical to 
cyber security. The example I always cover 
is that of the night cleaning crew. Scrutiny 
in this space could range from background 
checks to video surveillance during the 
night-time cleaning activity. If one steps 
back and thinks about it, these people 
have free rein to most of your equipment 
during their cleaning activities because 
they perform a very necessary function. 
There have been instances where crafty 
adversaries have ensconced themselves 
into a respective cleaning crew and 
performed their initial activities that way.

Awareness programs are always useful 
but they cannot be simple online lessons 
with a silly quiz at the end. I am a fan of 
active (internal) campaigns where you 
can expose someone’s mistakes in order 
to make them more aware in a realistic 
fashion, for example, internally driven 
phishing campaigns that make users very 
aware of the fact that they should not have 
clicked on something inside an email.

Your business is only as strong 
as your weakest partner. Can 
you trust that your partners are 
keeping your data safe from 
attackers? Attacks come from 

inside the company. What are 
the key strategies to address 
this challenge?

I have always believed in a stance of 
“healthy paranoia” so the answer is “NO” 
you cannot trust your partners are keeping 
your data safe. This is not meant to be a 
negative dig on any partner but there is 
no way you truly know if your partners will 
go as far as you will to secure your own 
resources. A few things one can do when it 
comes to this challenge:

Request and pursue end to end joint 
sessions where all ingress and egress 
points are identified along with normal and 
edge cases. If you have true competence 
in your own security space, you should be 
able to identify where your partner sits in 
respect to your expected security posture.

Invest in a 3rd party assessment of the 
overall joint solution(s) where an objective 
perspective is applied to all ingress 
and egress points along with use cases. 
Moreover, make sure your partner(s) have 
the same level of accountability in respect 
to the outcome of said assessment. 

“Awareness programs are 
always useful but they 
cannot be simple online 
lessons with a silly quiz at 
the end.”
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Is Your Endpoint Security 
Strategy Too Negative?

It seems like a new crippling attack or 
data breach makes news headlines every 
week, if not every day. And those are just 
the cases that are made public. Clearly, the 
traditional approach of relegating endpoint 
security to a basic “antivirus checkbox”, 
while the majority of investment and 
innovation focuses on network layer 
defenses, is no longer effective. Malicious 
actors are using endpoints as an entry point 
into an organization for lateral movement, 
data staging and exfiltration, and the 
industry continues to rely too heavily on 
Negative Security models to track down 
the bad. 

As malware authors continuously build 
up their arsenal of weapons, successful 
security strategies will need to embrace 
multi-layered defenses that include both 
Negative and Positive Security. A second 
generation approach to Positive Security 
model in a form of dynamic behavior 
whitelisting represents a substantial 
improvement over first generation models 

(e.g. application whitelisting) to help you 
win the war on malware. 

Resurgence of Endpoint Security

Since 2015, venture capitalists 
have invested billions of dollars in next 
generation endpoint security technologies 
and these have gained significant market 
traction. Early adopters have been using 
these next-generation antivirus (NGAV) 
products over the last few years. While 
most vendors have promised that their 
solutions based on machine learning (ML)/
artificial intelligence (AI) are a “silver bullet” 
against malware, overall effectiveness 
against malware has increased only 
marginally.

Why aren’t these new solutions 
delivering on their promise? Because the 
reality is that an organization is almost 
guaranteed to get infected due to the 
sheer number of new malware variants. For 
example, according to AV-TEST.org, there 
were almost 140 million new malware 
samples submitted in 2018 alone. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Nir Gaist, Co-Founder and CTO, Nyotron

“Why aren’t these new 
solutions delivering on 
their promise? 
Because the reality is that 
an organization is almost 
guaranteed to get infected 
due to the sheer number 
of new malware variants.”

At a glance
•    5 minute read
•    Resurgence of Endpoint Security
•    Winning the War on Malware
•    First Generation Positive Security Model
•    Second Generation Positive Security Model
•    Second Generation Positive Security Benefits
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Event assuming an overly optimistic 
detection rate of 99.9%, 140,000 known 
malware variants would go undetected. 
Moreover, since ML models are trained 
on known malware samples by definition; 
claims regarding their ability to catch 
completely new unknown threats are often 
exaggerated.

“There has been little improvement in 
endpoint security detection metrics and 
‘AI fatigue’ is setting in as public breaches 
and hacks grow despite the deployment 
of technologies such as NGAV, Endpoint 
Detection and Response (EDR) and User 
and Entity Behavior Analytics (UEBA),” 
said Nir Gaist, Founder and CTO, Nyotron. 
“Most organizations now assume that 
they have already been breached and are 
just trying to shorten discovery and limit 
impact.”

Winning the War on Malware

So, why almost three decades later are 
we still chasing the “badness” and applying 
only the Negative Security model in the vast 
majority of security products? What if we 
take another look at the Positive Security 
model in the war on malware? 

As a refresher, the Negative Security 
model defines what is disallowed (aka 
“bad”) and allows everything else. 

This model is commonly used in antivirus 
(AV), host intrusion prevention system 
(HIPS), next-generation antivirus (NGAV) 
and data loss prevention (DLP) products, 
among others. Whereas the Positive 
Security model is one that defines what is 
allowed (aka “good” or “known”) and rejects 
everything else.

First Generation Positive 
Security Model

Application Whitelisting (aka 
Application Control) is the first generation 
of the Positive Security model applied at 
the endpoint level. It has been primarily 
successful among a limited number of 
highly sophisticated and well-resourced 
Fortune 500 organizations. Why didn’t 
it work out for everyone else? Unless 
deployed on a fixed workload device such 
as an ATM or a POS, or a web server, the 
inflexibility of whitelisting to meet the 
needs of today’s dynamic application 
landscape can be crippling. 

“The required maintenance overhead 
along with user dissatisfaction are 
pretty much unsustainable for a typical 
organization,” said Gaist. “Moreover, 
the threat landscape has evolved since 
the original development of application 
whitelisting technologies making them 
ineffective against most modern advanced 
attacks leveraging so called fileless 
malware.”

Second Generation Positive 
Security Model

To understand the second generation 
Positive Security Model, let’s first look at 
the typical attack kill-chain in its simplified 
form—from Attack to Payload to Infection 
and finally to Damage as shown in Figure 
1. The ways to attack an endpoint are 
practically infinite: OS and application 
vulnerabilities, social engineering attacks, 
HID devices (e.g Rubber Ducky) and, 
most importantly, human ingenuity. Most 
security professionals agree that given 
enough time and resources, an attacker 
can breach any organization.
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Unlike attack methods, intentions of the 
attacker in the damage stage remain a fairly 
static, finite set that is primarily focused on 
the following activities: data access and 
exfiltration (e.g. intellectual property theft, 
espionage), immediate monetary gain (e.g. 
ransomware) and data/system damage (e.g. 
wiper malware, hacktivism).

This new approach to Positive Security 
called OS-Centric Positive Security or 
dynamic behavior whitelisting focuses on 
the damage stage of the attack. Rather than 
looking at applications, this model looks at 
the actions that may cause system damage 
or data exfiltration. It also avoids focusing 
on highly unpredictable user behavior that 
requires learning/baselining. Instead, it is 
a deterministic model that “pre-learns” or 
maps OS behavior. OS-Centric Positive 
Security completely eliminates the massive 
management overhead that plagued the 
first generation approach (e.g. whitelisting) 
and, at the same time, ensures high levels 
of security, including protection against 
fileless malware and zero-day exploits.

Second Generation Positive 
Security Benefits

The benefits of the OS-Centric Positive 
Security approach include:

• No patient zero required: Whether 
the malware is last year’s or created 
just a minute ago - doesn’t matter. In 
fact, a solution based on this approach 
does not care about the malware or 
the attack vector at all. It blocks any 
damage attempt at runtime.

“No patient zero required: 
Whether the malware is 
last year’s or created just 
a minute ago - doesn’t 
matter. In fact, a solution 
based on this approach 
does not care about the 
malware or the attack 
vector at all.”

Figure 1. Attack Kill-chain (simplified)
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• No learning/baselining or AI/
ML algorithms: Security solutions 
using learning/baselining or AI/
ML algorithms often act only after 
detecting an unusual sequence of 
events—for example, the encryption 
of ten files within a short window of 
time. These solutions would prevent 
the encryption of additional files 
only after this point. In contrast, 
an OS-Centric Positive Security 
based product would prevent the 
encryption of the first file, resulting 
in zero damage. Although AI-
based NGAV solutions are quite 
sophisticated and are trained on 
literally billions of known malware 
samples, training on the known does 
not necessarily protect you from the 
unknown.

• Persistent security: Traditional 
security solutions work like gates—
if attackers manage to pass through 
the gate they have practically 
unrestricted access to the endpoint 
and its data. This type of security is 
transient. On the other hand, Positive 
Security is persistent, analyzing 
every action every time, forever. 

• Support for air-gapped 
environments and disconnected 
endpoints: Full protection 
capabilities are maintained whether 
the endpoint is connected or offline. 
This type of a Positive Security-based 
solution does not rely on cloud-based 
threat intelligence to stop attacks 
and does need to send a previously 
unseen binary to a detonation 
sandbox somewhere in the cloud.

• Protection of already infected 
endpoints: A Positive Security-

based solution is fully preventative; 
it will block any attempt to cause 
damage to a system or data even if an 
endpoint was compromised prior to 
the installation of the product. And 
by the way, even unpatched (e.g. out 
of support) systems will be protected.

• Fewer false positives: When you 
only operate on a few thousand state 
transitions of the operating system 
events, rather than on billions of 
files or millions of applications, false 
positives are greatly diminished.

• More lightweight: Compared to 
solutions applying the Negative 
Security model, a solution based on 
the Positive Security model does 
not need to scan files and folders, 
update AV definitions or perform 
other resource-draining activities. 
Instead, the solution watches state 
transitions and compares them 
to a relatively small, finite set of 
normative transition maps, resulting 
in no noticeable performance 
degradation.

“An OS-Centric Positive Security isn’t a 
silver bullet, but it can be a tremendously 
valuable and complementary defense 
mechanism—your last line of defense,” said 
Gaist. “The majority of endpoint security 
solutions deployed today are based on the 
Negative Security model; so, it’s time to 
consider adding a Positive Security solution 
to strengthen your endpoint protection.”
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01Company Description
Nyotron delivers a new generation of automatic Endpoint Detection and Response solution 
with integrated prevention. We call it Endpoint Prevention and Response (EPR). 

Our PARANOID solution automatically whitelists trusted OS behavior and rejects everything 
else. No disk scanning, no manual threat hunting, no signatures or machine learning. Nyotron’s 
approach is threat and application agnostic, providing defense-in-depth protection against the 
most advanced known and unknown attacks. 

PARANOID succeeds where traditional EDR fails by providing:
1. Precise visibility into relevant malicious activity, instead of data deluge
2. Prevention from damage taking place, instead of post-breach investigation

Company Name: Nyotron
Founded: 10/2011
Employees: 50
Web: www.nyotron.com
Headquarters: Santa Clara, CA, US

02Company Information
Other offices: Herzliya, Israel
Key Target Verticals: Healthcare, 
Transportation / Aviation, Government /  
Law Enforcement, Gaming / Hospitality

03
The Product
Product Category (Primary): Endpoint 
Security and Detection & Prevention
Product Category (Secondary): 
Healthcare and Aviation
Product Stage: Released
Product Names and Brief Description:

• Nyotron PARANOID
Services Provided:

• Endpoint Prevention and Response 
(EPR)

• Last line of defense for laptops, 
desktops and servers

• Application Whitelisting and EDR 
replacement

Customer Footprint
Markets with Customers: US, UK and 
Israel
Relevant Public Success Stories per 
Key Target Vertical:

• Healthcare
• Education
• Law Enforcement
• Aviation
• Financial Services

https://cyberstartupobservatory.com/
https://www.nyotron.com/
https://www.nyotron.com/wp-content/uploads/2018/11/Nyotron-piasc-Case-Study_1.pdf
https://www.nyotron.com/wp-content/uploads/2018/07/Nyotron-Haifa-University-Case-Study-July-2018RS_2.pdf
https://www.nyotron.com/solutions/industries/
https://www.nyotron.com/wp-content/uploads/2017/05/Nyotron-El-Al-Airlines-Case-Study.pdf
https://www.nyotron.com/solutions/industries/
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04
Product in detail

Nyotron’s PARANOID pioneers Endpoint Prevention and Response (EPR). Our product prevents 
damage from malware that evades existing security layers and offers granular visibility into 
the attack timeline. Using the industry’s first OS-Centric Positive Security, Nyotron strengthens 
laptop, desktop and server defenses. By automatically mapping legitimate operating system 
behavior, Nyotron’s PARANOID understands all normative ways that may lead to data or OS 
damage, such as file deletion, data exfiltration, encryption, persistence, MBR modification and 
more. PARANOID focuses on the finite set of “good” actions, making it completely agnostic to 
threats and attack vectors. No disk scanning, no signatures or machine learning. PARANOID 
works seamlessly with traditional anti-malware solutions to provide defense-in-depth 
protection against the most advanced attacks.

In summary, our customers benefit from:
• Future-proof protection from both known and unknown attacks
• Deep visibility into attacker’s activity
• Leveraging existing or built-in OS security capabilities instead of going through the 

risky and expensive rip & replace process

Watch our video to learn more.

https://cyberstartupobservatory.com/
https://youtu.be/u3iGV-_Gmlg
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05
How does it work?

Nyotron’s PARANOID takes advantage of the following premises:
• There are just a few Operating Systems
• Good behavior (intended functionality) of an Operating System is finite
• Operating Systems’ core functionality changes infrequently

PARANOID contains a static map of the entire legitimate behavior of the operating system 
related to file system, registry, IPC and networking. The map is based on Indicators of Integrity 
(IOI), which is a consistent evidence that precede a legitimate activity (e.g. file deletion). This 
deterministic approach does not have a concept of “bad” (only of what is good) and hence 
is threat-agnostic. Deployed as a lightweight agent, PARANOID protects systems in real-time 
from both known and unknown malware, fileless attacks and more.

Meanwhile, Nyotron’s War Room provides deep visibility into attack’s source, methods and 
timeliness, arming security teams with relevant, precise intelligence.
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06
Key Benefits
• Endpoint Detection and Response (EDR) without threat hunting and with integrated 

prevention

• Protection from unknown, fileless and evasive threats

• Precise visibility into attack methods and timelines

• Replacement for traditional EDR and Application Whitelisting solutions

Unique Differentiators

• Threat-agnostic protection without signatures or machine learning/AI
• Complements existing anti-malware solutions, requiring no rip & replace
• Supports air-gapped environments, requiring no updates or cloud connectivity

07

Certifications 08

Lightweight protection that just works
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Partners

Awards
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01
Company Description
XM Cyber provides the first fully automated APT simulation platform to continuously expose 
attack vectors, above and below the surface, from breach point to any organizational critical 
asset. This continuous loop of automated red teaming is completed by ongoing and prioritized 
actionable remediation of organizations’ security gaps. In effect, HaXM by XM Cyber operates 
as an automated purple team that fluidly combines red team and blue team processes to 
ensure that organizations are always one step ahead of the attack.

Already deployed at customers in North America and EMEA, including leading financial 
institutions and critical infrastructure organizations, HaXM has uncovered hidden attack 
vectors within networks in very short timeframes and demonstrated how hackers are able to 
compromise critical assets, despite the modern security controls and processes in place.

XM Cyber was founded by top executives from the Israeli cyber intelligence community and 
employs an elite team of cyber offense and defense veterans with decades of real-world 
experience. The company has offices in the US, UK, Israel and in Australia.

Company Name: XM Cyber
Founded: 04/2016
Employees: 40
Web: xmcyber.com
Headquarters: Herzliya, Israel

Company Information
Other offices: New York, USA,  London, UK 
and Sydney, Australia
Key Target Verticals: Financial, Healthcare, 
Retail, e-Commerce, Critical Infrastructure, 
Manufacturing, High Tech, Telecom, etc. 

Product Category: Breach & Attack 
Simulation, Cyber Posture, Cyber Risk
Product Stage: Released
Product Names and Brief Description: 
HaXM
HaXM by XM Cyber is the first APT 
simulation platform to simulate, validate 
and remediate every hacker’s path to your 
critical assets 24×7. 

03
The Product Customer Footprint

Markets with Customers: North America, 
Europe, Israel, Australia
Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services
• Healthcare
• Retail
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence Agencies

02
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04Product in detail
HaXM by XM Cyber provides the only hyper-realistic APT automated and continuous 
simulation platform which addresses real user behavior, poor IT hygiene and security 
exploits.

The platform exposes continuously attack vectors, above and below the surface, and 
delivers prioritized actionable. As such, HaXM provides the first fully automated purple 
team by automating red and blue teams’ activities.

HaXM by XM Cyber provides:

• Comprehensive and up-to-date attack scenarios using the latest hackers’ techniques 
and methods

• Full mapping of all attack paths at any given time
• Automatic adaptation to the context of the organization, leveraging misconfigurations, 

user activity, credentials and security vulnerabilities in the network 
• Automated remedial reports based on the attack vector’s criticality
• Flexible architecture: on-prem or cloud-based

Customers benefit from:

• A comprehensive mapping of all attack vectors from breach point to critical assets
• Significant reduction of IT hygiene risk
• A focus and optimization of cybersecurity resources
• The capability to make data-driven decisions 

https://cyberstartupobservatory.com/
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05How does it work?
HaXM by XM Cyber works in 3 easy steps:
1. Select target assets

You first have to define the organizational assets. These will be the goals for the attack 
simulations. There are several types of assets which can be defined as the ones that 
are crucial to your business: devices, data and networks and the platform can help 
identifying the critical assets.

2. Activate on-going and simultaneous attack scenarios
Once the target assets have been defined, the system automatically runs APT 
simulations. Attack scenarios are safely activated simultaneously and continuously 
within the production environment, exposing attack vectors and compromised assets.

3. Get automated prioritized actionable remediation
Finally, the system generates an automated report containing information on the key 
findings and prioritized actionable remediation. This empowers the security team to 
focus on the most important issues.

https://cyberstartupobservatory.com/
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06Key Benefits
By continuously challenging the organizational network with HaXM by XM Cyber, 
organizations gain clear visibility of the cyber risks, and an efficient, data-driven 
actionable remediation plan aimed at the most burning issues to fix.

• The organization knows, at any given moment, the attack vectors to its target assets 
and gets a prioritized actionable remediation plan

• The organization reduces significantly the risks associated with IT hygiene

• The organization can focus and optimize its cyber resources by knowing the fixes 
that have a huge impact on the overall risks

• Through reports and dashboards, the organization can act on data-driven information

07
Unique Differentiators

XM Cyber’s APT simulation & remediation platform addresses the crucial question “are 
my crown jewels really secure?” as hackers are able to compromise critical assets, 
despite the modern security controls and processes in place.

Why XM Cyber is unique:
• Unique approach: XM Cyber  brings a new approach to cybersecurity by taking the 

point of view of APT hackers targeting organizations’ assets, capitalizing  on human 
errors such as misconfigurations, shadow IT and faulty security practices, taking 
advantage of poor IT hygiene and security vulnerabilities. 

• Unique Technology: XM Cyber’s patented technology (over 15 patents) features 
proprietary algorithms that account for the most up-to-date hacking techniques, 
endless customer specific scenarios and the human factor to perform advanced 
APT on the attack path to organizations’ critical assets.

• Unique team: XM Cyber was founded by the highest caliber of security executives 
from the elite Israel intelligence community. Together they bring a second-to-none 
proven track record in offensive and defensive cyber space.

https://cyberstartupobservatory.com/
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08Awards

World Economic Forum – Technology Pioneer 2018 

“Rookie Security Company of the Year” winner for the 
SC Magazine US Awards 2018 

“Overall APT Solution Provider” winner – Cybersecurity 
Breakthrough Award 2018

“Startup of the Year” winner for the Infosecurity Product 
Guidelines Excellence Awards 2018

“Infosec Startup of the Year” winner for the Cyber 
Defense Magazine Infosec Awards 2018

“Information Security Software” winner – Best Globee 
Awards 2018

Red Herring Top 100 America Winner 

“APT Simulation and Remediation Platform” Frost & 
Sullivan Technology Innovation Award

https://cyberstartupobservatory.com/
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Alexander Raif
Lead Security Architect and Deputy CISO, 
Maccabi Healthcare Services

Alexander (Alex) Raif,  is an 
experienced Cyber Security and 
Privacy Protection expert, with over 
12 years of leadership and experience 
with a security/technology focused 
background.

Alex serves as Lead Security 
Architect and Deputy CISO for 
Maccabi Healthcare Services, the 
2nd largest HMO in Israel. 

Previously worked at Amdocs 
as a Senior Security Architect, 
specializing in Cloud Security and 
GDPR readiness.

What is your overall approach to 
information security?

People. Everything starts and ends 
with people, especially in the information 
security field. Companies can build secure 
infrastructure protected from external 

threats with firewalls and private networks, 
but that doesn’t mitigate the risk of threats, 
malicious or unintentional, from inside the 
organization.

Another aspect is innovation as a way 
of life - this how I practice Cyber Security. 
This ever-changing industry has to think 
on its feet as new threats emerge so that 
data can remain safe, and therefore a 
good professional must be innovative in its 
practice. 

Where do you see the difference 
between cyber, IT security and 
information security? 

There are 2 groups. One group that 
says there is no difference at all, and that it 
is just different names for the same thing, 
while another group says there is a big 
difference. 

I am part of the second group. 

“Another aspect is 
innovation as a way of life - 
this how I practice Cyber 
Security. This ever-changing 
industry has to think on its 
feet as new threats emerge 
so that data can remain 
safe, and therefore a good 
professional must be 
innovative in its practice.”

https://cyberstartupobservatory.com/
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When I talk about information security, 
I think about all the information we have 
to manage these days, some on premises 
and some on cloud. The massive use in 
computers for storing information makes 
them an attractive target for attacks, and 
therefore the main emphasis is placed 
on protecting this information through 
backups, encryption and survivability.  
Therefore, information security deals 
with the confidentiality of information - 
that the information be accessible to the 
authorized person only; the integrity of 
the information - the information shall be 
kept in good condition and without any 
change by an unauthorized party; and the 
availability of the information - that the 
information will be available as defined.

Cyber Security on the other hand is 
another area that of course has a direct 
connection to information security but 
is different. Cyber is a high-level topic 
covering hackers, exploits, viruses, 
industrial network attacks, system 
vulnerabilities and more. We must be 
protected against cyber threats using 
experienced personnel such as penetration 
testers, system professionals, as well as 
advanced protection technologies. 

How do you communicate 
information security to the 
board?

As a key indicator that C-suites are 
investing more of their time and attention 
in information security risk mitigation, the 
modern-day security leader is becoming 
an established contributor to Executive 
Management and the Board of Directors’ 
meeting agendas. Unfortunately, security 
leaders still often struggle to establish 
a seat at the table in those meetings or 

fail to use that seat effectively by linking 
security strategy to business strategy. 
Before I present to senior management, I 
conduct a thorough process of creating an 
Information Security Plan that is inclusive, 
understandable and measurable, and I 
always come with exact numbers and 
examples, never with theories. 

Another important aspect is having 
priorities. As a security leader you will 
have a lot of topics you want to promote, 
but never come to management with 
more than five if you want to be taken 
seriously. Always strive to develop intimate 
relationships with several management 
members. Define how you’re measuring 
effectiveness and be prepared for 
unexpected questions.

Creating cyber security culture 

The CISO holds the ultimate 
responsibility for educating the workforce 
in information security areas. The CISO 
must pave the way and set the bar for 
workshops, awareness campaigns and 
measurement activities. 

As for senior management engagement, 
the security executives need to adjust. In 
order to have collaboration the security 
executive has to know how to choose his 
battels, where to let go and where to step 
on it. 

“Another important aspect 
is having priorities. As a 
security leader you will have 
a lot of topics you want to 
promote, but never come to 
management with more 
than five if you want to be 
taken seriously.”

https://cyberstartupobservatory.com/
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Know the difference between must 
have and nice to have. 

Soft skills development can be initially 
uncomfortable for infosec pros; many like 
things to be black or white. Increasingly, 
however, information security is gray, and 
the security pros who understand the 
importance of soft skills and who develop 
and use them will succeed in their projects 
and careers.

Your business is only as strong 
as your weakest partner

That is a good point indeed, and this is 
one of the biggest challenges I have in the 
healthcare industry, which relies on many 
3rd parties. 

The key is managing the risk, the 
suppliers and partners. Build a robust 
supplier chain management program that 
includes incorporation of information 
security at all stages starting with 
procurement, where you assess the 
vendor\partner, and periodic security 
assessments. 

Hospital and healthcare data 
protection 

While many facilities are working 
toward achieving full compliance with 
HIPAA, HITRUST, and other privacy

regulations, there are a variety of 
factors to consider that go beyond 
compliance issues to address the overall 
risk to the facility. Protected Health 
Information (PHI) is a prime target. Online 
information needs 24/7 protection. 

The biggest threat in healthcare 
today 

With so many health and wellness 
programs and procedures becoming 
available on mobile devices, hospitals and 
clinical practices must be aware of the 
threat of security breaches and hacking of 
health data. Doctors, nurses, and hospital 
staff are using tablets and mobile devices, 
and so are patients and visitors. This means 
a potential for security breaches on both 
sides of patient care. 

As a closing statement, corporates 
must start to see security as an 
enabling factor of the business. 
Security executives must be familiar 
with what they are protecting, engage 
with all departments and collaborate 
in order to achieve corporate success. 

The CISO must remember that “No” 
should be said infrequently or not at 
all. Instead use positive and enabling 
words and find proper solutions. 

“As a closing statement, 
corporates must start to 
see security as an enabling 
factor of the business. 
Security executives must be 
familiar with what they are 
protecting, engage with all 
departments and 
collaborate in order to 
achieve corporate success.”

https://cyberstartupobservatory.com/
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The Airport of Things (AoT)

Background

Airports all around the world have 
experienced a deep transformation during 
recent years.

Connectivity has been implemented 
in almost every aspect of the airport daily 
activity and procedures leading to:

• Substantially improved passenger 
and employee experience and 
convenience by offering self-
services, avoiding queues, providing 
timely notifications, connectivity and 
collaboration, leisure, congestion 
management, digital guided 
navigation, shopping and retail offers, 
to name just a few.

• Operational excellence and 
efficiency for shared services 
facilities.

• Drive workforce productivity and 

real-time collaboration for ground 
staff.

• Innovative, value-added revenue 
generating services.

• Asset tracking with improved 
transparency, visibility and 
reliability.

• Sustainability: smart energy, 
emissions, water and waste 
management.

• Smart security, including biometrics, 
track & trace systems, video 
surveillance & analytics, smart 
security gates and smart healthcare 
services.

The eruption of the IoT has been massive 
too, adding new functionality, simplifying 
monitoring, maintenance and operations of 
traditional airport and aviation systems.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Jose Monteagudo, CEO, Smartrev Cybersec

At a glance
•    4 minute read
•    Background
•    Understanding the role of IoT and IIoT 
devices 
•    Summary and Conclusions

SC
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But there is always a price to pay. 
Increased connectivity through the 
digitization of everything and the ubiquity 
of IoT devices is a double-edged sword and 
although it enables new security solutions 
as referred to previously, it also creates new 
threats by increasing the attack surface.

Moreover, IoT devices, due to their 
limited hardware and software capabilities, 
might pose a substantial risk if not managed 
properly. The aviation industry is aware 
of these cybersecurity challenges and is 
working very hard to address them.

Understanding the role of IoT 
and IIoT devices 

The airport represents a key element 
in overall aviation industry safety and 
security. In this article we are going to shed 
some light on the deep transformation that 
is taking place at the airports, involving a 
fascinating journey from traditional legacy 
infrastructures to state of the art Airports 
of Things (AoT). 

We use the term Airport of Things to 
reflect the important role that IoT and IIoT 
devices are playing in this transformation.

The potential opportunities for IoT to 
add value to the airport ecosystem are 
countless improving passenger experience 
while at the same time increasing 
revenue for the airlines, operators and 
concessionaries. Let’s take a look:

• Streamlined access control, 
passenger identification and 
departure processes: use of 
advanced biometrics will simplify 
identification, even eradicating 
the need for travel documents. A 
series of biometric touchpoints 
which recognize passengers at any 
checkpoint such as baggage drops, 
security checkpoints and immigration 
clearance. This will hugely simplify 
airport access, streamlining security 
checkpoints, reducing queues, as well 
as optimizing check-in processes. 

• Personalisation: leveraging IoT  
sensors and devices, biometrics, 
behavioral analytics and geolocation, 
airports will be able to deliver a 
completely personalized experience 
to both passengers and employees 
at the airport.

“We use the term Airport 
of Things to reflect the 
important role that IoT 
and IIoT devices are 
playing in this 
transformation. The 
potential opportunities for 
IoT to add value to the 
airport ecosystem are 
countles.”

https://cyberstartupobservatory.com/
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• Improve customer service with 
real-time, relevant information: 
passengers can get real-time updates 
about estimated waiting time at 
security lines, locations of specific 
airline check-in counters, gates, 
baggage belts, restaurants, shops, 
etc. Moreover, detailed and accurate 
information about flight delays, 
parking availability, emergencies 
could be delivered in a convenient and 
personalized way. The opportunities 
to reduce friction at the airport and 
to boost the customer experience 
are countless.

• Boarding: will become a self-service 
process with passengers just needing 
to pass through an automatic 
electronic barrier.

• In-Flight experience: IoT sensors 
might be integrated in the aircraft 
seats, measuring multiple passenger 
variables to increase safety and 
comfort level.

• Luggage tracking: IoT beacons and 
RFID tag technology might be used 
for luggage tracking providing real-
time information about luggage 
location. 

• Operational improvements and cost 
efficiency: IoT and IIoT will simplify 
the management and maintenance of 
a variety of devices such as heating, 
ventilation and air conditioning 
(HVAC) systems, information boards, 
kiosks etc, offering greater visibility 
on an enterprise-wide scale.

• Maintenance of critical airport 
assets: sensors on critical airplane 
and airport elements will be able to 
provide maintenance staff with real-
time information with regards to the 
part status and when it needs to be 
replaced or repaired.

Cyber Startup Observatory©  - Insight
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• Fuel efficiency: IoT applications 
might improve the overall fuel costs and 
consumption, which have substantial 
impact in the airline’s bottom line.

• Automation: improving operational 
efficiency, lowering costs and simplifying 
the overall operation.

Summary and Conclusions

The opportunity to leverage IoT and 
IIoT technologies to modernize airports is 
obvious. They are playing a key role now 
and will continue being instrumental in 
the transition to the Smart Airport or the 
Airport of Things as we purposely named it.

Nevertheless, leveraging these 
opportunities brings new challenges and 
risks.

We need to assure that these devices are 
properly secured before they are plugged in 
and the risk of an increased attack surface, 
properly addressed.

https://cyberstartupobservatory.com/
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01Company Description

Pcysys delivers an automated penetration-testing platform that assesses and 
reduces corporate cybersecurity risk. By applying the hacker’s perspective, its software 
identifies, analyzes and prioritizes remediation of cyber defense vulnerabilities. 
Information security officers and service providers around the world use Pcysys to 
perform continuous, machine-based penetration tests that consistently improve their 
immunity against cyber attacks across their organizational networks. 

Company: Pcysys
Established: 11/15
Employees: 25
Web: www.pcysys.com
Headquarters: Israel

02Company Information

Other Offices: Boston,  Canada, UK
Primary Industry Sectors: Financial 
Services, Telecom, Retail, Healthcare, 
Government, Higher Education, Legal, 
e-Commerce, Manufacturing

The Product
Product Category: Automated Penetration Testing Tools
Product Stage: Released                                                                                                                                         
Product Name: PenTeraTM 
Brief Description:
Penetration Testing, as it is known today, is obsolete. Software and algorithms can do a better job at 
penetration testing and helping businesses continually assess and improve their cyber risks using 
an automated, threat-oriented approach.
Pcysys’ flagship product, PenTeraTM, eliminates the need to conduct costly manual penetration 
testing by delivering the power of 1,000 ethical hackers in a software platform. With a click of a 
button PenTeraTM identifies vulnerabilities, conducts ethical hacking to exploit them and prioritizes 
remediation based on the actual achievements. By using PenTeraTM, organizations can continuously 
build-up their cyber resilience while focusing remediation efforts on fewer vulnerabilities that are both 
exploitable as well as damage bearing.  

 Services Provided: Automated Penetration Testing

03
The Product
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04
Product in detail: PenTeraTM

Focused on the inside threat, the PenTeraTM automated penetration-testing platform 
changes the rules of the game by enabling continuous pen-testing. The innovative 
hacking program automatically scans and enumerates an organization’s network and 
applies the latest ethical hacking techniques. Upon conclusion of the test, PenTeraTM 
automatically generates an attack summary that illustrates the “attack story” from the 
hacker’s perspective, recommending the most cost-effective security remediation. 
Overcoming manual penetration testing drawback, PenTeraTM offers continuous, 
consistent and network-comprehensive pen-testing that can be performed by every 
cybersecurity team.  

How does it work?

PenTeraTM  works the same way a hacker would.
Stage 1 - Reconnaissance

The software begins with reconnaissance of the network attached assets and enumeration of 
their systems, applications and interfaces. This stage is immediately followed by a full vulnerability 
scan that identifies the vulnerabilities which exist on each device.

Stage 2 - Ethical Hacking
The PenTeraTM attack orchestrator begins exploiting both static and dynamic network vulnerabilities 
that were found, while continuously gathering more information and applying hacking techniques 
such as Relay or Man-in-the-Middle (MitM). The software further advances in attack by injecting 
ethical-Malware to allow for lateral movement across the organization towards privilege escalation 
and the breach goal. 

Relay

Network 
Recon

Cracking
Passwords

Sniffing 
credentials

Ethical 
Exploit

Lateral
Move

Vulnerability 
Assessment

Privilege 
escalation

Malware 
injection

Stage 3 - Reporting and Cleanup 
At the end of each test run, PenTeraTM 
provides a digital summary of the critical 
remediation steps needed based on threat-
facing priorities relevant to the organization’s 
network and critical assets. The complete 
report includes an executive summary, an 
attack vector and detailed steps for the use 
of the cybersecurity analyst teams.

https://cyberstartupobservatory.com/
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05
Key Benefits

• Continuous Protection - a company can maintain the highest resilience posture 
by performing penetration tests as frequently as needed - daily, weekly or monthly. 
PenTeraTM allows you to validate your cybersecurity posture as often as you need, 
keeping your guard up at all times.

• Consistent Validation - hold all of your networks to the same high standard. PenTeraTM 
tests your entire infrastructure with a wide array of hacking techniques ensuring that 
you remain resilient regardless of how the hacker is trying to break in.

• Current Defense - keep up with the latest hacking techniques. Hackers are constantly 
evolving their techniques. PenTeraTM ensures that you match and evolve the depth 
of “off the book” pen-testing techniques. 

06
Unique Differentiators

• Agentless - Zero agent installations or network configurations. PenTeraTM starts 
with physical LAN access without any credentials, just as a hacker would. 

• Automated - Press ‘Play’ and get busy doing other things while the penetration 
test progresses. All you need to do is define a range of IPs and select the type of 
test you want to perform. 

• Complete Attack Vector Visibility - Every step in the attack vector is presented and 
reported in detail to explain the attack “kill chain” and select the minimal amount of 
vulnerabilities to stop the attack.

• Real Exploits, No Simulations - Like a hacker, we perform ethical exploitations 
without disruption of service:  e.g. lateral movement, remote execution, relay 
attacks, password cracking, ethical malware injection and privilege escalation.

https://cyberstartupobservatory.com/
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Jay Spreitzer
CISO and Co-founder Protocol 46

Jay Spreitzer leverages a diverse 
background of public and private 
sector experience in information 
security and technology as Protocol 
46’s CISO and co-founder.

Jay retired from the US Army 
after 23 years working in various 
technology fields culminating 
as Information Management 
Officer overseeing all facets of 
the organization’s cyber security 
program.

Jay also has 13 years’ experience 
working at a large financial 
institution in cyber security.

In addition, to experience Jay 
completed a Masters in Information 
Security and Assurance and hold 
several certifications. 

Are there any common traits 
to what makes a successful 
security program?

In my experience there are several 
traits that make a security program 
successful. It begins though by having 
well-defined policies and baselines. They 
are the building blocks for security and 
technology architecture. Policies will 
explain to employees what is acceptable 
conduct and online expectations of the 
security program. 

Baselines will ensure systems are setup 
and hardened in a consistent manner. 
Some references for developing security 
baselines include vendor product security 
recommendations and the National 
Institute of Standards and Technology’s 
(NIST) US Government Configuration 
Baseline.

Developing a vulnerability management 
program to ensure systems and devices 
are promptly patches is just as important. 
Hardened baselines will not provide 
much protection when a hole is left 
due to an unpatched vulnerability. 
While many organizations are good at 
patching operating systems and a few 
core applications, threat actors now are 
often targeting applications that are 
not as widely used, making a thorough 
vulnerability management program vital.

https://cyberstartupobservatory.com/
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Security education and awareness is 
another trait. While an organization can 
spend a significant portion of their budget 
on cyber security, if it is not ingrained in its 
users it will most likely fail. Users tend to be 
referred to as the weakest link; however, 
they can also be the most important 
defense. This begins with a good security 
education and awareness program. To 
generate interest, make the training 
interesting and when possible show how it 
can help protect their family at home.  

In addition to user involvement, the 
program must have strong support of 
management. It is difficult to get users to 
follow something that is not supported by 
management. Their involvement will foster 
that support.

Implementing security controls in 
layers has been a best practice for years. 
However, due to the rapidly changing 
threat landscape threat intelligence will 
enhance those controls by proactively 
providing better situational awareness. 
Threat intelligence also provides 
an understanding of threat actor 
methodologies and scenarios they might 
use in attacks.

All controls and procedures need to 
be continuously reviewed and checked 
to ensure they are working and being 
followed.  You can never just assume 
everything is working and secure.

It would be very easy to fill volumes 
with common traits, but those are some 
common ones that are sometimes 
overlooked or taken for granted.

For security executives who 
don’t have a strong relationship 
with their board, how can they 
improve it?

 It is important to open a dialog with 
the board. While some might be tempted 
to provide a long briefing on the threat 
landscape and the need for an increased 
budget that’s not likely to create the 
desired bond. The board would be 
interested to know the threats faced by 
organizations in the same industry as 
well as what is being done to protect the 
company. An organization’s intelligence 
team and security operations center will 
provide a lot of valuable content for the 
briefings.  

This would also provide an opportunity 
to explain strategic direction to make 
improvements to defend against emerging 
threats. When doing so explain the return 
on investment of implementing additional 
security controls. Schedule short periodic 
updates on a quarterly basis will keep them 
informed and keep the communications 
path open.    

“While an organization can 
spend a significant portion 
of their budget on cyber 
security, if it is not ingrained 
in its users it will most likely 
fail. Users tend to be 
referred to as the weakest 
link; however, they can also 
be the most important 
defense.”

https://cyberstartupobservatory.com/
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Some people call for daily 
security drills and exercises at all 
levels of an organization to help 
reinforce defensive strategies. 
What are your thoughts on this?

Conducting security drills is important 
to ensure everyone knows what to do in 
the event of a real incident. However, daily 
drills can make people complacent and 
they may miss a real security event.  The 
cost of a daily drill for all levels could be 
better spent improving existing controls. 
When involving all levels quarterly drills 
are more feasible and provide better value. 
Depending upon resources this could 
include full drills as well as a walk-through 
with key teams and leaders to ensure 
everyone knows what to do and also make 
updates or changes to existing procedures. 
Call trees should be verified more often to 
ensure numbers are current and working.

Threats are everywhere and 
always changing. How to 
address this difficult reality?

Coming from a 23-year military you 
learn to continuously improvise and adapt 
to a changing threat environment. I think 
that is one of the things makes information 
security interesting. 

In order for organizations to adjust 
to changes they must monitor the threat 
landscape. Having a team to conduct threat 
intelligence is how to accomplish this. 

The intelligence team can help the 
organization understand attacks and 
breaches at other organizations. This 
information can be analyzed and turned 
into actionable intelligence that then can 
be used to direct tactical and strategic 
actions. 

The intelligence team working with 
other security teams can take internal 
event alerts indicators and develop an 
understanding of techniques an attacker 
may employ, so controls can then be 
hardened to keep the attacker out and 
prevent them from being successful.  

How can CISOs balance security 
and innovation?

Innovation can introduce many risks 
to an organization and while staying on 
top requires some, it must be carefully 
evaluated. The internet of things includes 
many devices that are difficult to manage 
patching and that add holes, if added to the 
corporate network. If an innovation needs 
to be implemented consider on a separate 
network with additional monitoring. If 
possible, hold off implementing every 
trend innovation that comes along and only 
ones there is a business need. Often, we 
can learn from other organizations failure. 
Just don’t be an example for others unless 
its on the way to implement good security.

“In order for organizations 
to adjust to changes they 
must monitor the threat 
landscape. Having a team to 
conduct threat intelligence 
is how to accomplish this. 
The intelligence team can 
help the organization 
understand attacks and 
breaches at other 
organizations.”
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How has industry cooperation 
made an impact on 
cybersecurity?

Cyber security experts are probably 
the most collaborative compared to other 
fields. Organizations need to evolve 
further in that area. The financial sector 
has made significant progress in sharing 
threat and attacker information to 
protect each other from threat actors. Its 
important for all industries to learn from 
their success. I think one reason many fear 
sharing information about a cyber-attack 
is they think of it as a sign of weakness. 
I think that is a false assumption, since 
if you have information about an attack 
that shows it was detected. Years ago, I 
shared on piece of data on a threat actor 
with peers. In doing so I ended up getting 
back six more pieces of data that were 
tied to the same attacker. I would not have 
had that data until the attacker used in an 
attack against my organization. So, having 
that information ahead of time will allow 
proactive implementation of controls. 

Besides, cooperating and sharing threat 
information with each other is not giving 
our competitor an advantage. When it 
comes to cyber threats all organizations 
should realize, we are competing against 

criminals and partner together.

 While security has always been 
seen as a cost center, we must change 
that perception. Breaches today are 
costing organizations significantly 
more than in the past. Today’s threat 
landscape is evolving at a rapid pace 
and this requires forward looking to 
stay ahead of those threats. Cyber 
threat intelligence and sharing 
threat information with other peer 
organizations is one of the best ways 
to stay on top. The criminals have 
already learned to cooperate amongst 
themselves to fill their coffers with 
money. Reach out and partner with 
peers to form a stronger proactive 
defense.

“Cooperating and sharing 
threat information with each 
other is not giving our 
competitor an advantage. 

When it comes to cyber 
threats all organizations 
should realize, we are 
competing against criminals 
and partner together.”

https://cyberstartupobservatory.com/
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01Company Description

Protocol 46 is a veteran-owned cyber security technology and services company 
formed to protect businesses with military-grade cyber security protection offered 
“as a service” at an affordable cost.  

Company Name: Protocol 46
Founded: 06/2015
Employees: 22
Web: www.protocol46.com 
Headquarters: St. Paul, MN, USA

02Company Information
Key Target Verticals: Highly regulated 
industries such as financial services and 
healthcare and highly targeted industries 
such as retail, services/food, and 
professional services

03
The Product

Product Category: Detection & Prevention, SOC, 
Network Security, Cloud Security, IoT 
Product Stage: Released
Product Names and Brief Description:

• Spy glass - Vulnerability scan
• Nimble Feather - Threat detection, persistent 

monitoring, vulnerability and risk reporting
• Razor Wire - Intruder Detection
• Picket Fence - Wifi Protection
• Stonewall Aegis – Perimeter defense, SOC threat 

intelligence gathering, modeling, and analysis
• CSTAR - Cyber Security Testing, Assessment, 

and Response team handling risk mitigation and 
incident response

Services Provided: Vulnerability assessments 
(external and internal), Penetration testing, 
Remote monitoring, Compliance reporting, 
Remediation consultation, Breach response, 
Employee Education and training

Customer Footprint

Relevant Public Success 
Stories per Key Target Vertical: 

• Healthcare
• Financial Institutions
• Government
• Retail / Food
• Professional Services
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How does it work?

Protocol 46 is built around an integrated, plug & play platform of proprietary and best-
in-class white-labeled technologies architected along military defense principles with 
layers, sentinel redundancies and continuous intelligence feeds providing real-time 
awareness, threat detection and response.  Protocol 46 services are provided by a team 
trained and guided by military veterans, experienced in intelligence, cyber-warfare and 
security.

Protocol 46 partners with high-trust providers to offer training, remediation, breach 
recovery, forensics and other critical services.

Product in detail

05
• Multiple layers of security including antivirus and antimalware with behavioral 

monitoring, zero-day threat protection, application control and sandboxing, firewall, 
device control and content control with anti-phishing andante-span for Exchange 
mail servers

• Fully integrated platform of plug & play technologies that installs in minutes
• Provides protection to any endpoint (physical, virtual and cloud) on any form factor 

workstation, server, embedded or mobile running Windows, Linux, Mac, or Android 
OS

• Load detection to minimize network impact
• Persistent monitoring to provide near real time threat detection and alerts
• Monthly Cyber Vulnerability Assessments (both external and internal) for monitoring 

clients
• Built-in compliance reporting supporting all major frameworks
• Training and consulting to reduce vulnerabilities
• Highly capable, high trust team

Key Benefits
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01Company Description
ThetaRay is a leading Artificial Intelligence & big data analytics company, helping 
financial organizations, cybersecurity divisions and critical infrastructure become 
more resilient and seize opportunities. Its advanced analytical solutions operate with 
unprecedented speed, accuracy, and scale, enabling clients to manage risk, detect 
money laundering schemes, uncover fraud, expose bad loans, uncover operational 
issues and reveal valuable new growth opportunities.

Company Name: ThetaRay Inc.
Founded: 2013
Employees: 65
Web: www.thetaray.com 
Headquarters: New York, NY, USA

02Company Information
Other Offices: 
• Israel - International HQ
• UK - London
• Singapore
Key Target Verticals: Financial 
Institutions, Insurance, Industrial IoT, 
Critical Infrastructure and Cyber Security

03
The Product

Product Category: 
• Artificial Intelligence
• Detection & Prevention
• Fraud Detection

Product Stage: released, production
Product Names and Brief Description:

• ThetaRay for AML
• ThetaRay for Fraud Detection
• ThetaRay ATM Security
• ThetaRay for Preventive Maintenance

Customer Footprint

Relevant Public Success Stories per 
Key Target Vertical: 

• Financial Services
• ABN AMRO, OCBC Bank

• Critical Infrastructure
• Manufacturing

https://cyberstartupobservatory.com/
https://www.thetaray.com/


cyberstartupobservatory.com Cyber Startup Observatory US 124BACK TO CONTENTS

04
Advanced Analytics Platform Powered by Artificial Intelligence

ThetaRay’s patented technology encompasses over two decades of academic 
research designed to uncover unknown unknowns. This approach employs AI and 
machine learning, notably Intuitive AI, to isolate problems that are hiding in plain site—
buried beneath big data, concealed in slow systems, and out of reach of the most 
sophisticated business rules. Proprietary core algorithms are packaged into ThetaRay’s 
enterprise-grade hyper-dimensional multi-domain™ big data platform. 

How does it work?

ThetaRay’s Financial Crime Detection and IoT solutions are built on our big data 
analytics platform as end-to-end products supporting all aspects of the big data 
anomaly detection process; from data processing and storage to anomaly detection, 
forensics and case management.

• Unmatched Detection Performance – to detect unknown risk 
• Industry low false positive rate - to reduce operational costs
• Intuitive AI – to eliminate human bias from detection process
• No “black box” - clearly explained results
• Automated detection - no training, labels, or rules required
• End-to-end solutions - not a toolkit

Product in detail
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01Company Description
ObserveIT is the leading Insider Threat Management solution with more than 1,800  
customers across 87 countries. ObserveIT is the only platform that empowers security
teams to detect insider threats, streamline the investigation process, and prevent 
data exfiltration. 
With 300+ out-of-the-box insider threat indicators of compromise, rich metadata and 
outstanding search capability and playback of any policy violation. ObserveIT provides 
comprehensive visibility into what people – contractors, privileged users and high-risk 
users – are doing, and reduces investigation time from days to minutes.

Company Name: ObserveIT
Founded: 2006
Employees: 150
Web: www.observeit.com
Headquarters: Boston, USA

02Company Information
Other Offices: Israel, UK
Key Target Verticals: Financial Services & 
Banks, Information Technology & Services, 
Manufacturing, Telecommunications, 
Federal and Pharmaceuticals

03
The Product

Product Category: Insider Threat 
Management
Product Stage: Generally Available
Product:  ObserveIT 7.6

Customer Footprint

Markets with Customers:
• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other: Retail

https://cyberstartupobservatory.com/
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ObserveIT is the only insider threat management solution that empowers security 
teams to detect insider threats, streamline the investigation process, and prevent data 
exfiltration.

How does it work?
Detect Insider Threats

• ObserveIT provides organizations with ”eyes on the endpoint” to continuously 
monitor data for signs of misuse.  ObserveIT reviews all the actions taken by 
users on an organizations systems to protect data and reduce risk. Organizations 
can also anonymize captured data to protect privacy.

Investigate with Full Context
• When an incident occurs, security teams need visibility and context to understand 

what happened.  ObserveIT simplifies and streamlines investigations by offering 
granular details of user activity.  By capturing and indexing user behavior, 
ObserveIT gives IT and security teams irrefutable evidence to streamline 
investigations.

Prevent Incidents
• Prevent insider threats by getting proactive, letting your users know when their 

behavior veers out of policy, blocking suspicious activities, and educating users 
on security and compliance best practices so that they do not accidentally 
expose you to risk.

Product in detail
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Power Grid cybersecurity, where are we 
now? 
Legacy infrastructures created when cybersecurity wasn’t a concern

There are many voices raising concerns 
about the fact that the quickly evolving 
threat landscape is outpacing protection 
measures and defences in the energy 
sector and notably in the power grid.

There are no shortcuts or easy ways to 
address this problem. Electricity grids are 
complex infrastructures that have been 
deployed during the last few decades. 
These grids are far more than generating 
stations, high voltage transmission lines, 
transformers and finally distribution lines 
that connect individual customers.

The overall architecture of the grid 
includes seven different components which 
interact at different levels. These seven 
components will determine the ability of the 
power grid to change to address technical, 
operational, cybersecurity, market, 
regulatory or end-customer requirements.

These components are:

• Electric  component: this is the most 
well-known piece of the jigsaw. It 
includes generators, transformers, 
switches, protection circuits, 
transmission and distribution lines to 
portray it in a simplistic way.

• Industry component: including a 
huge number of utilities and other 
organizations interacting through 
operations, planning and markets. 
The structure of the markets will 
differ from region to region and will 
have important impact on the desire 
and ability to change.

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Jose Monteagudo, CEO, Smartrev Cybersec

At a glance
•    5 minute read
•    Background
•    The next generation power systems: The 
Smart Grid 
•    Cybersecurity challenges, threats and risks

SC
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• Control component: including all the 
control systems, protection circuits 
and synchronization systems which 
are critical to safety, operational 
efficiency and performance.

• Digital component: composed of 
the information and communications 
systems (ICT) that allow monitoring 
and control of all the devices on the 
grid. The Digital layer is crucial for 
almost all business processes.

• Convergent networks: electricity 
generation will rely heavily on other 
networks that at a first glance seem 
to be un-related. This is the case of 
hydrocarbon fuels and natural gas 
pipelines, both critical for power 
generation.

• Regulatory component: as we might 
expect, the power industry is heavily 
regulated on multiple levels. The 
regulatory architecture will vary 
depending on the country and will 
also have an important effect on all 
operational aspects and in particular 
on cybersecurity which is the specific 
area of interest of this article.

• Coordination framework: for 
coordination and control of all the 
different elements and assets that 
make up the system, including some 
that are not owned by electric 
utilities.

From a topology perspective, the 
traditional power grid system is centralized 
and radial, where power is generated and 
delivered from one end to the other. 

As we may see, there is huge complexity 
in the overall architecture of the power 

grid. There are many moving pieces that 
interact together and that have been built 
over the last few decades. 

Moreover, this infrastructure wasn’t 
designed with cybersecurity in mind. 
Engineers at that time didn’t have to 
address the challenges that have been 
brought to the table by the new approach: 
connectivity everywhere.

So now we understand the architecture 
of the power grid a little bit more, the key 
question is how we can shape its evolution 
to cope with the very dynamic threat 
landscape.
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The next generation power 
systems: the Smart Grid 

The smart grid represents a major 
improvement over legacy power 
infrastructure. Leveraging state-of-the-
art ICT technologies, it will enhance the 
efficiency and reliability of power systems, 
bringing distributed intelligence and 
demand response.

As we have discussed before, the 
topology of legacy power infrastructures 
was centralized and radial. Nevertheless, 
conventional methods for unidirectional 
power flow will no longer be effective 
to control renewable energy sources 
implemented at the consumption sector. 
Consequently, new strategies are needed 
to facilitate the bidirectional flow incurred 
by power production of the distributed 
energy resource units. The transformation 
will require intelligent distribution 
automation by means of decentralized 
power management as well as information 
and communications technologies.

With increased connectivity comes the 
major concern of cybersecurity. Arguably, 
we couldn’t have foreseen the cybersecurity 
challenge at the time of design of legacy 
electricity infrastructures. But in the case 
of the Smart Grid the situation is different. 
We have been well aware of the status quo 
with regards to the threat landscape. So, 
the question is, are next-gen electricity 
grids ready to face the current cybercrime 
reality?

Let’s take a look at the architecture of 
the Smart Grid to discuss the key security 
requirements and security challenges.

The Smart Grid can be structured in 
four different layers:

• Physical Layer: including Generation 
(cycling coal and natural gas-fired 
power plants with CCS, grid-based 
renewables, wind farms, nuclear 
power plants), Transmission, 
Distribution, Consumption and Grid-
based Storage. The electrical flows 
are limited to this layer.

• Communication Layer: including 
home area, neighbourhood, access & 
black-hole, core, office and external 
networks.

• System Integration Platform: 
computing infrastructure, networks 
and security management, 
application and data integration.

• Software layer: meter data analysis 
(MDA), billing, outage management, 
load control, consumers and field 
engineers’ devices interface, GIS, 
wide area management systems, 
consumer information systems.
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Additionally, we will also find the 
Industry and Regulatory elements as well 
as the Coordination Framework as in the 
case of legacy electricity utilities.

The security requirements for the 
Smart Grid are covered by the CIA Triad 
(Confidentiality, Integrity and Availability).

 

The CIA triad applies to both the 
General-Purpose Information Technology 
Systems (ICT Component) and the 
Industrial Automation & Control Systems 
(ICS Component). Nevertheless, when it 
comes to managing the risks, prioritization 
and strategy, it is important to differentiate 
between the ICT component and 
the Industrial Control Systems (ICS) 
component.

Let’s discuss the CIA Triad in detail:

• Availability: focuses on identifying 
and assuring data and services 
that need to be available. This is 
a critical aspect for  Smart Grids 
systems supporting the Smart Grid 
automation, for example for SCADA 
servers of Distributed System 
Operators (DSO) or Transmission 
System Operators (TSO).

• Integrity, ensuring the fidelity of the 
information, which means identifying 
and preventing data to be modified 

without authorization. An example 
might be to guarantee that control 
commands and power control 
readings have not been modified 
during their transmission.

• Confidentiality, preventing 
unauthorized access to private 
information. This is less critical when 
considering grid automation systems 
(SCADA) but absolutely crucial for 
end consumers.

There are two other security dimensions 
that need to be considered: authentication 
and non-repudiation. Authentication has 
been considered implicitly in the CIA Triad 
and deals with making sure that someone 
or something really is who or what it claims 
to be. Non-repudiation refers to being able 
to prove that an action has been taken 
by the entity really responsible for that 
action. These two components are equally 
important for Industrial Automation & 
Control Systems (SCADA) and General-
Purpose Information Technology Systems.

Cybersecurity challenges, 
threats and risks

Considering that ICT layers constitute 
roughly three quarters of the Smart Grid 
architecture, the major challenges below 
will be easily understood:

• Connectivity: as the topology of 
the Smart Grid is decentralized, all 
the elements require a high level 
of protection. The communication 
network, while allowing for significant 
advantages, also brings with it risks 
and challenges. It is key to striking a 
balance between internetworking 
and data security.

“The CIA triad applies to 
both the General-Purpose 
Information Technology 
Systems (ICT Component) 
and the Industrial 
Automation & Control 
Systems (ICS 
Component).”
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• Trust: consumers are no longer 
assumed to be trustworthy

• Privacy: the introduction of smart 
meters brings important challenges 
in terms of consumers’ information 
privacy.

• Software vulnerabilities: it is 
especially important to protect 
SCADA systems from malware, 
malicious updates as well as having a 
strict patching policy.

Cybersecurity in the Smart Grid must 
address not only deliberate attacks, but 
also inadvertent compromises of the 
information infrastructure due to user 
errors, equipment failures and natural 
disasters. Vulnerabilities might allow an 
attacker to penetrate a network, gain 
access to control software and alter 
load conditions to destabilize the grid in 
unpredictable ways.
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01Company Description
Security Journey is an application security education solution equipping companies 
of all sizes to build sustainable security culture. Our security belt programs transform 
anyone, from an end-user to a manager to a developer, into a security person.

Company Name: Security Journey
Founded: 01/16
Employees: 5
Web: www.securityjourney.com
Headquarters: Raleigh, NC, United States

02Company Information
Key Target Verticals: Financial Services, 
Healthcare, Technology, Government

03
The Product
Product Category: Training, Education & 
Awareness and Application Security
Product Stage: (development, released): 
released
Product Names and Brief Description:

• Security White Belt: Foundational security 
vocabulary/awareness

• Security Yellow Belt: In-depth understanding 
of the secure development principles, tools, and 
processes 

• Security Green Belt: Job-specific, applied 
security knowledge 

• Security Brown Belt: Translation of security 
knowledge into action 

• Security Black Belt: Translation of security 
knowledge into action 

Customer Footprint
Markets with Customers: 

• Financial Services
• Healthcare
• Technology
• Government

https://cyberstartupobservatory.com/
https://www.securityjourney.com/


cyberstartupobservatory.com Cyber Startup Observatory US 135BACK TO CONTENTS

04

The Security Journey Dojo is a gamified security learning experience where team 
members earn Security Belts—from white belt to yellow, green, brown, and the coveted 
black belt. Learners watch engaging videos, perform security experiments, and complete 
activities that keep your company secure long after they finish training and generate 
true security champions.

How does it work?

• Relevant topics are taught by passionate security experts in bite-sized chunks 
using a conversational security format.

• Content is presented as videos and graphical lessons to meet every learning 
style.

• Real-world hacking experiments and a state-of-the-art browser-based code 
editor and compiler allow users to find and fix real security problems.

• Quizzes assess the user’s progress through each belt.
• Users receive security belts upon completion of all lessons.

Product in detail
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01Company Description
TrustMAPP provides cyber security leaders with information to accurately measure, 
report and track progress on what they are required to manage by using control 
requirements to drive security strategy. TrustMAPP aligns risk and maturity to business 
objectives while quantitatively tracking improvement. Analytics provide an effective 
narrative and generates well thought out graphics that present meaningful results to 
operations teams as well to business leaders and Board of Directors. 

Company Name: TrustMAPP
Founded: 05/2015
Employees: 5
Web: trustmapp.com 
Headquarters: Minneapolis, MN, 
United States

02Company Information
Key Target Verticals: Financial services, 
Energy, Healthcare

03
The Product

Product Category: Cyber Posture, Security 
Performance Management

Product Secondary Category: Cyber Risk

Product Stage: Version 3.x

Product Names and Brief Description:
• TrustMAPP – a cybersecurity 

performance management platform

Services Provided:
•  Quickstart services to realize results 

in first week

Customer Footprint

Markets with Customers: 
• Serves Fortune 500 in financial 

services, retail, pharmaceuticals, 
energy, and midsize customers 
across financial services, 
healthcare and technology. 

Relevant Public Success Stories per 
Key Target Vertical:

• In 2017 saved Fortune 200 
Energy company 70% of effort to 
measure, track and communicate 
cybersecurity to leadership. 

https://cyberstartupobservatory.com/
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Product in detail

TrustMAPP uses a template-driven approach to measure controls qualitatively and 
quantitatively. The recommendation library within TrustMAPP provides estimated level 
of effort and capital investments with analytical engine to produce a business narrative 
for improvement while tracking progress overtime.

How does it work?

• TrustMAPP measures controls using a survey engine or by populating previous 
baselines into the platform. 

• Recommendations supplied by TrustMAPP provide estimates of investment of 
time and capital.

• TrustMAPP’s analytics provide out-of-the-box narratives for multiple audiences 
from operation teams to Board of Directors.

• Risk and maturity align to prioritize initiatives allowing for mapping to key business 
objectives identified by customer.

• Tasks associated to specific recommendations supplied by TrustMAPP 
quantitatively track progress and auto-update analytics when complete.

• Segment business by region or division as necessary to trend over time. 

https://cyberstartupobservatory.com/
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Michael F. D. Anaya
Head of Global Cyber Investigations and 
Government Relations,  DEVCON

Michael F. D. Anaya is the Head 
of Global Cyber Investigations 
and Government Relations for 
DEVCON DETECT, Inc. (DEVCON). 
Prior to joining DEVCON, he spent 
approximately 14 years with the 
Federal Bureau of Investigation (FBI).

 He began his career as a Special 
Agent in the FBI’s Los Angeles field 
office addressing complex cyber 
matters for eight years, during which 
time he led numerous, expansive 
investigations including one that 
resulted in the first federal conviction 
of a US person for the use of a 
peer-to-peer (P2P) botnet. He then 
was named a Supervisory Special 
Agent (SSA) for the Leadership 
Development Program, charged with 
bringing together disparate divisions 
of the FBI focused on a workforce 

development initiative. This resulted 
in a more balanced and inclusive 
program. After implementation of 
the program, SSA Anaya went on to 
lead a cyber squad in the FBI’s Atlanta 
field office. There, he led a diverse 
group of Agents, Intel Analysts, and 
Computer Scientists in neutralizing 
nation state and criminal threats. 
He secured one of the highest 
performance standards given by 
the FBI for the entire Atlanta cyber 
program, and he helped the program 
achieve a top five ranking amongst 
the 56 FBI field offices.

Are there any common traits 
to what makes a successful 
security program?

“There is one and it is 
simple. People are the 
single greatest vulnerability 
to a company, but they are 
also, the greatest asset. 
Successful security 
programs know the value of 
strong people.”
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There is one and it is simple. People 
are the single greatest vulnerability to a 
company, but they are also, the greatest 
asset. Successful security programs know 
the value of strong people.

I recently was talking to one of the 
most security-centric people I know, and 
he shared the key to being a good CISO 
with me. It sounds simple, but it can be 
very difficult to effectively do: Hire the 
right employees and manage them well. He 
went on to state, as a CISO, having a strong 
technical background is good, but being 
able to surround yourself with the right 
people is paramount.

It’s one of the secrets I learned from 
working at the FBI. The true power of 
the FBI is not its image, brand, or given 
authorities. It is the people that comprise 
the FBI. They are the heart and soul of the 
organization. A truly elite workforce. And 
I have been lucky enough to continue the 
trend of working with fantastic people at 
DEVCON. If every security program had 
strong people, the Cyber threat landscape 
would look far less ominous.

What should corporate boards 
know about conducting 
information security?

The one thing that eludes many boards 
is a key step in information security – 
sharing with law enforcement, for they 
are in a position to actually eliminate the 
threat. Think of it this way:

You are new to a neighborhood. You 
and your family are excited to live in your 
new home (located right in the heart of the 
neighborhood) and are looking forward 
to all the new experiences. One of those 

experiences is likely not a break in. But 
what if there are a series of break ins, 
starting with the outer edges. What if no 
one reported them, not even on Nextdoor, 
and law enforcement was never alerted 
to the activity? What would happen? The 
threat would escalate. Undeterred, the 
actors would continue to make their way to 
center of the neighborhood. Hitting home 
after home, until they arrived at the heart 
of the neighborhood – your home.

Now this is an alarming thought. This 
analogy mirrors what happens in the 
corporate landscape when companies 
do not share data breaches, indicators 
of compromise, or threat Intel with the 
appropriate authorities. The threat actors 
will continue and escalate their activity, 
moving from company to company until 
your company is next.

I know talking with law enforcement 
might be a foreign concept. It might 
feel unfamiliar or just seem ill-advised. 
But developing this step in information 
security is quite pivotal. It should be a step 
that occurs well before a cybersecurity 
incident.

“When companies do not 
share data breaches, 
indicators of compromise, 
or threat Intel with the 
appropriate authorities, the 
threat actors will continue 
and escalate their activity, 
moving from company to 
company until your 
company is next.”
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The board should strive to push the 
company to cultivate a positive relationship 
with law enforcement, one where the first 
time they meet is not after a data breach. 
A positive relationship allows both parties 
to begin to understand the other. It will 
only serve to assist you and others in your 
neighborhood.

What advice do you have for 
security leaders?

I would advise them to try and think like 
their adversary or employ others who are 
adept at it. How do their adversaries think? 
Easy, like the rest of us! Well, with a slightly 
different optic.

I give a number of presentations, and 
I like to start off the presentation with 
an interactive mental exercise. I ask my 
audience to take on the role of a burglar. 
I show them four various houses. As a 
group, we discuss the pros and cons of 
each from the mindset of a burglar. We talk 
about topics such as perimeter security, 
pattern of life, police response time, entry 
points, egress routes, etc. These topics all 
lead to the crux of the mental exercise – 
cost/benefit analysis. This is a concept we 
all understand: Is the risk Cybersecurity 
Leader of the Week - Michael F. D. 
Anayaworth the reward? At the end of the 
exercise, everyone votes on which house 
they would target. Each person employs 
his or her own cost/benefit analysis.

A security leader needs to place himself 
or herself in the mindset of their adversary. 
If he or she (as the adversary) was trying 
to target their own company, what would 
they do? They should focus on the same 
key topics in our exercise: perimeter 
security, pattern of life, police response 

time, entry points, egress routes, etc. with 
the underpinning thought of whether 
the risk worth the reward. Therein lies 
the rub. In every presentation I have 
given, there is always someone that picks 
at least one of the houses. So in other 
words, someone will always find value in 
targeting your company. All you can do is 
access the potential vulnerabilities (from 
the mindset of your adversary) and devise 
effective defensive countermeasures 
such as relying on software solutions to 
assist in identifying threats, implementing 
an effective employee training program 
and ensuring partners you work with are 
reputable and prioritize security.

Threats are everywhere and 
always changing. How to 
address this difficult reality?

Someone once asked me “Do you think 
we will ever do away with cybercrime?” 
That question allowed me to think more 
about what cybercrime is. Simply put, it is 
a type of theft. I then asked myself, “Well, 
how long has theft been around?” Since the 
dawn of time. 

“A security leader needs to 
place himself or herself in 
the mindset of their 
adversary. If he or she (as 
the adversary) was trying to 
target their own company, 
what would they do? They 
should focus on the same 
key topics in our exercise: 
perimeter security, pattern 
of life, police response time, 
entry points, egress routes, 
etc. with the underpinning 
thought of whether the risk 
worth the reward.”
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And after hundreds of thousands of 
years of humanity’s existence, have we 
done away with it? Well, no, but should we 
stop trying to address it? Absolutely not.

How have we, as a society, dealt with 
the evolution of theft? We have evolved as 
well. We have trained ourselves, learned 
from our missteps, created rules to limit 
activities that we want to deter, created 
roles in society to enforce those rules, etc, 
all along enhancing our understanding of 
threat, but not in a vacuum. We worked in 
collaboration with one another.

So, how do we address the difficult 
reality of an ever changing threat 
landscape? First, we accept it as part of 
daily existence. We then, by working with 
one another, form a collaborative group (or 
consortium) and develop ways to mitigate 
it. In that vein, each member of the 
consortium should identify their inherent 
strengths and weaknesses. 

The idea is play to each others strengths. 
If well thought out, there should be minimal 
(if any) weak points. The consortium would 
create a more formidable adversary, one 
that is far better positioned to address the 
threat than if any single member were to 
do it alone.

This is not easy. It requires trust and 
strategy, but it is possible. I would argue 
that if you are not trying to develop a 
working alliance with others, then you are 
not only operating at a disadvantage, but 
operating in a neglectful manner.

How can CISOs balance security 
and innovation?

Should versus Could. That is a simple 
mental exercise I do to help frame an issue. 
I would invite CISOs to ask themselves: 
“Could we implement this new product 
in our security model?” and “Should we 
implement this new product in our security 
model?”

Many times the answer to the first 
question is “yes!” But if you think about the 
second question, the should, many times 
the answer is “…well…hmm…maybe.” Think 
of this quandary: Could you adopt 10 
puppies and surprise your spouse tonight? 
You might be able to do it, but should you 
do it? The latter is the question teams often 
forgo in the decision making process, but 
it is arguably the most important question 
we need to ask ourselves. So as a nuclear 
power plant executive: Could you approve 
the installation of a remote system to 
access the plant’s core cooling systems, 
but should you? This is a simple exercise, 
but very effective.

“So, how do we address the 
difficult reality of an ever 
changing threat landscape?

First, we accept it as part of 
daily existence. We then, by 
working with one another, 
form a collaborative group 
(or consortium).”
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How important is being able 
to communicate with your 
colleagues?

Extremely. I think most of us know the 
value of communicating with colleagues in 
our respective industries, but what about 
communicating with colleagues in the 
government? I recently left the FBI, and I 
can reliably say the FBI is actively opening 
communication channels with those in the 
private sector. For example, on October 
1, 2018, FBI Director Christopher Wray 
said in front of the National Association 
of Corporate Directors Global Board 
Leaders Summit, the following: “On the 
cyber front, we’ve got Cyber Task Forces 
in each of our 56 field offices across the 
country—with partners from over 180 
different local, state, and federal agencies…
But we can’t do it on our own. We’ve got to 
work together, particularly with those of 
you in the private sector.  We’re sharing 
indicators of compromise, tactics cyber 
criminals are using, and strategic threat 
information whenever we can.”

Another way the FBI is building 
relationships with the private sector is the 
development of the FBI CISO Academy, 
which is a week long event (held twice a 
year) for CISOs. It is designed to teach 
them how to prevent, counter, and defeat 
cybercrime. The Academy’s class sizes 
are small, designed to foster relationships 
and information sharing between the FBI 
and CISOs. I had the distinct privilege of 
serving as a FBI ambassador for the 5th 
and 6th runnings of the Academy, during 
which I developed relationships with a 
number of the CISOs. I was able to share 
key insights with them and them with me. 
Those relationships are still intact today. 
Since its inception in 2015, about 150 

people have attended the CISO Academy. 
It is a great program that I encourage all 
CISOs to ask their local FBI field office 
more about.

One of my main focuses at 
DEVCON is information sharing, 
which I believe will be key to 
our collective success. This is 
not just limited to sharing with 
other businesses, but also key 
government entities, specifically law 
enforcement. I know that sharing 
with law enforcement can be a 
daunting proposition, but it doesn’t 
have to be. I am happy to engage 
with anyone to determine specific 
steps their company can take.

It is time we truly begin to 
work together. Given my previous 
experience, I can attest to the fact 
our adversaries work together, so 
shouldn’t we?
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01
Company Description

InCyber  is  a company that is  revolutionizing the way insider threats are dealt 
with.  At  InCyber  we created the first cyber prediction solution that predicts insider 
threats by using both internal and external information. It allows us to tell companies 
who are the users in its system that have a bright red light above their heads, who are 
at the highest risk level.  We are the first company that we know of that does prediction 
of insider threats months in advance.

Company Name: InCyber
Founded: 08/2016
Employees: 5 and 4 contractors
Web: www.incybersec.com
Headquarters: Cherry Hill , NJ, USA

02Company Information
Other Offices: Petach Tikva, Israel
Key Target Verticals: companies with over  
500 employees of all sectors

03
The Product

Product Category: Insider Threats, Identity 
& Fraud and Detection and Prevention
Product Stage: Released
Product Names and Brief Description:  
TPIT – True prediction of Insider Threats 
Services Provided:
•  Prediction of Insider Threats
• Catching current thieves – Employees 

or any other users including Hackers
• HR tool to examine and compare 

activity of all employees

Customer Footprint

Markets with Customers:
• Banking
• Credit Cards
• Insurance
• Telecommunications
• Food

InCyber, Inc.

InCyber, Inc.
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04
Our software uses unique Machine Learning Techniques, Fuzzy Logic, Crowd Sourcing 
Capabilities and advanced Behavioural Analytics to predict and provide advance warning 
of impending insider attacks and the individuals who pose the greatest threat. 

How does it work?

Three step solution:
1. Machine Learning

• Advanced and Custom Machine Learning algorithms to detect suspicious 
behavior indicative of planning an inside attacks.

2. Initial Prediction Score ™ (IPS)™ 
• Integrative Data inputs of both internal (HR meta data) and external (corporate 

and public sources) sources.
3. Critical Prediction Score (CPS)

• Using smart mathematics and the Crystal Ball Ranking Method™ we calculate 
the CPS and report  to CISO or CIO.

Product in detail InCyber, Inc.
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01
Company Description
Pixm is the World’s First endpoint-based real-time phishing prevention using computer 
vision. Pixm is supported by well-known cybersecurity investors and Intelligence 
Community leaders. Among recent accolades, Pixm was featured at 2018 MIT CIO 
Symposium as Top 10 Outstanding Companies of the Year and has been selected 
by 2019 RSA Conference to be featured among Top 50 Most Promising Upcoming 
Companies. Pixm also recently won Google & GSVLabs competition in Cybersecurity.

Company Name: Pixm, Inc.
Founded: 2015
Employees: 2
Web: pixm.net
Headquarters: Boston, USA

02Company Information
Key Target Verticals: Healthcare, Finance, 
Retail and Manufacturing

03
The Product

Product Category – Phishing Prevention
Product Stage - Released
Product Names and Brief Description:

• Pixm Anti-Phishing – Endpoint 
based real-time phishing prevention 
using computer vision

Services Provided:
• Real-time Phishing Threat 

Intelligence

Customer Footprint

Markets with Customers: US
• Just soft launched with financial 

customers in NY 
• Deployments in progress at:

• A $billion hospital
• A large University
• Largest/oldest private bank in 

the US

Stopping phishing breaches Stopping phishing breaches

Stopping phishing breaches Stopping phishing breaches
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Pixm is the world’s first endpoint-based real-time phishing prevention using computer 
vision. The product installs an agent and browser extension for all browsers. When a 
link is opened in a browser, Pixm’s computer vision technology visually scans the page 
and shuts it down within a second if the page is impersonating a brand’s login page 
and is on a domain not authorized by that brand. Pixm is in a unique position to stop 
phishing attack vectors in not just work email but also personal emails and messaging 
platforms such as LinkedIn, Slack and social platforms. Pixm is also available for free 
for personal use that employees can install on their personal devices to protect not just 
themselves but also the organization they work for.

How does it work?

• When a link is opened in a browser, Pixm’s extension sends a screenshot of the 
page to the agent

• The agent uses Deep learning computer vision to determine if the page looks like 
a Brand’s login page

• If so, the agent immediately compares the current website’s domain to the Brand’s 
list of domains authorized to show their login page

• If the current domain is not found in the list, the page is determined to be a phishing 
page and is immediately shut down within the browser

• After the page is shut down, the user will not be able to click or type on that page

Product in detail Stopping phishing breaches Stopping phishing breaches
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01Company Description
Reveal Risk is a boutique Cybersecurity, Risk Management, and Privacy consulting 
firm in Indianapolis, Indiana. We are former corporate executives with at least 15 
years in cybersecurity, privacy, risk management and technology roles that have 
been accountable for real results and know how to get things done within and across 
departments.

Company Name: Reveal Risk
Founded: 10/18
Employees: 5
Web: www.revealrisk.com
Headquarters: Indianapolis, IN, United 
States

02Company Information
Key Target Verticals: 

• Fortune 1000
• Private Corporations
• Large Non-Profits / NGO’s

03
The Product

Product: Information Privacy & Cyber 
Risk

Services Provided:
• Program assessment, strategy, and 

maturity measurement
• Risk management and 

assessments
• Architecture, tool, and process 

design
• Security awareness and behavior 

change
• Incident response and simulation
• vCISO, CISO/CPO leadership team 

coaching/advisory

Customer Footprint

Relevant Public Success Stories per 
Key Target Vertical:

• Healthcare: strategy, risk 
management, and architecture

• Pharma/Biotech: governance 
and crown jewel identification / 
info class

• Manufacturing: ICS and insider 
threat

• Financial Services: GDPR
• Technology – active clients 

pending
• Retail – active clients pending

https://cyberstartupobservatory.com/
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04
• We apply proven techniques that focus on risk-driven priorities, decisions and 

investments
• We provide our top talent directly to you with a lean model that assures you always 

have skilled staff
• We create solutions that “teach you to fish” and build breadth and depth of security 

expertise

How does it work?
Program assessment, strategy, and maturity measurement

• Whether you are building a new program or enhancing the current, expert partners in strategy, 
risk and maturity assessment are critical to progress. 

Risk management and assessments
• We believe you have to reveal your actual company risks, impacts, and controls to drive 

prioritization and action throughout your program.
Architecture, tool, and process design

• Cyber security tool sprawl has plagued the industry, driving disconnected and sub-optimal 
solutions. You must take back control with tight processes and modern architecture.

Security awareness and behavior change
• People are responsible for the majority of today’s breaches. You must reach people’s hearts 

and minds through creative and innovative methods to get and maintain their attention.
Incident response and simulation

• You don’t want to plan for a crisis during the crisis. You must design, practice, and optimize 
to ensure when (not if) a breach occurs, you will have the best outcome for your company.

vCISO, CISO/CPO leadership team coaching/advisory
• Cyber security and privacy are rapidly transforming as is your team. Get control of turn-over, 

culture, and organizational change through virtual CISO (vCISO), independent advisory, and 
coaching for your team.

Our Approach
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Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate receiving 
your suggestions or comments to help us improve our content, services and the way we 
communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us know. It helps us 
to know that we are delivering our services effectively and provides us with an opportunity 
to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations are a valuable 
input

We strive to cover relevant topics, provide valuable resources and to shed some light 
on important issues. The team welcomes your contribution as a way to widen our vision, 
the quality of the content and the depth of our knowledge.

You can contact us at: 
info@cyberstartupobservatory.com

https://cyberstartupobservatory.com/
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