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The purpose of the Cybersecurity Startup Observatory© is to collaborate to build a 
safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartrev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2019 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime
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Preface

We are honoured to present the First Edition of the Cyber Startup
Observatory© UK.  The Observatory© program seeks to help SMEs, enterprises, 
corporate, governments, financial institutions, critical infrastructures and other key 
elements of our society to address the paramount cybersecurity challenges that they 
are facing today.

We achieve this goal following a three-pronged approach:

• Promoting Innovation by researching markets, identifying the best cybersecurity 
entrepreneurs and helping them to achieve visibility at the country, region and 
global level. We effectively connect startups with the key elements of society 
mentioned above. The Observatory constitutes a vehicle for them to promote their 
products and vision, representing a powerful global marketing tool with similar 
effectiveness to the tools and programs used by large multinationals in their 
marketing teams.

• Sharing Insight from the leaders shaping the future of the industry globally. We 
leverage high quality thought leadership articles, infographics and other tools to 
raise awareness on both challenges and solutions to address them.

• Driving Leadership, engaging with the role models in the industry, sharing their 
vision, thoughts and experience with other companies, leaders and industry 
colleagues. We are strong believers not only in the power of information, best 
practices and intelligence sharing, but also in the importance of true leadership to 
help the organisations anticipate and overcome the challenges.

As we have said, we believe that cybersecurity entrepreneurs are instrumental to 
address the aforementioned challenges and to win the battle against the bad guys. But 
cybersecurity innovation does not only take place in the startup world - established 
companies are a key element too, and we have tremendous appreciation for their efforts, 
vision and achievements.

Consequently, the Observatory© project will strike a balance of 95% coverage of 
startups - as they have fewer resources and need more help to get their message across - 
while at the same time allocating the remaining 5% to established companies. This First 
Observatory©   UK, respects that balance.  

https://cyberstartupobservatory.com/
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It is also important to highlight the fact that although this Observatory© is dedicated to 
the cybersecurity ecosystem in the UK, one of the ingredients that provides strength to 
our program is its global approach. At the time of writing there are a total of four 
Observatories - the US, France, Israel and the UK.

All of them will invite companies from other markets to provide an interesting, mixed 
view of what is happening in the local market from a cybersecurity perspective as well as 
looking at the activity in other key cybersecurity markets. This global approach provides 
value to the program by adding a much broader perspective.

We would like to express our sincere gratitude to all the participating startups and 
companies and their teams for their fantastic solutions and their contribution not only to 
this Observatory©, but also in keeping our companies and, indeed, our everyday lives 
cyber-safe.

As we are on a mission to raise awareness of the industry’s challenges, this Observatory© 
also covers the thoughts and vision of top-notch cybersecurity executives, CIOs, CISOs 
and other leaders who are creating and driving the future of the industry. We are humbled 
and honoured to have them with us and we would like express our gratitude to them for 
their valuable contribution and commitment to this project.

In particular, we would like to thank:

•  Russel Kirby, CISO Credisafe

•  Glenn Fitton, CISO as a Service, ITC Secure

•  Steve Johnson, EMEA Information Security Manager, Orion Health

•  Dave Roberts, CISO, Radius Payment Solutions 

•  Milen Mihnev, CISO myPOS Europe

•  Chris Hodson, CISO EMEA, Tanium

•  Alexander Raif, Lead Security Architect and Deputy CISO, Maccabi Healthcare Serv.

•  Israel Baron, Director of Business Development, Cervello 

•  Christopher Cope, CISO National Nuclear Laboratory

https://cyberstartupobservatory.com/
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Finally, I would like to thank my co-editor, Maite Ortega, and Alicia Peña for their in-
finite patience and support in the preparation of this publication, the startup observatory 
web and many other key “bits and pieces”; David Bailey for his valuable advice and top-
notch proofreading services and of course to the fantastic Unsplash photo repository 
(https://unsplash.com) for their superb pictures used in this publication. Our gratitude 
goes to all the photographers for their invaluable material.

Maite Ortega
Co-founder & Co-Editor  

maiteo@smartrev-cybersec.com

Jose Monteagudo
Founder & Editor-in-Chief

josem@smartrev-cybersec.com

Thank you!

https://cyberstartupobservatory.com/
mailto:maiteo%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
mailto:josem%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Introduction

This First Edition of the Cyber Startup Observatory© UK brings major improvements 
over previous editions of the existing US, French and Israeli Observatories.

The first improvement is the wider selection of leaders sharing their thoughts and 
vision; for the first time, we have included CISOs and cybersecurity leaders coming from 
very diverse industries, including cybersecurity solution providers, cyber advisors and 
managed cybersecurity services, healthcare, transportation, financial services, payments, 
fleet and logistics market service providers and the nuclear industry. 

Some of the challenges faced by these industries are common, while others are pretty 
specific and unique. We endeavour to walk the reader through those diverse worlds, 
digging into what keeps those leaders up at night.

A second interesting aspect is that, although this Observatory© covers over 100 UK 
cybersecurity startups, we have also invited top-notch entrepreneurs from other leading 
markets, in particular the US, Israel and France. As discussed before, we believe that this 
global perspective constitutes a unique and invaluable asset.

Just a final note to highlight how this document is organised. This methodology is 
also applied to our web (cyberstartupobservatory.com) and will be consistent in future 
editions of the Observatory©.

All the sections are classified under the following categories and signposted using the 
following tabs:

Innovation

Training

Insight

Trends

ResourcesLeadership

Innovation

https://cyberstartupobservatory.com/
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Cybersecurity materials, 
training courses, awareness 
programs and infographics.

Articles covering hot topics 
which are relevant for the 
industry as well as interviews 
with CISOs and other senior 
executives sharing their vision 
on relevant topics for the 
cybersecurity industry.

Focused on the evolution 
the cybersecurity industry is 
experiencing, new directions, 
including innovative 
technologies or approaches 
that might take cybersecurity 
to the next level such as AI, 
Blockchain, automation, 
computer vision, etc.

Covering  information 
from the most innovative 
startups with state-of-
the-art solutions. The 
Information is presented to 
enable the reader to easlily 
understand the startup’s 
value proposion.

In the Startup Observatory 
and our web we share tools 
that are relevant and valuable 
for industry executives, 
cybersecurity practicioners, 
regulators, purchase 
departments, students and 
universities. An example is 
our UK CyberSlide©.

Senior global cybersecurity 
leaders  from the most  highly 
regarded organizations, 
financial institutions, 
government, healthcare 
corporations and other key 
industry players, sharing their 
thoughts  and forward-thinking 
views on cybersecurity topics.

Innovation

Training Insight

Trends

Resources

Leadership

Innovation

https://cyberstartupobservatory.com/
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The UK Cybersecurity Landscape 
Slide - UK CyberSlide© 

 One of the goals of the Cyber Startup Observatory© is to share insight among the 
key stakeholders in securing the financial services, healthcare, critical infrastructure, 
e-commerce, public sector, manufacturing, law enforcement, education, enterprise and 
SMEs as critical components of our society.

 These key stakeholders include cybersecurity executives, consultants, analysts, 
researchers, entrepreneurs, regulators and law enforcement professionals. 

The UK CyberSlide© is a powerful decision support tool designed to help them 
understand the key players coming from the UK market, properly categorised following a 
methodology that is consistent across all the markets that the Observatory© is analysing. 
It is the result of a research process conducted by the Observatory© team that involved 
over 250 UK startups and is updated on a weekly basis.

Our methodology and the same categorisation, consistently used across all markets 
analysed by the Observatory team, simplifies the life of decision makers involved in the 
identification and selection of cybersecurity providers.

The success of the UK CyberSlide© has been unparalleled, achieving over 10k views 
within the first 3 days of publication every week. That amounts for over 40k views a month 
from all over the world.

You can find below statistics regarding the viewers of the UK CyberSlide©:

Split by Role Split by Vertical Split by Geo

Information Security 
Specialist

32%

Technology Manager
23%

Director / Executive 
Director / CISO

36%

IT Consultant / 9%

Critical Infrastrucures / 
Utilities / 22%

Healthcare
27%

Financial Services
32%

e-Commerce / 10%

Government / 9%

EMEA
45%

LATAM
12%

North America
32%

APAC / 11%

https://cyberstartupobservatory.com/
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The referred categorization is discussed and agreed with every single company.

We have classified the startups under 28 different categories. 

Those categories are:

The latest UK CyberSlide© is available on our web: 

UK CyberSlide© 

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from startups or gathered by our research team will be 
updated in the next Observatory©, which is due for June 2019, and weekly on our website.

TRAINING, EDUCATION & AWARENESS

MOBILE SECURITY

CLOUD SECURITY

ENDPOINT SECURITY

NETWORK SECURITY

WEB SECURITY

APPLICATION SECURITY

EMAIL SECURITY

CYBER POSTURE

COMPLIANCE & DATA LEAKAGE PREVENTION

PRIVACY

INCIDENT RESPONSE & FORENSICS

UEBA

INSIDER THREATS

DETECTION & PREVENTION

CYBER INTELLIGENCE

DECEPTION

SOC

ARTIFICIAL INTELLIGENCE

IDENTITY & FRAUD

ICS/SCADA

IoT - IIoT

BLOCKCHAIN

HEALTHCARE

AUTOMOTIVE

RAIL & METRO

MARITIME

AVIATION & UAVs

Categories - CyberSlide©

SO

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/cybersecurity-landscape-slide-uk/
mailto:info%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory


The UK CyberSlide© 

• Over 100 cybersecurity startups.

• Very robust ecosystem across all categories.

• Transportation, Healthcare and AI buckets added recently. We 
expect to identify more startups in those specific categories. 
They will be featured in the next Observatory©  or on our 
website.

• In accordance with the Observatory© project strategy, the UK 
CyberSlide© has a major focus on startups, representing 95% 
of the logos on the slide (5% established companies).

Gold   
Sponsors

March 2019

Silver  
Sponsors
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BREACH & ATTACK SIMULATION

THIRD PARTY SECURITY

INSIDER THREATS BLOCKCHAIN HEALTHCARE
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CYBER RISK

CYBER RANGE

MARITIMEAVIATION

UEBA

AUTOMOTIVE

info@cyberstartupobservatory.comCopyright Cyber Startup Observatory© 2019

UAVs RAIL & METRO ICS/SCADA

AI

IDENTITY & 
ACCESS MANAGEMENT

FRAUD DETECTION 
& PREVENTION

Digital Risks

SO

BREACH
AWARETM

BREACH
AWARETM

BREACH
AWARETM

BREACH
AWARETM

Cyber Startup Observatory© - UK CyberSlide© 

BREACH
AWARETM

BREACH
AWARETM

®

BREACH
AWARETM

®

Cyber Security

Cyber Security

®

®

®

®

 ELEMENDAR

Cyber Security

®

Cyber Security

Cyber Security

®

CyberSimplicity 



The UK CyberSlide© in detail

Observatory© 
Members

• Robust offer in Network Security with 20 specialized startups.

• Solutions purposely designed for Enterprise, Data Centers, 
Cloud and Industrial environments.

• Sophisticated approaches, some of which include DDoS 
protection, detection, forensics, automated incident response, 
deception and leveraging leading edge technologies like 
machine learning, big data, etc.

NETWORK SECURITY
Cyber Security



The UK CyberSlide© in detail

Observatory© 
Members

• Over 24 startups and more established companies identified 
securing critical applications including:

• Cloud Productivity Apps
• Cloud Infrastructure providers
• Cloud SaaS Apps
• Enterprise Apps
• Big Data Platforms

CLOUD SECURITY

®



The UK CyberSlide© in Detail

• Over 20 companies offering protection for Industrial 
Operational Technology, the Industrial Internet of Things 
(IIoT), Building Systems Cybersecurity, etc.

• Specialized companies offering solutions for other IoT 
applications, for example trusted mobility platforms for 
connected and autonomous vehicles.

• Specialized solutions for electric utilities providing cyber 
engineering and advanced cybersecurity services.

IoT - IIoTICS/SCADA



The UK CyberSlide© in detail

• Close to 30 startups with different approaches to Endpoint 
and Mobile security: OS-Centric Positive Security, AI, Deep 
Learning.

• Focus on endpoints, servers and mobile devices.

• Broad offer including prevention, detection, response, 
remediation and forensics.

• Support for zero-day and APT attacks.

ENDPOINT SECURITY

MOBILE SECURITY AI

®



The UK CyberSlide© in detail

• Close to 30 startups identified with focus on protecting 
Web Applications, Websites and the whole Application 
Development Lifecycle:

• Web Application Firewalls

• Application Security: securing applications, uncovering 
vulnerabilities to prevent data breaches

• Zero Trust security solutions for cloud, containers and 
microservices

Observatory© 
Members

WEB SECURITY

APPLICATION SECURITY



The UK CyberSlide© in detail

Observatory© 
Members

• Over 61 companies addressing:

• Insider Threats, supporting the investigation process and 
preventing data exfiltration

• Cyber Intelligence: to mitigate data breaches through early 
warning breach detection, threat intelligence platforms, 
Information / Incident Sharing, etc.

• Identity & Access Management and Fraud Detection and 
Prevention

CYBER INTELLIGENCEINSIDER THREATS

IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

BREACH
AWARETM

BREACH
AWARETM

BREACH
AWARETM

®

®

 ELEMENDAR



The UK CyberSlide© in detail

Observatory© 
Members

• Robust offer in more traditional disciplines:

• Detection & Prevention  
• Incident Response & Forensics, detection, 

threat intelligence platforms, Information / 
Incident Sharing, etc.

• SOC

EMAIL SECURITY

DETECTION & PREVENTION

SOC DECEPTION

PHISHING PREVENTION

INCIDENT RESPONSE & FORENSICS UEBA

BREACH
AWARETM

BREACH
AWARETM

®

Cyber Security

®



The UK CyberSlide© in detail

Observatory© 
Members

• Over 50 companies focused on improving the overall 
cybersecurity strenth of companies with specific sections 
for Cyber Risk and Third Party Security.

• Compliance and Information Privacy are serious concerns. 
An important number of companies have been indentified 
addressing these two interrelated topics.

COMPLIANCE & DATA LEAKAGE PREVENTION INFORMATION PRIVACY

CYBER POSTURE BREACH & ATTACK SIMULATION

THIRD PARTY SECURITYCYBER RISK
Digital Risks

BREACH
AWARETM

BREACH
AWARETM

Cyber Security

®

Cyber Security

®



The UK CyberSlide© in detail

Observatory© 
Members

• We have recently added the transportation industry to our 
analysis. Although we have identified high quality startups 
with focus or expertise in specific transportation verticals, 
we know that this is not a complete picture. Forthcoming 
Observatories will provide a more accurate view.

• Specialised startups identified with purposely designed 
solutions for the Healthcare industry or with important 
success stories in this market.

BLOCKCHAINHEALTHCAREMARITIME

AVIATIONAUTOMOTIVE UAVs RAIL & METRO



The UK CyberSlide© in detail

• Over 20 cybersecurity companies providing advanced 
cybersecurity training with local, regional and in some 
cases global coverage.

• Diverse topics and areas of expertise, such as cyber 
resilience, awareness programs, war gaming, crisis 
management, tabletop exercises, blue and read team 
training, etc.

• Sophisticated, second to none cyber range infrastructures 
with a completely unique value proposition.

TRAINING, EDUCATION & AWARENESS
CYBER RANGE

Cyber Security

CyberSimplicity 



Insight

Succeed by Preparing to Fail
A Detection and Response Paradigm Shift



cyberstartupobservatory.com Cyber Startup Observatory UK 29BACK TO CONTENTS

Succeed by Preparing to Fail
A Detection and Response Paradigm Shift

Speed is of the Essence, 
Constantly

Since the concept of Cyber Detection 
and Response came into being, whether 
as a service or as a suite of products, a lot 
has changed in the threat environment in 
terms of the quantity of attacks and the 
sophistication of readily-available hacking 
tools. The one factor that has not changed 
is timing: the faster you detect and respond, 
the less exposed you are to the implications 
of a breach. Prevention (although it 
will always play an important part) will 
ultimately fail – only your readiness for this 
scenario will keep you ahead of the game. 

The Perimeter has Changed

From a Cyber-threat perspective, this 
means that every potential data breach 
point is expanding exponentially: global 

user bases and employee networks are 
commonly expected to deal with an endless 
array of BYOD devices. IoT and industrial 
systems with default admin credentials 
are doubling in number every year. 
Standardized document formats such as 
PDF, which are certifiably easy to corrupt 
are so prevalent that their use cannot be 
discontinued without hurting business 
performance. The bandwidth for threats is 
also widened by the most basic parameters 
such as top-level domains multiplying to 
meet demand for digital presence and 
operations. 

Every Security Executive Feels 
the Heat

Organizations rightfully seek to provide 
their customers, partners and employees 
with the best possible data protection and 
require a solution that identifies breaches 
and reacts swiftly before business is hurt. 
Business leaders are aware of this exposure 
and the Security team is rightfully the target 
of all this pressure to deliver. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Fanis Drosos, Principal Threat Analyst, Encode

At a glance
•    5 minute read
•    Speed is of the Essence, Constantly
•    The Perimeter has Changed
•    Succeed by Preparing to Fail
•    What to Watch out for in the Very Near Future

“ Business leaders are 
aware of this exposure 
and the Security team is 
rightfully the target of all 
this pressure to deliver. ”

https://cyberstartupobservatory.com/
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Fanis Drosos, Encode’s Principal Threat 
Analyst, explains: “Very often we engage 
with organizations that have invested in all 
the right tools, on paper. The pressure to 
prevent any incident from even happening 
blinds the security staff from monitoring 
the most obvious loopholes such as leaving 
default credentials for key systems, failing 
to train employees on basic security 
practices, and not updating the internal 
network about known threats. Any set of 
tools is eventually vulnerable. Without 
these kinds of measures, the amount of 
incidents to filter and investigate can 
become unmanageable”.

Moving From Reactive to 
Proactive Compliance

But what does compliance really mean? 
If compliance is reactive then it does little 
besides diverting blame. A lot of the time 
security executives or consultants will 
form a team with scarce resources and 
limited experience, to manage a variety of 
prevention technologies that, as stated, 
will eventually fail. Although the selected 
solutions may meet compliance guidelines, 
they are not optimally set to truly defend 
the business.

For Detection and Response, hiring 
and retaining notoriously scarce, highly-
paid Cyber Security staff to run disparate 
technologies is an expensive endeavour 
which does not guarantee the required skill 
level or capacity. 

Outsourcing to traditional MSSPs, who 
rarely have the required skillset to provide 
MDR, Managed SOC, or knowledge of 
hacking techniques currently in use, usually 
reaches the same impasse. 

Succeed by Preparing to Fail

A study for IBM in 2018 uncovered that 
more than three-quarters of organizations 
do not have a formal process for responding 
to a breach and the remaining quarter 
is rarely backed by a formal process or 
consistent implementation of incident 
response processes. Every organization 
should develop a written plan that 
identifies cyber-attack scenarios and sets 
out appropriate responses. 

“Our experience shows that companies 
who had a Cyber Incident Response Plan 
in place for the unavoidable breach, even 
having a most simple internal document 
with action items and clearly defined 
ownership, were much more resilient to 
crippling damage” says Drosos.

There’s an upside: this landscape means 
that literally any move you make, starting 
by putting management in a boardroom 
and discussing the necessary steps, puts 
you ahead of the game. 

“ For Detection and 
Response, hiring and 
retaining notoriously 
scarce, highly-paid Cyber 
Security staff to run 
disparate technologies is 
an expensive endeavour 
which does not guarantee 
the required skill level or 
capacity. ”

https://cyberstartupobservatory.com/
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The Cyber Kill Chain’s Weakest 
Links are the Ones That Cannot 
Break

Start by coming to terms with this 
fact: the kill zone has moved up from 
the endpoints to the entrails. Based on 
a Ponemon Study for IBM in 2017 it 
was estimated that on average, a large 
organization with thousands of users will 
detect a breach after nearly 200 days, 
and contain it only within an additional 
66 days. Numbers have improved slightly 
since, but even at half the number of days, 
this provides a lot of opportunity-hunting 
possibilities for attackers. 

Don’t Look Where There’s Light. 
Uncover the Dark.

Early Breach detection is critical in order 
to reduce dwell time and corresponding 
incident response costs and business 
impacts. The problem lies with the fact that 
mechanisms focusing on detecting threats 
during the “Delivery” stage are easily 
evaded, while others focusing on attack 
escalation in the environment are rather 
late and not conclusive. 

The best phase for early detection to 
take place is during the “Exploitation” – C2 
(Command and Control) and primary post-

exploitation activities.

Make the Attackers Waste Their 
Energy!

After accepting that your prevention 
tools and practices - effective as they 
may be - will at some point be by-passed 
or exploited, you can match the scale 
of possible breaches with automation-
assisted investigation, hunting and 
response. 

Assisted is a key term here: sure 
Machine Learning, AI and similar 
technologies play an important part but 
the human analyst factor is still the most 
efficient tool, afforded that incidents are 
properly filtered and presented.

“ Sure Machine Learning, 
AI and similar 
technologies play an 
important part but the 
human analyst factor is 
still the most efficient 
tool, afforded that 
incidents are properly 
filtered and presented. ”

https://cyberstartupobservatory.com/
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Follow the 3 Golden Rules: 
Integrate, Collaborate and 
Optimize

• Integrate: Validate that the solutions 
you acquire cut investigation duration 
by promoting your integration 
capabilities to 3rd party systems 
to increase the coverage during 
response. Invest in tools that can 
easily translate history into context 
and insights for the analyst, while 
also providing ready-to-use response 
options, at the click of a button.

• Collaborate: Effective communication 
between teams and within teams is 
key. Meet this both by supplying easy 
to use platforms and by promoting 
communication and sharing as a key 
value. Open repositories for incidents, 
and log every action taken.

• Optimize: Streamline your incident 
management lifecycle by setting up 
pre-defined response guidelines 
and linking recommended actions 
to repository items. Run periodical 
evaluations of your threat priorities 
and incident response cases to identify 
places for improvement. 

Start by doing something versus 
nothing

As more companies explore Security 
Monitoring and Detection and Response 
solutions and services, more service 

providers want to be able to provide 
such services, but barriers to entry are 
high: talent acquisition and retention is 
expensive, the operational maturity for 
effective results require time, and the cost 
structure of a tech operation does not 
always fit the DNA of an organization. 

What to Watch out for in the 
(Very) Near Future

The time span between powerful 
surges of successful exploits is shortening. 
In summary, we would advise to focus 
your energies in 2019 on detection and 
response for these trends:

• State-sponsored groups are running 
“side projects” for their own benefit.

• Cyber-criminals are adopting 
‘nation-state’ tactics, techniques and 
procedures. The same technologies 
can be leveraged for financial 
purposes, especially vs large 
organizations with multiple user 
access.

“ Cyber-criminals are 
adopting ‘nation-state’ 
tactics, techniques and 
procedures. The same 
technologies can be 
leveraged for financial 
purposes, especially vs 
large organizations with 
multiple user access. ”
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cyberstartupobservatory.com Cyber Startup Observatory UK 33BACK TO CONTENTS

• Stronger push for ‘APT-style’ breaches, 
so attackers can exploit multiple times 
and for longer periods.

• Focus shift from espionage to 
operational disruption. It’s a money 
thing: disruption is more profitable.

• Focus shift from fraud to ransom. 
Again, this is because of a much better 
effort to profit ratio for ransom. 
Amounts may be potentially smaller 
but rewards are reaped faster because 
of the victim’s urgency to regain the 
data or operational control.

• A growing dark ecosystem. 
Repositories of attack tools are 
growing faster than defence tools. 
The creators answer to no one, are 
not restricted by regulations and legal 
or financial red tape, the marginal cost 
of trying anything new is practically 
non-existent.

Keep the Paradigm Shift in High 
Gear

Always remember: In Cyber Defence, as 
in any digital environment, new is the new 
old. No number of reports, announcements 
and alerts will make up for the pre-
disposition to face a new challenge on a 
daily basis. Then, no matter which tools and 
services you choose, your guiding light will 
shine on the darkest corners.

Fanis Drosos is the Principal Threat 
Analyst at Encode, and has spent the 
last decade converting knowledge from 
red-teaming, analysing and consulting 
to hundreds of organizations into the 
dedicated suite of solutions known today 
as the Enorasys Platform for SOC teams.
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01
Company Description

Encode is at the forefront of reducing the risk of increasingly aggressive cyberattacks on 
businesses. Our industry-leading solutions and unrivalled offensive expertise provides 
detection in depth for companies throughout the globe and reduces incident detection and 
remediation time from a typical 100+ days to a matter of hours.

Company Name: Encode
Founded: 07/2002
Employees: 140
Web: www.encodegroup.com
Headquarters: London, UK

Company Information
Other offices: Athens, Dubai
Key Target Verticals: Finance, Telecom, 
Manufacturing, Retail, Utilities, Education, 
Government, Aerospace, Defense

Product Category: SoC (Incident 
Response & Forensics) 
Services Provided: 

Encode SOCaaS MDR: We are your 
24/7 Security Operations Centre (SOC) 
providing advanced technology, people, 
processes, encapsulated knowledge and 
advanced threat hunting as a service.

 

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services
• Telecom
• Legal Services
• Manufacturing

02
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04
Service in detail

Encode’s MDR service provides defence, mitigation and response against advanced, 
evasive cyber-attacks. The service includes 24x7 real time security event monitoring, 
correlation with machine learning, incident handling with advanced threat hunting and 
automated response combined with expert oversight from our security analysts. 

How does it work?

At the heart of the Encode MDR service is our proprietary Enorasys SOAR platform 
which performs continuous baselining of user and organisation activity. Advanced 
behaviour analytics, threat hunting and automated responses are used to detect and 
appropriately respond to cyber threats.

https://cyberstartupobservatory.com/
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05
Key Benefits

• Reduction of cyber security risk by focusing on organisation assets and priorities.

• Enhanced visibility through alert noise reduction and false positive removal.

• Integration with 3rd party tools e.g. ticket management.

• Enjoy a greater ROI by leveraging existing security investments.

• Free up time and resources.

06
Unique Differentiators

• Features a dedicated technology stack tailored to the needs of modern SOCs in 
order to counter sophisticated threats.

• Complete coverage from Endpoint detection to 24x7 hunting and response.

• Encode has been performing Red Teaming exercises/APT simulations for over 15 
years. By leveraging this offensive expertise we are able to continuously enhance 
our defensive capabilities.

07
Encode is committed to the evolution of the platform adding more functionality to further cut 
investigation times and develop more integrations with 3rd party systems to further expand 
automated response capabilities.

Future Functionality

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory UK 38BACK TO CONTENTS

08

Certifications
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Steve Johnson
EMEA Information Security Manager, Orion Health

Steve’s career spans the technical 
evolution from mainframe and 
SCADA systems of the late 80s 
through client-server systems to 
today’s utility cloud and serverless 
environments. 

Steve works with diverse clients 
ranging from SMEs to multinational 
organisations and across public, 
private and not-for-profit sectors to 
improve security and operational 
effectiveness through reduced 
complexity and holistic risk 
management. He is a regular speaker 
at security events throughout Europe.

At Orion Health, Steve works with 
global operational teams and clients 
to secure regional digital health care 
services and emergent Precision 
Medicine programmes throughout 
Europe, the Middle East and Africa.

In his spare time, Steve voids 
warranties.

Are there any common traits 
to what makes a successful 
security program? 

A ‘successful’ programme means an 
‘effective’ programme.  A few things are 
needed to make that happen.

First:  Context awareness.  What is 
important to the success of the business?  
How can I tailor a programme in a way 
that supports real business strategic 
and operational objectives, perhaps by 
reducing complexity or tackling one or 
more identified risks?  That means talking 
with senior leaders to understand their 
commercial and strategy needs and talking 
with operational people executing that 
strategy to understand what gets in their 
way of getting the job done.  

The Security Team isn’t an authority that 
says ‘’no’’; the Security Team are the people 
that say ’’okay - now that I understand, let’s 
talk about how we can do that safely so you 
can get your job done’’.

“The Security Team isn’t an 
authority that says ‘’no’’; the 
Security Team are the 
people that say ’’okay - now 
that I understand, let’s talk 
about how we can do that 
safely so you can get your 
job done.’’
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Second:  Following on from that, to be 
successful the programme must have a 
defined benefit.  What problem am I trying 
to help solve?  Both risk and benefit can be 
quite subjective, so they need to be defined 
carefully in terms that both senior leaders 
and operational people can relate to. 
Transparency is fundamental to maintain 
trust and reinforce the value of information 
security as an enabler. Defining the benefit 
means you can evaluate the result openly.  
Was it as successful as we anticipated, or 
do we need to iterate and get closer to the 
target?

Finally:  The programme is 
fundamentally about people, process and 
technology.  People need to be empowered 
and in control of their activities.  Process 
and technology are the tools we can use 
to enable that.  Getting the balance right 
is tricky, but the aim is to ensure that a 
security control need does not introduce 
difficulties and complications.  Information 
security should be part of doing business, 
baked-in to everyday activities, owned and 
operated by the people that do them.

How do you convey to the board 
the message that, with regards 
cybersecurity, you can minimize 
the risk but you are never going 
to be 100 percent secure?

Security is never going to be at the 
forefront of the CEO’s mind on a daily 
basis (unless something has already gone 
horribly wrong, of course).  So, board-level 
discussions of security with the executive 
leaders are infrequent and generally 
only occur if there’s a significant change 
in legislation or regulation that might 
influence commercial operations.

Again, transparency is key: with the 
right metrics from the Security Operations 
Centre we can show the nature and volume 
of detected events that were automatically 
stopped by existing controls, the handful 
that warranted triage with the Security 
Team and the occasional one or two that 
involved direct intervention by the team to 
ensure that threats were defused and risks 
mitigated.  And we can drive tests of those 
controls with Red-teaming events.  Those 
metrics and tests demonstrate value and 
limitations attributable to resilience and 
risk that the board and executives can 
relate to when this is communicated using 
their vocabulary.  Match your language to 
your audience.

The conversation always ends with this 
caveat:  adversaries are endlessly creative 
and consistently leveraging technology to 
push the boundaries of what is possible.  
Motivation and opportunity costs are their 
only constraint. Security and resilience 
of the business is dependent on people.  
People are our greatest strength but also 
our weakest link.  We’re doing everything 
that we reasonably can to anticipate 
mistakes and place guard rails and 
compensating controls to reduce them.  
But mistakes will happen.  What matters is 
how we prepare to deal with that if it does.

“The conversation always 
ends with this caveat:  
adversaries are endlessly 
creative and consistently 
leveraging technology to 
push the boundaries of 
what is possible. Motivation 
and opportunity costs are 
their only constraint.’’
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Almost everybody agrees that 
organizations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture?

Without getting into a long discussion 
about organisational maturity and sector-
specific cultural difficulties, I think there 
are some fundamental things that help 
accelerate and maintain a positive, 
security-minded culture.

I’m lucky to work with a fantastic 
Security Team of highly skilled individuals. 
To be effective, it is important that the 
team are not isolated or siloed somewhere. 
Placing people out in the organisation 
across a range of locations and business 
functions encourages conversation and 
collaboration; outreach events such as 
lunch-and-learns about keeping family 
safe online at home ensures what we do is 
relatable and promotes the right mindset 
about bringing that same awareness into 
the workplace.  But again – adapt your 
vocabulary to your audience.

Fundamentally, there should be a ‘no 
blame’ culture.  People need to understand 
that if mistakes are made, or they spot 
something unusual, that they can talk 
openly about this to their peers, managers 
and the Security Team.  If I spot something 
odd and talk to someone about that, at best 
I can learn what went wrong and we can 
put things right. At worst I can learn why I 
misinterpreted something and shouldn’t be 
concerned in future.  That’s real ‘security 
awareness training.’  It doesn’t come in an 
annual computer-based training package 
to tick a compliance box - it’s learning on 
the job about real events. 

If leaders are concerned about ‘no 
blame’ conflicting with the risk of ‘insider 
threats’ and people taking deliberate 
action, that can be dealt with through 
contracted responsibilities statements, 
automated monitoring and alerting 
controls and root-cause analysis.  Formal 
action has its place, but an encouraging, 
open and honest culture is priceless.

What unique security challenges 
does the health and social care 
sector face?

The first challenge is to rebuild trust.  The 
health and social care sector in the UK 
has been the subject of a lot of bad press 
in recent years, biased by regulation 
mandating data breach reporting in public 
sector services. 

The current UK Data Protection Act is 
helping to redress that balance, aligning 
reporting requirements with GDPR 
and applying to all business sectors.  
Nevertheless, past mistakes need to be 
transformed into tangible improvement.

“The current UK Data 
Protection Act is helping to 
redress that balance, 
aligning reporting 
requirements with GDPR 
and applying to all business 
sectors.  Nevertheless, past 
mistakes need to be 
transformed into tangible 
improvement.’’
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Maintaining security of operational 
systems and services is not easy.  
Complexity is part of that difficulty:  it is 
the breeding ground for human error and 
surprising outcomes when interconnected 
systems behave in unpredicted ways.  
As advancing technology accelerates 
ubiquitous, interconnected technical 
environments, complexity is unavoidable. 
But as a consequence, it needs a change 
in mindset from management of defined 
risks to management of uncertainty.  
Reduce complexity and diversity as far as 
practicable to reduce uncertainty.  And 
where residual uncertainty remains, 
compensating controls are needed 
as guard rails to improve certainty of 
outcomes and to identify unexpected 
events if they do occur.

It’s no secret that health records are 
rich in data that can trade for high values 
on the dark web. 

The risk is that data can be abused 
for such activities as identity fraud, 
medical insurance fraud, even blackmail, 
impacting individuals when they may be 
at their most vulnerable. Maintaining the 
security and integrity of those records 
across a diverse range of IT systems and 
operational workflows - while at the same 
time ensuring their accessibility to clinical 

professionals delivering care - remains a 
continuing challenge.

The resilience of systems supporting 
medical care, combined with record 
integrity, is also paramount. Unplanned 
downtime or presentation of incorrect 
information can have clinical safety 
consequences.

Across all of the above areas, NHS 
Authorities in the UK are making solid 
progress to improve and assure safe and 
continuous care for patients. Orion Health 
has a role to play in supporting our health 
and social care customers to achieve 
that.  That is what drives our security 
programmes.

How can CISOs balance security 
and innovation?

Innovation is important, but it’s only 
successful if it’s built on solid foundations.  
So before thinking about anything 
innovative, it is essential to get those 
foundations of security right.  By reducing 
complexity and diversity of processes 
and technologies it enables improved 
and more cost-effective application of 
controls to a manageable scope. That 
consolidation helps to simplify getting the 
basics of security awareness, culture, and 
practice right, supported by the controls 
outlined in sector standards from NIST 
and ISO. In the UK the National Cyber 
Security Centre (NCSC) provides excellent 
on-line guidance about basic security 
requirements that scales to organisations 
of all sizes.

“The risk is that data can be 
abused for such activities 
as identity fraud, medical 
insurance fraud, even 
blackmail, impacting 
individuals when they may 
be at their most vulnerable.’’
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‘Innovation’ needs to be considered in a 
couple of ways.

For threat actors, innovation is essential 
for their objectives, as they devise new 
and creative ways to exploit vulnerabilities 
in technology and workflows to their 
advantage. Here, the Security team 
have a role to play in monitoring threat 
intelligence and responding either by 
adapting and evolving established controls 
or with an eye for new tools, techniques 
and services that could be adopted.  

And on the subject of ‘innovative’ 
security tools and services, I’m always 
wary of ‘The Next Big Thing’ rising up the 
hype cycle. It can be fun to meet with sales 
people at conferences to probe the depth 
of their understanding of what they’re 
trying to sell, ticking-off the buzz-word 
bingo card as we talk. But when I’m looking 
for real innovation, I avoid the big, flashy 
stands and head straight to those tiny 
booths with one or two people.  I’ve met 
far more inspiring people in start-ups than 
at any big commercial stand.

For the business, innovation of products 
and services to support customers is 
essential for competitive advantage. The 
Security team need to be part of those 
activities, promoting ‘Security by Design’, 
working with and empowering developers 
and customers with advice and tools to 

assure safe and secure creativity, delivery 
and operation.  The role of customers in 
innovation is often overlooked.  Customers 
and end-users often have limited technical 
capabilities or resources that must be 
acknowledged and understood so that the 
products and services are designed with 
usability in mind and security controls 
baked-in ‘under the hood’.

And we mustn’t overlook the natural 
consequence of innovation: obsolescence.  
Forecasting and facilitating exit, transition 
and migration to new products and 
services is part of the job of supporting the 
business and customers.

You’ve been in the IT industry for 
30 years. What are some of the 
biggest changes you’ve seen 
in terms not only of threats, 
but also how cybersecurity is 
viewed in an organization?

30 years ago, I don’t think the CISO 
role existed.  Back then, private sector 
businesses were simply driven by 
competitive, functional advantage and 
constrained by commercial resilience risks.  
‘Security’ was a physical thing controlled 
with perimeter fences, locks and people in 
uniform.  With hindsight I appreciate that 
the SCADA systems that I worked on at the 
time had no concept of technical security, 
only operational functionality.

Contrast those experiences with today’s 
environment where phenomenal technical 
evolution has created a world where data 
processing fuels commercial activities and 
national economies globally.

“For threat actors, 
innovation is essential for 
their objectives, as they 
devise new and creative 
ways to exploit 
vulnerabilities in technology 
and workflows to their 
advantage.’’
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Crime, activist and nation state 
activities have naturally evolved with 
that. Thanks to press reporting of other’s 
experiences, cybersecurity is a recognised 
risk at Board level.  The response to that 
risk does still vary. Immature organisations 
still perceive that risk as ‘an IT problem’ 
and/or something that relates to parochial 
business resilience or tick-the-box 
compliance. More mature organisations 
recognise that beyond protecting and 
defending the business, cybersecurity 
is part of a bigger picture: information 
security has a part to play in improving 
the effectiveness of business operations, 
adding value to product and service 
development and supporting brand trust 
with customers and end users.

My role is not just to protect the 
commercial interests of the business; it 
is to work with security team colleagues 
to support everyone at Orion Health, our 
customers and end users to do their job 
safely and mindful of how mistakes can 
happen.  And if they do, we can help to put 
that right.

Security is a partnership – a shared 
responsibility of business innovators, 
service providers, customers and end 
users.  Everyone has a role to play and 
that needs to be clearly communicated, 
discussed openly and mutually 
supported.  As security professionals 
we need to initiate and maintain that 
collaboration.
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01Company Description

OSI provides  security analytics and risk management services to identify, analyze, 
predict and prevent highly sophisticated security threats in real time. Obrela Security 
Industries collects and analyzes structured and unstructured data generating valuable 
intelligence for new, emerging and advanced security threats giving its clients a unique 
advantage in predictability, preparation and response. 

Company Name: Obrela Security 
Industries Ltd.
Founded: 06/2011
Employees: 48
Web: obrela.com 
Headquarters: London, UK

02Company Information
Other Offices: Athens, Dubai
Key Target Verticals: Telecom, Banking 
& Finance, Critical Infrastructure, Health, 
Retail, Software 

03
The Product

Product Names and Brief Description:
• OBRELA addresses an emerging demand 

and offers an “Umbrella” of turnkey risk 
and threat management services that help 
our clients enhance and orchestrate their 
security operations with real time visibility 
that significantly reduce the mean time to 
detect and respond to cyberattacks.

Services Provided: 
• Threat Management

• MDR
• Threat Prevention

• Exposure Management
• Managed Testing
• Remediation Management

• Risk Management
• Managed Program
• Managed Compliance

Customer Footprint

Markets with Customers: 
• Telecom
• Banking & Finance 
• Critical Infrastructure
• Health
• Retail
• Software
• Shipping 
• Food & Beverage
• Government
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04

How does it work?

• Orchestration & Automation. Reduce overheads, improve operational security 
and rationalize security investments.

• Real Time Risk Management. Integrate real time intelligence from external and 
internal sources and feed algorithms with real time data. 

• SLA driven. Continuous uninterrupted monitoring (24/7/365), 15’ Emergency 
response on Security Incidents, User specific content development and Ongoing 
Blue team support.

• Zero Technology footprint.
• Centralization. Leveraging SWORDFISH platform’s functionality as the Single 

Security Gateway for Operational Security. One through which everyone and 
everything can be managed, measured and monitored. 

• Visibility. SWORDFISH integrates people, process and technology and delivers 
3D (three dimension) security as the substance of next generation Cyber Security. 

Product in detail
Our Threat Detection and Response service includes machine learning tools and 
techniques to analyze user behavior, vulnerability and intrusion data from multiple 
sources while integrating the analysis results to the real-time event correlation 
framework. Our service is engineered to be vendor independent, practically capable to 
detect security events from any product, system, application, network device available 
in the market today.
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The Airport of Things: IoT Security 
Should Be a Top Priority

Considering the complexity of the 
airport ecosystem, where typically the 
different stakeholders are supported by 
legacy siloed systems, and the need to 
improve both operations and customer 
experience, there is no doubt that IoT might 
add tremendous value to the daily activity 
of the Airport. 

But these opportunities come with 
important dangers as any compromised 
device can be a possible backdoor to critical 
systems that provide valuable and sensible 
functionality to the airport’s stakeholders.

As a consequence, IoT devices should 
be properly secured, updated, contained or 
isolated and configured to guarantee data 
privacy. 

In order to secure IoT devices we need 
to guarantee:

• Gain complete device visibility: 
maintaining a current and detailed 
inventory of all network-connected 
devices.

• Secure firmware updates to ensure 
that the device has been updated with 
bug fixes or security patches. Signed 
code must be used.

• Secure boot, achieved using 
cryptographically signed code from 
the manufacturer. It needs to be 
verified that this code has not been 
altered.

• Data Security: encrypted data storage 
and encrypted communications are 
required.

• Strong Authentication leveraging 
existing authentication protocols

• Secure communication to / from 
the device using secure encryption 
algorithms.

Author: Jose Monteagudo, Aerospace Engineer and CEO for 
Smartrev Cybersec

At a glance
•    4 minute read
•    The Airport of Things (AoT): IoT security should 
be a top priority 
•    IoT devices should be properly secured, 
updated, contained or isolated and configured to 
guarantee data privacy
•    Conclusions

SC

“ IoT devices should be 
properly secured, updated, 
contained or isolated and 
configured to guarantee 
data privacy. ”
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• Protection against cyber-attacks 
using embedded firewalls to provide 
a critical layer of protection.

• Intrusion detection and security 
monitoring, being able to detect and 
report invalid login attempts and 
other potentially malicious activities.

• Embedded security management, 
being integrated with a security 
management system that allows 
security policies to be updated.

• Device tampering detection: 
depending on the criticality of the IoT 
device, it would be possible to detect 
that the seal on the device enclosure 
has been broken or any attempt to 
tamper with the device.

• Regulatory compliance: devices must 
comply with existing regulations with 
regards to the personal data that can 
be collected and how it is stored and 
used. 

With regards to isolation of IoT devices, 
one of the approaches is to apply micro-
segmentation technology. Through the 
creation of secure containers, authorized 
IoT users engage in encrypted stealth-
enabled segments, hidden from potential 
external attackers and protected from 
insider threats.

Within each micro-segment, it is 
possible to monitor and manage traffic, 
user behaviour, prioritize devices and 
applications, apply quality of service 
policies and to track suspicious activity, 
intents of data exfiltration, etc.

This is a whole new philosophy that 
will allow airports to better protect each 
individual asset.

Another advanced technology to 
protect critical IoT devices is deception, 
which allows the deployment of fake 
devices that appear to the attacker as legit 
IoT elements of the Airport. 
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Conclusions

We are still at the early stages in 
leveraging all the different applications 
of IoT devices at the airport to its whole 
potential. As we have discussed in this 
article the opportunities to provide a unique 
experience to the passengers are countless. 
Frequent flyers know perfectly well that 
we are still far away from delivering on this 
promise.

Nevertheless, this opportunity will only 
become a reality if those small devices 
pay the required attention to security. 
An important effort is being made, but 
this is not enough. We need to be able to 
guarantee that those things are properly 
secured before they are plugged into the 
network.

The security requirement is an absolute 
must to realize the full potential of the 
Airport of Things.
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Dave Roberts
CIO, Radius Payment Solutions

Dave Roberts joined Radius Payment 
Solutions as Chief Information 
Officer in 2014. 

As CIO, Dave is responsible for the IT 
Development, Security and Support 
teams at the Group’s headquarters 
in Crewe, the Manchester based 
Technology Centre, the Wrexham 
based Telematics IT team and the 
IT Telecoms team in Chiswick. 
Under Dave’s leadership, Radius 
Payment Solutions is excelling on 
delivering advanced industry-leading 
technology that differentiates 
the organisation in the fuel card, 
telematics and telecoms markets.

Dave has been working in the IT 
Industry since 1997, with previous 
director experience across global IT 
teams. He is committed to delivering 
transformational IT services and 
driving forward programmes of 

change. Dave participates in a 
number of IT Advisory Boards and 
was appointed as a Fellow of BCS, 
The Chartered Institute for IT in 2015. 
Dave has a Bachelor of Science 
degree in Business Information 
Systems and a Master of Business 
Administration degree.

How do you articulate the three-
pronged approach of people, 
processes and technology?

Failure to comply with regulation 
or compliance will often be a result of 
a breakdown in  people, process, or 
technology.  In order to maintain a secure 
and compliant environment you need 
to ensure these three components are 
delivered appropriately and aligned to the 
overall organisational security strategy.  It 
is important that employees are informed 
about the different techniques deployed by 
hackers and know how to react when they 
identify something suspicious.  Investing in 
technology and implementing appropriate 
policies will help to mitigate and defend 
against many threats and risks but these 
could potentially be by-passed using 
social engineering techniques. People are 
often considered to be the weakest link 
in the security defences of a business, 
which is why staff education and testing of 
contingency plans is imperative.
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There are also situations where there 
could be malicious intent to either do 
damage to or expose company information 
via an insider attack.  There are numerous 
steps that can be taken to limit the 
exposure to such key information using 
least privilege techniques and monitoring 
unusual behaviour to alert upon potential 
data leaks. It is never possible to eliminate 
all IT security risks but using the three-
pronged approach helps to mitigate 
against threats and minimises the impact 
of any exploits.

What should corporate boards 
know about conducting 
information security?

Corporate Boards should be educated 
on the risks that the organisation is exposed 
to in terms of Information Security.  There 
has been extensive press coverage of 
examples of where cybersecurity has 
failed and the associated financial impact it 
can have on organisations.  It is therefore 
important that Corporate Boards should 
have oversight of the organisational risk 
register and understand the mitigation 
strategies being deployed or tolerated.

It is important for a Board to plan ahead 
and discuss the response plan to an incident 
or breach, either internally or by a third-
party partner involving organisational data.  
There should be contingencies in place to 
address a variety of incidents involving 
Information Security.  The response plans 
should be cross-functional dealing not only 
with the technical exposure but also the 
marketing and communication activities 
that support the overall incident.

The Corporate Board can help support 
and underpin the culture of the business 
and drive the appropriate behaviours 
needed to safeguard the organisation.  If 
the cost of IT Security seems high, then 
it needs to be compared to the cost of 
a cyber breach and associated financial 
and reputational impact it can have on a 
business.

What advice do you have for 
security leaders? 

Security leaders need to understand the 
culture of a business and ensure they can 
be seen as an enabler.  Security can help to 
drive innovation and create competitive 
advantage for a business, helping to 
differentiate them in the markets in which 
they operate.

It is important for all IT leaders to look 
outside of their organisations and expand 
their networks.  Building relationships can 
help to identify new opportunities or avoid 
the mistakes that others have already 
encountered.  It can also be rewarding 
to help and mentor peers who would 
benefit from your own experiences and 
knowledge.

“It is important for a Board 
to plan ahead and discuss 
the response plan to an 
incident or breach, either 
internally or by a third-party 
partner involving 
organisational data.’’

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory UK 56BACK TO CONTENTS

Challenging the status quo and ensuring 
you can keep abreast of industry trends, 
technologies or tools that can support your 
strategy is essential.  It is healthy to engage 
with a variety of suppliers and vendors 
over a period of time, as this will help you 
to gain a variety of perspectives as part of 
a programme of continuous improvement 
and innovation.

Security leaders should build good 
relationships with key stakeholders 
across the business.  These relationships 
will help the senior executives to learn 
more about the organisational security 
risks and likewise it will also provide the 
security leader with greater insight to the 
commercial challenges and the execution 
of the overall corporate objectives.

The biggest threat to your 
institution is already inside the 
building. Studies show that 60 
percent of cyber-attacks come 
from inside the company. What 
are the key strategies to address 
this challenge?

Internal threats could either come 
from accidental or malicious intent but 
either way these vectors can by-pass the 
perimeter security layer.  It is therefore 
important to have a blended approach that 
relies on people, processes and technology.

Restricting system access based on 
role-based security and utilising the 
principle of least privilege will ensure that 
there is appropriate damage limitation 
in the event of such a breach.  There 
should also be a complex password policy 
enforced, to reduce the opportunity of the 

insider attack.

Security awareness training is critical 
for all staff and underpinned by policies 
and procedures.  Employees with a better 
understanding of the threats will be able 
to help identify issues and provide an 
additional layer of protection against cyber 
threats.

There are advanced tools that can be 
used proactively to monitor and alert 
any suspicious behaviour from within 
the internal network.  Running regular 
penetration and vulnerability tests will help 
to detect where weak or malicious code 
might exist.  These tools and techniques 
can help limit the exposure of an attack and 
reduce the associated consequences.

Should the systems be destructively 
compromised in a cyber-attack, it will be 
important that a Business Continuity Plan 
can be invoked and if necessary, a rapid and 
least disruptive recovery process initiated.  
Backups need to be secure, complete 
and recoverable in a timely manner.  It 
is therefore important that recovery 
simulations are conducted on a periodic 
basis.

“Should the systems be 
destructively compromised 
in a cyber-attack, it will be 
important that a Business 
Continuity Plan can be 
invoked and if necessary, a 
rapid and least disruptive 
recovery process initiated.’’
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How can CISOs balance security 
and innovation? 

At a very high level you could consider 
innovation to be either incremental, 
disruptive or breakthrough.  There is a 
close relationship between improvement 
and innovation but of course, not all 
improvements are innovative.  Innovation in 
Security can often help to reduce overhead 
and operating costs within a business 
through continuous improvement, helping 
to drive best security practice.

It should not be a zero-sum game 
between security and innovation.  Security 
by design should be applied at all levels 
of the organisation, including software 
development and software procurement.  
Security can be a differentiator and 
provide new and existing customers 
with the reassurance of working with a 
supplier that recognises the importance 
of data integrity and security.  ISO27001 
is the benchmark standard that can help 
demonstrate the level of maturity around 
Information Security.  Having this level of 
accreditation can provide a business with 
a competitive advantage and allow them 
to expand and grow into new markets and 
increase the profitability of the business.

You’ve been in the industry for 
over 20 years. What are some 
of the biggest changes you’ve 
seen in terms not only of threats, 
but also how cybersecurity is 
viewed in an organisation?

Cybersecurity has significantly changed 
and become more sophisticated over 
recent years.  IT Security is now a Board 
level agenda item, with plenty of high-
profile media coverage of the business 
impact that cyber-attacks can have on an 
organisation.

Cyber-attacks have previously been 
focused on malware, where the impact 
was more about disrupting domestic 
home users and businesses, but was 
considered as an annoyance rather than 
an organisational threat.  Hacking is now 
far more professionally focused and often 
has state sponsorship.  The result is that 
hackers are now very focused on financial 
extortion and identification theft.  State 
sponsored hacking is not considered 
unusual and there are many examples of 
corporate secrets and sensitive documents 
being leaked in what could be considered a 
new dawn of cold war tactics.

Cyber defences have become more 
sophisticated to handle the extent of new 
threat vectors but it’s a continual game of 
‘cat and mouse’ between the black, white 
and even grey hat hackers.

The result is that Cybersecurity is now 
more important than ever and should be 
considered by every organisation as an 
essential hygiene factor when running a 
business.

“It should not be a zero-sum 
game between security and 
innovation.  Security by 
design should be applied at 
all levels of the 
organisation, including 
software development and 
software procurement.’’
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01Company Description

For nearly 13 years, Abicem’s consultants have been dedicated to delivering state-
of-the-art information security solutions and consulting services within the financial 
services, telecom, aviation, chemical and automotive industries. Our mission is to help 
organisations of all sizes protect their infrastructure and applications, secure their 
data, reduce risks and gain a competitive edge.

Company Name: Abicem
Founded: 08/2006
Employees: 6
Web: www.abicem.co.uk 
Headquarters: London, UK

02Company Information
Other Offices: Algier, Algeria

03
The Product

Product Category: Identity & Access 
Management, Identity & Fraud, Insider Threats  
Product Stage: Released V1.0
Product Names and Brief Description:

• Amina Identity Governance
• Amina Access Manager

Services Provided: 
• Identity-as-a-service, Identity and Access, 

Process automation, Least Privileged, 
Separation-of-duties (SOD), Access 
recertification

• Access Control, Single-Sign-On (SSO), Multi-
Factor (MFA)

• Real-time event correlation & fraud detection

Customer Footprint

Key Target Vertical: 
• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & 

Intelligence Agencies
• Other

https://cyberstartupobservatory.com/
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How does it work?

• Amina Identity and Access eliminate the complexities and time-consuming 
processes often required to govern identities and manage control access.

• Our Identity-as-a-service (IDaaS) platform enables organisations of all sizes to 
centrally and efficiently govern the life cycles of all their identities on-premises, 
in the cloud or in hybrid environments. With Amina Identity Governance, 
organisations can achieve efficiency and strengthen security controls with 
identity and access process automation, least privileged principle, separation-
of-duties (SOD) and access recertification.

• Amina Access Manager, simplify and secure access to all resources on-
premises and in the cloud. Reduce complexity, improve productivity and 
enhance user experience with fast, seamless Single-Sign-On (SSO).Strengthen 
security and reduce risk with Multi-Factor (MFA) authentication and real-time 
event correlation and potential fraud detection.

Product in detail

Our Identity and Access platform provides secure access for customers, employees and 
partners for on-premises and cloud environments. We help prevent security breaches, 
efficiently govern identities life cycles, simplify and secure access to all applications 
and infrastructure.
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New Privacy Era - Privacy is a 
Perception of the Individual

The original headline I chose was 
“Privacy is dead-prepare yourself”. 

Then I deleted it and struggled whether 
to keep it, or change it to “New Privacy Era- 
Privacy is a perception of the individual.” 

Let’s start exploring the new Era of 
Privacy. 

Many people think and feel that they 
have nothing to hide – but what do you 
think? Maybe they are wrong? Or naive? I 
know a lot of people who like to respond 

to any news about the surveillance of law-
abiding citizens or about an occasional 
data leak with the phrase, “I have nothing 
to hide.” By the way, Windows 10 users 
especially love this phrase when they 
stumble upon news about horrific leaks of 
personal data in their favourite operating 
system. ‘’Windows 10 spying? Well okay, no 
problem, I have nothing to hide’’.

To start our journey exploring privacy, 
and in order to keep things in perspective, 
I’d like to take you to China: 

There’s a woman - we will call her ‘Lady 
G’. She is a modern Chinese woman, works 
in marketing and has achieved a lot in life 
thanks to her own hard work. However, 
there is a “but”: Lady G is being watched 
24 hours a day. The territory of China 
is covered by a network of 200 million 
surveillance cameras, from which there 
is literally no place to hide. They record 
every step of each resident and Lady G is 
perfectly happy with that. 

The script of the future, as if it had come 
from the pages of Huxley or Orwell, comes 
to life before our very eyes in China. The 
ruling party promises that the so-called 
‘social credit system’ will become fully 
operational by 2020 and ’will allow those 
who are worthy to live freely, but will not 
allow those who are unworthy to take a 
step without consequences’’’. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Alexander Raif, Lead Security Architect and Deputy 
CISO, Maccabi Healthcare Services

“Many people think and 
feel that they have nothing 
to hide – but what do you 
think? Maybe they are 
wrong? Or naive?”

At a glance
•    4 minute read
•    The new Era of Privacy
•    There is no such thing as privacy on the internet
•    Privacy is dead. It’s not easy to live with - but 
you can get used to it
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The ruling party sees, in the system, 
an opportunity to regain control over the 
population - control that was lost in the 
80s. This is the perfect way to silence the 
discontented and strengthen the position 
of those who obey the rules. 

So this is an extreme example in order 
to show you that, unless you live in China, 
things are not as bad as many think, and 
that we still have control of our privacy. 

 It is important to understand that it is 
almost impossible to maintain complete 
anonymity on the Internet – especially 
when an increasing number of devices that 
we use every day connect to the network. 
Our data is not only interesting to attackers, 
but also to government agencies and 
private companies alike. By tracking user 
behaviour on the Internet, companies earn 
money by selling on consumer information 
to advertisers.

In the process of writing my book, 
dealing with the impact of young people on 
the privacy perception, I have found some 
very interesting data: 

Teens are sharing more details about 
themselves on social media profiles, but few 

do so publicly - 60% of teen Facebook users 
keep their profiles private. Furthermore, 
teen social media users do not express a 
high level of concern about third-party 
access to their data, with just 9% saying 
they are “very” concerned. 

Teenagers today feel that they are in a 
hopeless situation, and that feeling extends 
to when they get on the Internet. When it 
comes to sharing information online, they 
develop an internal conflict about what can 
and cannot be published. At the same time, 
the parents of these teens complain that 
they require confidentiality. Teenagers do 
not like it when one of their parents is in 
their room, or when someone eavesdrops 
on their conversations - but that’s nothing 
new. I myself was like that, albeit a long time 
ago when there was no private space called 
the Internet.

“ It is important to 
understand that it is 
almost impossible to 
maintain complete 
anonymity on the Internet 
– especially when an 
increasing number of 
devices that we use every 
day connect to the 
network.”
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This article is not about data protection 
laws and regulation, and I will not cover 
cybersecurity threats and mitigation. It 
is intended to show you the difference 
between the reality and the perception. 
Although many people ‘have nothing to 
hide’, while others have the false sense that 
their data privacy is of a sufficiently high 
level, my argument in this article is that 
there is no such thing as privacy on the 
internet. The two words cannot sit together 
comfortably in the same sentence.

Everything that somehow gets on the 
Web immediately becomes public, which 
is why I advise users to think twice before 
posting any content on the world wide web.

When it comes to statements regarding 
possible privacy or non-proliferation of 
information on the Web, no matter who 
broadcasts such information (whether 
individual companies or the state), the 
user always needs to be aware that this is a 
deceit - a definite ploy - and not because it 
demonstrates some kind of bad faith on the 
part of the company or the state. The fact 
is that everything that goes on the Web 
potentially becomes open information.

There’s no fool-proof way to protect 
your privacy and data security from the 

government, for example, but there are 
plenty of basic, important steps people can 
take to reduce the risk.

Privacy is dead. It’s not easy to live with 
- but you can get used to it.

Just as long as you know what you are 
giving up and you make that choice then 
you’ll be fine. But don’t forget - whatever 
you know, ‘they’ know. And that is the way 
it will always be.

So, here’s to a better web experience, 
marketers that know more about what we 
want than we do, and a complete and total 
loss of privacy that really makes a minimal 
difference to our lives. Heck, we share it all 
anyway. Don’t we?

One thing is for sure: on the Internet, 
internet connected devices and in cyber 
space, there is no real privacy or anonymity. 
There is only an individual perception on 
the limit of self-exposure.

“ Everything that 
somehow gets on the 
Web immediately 
becomes public, which is 
why I advise users to think 
twice before posting any 
content on the world wide 
web.”
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Milen Mihnev
CISO myPOS Europe

Milen is a result driven and resourceful 
Chief Information Security Officer 
with more than 10 years executive 
leadership in the financial and 
commercial sectors. He holds a 
master’s degree in Information 
Security and Risk Management.

He started his career as a hardware 
engineer and held various roles in 
the information technology, security, 
audit and assurance fields. With a 
strong technical background and 
experience as internal auditor, Milen 
has developed an admirable mixture 
of skills from business, technology 
and security.

Currently, Milen is leading security 
and technology initiatives as the 
Chief Information Security Officer at 
MyPOS Europe, an innovative fintech 

company specialising in e-money 
and payments solutions for micro 
and small businesses.

What is your overall approach to 
information security?

The common response to this question 
is “a risk-based approach that is aligned 
to international best practices and 
frameworks”.

I have learnt from experience that 
information security must be part of 
company culture. It is imbedded in the core 
of the institution and cannot exist on its 
own. The successful approach must meet 
the following principles:

• Aligned with the organisation’s 
strategy and business objectives

• Aligned with the regulatory 
framework the organisation operates 
within 

• Supported by senior management. 

“I have learnt from 
experience that information 
security must be part of 
company culture.’’
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Without aligning the information 
security to the business strategy and 
objectives security will become a 
blocker and often colleagues will have to 
circumvent security controls in order to 
achieve what senior management expects 
from them. 

This is likely to result in an alienation of 
the security function from the rest of the 
business. Therefore, security will lose its 
value to the organisation.

Without aligning with the regulatory 
framework and requirements there is a 
material risk, which can cause a regulatory 
breach and, in many circumstances, lead 
to reputational loss or even loss of the 
business. Consumers, regardless of the 
sector or the industry, are looking at 
different information sources and peer 
networks to make decisions before they 
purchase a service or a product. Non-
compliance to regulatory requirements is 
no longer measured only by the financial 
impact as a result of a fine but also by the 
reputational damage it might cause. 

Without senior management support it 
would be very difficult for the information 
security management to secure required 
resources to implement the approach, but 
it would also be very difficult to deliver the 
cultural change in the organisation. One of 
the easiest wins for implementing security 
and security culture is to use senior 
managers as role models. 

This is a “free service” every Chief 
Information Security Officer should use 
for adoption, as well as limiting and tackling 
the change resistance at the operational 
level.

For security executives who 
don’t have a strong relationship 
with their board, how can they 
improve it?

Learn to speak their language and 
then talk to them. Identify their needs 
and priorities Talk to board members 
individually as well as in meetings. Find the 
answer to the question for each individual 
board member’s “what’s in it for me?” and 
use that. Board members are appointed 
to ensure that the company is profitable, 
to increase company value and to deliver 
return on investment for the shareholders.

Use this and ensure that every time 
you deliver a message to the board and 
individual members it is clear what the 
value is to the organisation, whether it be 
the savings, the financial loss reduction or 
the financial value added.

“Some people call for daily 
security drills and exercises at all 
levels of an organisation to help 
reinforce defensive strategies. 
What are your thoughts on this?”

“It really depends”. 

What is right for one organisation will 
certainly not be for another one. Security, 
as well as all the other support functions, 
should enable the business to achieve its 
goals and objectives. In security, there isn’t 
a one size fits all model or approach.
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In order to mandate and to be able to 
defend such an approach, I would expect 
the organisation to have a very broad 
attack surface that is subject to various 
attacks. Otherwise the content for these 
drills would be repetitive and attendees 
will quickly lose focus and the initiative will 
not be productive. 

If we take as an example a department 
store, daily security drills and exercises 
cannot be justified, which can be easily 
evidenced in a simple risk assessment 
and most likely will likely have a negative 
financial impact. The reduced time 
employees spend with customers 
and supporting customers with their 
purchases at the end will likely lead to 
failure, not just for the security education 
and awareness approach but perhaps the 
entire information security strategy. 

On the other hand, if we take as an 
example a company which is offering 
security as a service, this approach can 
be acceptable and likely to increase the 
value added to the organisation. The daily 
drills and exercises can be used to prepare 
consultants to deal with various scenarios 
and to prepare them to react faster and 
with better quality when dealing with a 
customer incident - a strong marketing 
point that can be used as an advantage 
against competitors.

Threats are everywhere and 
always changing. How to 
address this difficult reality?

Invest in your team and colleagues 
to enhance awareness within your 
organisation with general and tailored 
security trainings and awareness exercises. 

Your team and employees are the most 
valuable assets. Motivate them, challenge 
them and show them that you, and the 
other senior managers value them and 
their work. Make them ready for the 
upcoming changes.

This will enhance the quality of work, 
improve productivity and response time 
and will minimise/eliminate the effect of 
any material threats or events. 

We would never be able to operate 
with the budget available to the bad guys 
out there and if you add the changes in 
the processes and technologies it would 
make it almost impossible for the security 
function in any organisation to keep up to 
speed. 

Investing in employees training and 
education is the key because the design, 
the implementation and the operation of 
every process and technology all come 
down to an individual, who designed, 
implemented and operated the process 
or the technology. Even with the latest 
processes and technologies, in the end it 
all comes down to individuals making the 
right decisions and taking the right action. 

“Investing in employees 
training and education is 
the key because the design, 
the implementation and the 
operation of every process 
and technology all come 
down to an individual, who 
designed, implemented and 
operated the process or the 
technology.’’
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“When the business is steaming 
along and wants to introduce 
new products or services, how 
do you make sure that security 
is plugged in?”

The ideal situation is when the 
Information Security function is considered 
a trusted partner and as a partner it is 
involved from the very beginning for any 
new product or service. To achieve this, the 
Chief Information Security Officer must 
have built a strong relationship with the 
company’s senior managers. It is vital the 
security agenda and approach to be based 
and fully aligned with the business strategy 
and objectives, only then will the security 
function step outside of the “No” shadows 
and will no longer be seen as the blocker of 
innovation.

If the organisation has not achieved 
this level of maturity, my advice would be 
to focus on building this relationship as a 
priority and on the background work, the 
business on the next products and services 
as early as possible. Approach everyone 
with a “Yes” approach, rather than “No”. 
Focus on minimum controls required in 
the organisation’s control framework and 
use your SME knowledge to allow you to 
say “Yes”. If this is not possible, be flexible 
and think about compensating controls 
that reduce the risk to an acceptable level 
and when you do the risk assessment take 
into consideration the cost of lost business 
opportunity because of product/ service 
delay. 

How important is being able 
to communicate with your 
colleagues?

I personally think that communication, 
ability to lead conversation and pass 
message is one of the most, if not the 
most important ability of a modern Chief 
Information Security Officer (CISO). 
Without communication, there can’t be a 
relationship with the team. 

There is a very interesting and 
powerful TED talk from John O’Leary, 
“The importance of good conversation – 
and how to have it”. The closing statement 
“great achievements come only after great 
conversations”, still resonates with me and 
I think it summarises the importance of 
quality communication.

If I had to apply the information 
security lens to this TED talk, I would say 
a CISO should be able to listen and adapt 
to different conversations. A CISO should 
be a great listener and influencer, in order 
to be able to sell his ideas and to obtain 
the buy-in from the board and senior 
managers. 

To do that, it is vital for the CISO to be 
able to translate technical and security 
information into a business language, one 
that his senior managers and colleagues 
can understand. They should be able to 
convey messages and quickly switch from 
high level overview to details and vice 
versa based on who is in the audience. 

“I personally think that 
communication, ability to 
lead conversation and pass 
message is one of the 
most, if not the most 
important ability of a 
modern CISO.’’
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A modern CISO should be able to 
communicate not only with security 
employees, but should also be able to 
communicate downwards, upwards, 
sideways and externally with regulators, 
vendors and others CISOs across the 
industry. 

CISO should be able to engage at all 
levels within the organisation with both 
technical and non-technical SMEs in 
order to be able to influence and to drive 
the security culture because security is 
everyone’s responsibility. 

A CISO should be able to engage 
successfully with regulators, especially for 
regulation-heavy sectors such as banking 
and finance. 

“Great achievements come only after 
great conversations”. I will use John’s 
closing statement again with a hope 
that this will resonate with other CISO 
colleagues and senior managers across the 
different organisations.

My advice to all CISOs who have 
not built relationships with their board 
members and peers - initiate the dialogue 
and listen. Use tools like the Board toolkit: 
five questions for your board’s agenda 
published by NCSC, if needed. 

Engage with industry peers and 
utilise ecosystems like the Cyber Startup 
Observatory© because together we are 
strong and we might have a chance against 
the bad guys out there.

I would also like to appeal to board 
members and senior managers who don’t 
have great relationships with their CISOs 
- give them a hand and bring them on 
the journey with you. It is not important 

who takes the first step, but rather it is 
important to walk together in the same 
direction.
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01
Company Description

Reblaze is a cloud-based, fully managed protective shield for sites and web 
applications: a comprehensive web security solution that includes a next-gen WAF, 
DDoS protection, bot mitigation, scraping prevention, CDN, load balancing, real 
time traffic control, and more. Machine learning provides accurate, adaptive threat 
detection. Dedicated Virtual Private Clouds ensure maximum privacy, performance, 
and protection.

Company Name: Reblaze Technologies LTD.
Founded: 01/12 
Employees: 25
Web: www.reblaze.com
Headquarters: Tel Aviv, Israel

Company Information
Other Offices: Sunnyvale, USA
Key Target Verticals: eCommerce, 
FinTech, Travel, Media, HealthCare, 
Government
 

Product Category: Web Security, 
Application Security, Cloud Security, 
Detection & Prevention
Product Stage: Released
Product Names and Brief Description: 

• Reblaze is a cloud-based 
platform that provides a 
comprehensive, dynamic, 
intelligent security and control 
solution for web platforms and 
services.

Services Provided:
• WAF (Web Application Firewall)
• DDoS protection
• Bot mitigation
• CDN & Load balancer
• Traffic management 

03
The Product Customer Footprint

Markets with Customers: +20
Relevant Public Success Stories per Key 
Target Vertical:

• See published case studies here. 

02
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At its core, Reblaze runs a robust Web Application Firewall engine. It detects and blocks 
SQL injection, XSS, OSCi, cookie and session poisoning, malicious payloads, and other 
attacks.

The Reblaze WAF/IPS uses a multivariate approach, including a variety of techniques to 
accurately identify and block malicious traffic. This includes Application Whitelisting, 
Behavioral Analysis, Blacklisting, Fine-grained ACL, and Machine Learning.

Product in detail

WAF (Web Application Firewall)

Multilayer DoS/DDoS Protection

Bot Detection and Mitigation

Reblaze’s DoS/DDoS protection provides multiple benefits: full-scope protection, high 
levels of accuracy and performance, ease of use, and top-tier infrastructure.

Reblaze goes far beyond typical bot detection methods such as browser 
authentication. The platform uses machine learning to construct and maintain 
behavioral profiles of legitimate human visitors. For each user, Reblaze continually 
gathers and analyzes stats such as client-side I/O events, triggered by the user’s 
keyboard, mouse, scroll, touch, zoom, device orientation, movements, and more. 
Continuous multivariate analysis verifies that each user is indeed a legitimate human.

These allow Reblaze to identify and respond to malicious bots and other threats even 
as they become more sophisticated. Updates and upgrades are deployed across the 
network automatically, with no action required on your part. You always have the latest 
protection.

https://cyberstartupobservatory.com/
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How does it work?
• Reblaze deploys a dedicated VPC for each customer. That is, a dedicated stack 

environment for each protected web platform, deployed immediately and 
automatically, and running across one or more cloud vendors (mainly AWS, GCP 
and Microsoft Azure, although private clouds are supported as well). 

• All incoming traffic is routed through the VPC and scrubbed as it passes through. 
Latency is negligible (generally 1.5 milliseconds or less).  

• Hostile traffic is blocked before it reaches the protected network. Legitimate traffic 
has normal access to the requested resources. 

• Attackers cannot reach, or even find, the targeted web platform.

• Bandwidth, compute, and other resources scale automatically as needed, limited 
only by the capacity of the global cloud. 

• Remote management ensures minimal obligations (of time or expertise) from onsite 
staff.
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How does it work? (Cont.)
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Key Benefits
• Runs in a unique Virtual Private Cloud: a full dedicated stack for each protected network, 

which eliminates multi-tenancy vulnerabilities.
• Runs natively on your clouds of choice: AWS, Azure, GCP, IBM, Oracle, AliBaba Cloud, and 

more, in any combination and across multiple regions, with a single unified management 
console to control them all from one place. Rules, policies, signatures, ACLs, and intelligence 
are shared across platforms automatically in real time.

• Uses multivariate threat detection: Reblaze excludes hostile traffic with whitelisting, 
blacklisting, fine-grained ACLs, behavioral analysis, and machine learning. The platform 
goes beyond legacy techniques such as signature detection, and also uses JSON & XML 
schema enforcement, content evaluation, field policy enforcement, argument limitations, 
payload inspection, and other methods.

• Runs in multiple regions, while providing a single unified management console to control 
them all from one place. Rules, policies, signatures, ACLs, and intelligence are shared 
across platforms automatically in real time.

• Runs seamlessly as, and auto-scales into, multi-region clusters, able to process even 
global DDoS assaults.

Unique Differentiators
• Reblaze deploys a Virtual Private Cloud for every customer. The platform’s architecture 

ensures that your network is isolated from Internet threats, with auto-scaling bandwidth 
and the ability to run on multiple cloud providers.

• No installation: As a cloud platform, Reblaze deploys in minutes. Only a DNS change is 
required.

• No risk: You can add Reblaze to your existing security in “report only” mode.
• A fully managed service: Reblaze is managed and kept up-to-date remotely by our team 

of security experts. As new web threats are identified, all global Reblaze deployments are 
upgraded immediately and automatically to defend against them. You always have the 
latest protection.

• Guarantee: Try Reblaze for 30 days. If you aren’t delighted with the results, your account 
will be cancelled and you’ll owe nothing.

• Launch directly from the main cloud providers’ marketplace

• API Gateway and integration with cloud protection services
• Tailor made security user recommendations via Reblaze AI
• Notification center and connectivity to user’s hooks
• IAM and user management connection across multiple providers
• Machine learning detection across clients

Future Functionality
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Certifications

Awards

Partners

Reblaze builds its services in accordance with security best practices. Customers can 
be confident that the platform will ensure the confidentiality, integrity, and availability of 
their web assets. Reblaze’s clouds are fully compliant with GDPR, SOC 1/SSAE 16/ISAE 
3402, SOC 2, FISMA Moderate, PCI DSS, ISO 27001, FIPS 140-2, HIPAA, CSA (Cloud 
Security Alliance), and other standards and certifications. Reblaze is a PCI-DSS Certified 
Level 1 Service Provider.

For more info and all certifications see here. 

• Included in Forrester’s Bot Management Report in 2018
• Google’s launch partner for Google Cloud Armor at Google Next 18 (not an award, 

rather an achievement, read more here or here. Or see this video by Google 
showcasing Reblaze at Google Next 18)
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Chris Hodson
CISO EMEA, Tanium

Chris Hodson is the CISO, EMEA 
at Tanium.  Chris is an information 
security, data privacy and risk 
management leader with an SME 
background in strategy, architecture 
and design. 

He possesses 18 years’ professional 
experience obtained across the 
financial, retail, energy and media 
industry sectors.  In early 2016, 
Chris made the move from end-user 
into the vendor space with Zscaler, 
where he operated as CISO, EMEA 
and Data Protection Officer.  As a 
CISO, Chris is a trusted advisor to 
executives, board members and 
other stakeholders, helping them 
define well-balanced strategies 
for managing risk and improving 
business outcomes. Chris holds an 
MSc in Cybersecurity from Royal 
Holloway University London and 
retains an active role in the Infosec 

industry through directorship of the 
IISP and membership of CompTIA’s 
Cyber Security Committee.

Are there any common business 
roadblocks that prevent 
security practices from being 
implemented?

In short, yes.  The biggest security 
roadblock is enterprise continuity.  
Too often the business functions 
don’t understand how and where the 
cybersecurity team adds true business 
value.  Conversely, the security team are 
there to design controls commensurate 
with information classification, and if 
business owners are not engaged in 
activities such as Business Impact Analysis 
(BIA) and data classification, how do the 
security guys know which controls to apply 
to which assets?

Time to market is another potential 
roadblock.  This is certainly true in 
organisations where business units are 
looking to maximise first-mover advantage 
and ‘fail fast’.  Such a paradigm requires the 
security function to work as a tiger-team, 
embedded in project deliverables and 
providing light-touch, consultative security.  
The waterfall model of security assurance 
is sub-optimal in a lot of companies, 
exacerbating the opinion that Infosec is the 
‘department of no’!
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Funding is always a cybersecurity 
impediment.  CISOs are being asked 
to better rationalize their capabilities, 
ensuring that technical solutions 
are appropriate for the threats and 
vulnerabilities which present themselves 
to a business.  To overcome financial 
constraints, many companies are looking 
to automation solutions which offer a 
solution to expensive, time-consuming 
manual operations - Incident response (IR) 
activity, for example, when a high-fidelity 
alert fires, allowing an automation engine 
to automatically quarantine an endpoint or 
change a configuration parameter.

When speaking the language 
of the board, are there certain 
phrases the CISO should be 
using?

Yes, those which resonate with their 
leaders, but a one-size-fits-all approach 
is doomed to failure.  Boards want to be 
kept abreast of potential risks which could 
impact their bottom line.  What resonates 
in one boardroom might not be relevant in 
another.

Again and again, one key issue 
surfaces: the need for CISOs to deliver 
meaningful metrics to their Board of 
Directors. Boards that are not comprised 
of security professionals are increasingly 
funding new cybersecurity programs and 
initiatives without understanding what 
information they want or need. They call 
for metrics, and the CISO is left wondering 
which metrics to present that will mean 
something to the board. 

To understand which metrics CISOs 
should deliver, CISOs need repeatable 

processes and an understanding of risk 
management. CISOs need to meet board 
members where they “live” — meaning 
they need to be talking about the same 
objectives if the metrics are to make sense.

Business leaders are more interested 
in risks to their organisations than fancy 
threat dashboards. Executives want to 
understand the high-impact risks and 
impediments that get in the way of their 
companies being successful. But the fancy 
dashboard doesn’t prove that security is 
actually working. It’s a “can’t see the forest 
for the trees” problem — that is, the flurry 
of alerts and the charts we make to show 
them may be hiding the true high-risk 
security impacts.

We (CISOs) should be concerned that 
we aren’t measuring the things that matter. 
This comes at a time when organisations 
are undergoing digital transformation and 
taking more and more of their business 
to the cloud or environments they don’t 
completely control. Unfortunately, 
this transformation presents new 
opportunities for criminals too. The 
breadth of capabilities and commitment of 
the bad guys has changed seismically. This 
is tough for executives outside of the cyber 
world to understand. 

“Business leaders are more 
interested in risks to their 
organisations than fancy 
threat dashboards. 
Executives want to 
understand the high-impact 
risks and impediments that 
get in the way of their 
companies being 
successful.”
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Five years ago, they signed the cheques 
for antivirus programs and a few hundred 
one-time password fobs; now their 
security teams are demanding sandboxing, 
decryption capabilities, security analysis 
platforms, IPS. The threat landscape is 
now almost unrecognisable to that of 
yesteryear and increasingly difficult to 
convey at the board level. 

What advice do you have for 
security leaders?

Choose your battles wisely as budgets 
for cybersecurity are tight.  A challenge 
with our profession is that it is incredibly 
hard to ‘prove a negative’.  Some CISOs go 
in with the scare-tactics, invariably based 
on fines or worst-case downtime scenarios 
in the event of a cyber-attack.  

In my experience, a strategy based 
exclusively on fear might obtain year one 
investment but is of limited efficiency 
with longer-term planning.  Your company 
invests in a layered set of security controls, 
two years down the line, you haven’t 
been breached, and the C-suite inevitably 
asks why they need to invest in all of this 
‘cyber-stuff’.  You told them that GDPR 
would result in 4% of their global revenue 
in fines, you spoke about the possibility of 
nation states stealing all kinds of sensitive 
intellectual property.  Neither happened 
(to your knowledge), so what do you do?

Sometimes, a wake-up call is necessary.  
There must be a ‘carrot and stick’ approach.  
Focus on the threats and vulnerabilities 
which are contextual to your environment.  
Adopt the role of trusted board advisor 
rather than draconian scaremonger.  It 
may have taken years to get a seat in the 
boardroom conversation - don’t lose it by 
crying wolf!

Another piece of advice is hiring your 
team based on a broad range of skills.  Don’t 
be afraid to bring in people smarter than 
you or with more knowledge in a particular 
discipline.  Cybersecurity leaders have to 
be an inch thick and mile wide with their 
learning – we don’t have time to be an SME 
in all aspects of the profession!

Security and IT professionals 
are bombarded with news about 
cybersecurity issues.  How can 
they filter out the noise and 
determine which issues really 
matter to them?

The security function must remember 
their purpose: to lower risk in line with 
a company’s risk appetite.  We do this 
by profiling the actors, events and 
vulnerabilities which combine to cause 
business impact.  Risk is lowered through 
the application of controls which manifest 
themselves through people, process and 
technology.

If you have a control and cannot align its 
use to a risk-reduction measure, it is likely 
unnecessary.  I call this approach ‘control 
traceability’.  

“In my experience, a 
strategy based exclusively 
on fear might obtain year 
one investment but is of 
limited efficiency with 
longer-term planning.”
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The best mechanism to evidence 
traceability is via a cybersecurity 
reference architecture - an artefact which 
documents the logical security capabilities 
needed to reduce risk in your company.  In 
some cases, technical vendor solutions are 
overlaid to highlight what you have, and 
why.

We should also highlight threat 
intelligence and the importance of learning 
from our peers.  No one organisation 
can protect itself appropriately without 
strategic and operational information 
pertaining to cybersecurity incidents in 
other companies. 

How do you make sure you 
know what new projects are on 
the road map and that security 
is baked-in from the process 
side?

Cloud technologies, continuous 
integration (CI), and DevOps are no longer 
the new guys in the room. Organisations 
are experiencing tangible cost savings, 
quality improvement and time to market 
with tools like CI. 

Unfortunately, the security team 
can often be left behind in this DevOps 
whirlwind. In a world of two-week sprints 

it’s no longer suitable for infosec to be 
engaged at the end of a project. Most 
CISOs I deal with are trying to work in 
a much more cross-functional fashion, 
embedding themselves into project teams 
and offering guidance much earlier in the 
development lifecycle.

Organisations need to gather all 
the business units involved in digital 
transformation around a single table – 
including network architects and security 
– to create joint processes and workflows. 
In this way, you’ll make progress right from 
the start. You’ll also inevitably save money 
and improve the organisational perception 
of the security function.

Many companies I work with are 
considering (or have implemented) 
the role of the ‘Business Information 
Security Officer’ (BISO).  A security leader 
dedicated to a specific business unit.  The 
rationale is simple:  contextualised security 
consultancy.  The BISO understands the 
sensitive assets, business processes and 
technology used within their department 
- engagement can be faster and more 
effective via this approach.

You’ve been in the industry for 
15 years.  What are some of the 
biggest changes you’ve seen 
in terms of not only threats 
but also how cybersecurity is 
viewed in an organisation and 
wider society?

For me, it was some time in 2017 that 
was a watershed time for our industry; 
perceptions of cybersecurity changed 
indelibly.  It was the dinner party tipping 
point.  I shall explain:

“Unfortunately, the security 
team can often be left 
behind in this DevOps 
whirlwind. In a world of 
two-week sprints it’s no 
longer suitable for infosec 
to be engaged at the end of 
a project.”
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I used to dread the “so, what do you 
do?” conversation.  You know the one - it 
takes place at dinner parties, the pub and 
on first dates.  It is the dialogue uttered 
to fill silences and pass the time while 
you are waiting for the kids to leave the 
classroom.  There are particular vocations 
ubiquitously understood: milkman, 
surgeons and electricians, everyone knows 
what he or she does.  Until recently, if you 
said that you worked in cybersecurity, you 
may as well have said that you designed 
the Hadron Collider.  The layman hears 
“something to do with IT”.  I assert that such 
disinterest is based on one over-arching 
belief: cybersecurity just doesn’t affect me.

Cybersecurity is now a boardroom 
discussion in almost all organisations.  For 
the second year in a row, cyber-attacks 
were identified as one of the top risks 
by the World Economic Forum (WEF) 
a starkly different position to my early 
days in the industry where many business 
leaders deferred risks introduced by 
technology to those in IT.  The IT function 
delivers capabilities to enable business 
operation.  The CISO is responsible for 
highlighting areas which could result in 
business disruption.

In my 15 years on the job, the primary 
challenge for the security leader remains 

the same - providing visibility and 
control.  Visibility of their assets, data, 
vulnerabilities and nefarious actors looking 
to affect the confidentiality, integrity and/
or availability of the aforementioned. In 
2019, the challenges with visibility and 
control are exacerbated by heterogeneous 
ecosystems, cloud computing and IoT.  
Against a headwind of regulatory pressure 
for expedient reporting, CISOs are often 
unable to provide high-veracity, timely 
data pertaining to their environment.

Across my time in the industry, I’ve 
seen a major shift in societal acceptance 
of cybercrime and data breaches.  In 2019, 
it is unlikely that an organisation will be 
chastised (by the public/media) for a cyber-
attack.  It is, however, vital that a company 
can detect, respond and remediate in the 
inevitable event of business disruption.  
In many cases, these retrospective 
processes are the measurements by which 
cybersecurity maturity is qualified by 
outsiders.

In closing

Security leaders of today need to 
apply a structured methodology for cyber 
risk management.  Despite all of the 
advancement in technology, the processes 
I used 10 years ago, are still as relevant 
today:

• Qualify Assets

• Profile Threat

• Assess Vulnerabilities

• Apply Controls.

“Cybersecurity is now a 
boardroom discussion in 
almost all organisations.  
For the second year in a 
row, cyber-attacks were 
identified as one of the top 
risks by the World 
Economic Forum.”
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We cannot apply the same level of 
security to everything (to do so would be 
very expensive and may increase friction in 
the user experience, which is unnecessary). 
We will apply stronger controls to systems 
and apps that contain stuff/data that we 
care about it.

At this point, we know what we are 
protecting and we know who is connecting 
and from which devices. Next, we need to 
better understand who is attacking us. In 
an ideal world, the security professional 
would provide a percentage likelihood of 
a data breach, but in reality, cyber security 
presents a volume of variables that cannot 
be measured as absolutes.

From my experience, assessing 
vulnerabilities is our biggest challenge. 
As security professionals, we often talk 
about “people, process, and technology”. 
Unfortunately, we focus too heavily on 
technology, nowhere more so than with 
vulnerability management. If we take an 
automated vulnerability scanner and point 
it at a network, invariably we’ll see metrics 
of a sort. But much of the response is a 
cacophony of noise – lots of warnings, with 
no way to prioritize them.

When considering controls, ask 
yourself, “Is it worth it?” from a cost 
perspective or from an efficacy-of-solution 
perspective.

Controls are there to lessen the impact 
or likelihood of a risk occurring. Controls 
do not have to be absolute. It’s unusual for 
a control to remove a risk entirely. We’re 
looking to lessen the risk to a palatable 
level. Who sets this bar? It’s the business!
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01Company Description

Acorus Networks has developed a large-scale, robust, and flexible infrastructure that 
facilitates distinct and complementary methods of both web and network DDoS 
detection and mitigation that ensures both performance and high availability for 
enterprise and service providers whose business activity, data or image depends on 
the Internet.

Company Name: Acorus Networks
Founded: 11/14
Employees: 12
Web: www.acorus-networks.com 
Headquarters: France

02Company Information
Key Target Verticals: Cloud/SaaS, 
Finance, Web Hosting, Retail, Media, 
Government

03
The Product
Product Category : Advanced DDoS 
protection as managed Services

Product Stage: Released

Product Names and Brief Description:
Acorus Transit Protect: IP Transit service 
protected by access lists configurable 
by customer, via a portal or API

Acorus Infra Protect: Intelligent mitigation 
solution for network and application traffic 
against DDoS attacks

Acorus Cloud Protect: Advanced DDoS 
protection for http/https websites against 
multi-vector attacks

Customer Footprint

Markets with Customers: Finance, 
Cloud/SaaS, Retail, Media, SP, IoT, 
Healthcare, Gambling

Relevant Public Success Stories per 
Key Target Vertical:

• Web hosting: Webedia
• E-commerce: Cdiscount
• Media: Mediapart
• Service provider: LuxNetwork
• Cloud/SaaS: Datacenter.eu

https://cyberstartupobservatory.com/
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04

Product in detail

IP Transit service which offers from 100Mbps to  100Gbps of Internet bandwidth, 
protected by access lists configured by the customer, via a portal of commands or API 
to filter IP prefixes, standard protocols and ports

How does it work?

• Customer connects Acorus Networks infrastructure with a IP BGP Transit session

• All internet traffic that is better announced by Acorus Networks transit and peering 
policy will cross naturally Acorus internet routers and will match with the configured 
Access lists (ACL)

• ACL can be managed on customer side thanks to API portal. The customers can 
enable their own stateless rules upstream their Internet access and prevent them 
from handling ACL  only on their premises

Acorus Transit Protect
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Key Benefits

• Large and scalable Backbone : nx100G distributed in Europe and US, with over 1,4Tb 
of available capacity

• Numerous Peering Points with Franceix, Hopus, Equinix Paris and NY, Amsix, NL-IX 
Dec-IX, Lu-cix, LINX

• Good quality connections with French eyeballs

Unique Differentiators

• Transit filtering via a customer portal with API:
• Identified source prefixes FW filters
• L4 type UDP, ICMP, TCP protocols by implementing FW filters…
• Capability to rate-limit traffic like UDP…

• Advanced visibility through customer portal
• Monthly Top AS per client
• Blocked traffic volume display vs 95th percentile consumption

Future Functionality

• More enhanced features for control and visibility on API portal for customers

Acorus Transit Protect
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Product in detail

Intelligent mitigation solution for network and application traffic, managed by Acorus 
Networks in its own secure large scale infrastructure, to protect in real time automatically 
your Internet access against DDoS attacks.

How does it work?

• Customers protected prefixes are configured on Acorus Networks portal. DDoS 
attacks filtering service activation is done by BGP redirection of customer’s attacked 
IP addresses to Acorus Networks mitigation systems. 

• All prefixes (up to /32 for transit protect customers) are not announced until 
customer decides to activate mitigation via the Acorus Networks 24/7 NOC or with 
the WebUI. portal

Acorus Infra Protect
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Key Benefits

• Own secure large scale network infrastructure

• Propose Direct BGP connection in addition to GRE tunnel

• No need of on-premises appliance (available as an option)

• Customized portal per client to visualize attacks and provide alerts in real time

Unique Differentiators

• European company (EU Regulation compliancy)

• L3/L4 AND advanced L7 attack Mitigation service (on-demand or always-on)

• Customer API to control mitigation on demand to avoid false positive

• Complete Analytics at Network and Application levels

• Up to /32 prefix mitigation for Transit protect customers

• Mitigation infrastructure spread across the network, not concentrated in one or 
two locations 

Future Functionality

• More enhanced features for control and visibility on API portal for customers

Acorus Infra Protect
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Product in detail

Solution based on a robust reverse proxy architecture, hosted and managed by Acorus 
Networks, to protect http/https websites effectively against DDoS multi-vector attacks.

How does it work?

• HTTP/HTTPS traffic is redirected toward Acorus Cloud Protect™  infrastructure by 
changing the protected site’s domain name in the DNS servers. 

• Acorus Cloud Protect™ infrastructure is based on a reverse proxy architecture. It 
receives the traffic sent to the protected website. The traffic is analyzed and cleared 
off the threats before being sent to the protected website’s hosting server, which can 
be situated at any hosting infrastructure or public cloud (AWS/Azure/Google Cloud).

Acorus Cloud Protect
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Key Benefits

• Customized portal per client to visualize attacks and provide alerts in real time

• Complete Real Time Visibility

• Deep Analytics at Network and Application levels

• Propose Direct network connection to Customer’s backend web servers to maximize 
performance and security

• Customized portal per client to visualize attacks and provide alerts in real time

Unique Differentiators

• European company (Compliance with EU Regulation)
• Include by default WAF Module with Top 10 OWASP vulnerabilities

Future Functionality

• Portal enhancements
• Advanced Bots’ management (Beta version)
• WAF custom rules

Acorus Cloud Protect
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Certifications

• PCI-DSS on-going certification process

Partners
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Q&A on Railway Cybersecurity

Israel Baron is the Director of 
Business Development at Cervello, an 
Israeli railway cyber security company 
- providing revolutionary and proven 
solutions to secure railways against 
cyber attacks. 

Israel is the former CISO of Israel 
Railways, bringing over 16 years of 
expertise in the cyber security domain 
with vast experience in the Israeli 
Ministry of Defence (IMOD) as a Senior 
Information Security & Technology 
Officer at the D.S.D.E (Directorate of 
Security of the Defence Establishment) 
- securing strategic national projects in 
the Israeli Defence Industries.

Do you feel a sense of 
awareness with regards to 
cybersecurity in your industry?

The Rail industry is a traditional industry 
and I feel that the cyber awareness is 
rising, but from my experience of being 
an operator’s CISO it still has not reached 
the desired level yet. On the one hand  we 
see various cybersecurity experts from 
different companies trying to tackle this 
issue, while on the other hand, the top-
level management and executives among 
operators and OEMs have yet to take the 
necessary actions to change the reality 
with regards to these immediate threats. 
They understand that while the industry is 
evolving and new railway technologies are 
adopted among many operators to enable 
better service, punctuality, productivity 
and efficiency, these trends expose the rail 
critical infrastructure to a new landscape of 
cyber threats. 

Author: Israel Baron, Director of Business Development, 
Cervello

“ While the industry is 
evolving and new railway 
technologies are adopted 
among many operators to 
enable better service, 
punctuality, productivity 
and efficiency, these 
trends expose the rail 
critical infrastructure to a 
new landscape of cyber 
threats.”
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Are there any specific 
cybersecurity requirements for 
rail & metro companies?

In short - yes. Rail & metro systems must 
have specific cybersecurity requirements 
in order to provide the resilience level 
needed for such critical systems and ensure 
public safety. The challenge is that for most 
of the organizations today it is unclear 
what their strategy should be, and in most 
cases these requirements are not included 
in the new tenders. If there are any, then 
they’re only related to the IT domain: Anti-
Virus software, normal IDS systems and 
more. The operational critical systems 
are left with no cybersecurity demands or 
protection at all. As a result, systems upon 
which cyber attacking can actually lead 
to loss of human lives are left completely 
defenceless, despite real-life threats, and 
this must change as soon as possible.

How and at what stage is 
cybersecurity embedded in the 
new rail projects?

From my experience, cybersecurity is 
typically embedded at early stages when 
dealing with standard railway applications 
and systems - such as IP networks, 
Passenger Information Systems (PIS), 
ticketing services, websites etc. 

In general, when it comes to operational 
technology (OT) systems and networks, 
cybersecurity demands and requirements 
are usually implemented, if at all, at a 
very late stage - most of the time after 
the system/project is already running. 
This leads to real difficulty making 
such changes because of the fact that 
those exact OT systems are commonly 
mission-critical systems in the railway 
domain. Implementing cybersecurity in 
them requires a long process of testing, 
deployment and integration methods, and 
validation - which leads to having such 
systems completely exposed to cyber 
attacks in the meantime. 

“ From my experience, 
cybersecurity is typically 
embedded at early stages 
when dealing with 
standard railway 
applications and 
systems.”
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What do you see as the major 
cybersecurity threats for the 
railway industry?

I truly believe that the cyber threats 
to the railway domain are almost all types 
of cyber threats that are out there. These 
include, but are not limited to, government-
sponsored, organized crime, hacktivists, 
inside threats, opportunists and internal 
user errors.

The 2015 project “Honey Train” used 
a simulated railway infrastructure to look 
like a real rail system to online attackers. In 
only 6 weeks the system recorded almost 
3,000,000 attacks, which leads to the 
understanding that many attackers seek 
out railway systems and infrastructure 
targets.

Knowing this, in my view, different kinds 
of cybersecurity threats to the railway 
industry could cause any of the following:

1. Disruption of normal traffic 

2. Human lives in danger

3. Reputational damage

4. Financial and sensitive information 
loss

What do you see as the 
most important national or 
international initiatives to 
enhance cybersecurity in the 
rail industry?

Internationally speaking, almost all 
railway infrastructures are changing and 
moving towards more digital, connected 

and intelligent systems. The European 
Horizon2020 is currently the biggest 
EU Research & Innovation program, 
with almost 80 billion Euros available 
for investments in different aspects 
of the railway industry, and with some 
major cyber projects such as the CYRAIL 
project, which received its funding from 
the Shift2Rail (under the Horizon2020) 
to address the topic “Threat detection 
and profile protection definition for 
cybersecurity assessment”. 

At this point, I believe that this project 
(CYRAIL) is the most important and 
serious international project in the railway 
industry relating to cybersecurity.

From a cybersecurity 
perspective, what are the 
major differences between a 
traditional railway infrastructure 
and the next generation of fully 
connected and digital trains?

The new age of railway systems enables 
this fast-growing industry to provide new 
services and technologies to its customers, 
including onboard wi-fi, new and improved 
passenger information systems, advanced 
passenger entertainment systems, 
predictive maintenance capabilities, 
improved punctuality, increased capacity 
of trains and more.

“ I believe that this project 
(CYRAIL) is the most 
important and serious 
international project in the 
railway industry relating to 
cybersecurity.”
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Until recently, the operation of railway 
systems has been considered to be 
performed through closed networks, and 
this was the base assumption for their 
safety. This new age of systems is becoming 
more and more centralized and integrated, 
hence the assumption that they operate 
through closed networks with no external 
threats is no longer sustainable.

At the same time, railway signalling 
systems have become more and more 
IT based in a way that is not only using 
dedicated computers and hardware, but 
instead uses ordinary computers and COTS 
(commercial off the shelf) components, 
which are much more vulnerable to cyber 
threats. In addition, we see the increased 
use of network control and automation 
systems that can be accessed remotely via 
public and private networks.

All these changes and trends in the 
railway industry create a new landscape of 
cross-system internal and external cyber 
threats.

Do you believe that railway 
signalling should be cyber 
protected with a dedicated 
railway solution, or will any 
cyber IDS (Intrusion Detection 
System) do?

From my experience as the former CISO 
of Israel Railways, and after deeply looking 
and drilling down into several “regular” 
IDS solutions, I’m convinced that the only 
way to cyber protect railway signalling 
systems is to use rail specific technologies 
developed by cyber experts with rail 
experience and best practices, and this is 
exactly what we offer at Cervello.

This understanding is due to the 
following:

1. Signalling systems use proprietary 
protocols.

2. In order to really defend signalling 
systems, an IDS should be aware of 
how a railway operator’s network 
actually works.

3. Rail IDS should use and utilize data of 
other railways specific systems, such 
as Train Management Systems and 
more.

4. Standard IDS solutions are based on 
a learning process, meaning it will 
give results only at the end of this 
process - and relying on this phase. 
IDS for critical rail systems should be 
able to produce cyber insights from 
day one.

5. Standard IDS solutions assume 
that at the starting point (time of 
installation) the system is “clean” or 
cyber-clear.

The IDS offered in the market today 
are dedicated to IT systems or generic OT 
systems. The rail signalling system has a 
complicated architecture and combines 
both IT & OT environments. Moreover, 
the signalling system is a system of 
systems and includes P2P communication, 
requiring a deep understanding of railway 
operational networks. If a railway operator 
has to deal with too many changes and 
delays on a daily basis or with a solution 
that is hard to deploy and integrate, then 
it is completely useless. The state of mind 
should be providing peace of mind and 
embracing a plug & play methodology for 
this conservative domain. 
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Christopher Cope
CISO, National Nuclear Laboratory

Christopher Cope has been a cyber 
security and information security 
practitioner since 2002. 

He is currently the Chief Information 
Security Officer for the National 
Nuclear Laboratory, an organisation 
which provides research and 
development and consultancy to 
the nuclear industry. Prior to that 
he worked as a consultant, which 
followed on from service in the Royal 
Air Force, where he held a variety 
of cyber security and information 
assurance leadership roles in the UK 
and overseas.

The CISOs role is a very high 
pressure, high-stakes job. What 
is the right profile for this job?

The CISO role is a complex and constantly 
evolving one, which has a touch of the 
polymath about it. Within cyber security and 

information security there are a number of 
key and supporting themes. Technology is 
of course important but so too is the need 
to understand the management of risk, 
legal implications, supply chain assurance, 
physical and personnel security, business 
continuity, assurance, project management 
and general business awareness. You may 
have begun your career in one of those 
areas, but to be an effective CISO you must 
get to grips with all of them; there is no 
hiding in a personal comfort zone. Given 
that many of these areas evolve rapidly, a 
CISO needs to have a hunger for continual 
education and a willingness to admit that 
there will be gaps in their knowledge. In 
today’s rapidly evolving business world, 
a CISO must always be able to prioritise, 
communicate and deploy the full range of 
soft skills needed in any leadership position. 
It also helps to have a hobby; we all need to 
sharpen the saw sometimes.

How important is it to have 
the CEO thinking that security 
matters?

Absolutely critical. If your CEO and 
other business leaders do not understand 
the importance of security to them, then 
success becomes almost impossible to 
achieve. You will always need resource and 
good will from the business to implement 
improvements.
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Some people call for daily 
security drills and exercises, at all 
levels of an organisation to help 
reinforce defensive strategies. 
What are your thoughts on this?

I’m a big believer in ‘train hard, fight 
easy’. It’s a good motto for incident 
response and resilience. But there has to 
be some consideration on the business 
that such exercises will take. If one is 
working in an organisation which expects 
to be attacked frequently and has very 
low recovery time objectives, then the 
deployment of a dedicated response team 
with the time and space to exercise would 
be justifiable. However, many businesses 
do not have the same threat profile or a 
dedicated incident response team, so the 
need to exercise must be balanced against 
their other roles. 

No response plan will work effectively 
if it is not reviewed and tested; the key is 
to find a level of exercising that you are 
comfortable with as an organisation.

The biggest threat to your 
institution is already inside the 
building. Studies show that 60% 
of cyber attacks come from 
inside the company. What are 
the key strategies to address 

this challenge?

Your staff is your greatest security 
asset and your biggest vulnerability. A 
well trained workforce can pick up on 
vulnerabilities and issues and help you 
to close the gaps. Conversely, a poorly 
trained or motivated workforce will 
become a target for exploitation.  For that 
reason, security education must be at 
the top of the agenda for every CISO and 
security manager in general. However, 
security education and awareness can’t 
be a one size fits all strategy, or one 
which is based purely on delivering hard 
metrics. Education should be provided 
on arrival to the organisation and staff 
must be reminded of the threat and their 
responsibilities periodically. They must 
also be communicated to in a way which is 
relevant to them; it’s rare that one message 
or medium will work for all. I tend to work 
closely with corporate communications 
teams who know how to target messages 
in order to achieve best effect.

When the business is steaming 
along and wants to introduce 
new products or services, how 
do you make sure that security 
is plugged in?

The rate of change and business 
transformation can be a very real security 
threat. Keeping up with developments 
requires time and skills to evaluate the 
new services or products. Being informed 
of a launch date the day before is a terrible 
place to be and usually ends in frustration 
for someone, so it’s far better for security 
teams to be involved early. 

“No response plan will work 
effectively if it is not 
reviewed and tested; the 
key is to find a level of 
exercising that you are 
comfortable with as an 
organisation.’’
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You’ve been in the industry for 
17 years.  What are some of the 
biggest changes you’ve seen in 
terms not only of threat, but how 
cyber security is viewed in an 
organisation?

The change has been monumental. 
When I started out, IT and security rarely 
spoke to each other and cyber security 
was given a very low priority. I also spent 
a lot of time dealing within enquires 
relating to faxes and typewriter ribbons; 
these days not so much.  Technology has 
marched on and is rapidly changed in 
how we operate.  As we have grown more 
reliant on information and operational 
technology however, and coupled with 
numerous high profile incidents, there has 
become a clear need to take this matter 
seriously. Certainly business leaders are 
now expecting to be informed of their 
cyber security risks, and are asking hard 
questions, and legislation like GDPR has 
helped to focus organisations on the 
potential impact in the event of an incident.

In terms of threat, we have seen the 
attackers tactics change over time - the 
advent of APTs, for example. But the 
basic premise of ‘find a vulnerability then 
exploit it’ remains the same. A real area of 
concern though would be the advent of 

cyber physical and hybrid attacks. There 
are clear risks here to organisations and 
wider society that will require a joined up 
approach to remediate.

Cyber security and information 
assurance is still a new specialisation, 
but one that is having to mature 
rapidly to meet the evolving threat.  
I hope that we can promote this 
specialisation as an exciting career, 
dispel some of the perceptional myths 
and encourage people into it earlier, 
particularly women, who are woefully 
under-represented. 

“In terms of threat, we have 
seen the attackers tactics 
change over time - the 
advent of APTs, for 
example. But the basic 
premise of ‘find a 
vulnerability then exploit it’ 
remains the same.’’
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01Company Description

Pcysys delivers an automated penetration-testing platform that assesses and 
reduces corporate cybersecurity risk. By applying the hacker’s perspective, its software 
identifies, analyzes and prioritizes remediation of cyber defense vulnerabilities. 
Information security officers and service providers around the world use Pcysys to 
perform continuous, machine-based penetration tests that consistently improve their 
immunity against cyber attacks across their organizational networks. 

Company: Pcysys
Established: 11/15
Employees: 25
Web: www.pcysys.com
Headquarters: Israel

02Company Information

Other Offices: Boston,  Canada, UK
Primary Industry Sectors: Financial 
Services, Telecom, Retail, Healthcare, 
Government, Higher Education, Legal, 
e-Commerce, Manufacturing

The Product
Product Category: Automated Penetration Testing Tools
Product Stage: Released                                                                                                                                         
Product Name: PenTeraTM 
Brief Description:
Penetration Testing, as it is known today, is obsolete. Software and algorithms can do a better job at 
penetration testing and helping businesses continually assess and improve their cyber risks using 
an automated, threat-oriented approach.
Pcysys’ flagship product, PenTeraTM, eliminates the need to conduct costly manual penetration 
testing by delivering the power of 1,000 ethical hackers in a software platform. With a click of a 
button PenTeraTM identifies vulnerabilities, conducts ethical hacking to exploit them and prioritizes 
remediation based on the actual achievements. By using PenTeraTM, organizations can continuously 
build-up their cyber resilience while focusing remediation efforts on fewer vulnerabilities that are both 
exploitable as well as damage bearing.  

 Services Provided: Automated Penetration Testing

03
The Product
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04
Product in detail: PenTeraTM

Focused on the inside threat, the PenTeraTM automated penetration-testing platform 
changes the rules of the game by enabling continuous pen-testing. The innovative 
hacking program automatically scans and enumerates an organization’s network and 
applies the latest ethical hacking techniques. Upon conclusion of the test, PenTeraTM 
automatically generates an attack summary that illustrates the “attack story” from the 
hacker’s perspective, recommending the most cost-effective security remediation. 
Overcoming manual penetration testing drawback, PenTeraTM offers continuous, 
consistent and network-comprehensive pen-testing that can be performed by every 
cybersecurity team.  

How does it work?

PenTeraTM  works the same way a hacker would.
Stage 1 - Reconnaissance

The software begins with reconnaissance of the network attached assets and enumeration of 
their systems, applications and interfaces. This stage is immediately followed by a full vulnerability 
scan that identifies the vulnerabilities which exist on each device.

Stage 2 - Ethical Hacking
The PenTeraTM attack orchestrator begins exploiting both static and dynamic network vulnerabilities 
that were found, while continuously gathering more information and applying hacking techniques 
such as Relay or Man-in-the-Middle (MitM). The software further advances in attack by injecting 
ethical-Malware to allow for lateral movement across the organization towards privilege escalation 
and the breach goal. 

Relay

Network 
Recon

Cracking
Passwords

Sniffing 
credentials

Ethical 
Exploit

Lateral
Move

Vulnerability 
Assessment

Privilege 
escalation

Malware 
injection

Stage 3 - Reporting and Cleanup 
At the end of each test run, PenTeraTM 
provides a digital summary of the critical 
remediation steps needed based on threat-
facing priorities relevant to the organization’s 
network and critical assets. The complete 
report includes an executive summary, an 
attack vector and detailed steps for the use 
of the cybersecurity analyst teams.
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05
Key Benefits

• Continuous Protection - a company can maintain the highest resilience posture 
by performing penetration tests as frequently as needed - daily, weekly or monthly. 
PenTeraTM allows you to validate your cybersecurity posture as often as you need, 
keeping your guard up at all times.

• Consistent Validation - hold all of your networks to the same high standard. PenTeraTM 
tests your entire infrastructure with a wide array of hacking techniques ensuring that 
you remain resilient regardless of how the hacker is trying to break in.

• Current Defense - keep up with the latest hacking techniques. Hackers are constantly 
evolving their techniques. PenTeraTM ensures that you match and evolve the depth 
of “off the book” pen-testing techniques. 

06
Unique Differentiators

• Agentless - Zero agent installations or network configurations. PenTeraTM starts 
with physical LAN access without any credentials, just as a hacker would. 

• Automated - Press ‘Play’ and get busy doing other things while the penetration 
test progresses. All you need to do is define a range of IPs and select the type of 
test you want to perform. 

• Complete Attack Vector Visibility - Every step in the attack vector is presented and 
reported in detail to explain the attack “kill chain” and select the minimal amount of 
vulnerabilities to stop the attack.

• Real Exploits, No Simulations - Like a hacker, we perform ethical exploitations 
without disruption of service:  e.g. lateral movement, remote execution, relay 
attacks, password cracking, ethical malware injection and privilege escalation.

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory UK 107BACK TO CONTENTS

• Red Herring Top 100 Europe Winner

• Frost and Sullivan’s 2019 Global Automated Penetration Testing Customer Value 
Leadership Award

• Infosec Next Gen Network Penetration Testing Tools for 2019

07
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Russel Kirby
CISO Credisafe

I have been in the IT industry for 
nearly 20 years with over half of that 
being in security. 

I have worked across many 
business sectors but heavily 
in Financial Services and enjoy 
guiding businesses through the 
security journey taking them from 
nothing or the tick box operation, 
and transforming security into an 
effective business driver that adds 
value to the business and delivers 
real security benefits.

How could we address the 
perception of cybersecurity 
holding back the business?

That’s a hard perception to address. 
Traditionally the security function has been 
seen as the “department of No!” because 
poor security teams will state what cannot 
be done and walk away, whereas what they 
should be doing is understanding what they 
business wants to achieve and offer the 

guidance required to achieve that objective 
in a way that also matches the risk profile 
of the business. Ultimately anything can 
be done, it’s just a case of identifying what 
security needs to support the business with 
in order to do it in the best way that doesn’t 
expose the business to unnecessary or 
unacceptable risk.

Are there any key phrases or 
terms that security executives 
should use when talking to the 
C-suite about the business? 

When speaking to the C-Suite I often 
think about what I shouldn’t say first. 

Too many CISOs fall back on driving buy-
in for security with FUD (Fear, Uncertainty 
and Doubt) and that can have a place in the 
conversation but it has to be measured and 
not sensationalist. Generally, the message 
the C-suite wants to understand is how 
the security program is supporting the 
business, ranging from increasing customer 
attraction and retention to company 
reputation and what is going on from a 
security and regulatory position, which is 
improving how the business is viewed in 
the market place. 

“Too many CISOs fall back 
on driving buy-in for 
security with FUD (Fear, 
Uncertainty and Doubt) and 
that can have a place in the 
conversation but it has to 
be measured and not 
sensationalist.”
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Relating to how security is driving 
business innovation and adoption of new 
technologies which improve end user 
perception are also important. 

How do you make sure you 
know what new projects are on 
the road map and that security 
is baked-in from the process 
side? 

Put simply this is about integration with 
the business and networking. Too many 
security functionals lock themselves away 
in an office and behave like a clandestine 
department. To be effective the security 
teams should be speaking with everyone in 
the business and the CISO should be talking 
with the heads of every department on a 
regular cadence and should be acting as an 
SME for them to ensure they understand 
risks at an early stage of every project. We 
are all familiar with the concept of privacy 
by design thanks to GDPR, but security by 
design should be an innate feature of every 
business.

How can security executives 
help the C-suite better 
understand cybersecurity?

Talking to the C-Suite is not easy. As 
security people we are required to and 
accustomed to speaking a very different 
language to most other people in the 
business. This isn’t a bad thing. It’s the 
language of our trade, in the same way 
most other professions have their own 
terminologies and acronyms which are 
natural to the people who use them and 
foreign to security people. 

The key to getting the C-suite to 
understand security better is actually 
quite simple: if we as security professionals 
use common language and are willing to 
explain in simple terms what we are talking 
about, the audience will be able to grasp 
what we are talking about. Many CISOs 
fear that people will find the explanation 
patronising but I think it’s better to explain 
clearly in simple language (even getting up 
and drawing diagrams on a whiteboard if 
needed) and be understood than to use a 
string of complex industry specific terms 
which are lost on the audience along with 
the message you are trying to convey.

What advice do you have for 
security leaders? 

The best piece of advice I can give is 
to be approachable. If you can have an 
ongoing dialogue with the business at all 
levels, people will be comfortable talking to 
you and you will find out about the issues 
faster, which lets you step into the role 
of an SME and guide the business before 
things get bad.

“If we as security 
professionals use common 
language and are willing to 
explain in simple terms 
what we are talking about, 
the audience will be able to 
grasp what we are talking 
about.”
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In an information technology 
environment where personnel 
are taking on increasingly 
complex responsibilities, 
what do you think is the role 
of cybersecurity awareness 
training? 

Awareness training is vital to any 
business. In a world where risks and 
regulations change on an ongoing basis and 
at a speed which can be quite frankly scary, 
there is an expectation on all employees 
to adapt and adjust to these changes and 
awareness is how we communicate these 
expectations to them. As an industry we 
need to make sure that we are doing this 
in an effective way. The days of once a 
year 30-minute training courses are done, 
I’m afraid. The awareness needs to be 
continuous and relevant, and engaging. 
Short, high-quality messages delivered 
in a way that keeps people’s attention is 
what works best. Standing up and talking 
to the company at town halls, using online 
awareness training that also builds on 
gamification can also deliver the key 
messages you need people to understand 
in a way which engages the audience 
without sending them to sleep. 

Unless security is integrated into 
the business at all levels it will not be 
effective, which means engaging every 
person, no matter what their role,  to 
make sure they are part of the security 
team.

“Unless security is 
integrated into the business 
at all levels it will not be 
effective, which means 
engaging every person, no 
matter what their role,  to 
make sure they are part of 
the security team.”
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01
Company Description
XM Cyber provides the first fully automated APT simulation platform to continuously expose 
attack vectors, above and below the surface, from breach point to any organizational critical 
asset. This continuous loop of automated red teaming is completed by ongoing and prioritized 
actionable remediation of organizations’ security gaps. In effect, HaXM by XM Cyber operates 
as an automated purple team that fluidly combines red team and blue team processes to 
ensure that organizations are always one step ahead of the attack.

Already deployed at customers in North America and EMEA, including leading financial 
institutions and critical infrastructure organizations, HaXM has uncovered hidden attack 
vectors within networks in very short timeframes and demonstrated how hackers are able to 
compromise critical assets, despite the modern security controls and processes in place.

XM Cyber was founded by top executives from the Israeli cyber intelligence community and 
employs an elite team of cyber offense and defense veterans with decades of real-world 
experience. The company has offices in the US, UK, Israel and in Australia.

Company Name: XM Cyber
Founded: 04/2016
Employees: 40
Web: xmcyber.com
Headquarters: Herzliya, Israel

Company Information
Other offices: New York, USA,  London, UK 
and Sydney, Australia
Key Target Verticals: Financial, Healthcare, 
Retail, e-Commerce, Critical Infrastructure, 
Manufacturing, High Tech, Telecom, etc. 

Product Category: Breach & Attack 
Simulation, Cyber Posture, Cyber Risk
Product Stage: Released
Product Names and Brief Description: 
HaXM
HaXM by XM Cyber is the first APT 
simulation platform to simulate, validate 
and remediate every hacker’s path to your 
critical assets 24×7. 

03
The Product Customer Footprint

Markets with Customers: North America, 
Europe, Israel, Australia
Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services
• Healthcare
• Retail
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence Agencies

02
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04Product in detail
HaXM by XM Cyber provides the only hyper-realistic APT automated and continuous 
simulation platform which addresses real user behavior, poor IT hygiene and security 
exploits.

The platform exposes continuously attack vectors, above and below the surface, and 
delivers prioritized actionable. As such, HaXM provides the first fully automated purple 
team by automating red and blue teams’ activities.

HaXM by XM Cyber provides:

• Comprehensive and up-to-date attack scenarios using the latest hackers’ techniques 
and methods

• Full mapping of all attack paths at any given time
• Automatic adaptation to the context of the organization, leveraging misconfigurations, 

user activity, credentials and security vulnerabilities in the network 
• Automated remedial reports based on the attack vector’s criticality
• Flexible architecture: on-prem or cloud-based

Customers benefit from:

• A comprehensive mapping of all attack vectors from breach point to critical assets
• Significant reduction of IT hygiene risk
• A focus and optimization of cybersecurity resources
• The capability to make data-driven decisions 
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05How does it work?
HaXM by XM Cyber works in 3 easy steps:
1. Select target assets

You first have to define the organizational assets. These will be the goals for the attack 
simulations. There are several types of assets which can be defined as the ones that 
are crucial to your business: devices, data and networks and the platform can help 
identifying the critical assets.

2. Activate on-going and simultaneous attack scenarios
Once the target assets have been defined, the system automatically runs APT 
simulations. Attack scenarios are safely activated simultaneously and continuously 
within the production environment, exposing attack vectors and compromised assets.

3. Get automated prioritized actionable remediation
Finally, the system generates an automated report containing information on the key 
findings and prioritized actionable remediation. This empowers the security team to 
focus on the most important issues.
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06Key Benefits
By continuously challenging the organizational network with HaXM by XM Cyber, 
organizations gain clear visibility of the cyber risks, and an efficient, data-driven 
actionable remediation plan aimed at the most burning issues to fix.

• The organization knows, at any given moment, the attack vectors to its target assets 
and gets a prioritized actionable remediation plan

• The organization reduces significantly the risks associated with IT hygiene

• The organization can focus and optimize its cyber resources by knowing the fixes 
that have a huge impact on the overall risks

• Through reports and dashboards, the organization can act on data-driven information

07
Unique Differentiators

XM Cyber’s APT simulation & remediation platform addresses the crucial question “are 
my crown jewels really secure?” as hackers are able to compromise critical assets, 
despite the modern security controls and processes in place.

Why XM Cyber is unique:
• Unique approach: XM Cyber  brings a new approach to cybersecurity by taking the 

point of view of APT hackers targeting organizations’ assets, capitalizing  on human 
errors such as misconfigurations, shadow IT and faulty security practices, taking 
advantage of poor IT hygiene and security vulnerabilities. 

• Unique Technology: XM Cyber’s patented technology (over 15 patents) features 
proprietary algorithms that account for the most up-to-date hacking techniques, 
endless customer specific scenarios and the human factor to perform advanced 
APT on the attack path to organizations’ critical assets.

• Unique team: XM Cyber was founded by the highest caliber of security executives 
from the elite Israel intelligence community. Together they bring a second-to-none 
proven track record in offensive and defensive cyber space.
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08Awards

World Economic Forum – Technology Pioneer 2018 

“Rookie Security Company of the Year” winner for the 
SC Magazine US Awards 2018 

“Overall APT Solution Provider” winner – Cybersecurity 
Breakthrough Award 2018

“Startup of the Year” winner for Infosecurity Product 
Guidelines Excellence Awards 2019

“NextGen Infosec Startup of the Year” winner for the 
Cyber Defense Magazine Infosec Awards 2019

“Information Security Software” winner – Best Globee 
Awards 2018

Red Herring Top 100 America Winner 

“APT Simulation and Remediation Platform” Frost & 
Sullivan Technology Innovation Award
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Glenn Fitton
CISO as a Service, ITC Secure

Glenn has represented information 
security at a senior level for 
several organisations across 
numerous complex industries 
including construction, FMCG, and 
pharmaceuticals. 

He is a Certified Information Systems 
Security Professional (CISSP) with a 
master’s degree in Applied Project 
Management from Northumbria 
University. 

He has built his information security 
career on a foundation of technical 
and project management focused 
roles from his earlier career history.

Now, providing CISO as a service, 
Glenn visits a variety of organisations,  
each presenting their own unique 
challenges and at varying stages of 
their cyber security journey. 

Are there any common business 
roadblocks that prevent 
security practices from being 
implemented?

The most challenging type of 
environment to influence better 
information security controls is 
an organisation that lacks agility. 
Organisations typically understand the 
need to adapt rapidly to the market and 
other macro-environmental changes, but 
somehow still see the information security 
challenge as a static and merely theoretical 
risk.

Often, a shocking news headline about 
a breach at a peer company causes a knee-
jerk reaction from leaders, who then seek 
a “silver-bullet” which they can invest in, 
implement and then move on from worrying 
about the threat.

“Often, a shocking news 
headline about a breach at 
a peer company causes a 
knee-jerk reaction from 
leaders, who then seek a 
“silver-bullet” which they 
can invest in, implement 
and then move on from 
worrying about the threat.’’
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Unfortunately, there is no “silver-
bullet” when it comes to information 
security, because the threat landscape 
is continuously changing. Threat actors 
(attackers) such as nation states, organised 
crime and hacktivists are inventing new 
technologies and techniques to breach 
organisational defences.

The first step to changing this culture 
of neglecting new risks is to understand 
that cyber security is a complex, real and 
moving target. Once the organisation 
has curbed that assumption, security 
professionals need to establish a process 
and method that enables senior leaders to 
understand the current risks on a regular 
basis. 

Security professionals need to master 
to art of translating these complex issues 
to senior leaders, who may not understand 
some of the technical concepts (because 
they shouldn’t need to).

How do you convey the board 
the message that with regards 
cybersecurity you can minimize 
the risk, but you are never going 
to be 100 percent secure?

It can be daunting for many information 
security professionals to communicate 
directly with a board to answer the 
question, “how secure are we?” 

Often, we approach the answer in one 
of two ways: 

1. We paint the best picture possible to 
show you are adding value and avoid 
getting fired, or 

2. We detail a scary cyber world with 
hackers at every door in the hope 
the board will release additional 
funding to combat the issue. Both 
approaches are equally inefficient.

Whilst achieving absolute security is 
a great goal to have, the reality is that it’s 
largely unachievable; no business is risk 
free, and all businesses must consider 
and manage competitive risks, economic 
risks, legal risks, operational risks and 
many others.  Information security is just 
another form of risk that organisations 
need to manage. 

Before attempting to answer “how 
secure are we?” security professionals 
and organisational leaders need to have 
an open dialogue to define “how secure 
do we want to be?” We need to define 
the assets that are most important to the 
organisation (i.e. people, customer data, 
systems or propriety information). 

Once we understand what we are trying 
to protect, we can pragmatically consider 
the level of risk and the appropriate 
controls (and appropriate funding) to 
protect them.

“Whilst achieving absolute 
security is a great goal to 
have, the reality is that it’s 
largely unachievable; no 
business is risk free, and all 
businesses must consider 
and manage competitive 
risks, economic risks, legal 
risks, operational risks and 
many others.’’
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In an information technology 
environment where personnel 
are taking on increasingly 
complex responsibilities, 
what do you think is the role 
of cybersecurity awareness 
training?

The core benefit of having an effective 
information security awareness training 
program is, of course, to reduce the 
likelihood and frequency of malpractice 
leading to a data breach or cyber event. 
Where available, face-to-face workshops 
or training sessions are most effective and 
help to bridge the gap between information 
security and the business itself. 

When a face-to-face approach is 
used correctly, the information security 
awareness program evolves from a one-
way message (from security professional 
to the business) to an open forum 
which allows both the business and 
information security to understand each 
other’s needs better. In this way, the 
business understands their information 
security responsibilities whilst having 

the opportunity to voice the concerns 
or challenges they may already be facing 
when trying to up hold these expectations. 

The role of information security 
awareness, therefore, is to bridge the gap 
between information security and the 
wider business through establishing an 
open and direct communication channel.

Last year brought the largest 
Distributed Denial of Service 
(DDOS) attack via the Internet 
of Things (IoT) devices 
configured as a botnet. Do 
you think legislation should 
mandate device manufacturers 
to meet minimum cybersecurity 
requirements to avoid this kind 
of incidents?

To reiterate the point made earlier, 
“there is no silver bullet” when it comes 
to information security. Legalisation, 
however, could be a huge contributor to 
establishing privacy and security by design 
in IoT devices. 

Deciding to govern products with 
legalisation can make a real difference, 
if implemented correctly. For example, 
in 1983, the front seatbelt wearing 
regulations for drivers and passengers 
(both adult and children) came into force 
in the UK. Today, over 2,000 lives are 
saved every year by wearing a seatbelt. 
That’s because both the car manufactures 
and drivers better understand their 
responsibilities concerning seatbelts, 
which are enforced through legislative 
controls. 

“When a face-to-face 
approach is used correctly, 
the information security 
awareness program evolves 
from a one-way message 
(from security professional 
to the business) to an open 
forum which allows both 
the business and 
information security to 
understand each other’s 
needs better.’’
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Manufactures are increasingly building 
internet connectivity into their products, 
from refrigerators to door bells and 
children’s toys. Technology companies 
now consider privacy and security in the 
very early stages of design. However, 
many manufactures of IoT enabled devices 
are not considering security to the same 
degree.

Attackers are turning their attention to 
these easier targets and exploiting their 
weaknesses, to great success. 

Security is everybody’s responsibility, 
so whilst organisations and users need 
to play their role in securing their own 
devices, manufactures should build their 
IoT devices with security in mind.

The role of legalisation in the battle 
against cybercrime should be to provide 
guidance, support and enforcement 
regarding the secure manufacturing of 
these devices, ensuring that manufacturers 
uphold certain information security 
requirements.

Why do some CISOs use 
technology for its cool factor 
instead of for securing or 
enabling the business?

As budget holders, I’m sure at some 
point in our careers we can all consider 
ourselves guilty of implementing tools or 
technology that are aesthetically pleasing 
or provide the illusion of “security” whilst 
forgetting the original need.

Over last five years the information 
security industry has seen a plethora of 
new services, tools, technologies and 
systems introduced to the market. These 

tools can fulfil very specific use cases such 
as “Vulnerability Scanning” or “End-point 
Firewalls”. However, some of these tools 
boast coverage of the entire information 
security requirement. 

When you scour the market to look 
for information security products, it can 
be daunting to say the least. Information 
security professionals (especially CISOs) 
should have the confidence to take a 
step back and consider the fundamental 
requirements (“what am I trying to 
achieve?”).

Documenting your requirements 
should happen before any products 
are even considered. There are many 
techniques and templates available to 
help gather requirements at the start of a 
project and these should act as a blueprint 
for managing scope as the project 
progresses.

In my experience, once the individual 
requirements are known and documented, 
a new tool or product may not be the 
answer. Often, a procedure change or 
reconfiguration of an existing system can 
turn out to be the most effective solution. 

“Documenting your 
requirements should 
happen before any products 
are even considered. There 
are many techniques and 
templates available to help 
gather requirements at the 
start of a project and these 
should act as a blueprint for 
managing scope as the 
project progresses.’’
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Where a new product is required, the 
requirement gathering exercise helps to 
drive better decision making when faced 
with an overwhelming amount of potential 
options.

What is the best way to foster an 
image of information security 
being there to help supporting 
the business rather than talking 
about raw technology?

Whilst the majority of security 
professionals genuinely care about 
supporting the organisation’s mission, 
we can sometimes lose our way.  When 
stepping into new originations, I’m often 
greeted with an unconscious stigma of 
“here is the person that is here to cap our 
creativity and put obstacles in the way of 
our projects”. 

Whilst it is true that change can 
introduce new risks, when done properly, 
change is the only way we can start 
to achieve sustainable and secure 
practices. Regardless of which role we fill, 
department we work in or who we report 
to, most people want to do a good job. 
For security professionals, if the default 
answer to any slightly risky endeavour is 
“No”, the business will become disengaged 
and consider security as an obstacle.

Security professionals can (and should) 
influence a better relationship with the 
business by using the correct language 
from the start. For example, rather than 
stopping a project “because it’s too risky”, 
security professionals should explain the 
elements that concern them the most, 
ultimately working with the business to 
find a better alternative.

Furthermore, using the correct 
language can help rectify the assumption 
that information security is purely an IT 
or technology problem. It may seem we 
are over-emphasizing the importance of 
semantics, but referring to information 
security as “Cyber security” or “IT 
Security” implies that we are talking about 
technology alone. 
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AI and ML in cybersecurity

AI and ML, definitions

There is a huge buzz around artificial 
intelligence (AI) and machine learning (ML) 
only comparable to the lack of clarity of the 
meaning of those terms. 

Within AI we can find several concepts 
like strong AI or true AI that refer to 
artificial general intelligence, a hypothetical 
machine that exhibits behaviour at least as 
skilful and flexible as humans do.

But the truth is that there is not currently 
such a machine that can operate and learn 
totally on its own outside a controlled 
environment.

AI has to be able to deal with vast amounts 
of data, the ability to reason, organise and 
structure knowledge mimicking the way a 
human does. At this moment, this is mainly 
science-fiction.

 

There is general consensus though, that 
AI is a superset of ML.

As a superset, AI has more topics than 
ML, although there are some overlaps and 
implies more than just learning, like speech 
recognition and understanding, perception, 
creativity and intuition ;three dimensions, 
3D understanding and interactions with 
the environment; reasoning, contextual 
understanding within a conversation 
and object manipulation. Commercial 
applications of AI that represent additions 
of AI over ML might be self-driving cars, 
computer vision and natural language 
processing (NLP).

Machine Learning is an AI discipline 
that gives computers the ability to learn 
without being explicitly programmed.   
Basically, a Machine Learning computer 
will find patterns in data and then predict 
the outcome of something it has never seen 
before.

The latest developments in the ability 
to manage large datasets or bigdata, 
storage capacity to keep all that data and 
the computer power, have enabled the 
development of ML.

Author: Jose Monteagudo, CEO, Smartrev Cybersec

At a glance
•    4 minute read
•    The Airport of Things (AoT): IoT security should 
be a top priority 
•    IoT devices should be properly secured, 
updated, contained or isolated and configured to 
guarantee data privacy
•    Conclusions

SC

“ The latest developments 
in the ability to manage 
large datasets or bigdata, 
storage capacity to keep 
all that data and the 
computer power, have 
enabled the development 
of ML. ”
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There are many types of ML, the most 
prevalent being supervised learning, deep 
learning and reinforcement learning. 

 Most of the current applications of AI in 
cybersecurity do not go beyond ML.

Applications of ML in 
cybersecurity: the low hanging 
fruit.

Machine learning in cybersecurity 
performs extremely well where we have 
lots of data either on the cloud or on the 
endpoint, working in combination with 
bigdata and analytics.

The most suitable applications would 
be in processing massive quantities of data 
and performing vast operations to identify 
anomalies, suspicious or unusual behaviour, 
detect and correct known vulnerabilities, 
suspicious behaviour and zero-day attacks. 

 ML might prove very helpful in detecting 

issues of a higher complexity, faster and 
more accurately than the human analyst. 

In the unfortunate case of an attack, an 
automated response is critical in order to 
minimize the impact, conduct forensics and 
to defend effectively.

From a defensive perspective we 
need to be able to respond in computer 
or machine time versus human time to 
stop some of the attacks. Defence against 
intelligent cyber weapons can only be 
achieved by intelligent software. 

“ From a defensive 
perspective we need to be 
able to respond in 
computer or machine time 
versus human time to 
stop some of the attacks.”
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Machine learning is increasingly 
being introduced to fight e-commerce 
fraudsters. There is currently access to lots 
of information about suspect fraudsters, 
including their purchase activities and 
profile, online browsing activities, social 
networks and fake identification they 
submit to get their orders approved. The 
real challenge is how we can make sense of 
this unstructured data and then make good 
approve/decline decisions for thousands of 
merchants in real-time.

 Other uses of ML in cybersecurity 
might address the acute problem of 
scarce and expensive expertise through 
resource optimization or increase in staff 
productivity. Also a substantial reduction in 
false positive rates would positively impact 
cybersecurity operations and ML is very 
effective in achieving this goal. We need 
to be cognizant that the widening cyber-
security skills gap is seriously threatening 
companies and this serious issue needs 
to be assessed in terms of cyber risk and 
properly addressed.

 The accuracy and effectiveness  of 
the response to an attack could also be 
improved leveraging ML which is also quite 
important considering that cybersecurity 
has quite low fault tolerance as it only takes 
one vulnerability to be exploited in order to 
have a data breach 

Challenges to adopt ML

 When adopting ML to implement any of 
the functionalities discussed previously, it 
is very important to be realistic about the 
expectations. ML is frequently oversold 
and we cannot forget that ML is powered 
by math, not magic.

Probably the toughest challenge to 
adopting ML is going to be availability and 
quality of the data. Typically we do not 
have all the information needed to feed 
the algorithms, for example enough attack 
data, with the right context.

Additionally, there is a steep learning 
curve and important limitations in the 
learning process.

With enough context data, the learning 
process shouldn’t start from zero, but again, 
having this contextual data and leveraging 
is not an easy task.

Once an ML solution is implemented, 
we need to make sure that we are detecting 
the right thing. Sometimes the algorithms 
do not learn the right thing but something 
else. On top of that, testing and debugging 
is not easy, as we need to deal with a lot of 
uncertainties.
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There are also important costs of 
acquisition, operation and maintenance 
generally related to the highly specialized, 
scarce and expensive expertise required.

One final important barrier or challenge 
might be regulation. The impact of 
regulatory frameworks might be diverse, 
involving privacy, data protection and other 
regulations impacting automated decision 
making.

AI and ML used for evil

Let’s be clear on one thing:AI and ML 
are tools and consequently they are not 
inherently bad or evil.

Having said that, as there are quite 
interesting applications, as previously 
discussed , to help the good guys, these 
powerful tools might also be and are 
currently being weaponized to wreak 
havoc.

The bad guys will definitely seek to 
leverage machine learning too, to support 
their attacks, learn from defensive 
responses and disrupt detection models. 

We should expect more advancements 
in the use of machine learning and advanced 
analytics by attackers to accelerate and 
sharpen social engineering attacks-
phishing, fraud, DDoS, ransomware, 
spyware, and scams across more industry 
sectors than they can do today using 
manual reconnaissance techniques.

For example, in the case of ransomware, 
attackers might leverage advanced analytics 
and ML to switch to more profitable targets, 
including high net-worth individuals, IoT or 
specific businesses.

 As we discussed before, machine speed 
in cybersecurity is critical and hackers will 
try their hardest to exploit newly discovered 
vulnerabilities faster than defenders can 
patch them. 

Ethics in ML

One of the first ethical questions to 
arise around ML inevitably pertains to 
automation and the resulting loss of 
human jobs. As the cybersecurity industry 
currently faces a talent shortage it is not 
clear whether automation would be as 
controversial as some people allege. 

Additional ethical issues emerge when 
considering predictive cybersecurity used 
to anticipate cybercrime or cyberterrorism 
– wherein the accused are implicated in 
crimes that have yet to be committed. This 
approaches conflict directly within the 
existing legal framework.

 Also, there are potential issues 
arising from the poor quality and/or 
inadequate quantity of data on which to 
base predictions, as well as the predictive 
capability of the algorithms used to infer 
probabilistic outcomes. Algorithmic 
transparency might be a serious issue in 
particular in regulated industries, especially 
when implicating people, and it is not easy 
to address this problem as just because 
someone has access to the ML code, it does 
not always equal being able to explain how 
the software works, mainly because there 
are ML algorithms that do not behave in a 
wholly predictable manner.

Another very important problem is that 
some of the information learned might 
be private or confidential. This might be 
particularly serious under regulations like 
GDPR.
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Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate receiving 
your suggestions or comments to help us improve our content, services and the way we 
communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us know. It helps us 
to know that we are delivering our services effectively and provides us with an opportunity 
to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations are a valuable 
input

We strive to cover relevant topics, provide valuable resources and to shed some light 
on important issues. The team welcomes your contribution as a way to widen our vision, 
the quality of the content and the depth of our knowledge.

You can contact us at: 

info@cyberstartupobservatory.com

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory UK 133BACK TO CONTENTS

Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate receiving 
your suggestions or comments to help us improve our content, services and the way we 
communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us know. It helps us 
to know that we are delivering our services effectively and provides us with an opportunity 
to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations are a valuable 
input

We strive to cover relevant topics, provide valuable resources and to shed some light 
on important issues. The team welcomes your contribution as a way to widen our vision, 
the quality of the content and the depth of our knowledge.

You can contact us at: 
info@cyberstartupobservatory.com

https://cyberstartupobservatory.com/
mailto:info%40cyberstartupobservatory.com?subject=Feedback


cyberstartupobservatory.com Cyber Startup Observatory UK 134BACK TO CONTENTS

© 2019 Smartrev Analytics Consultants SLU. All rights reserved. In this document, 
“Cyber Startup Observatory”, “Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

https://cyberstartupobservatory.com/


The Observatory©

First Edition - March 2019

United Kingdom 

cyberstartupobservatory.com

SO


