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The purpose of the Cybersecurity Startup Observatory is to collaborate to build a 
safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
registered trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2019 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Preface

We are thrilled to present the Fourth Edition of the Cyber Startup Observatory 
France. The Observatory  is a global initiative to promote cybersecurity innovation within 
SMEs, enterprises, corporates, goverments, critical infrastructures and other key 
elements of our society.

During the last few years and particulary in recent months, we have been witnessing 
increased activity, coordination and even innovation from the bad guys. We believe that 
this issue can only be addressed by raising the awareness of the important challenges 
ahead as well as on the powerful solutions available to address those problems. 

The Observatory   endeavors to identify the best cybersecurity entrepreneurs globally, 
to engage with key industry leaders to discuss important cybersecurity topics and to share 
all these insights with industry practitioners.

We achieve these goals by researching markets, identifying startups, cybersecurity 
leaders and publishing research, analysis, market maps, interviews and thought leadership 
articles.

In terms of focus, the Observatory  project will strike a balance of 95% coverage of 
startups and the remaining 5% will be allocated to established companies. We believe 
that innovation is undoubtedly taking place in both worlds but entrepreneurs are struggling 
to to convey their messages, promote their visions and to scale up their projects.  Our 
main mission is to help startups to achieve the same visibility and international marketing 
capabilities that only multinationals can afford.

The Observatory  France, respects that balance.  We would like to express our sincere 
gratitude to all the participating startups and companies and their teams for their fantastic 
solutions and their contribution not only to this Observatory, but also in securing the 
referred industries and society as a whole. All of them contribute to keeping our companies 
and everyday lives cyber-safe.

As we are on a mission to raise awareness of the industry’s challenges, this Observatory 

also covers the thoughts and vision of top-notch cybersecurity executives, CIOs, CISOs 
and other leaders who are creating and driving the future of the industry. We are humbled 
and honored to have them with us and we would like to explictly thank them for their 
valuable contribution and commitment to this project.

https://cyberstartupobservatory.com/
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In particular, we would like to thank:

• Frederic Jesupret, Group Information Security Officer, Allianz Partners
• Carlo Spada, CISO Europe, Essilor
• Thomas Degardin, Group CISO, Bouygues Construction

Finally, I would like to thank my co-editor Maite Ortega, our colleagues Alicia Peña 
for their infinite patience and support in the preparation of this publication, the startup 
observatory web and many other key “bits and pieces”, David Bailey for his valuable 
advice and top-notch proofreading services  and of course to the fantastic Unsplash 
photo repository unsplash.com for their fantastic pictures which have been used in this 
publication. Our gratitude goes to all the photographers for their invaluable material.

Maite Ortega
Co-founder & Co-Editor 

maiteo@smartrev-cybersec.com

Jose Monteagudo
Founder & Editor-in-Chief 

josem@smartrev-cybersec.com

https://cyberstartupobservatory.com/
mailto:maiteo%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
mailto:josem%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Introduction

This Fourth Edition of the Cyber Startup Observatory France brings major 
improvements over previous editions.

The scope of the research  now covers 28 major categories and 7 sub-categories.  
There is also a focus on industries with specific cybersecurity needs. In particular we are 
researching the Healthcare and Transportation verticals. 

To create  this Observatory France we have worked with over 300 French 
cybersecurity startups and in this edition we have also invited top-notch entrepreneurs 
from other leading markets, in particular the US, Israel and the UK. We believe that this 
global perspective constitutes a unique and invaluable asset.

At the time of writing the Observatory France, we have three additional editions 
covering the US, UK and Israel. We are also working on three more markets or regional 
Observatories. These new markets will be communicated soon and will enable the 
Observatory program to cover most of the world.

We also publish 20 weekly updated Cybersecurity Landscape Slides, available at our 
site:

Available Cybersecurity Landscape Slides: the CyberSlides

Just a final note to highlight how this document is organized. This methodology is also 
applied to our website cyberstartupobservatory.com and will be consistent in future 
editions of the Observatory.

All the sections are classified under the following categories and signposted using the 
following tabs:

Innovation

Training

Insight

Trends

ResourcesLeadership

Innovation

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/the-world-map/
https://cyberstartupobservatory.com/
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Cybersecurity materials, 
training courses, awareness 
programs and infographics.

Articles covering hot topics 
which are relevant for the 
industry as well as interviews 
with CISOs and other senior 
executives sharing their vision 
on relevant topics for the 
cybersecurity industry.

Focused on the evolution 
the cybersecurity industry is 
experiencing, new directions, 
including innovative 
technologies or approaches 
that might take cybersecurity 
to the next level such as AI, 
Blockchain, automation, 
computer vision, etc.

Covering  information 
from the most innovative 
startups with state-of-
the-art solutions. The 
Information is presented to 
enable the reader to easlily 
understand the startup’s 
value proposion.

In the Startup Observatory 
and our web we share tools 
that are relevant and valuable 
for industry executives, 
cybersecurity practicioners, 
regulators, purchase 
departments, students and 
universities. An example is 
our France CyberSlide.

Senior global cybersecurity 
leaders  from the most  highly 
regarded organizations, 
financial institutions, 
government, healthcare 
corporations and other key 
industry players, sharing their 
thoughts  and forward-thinking 
views on cybersecurity topics.

Innovation

Training Insight

Trends

Resources

Leadership

Innovation

https://cyberstartupobservatory.com/
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The France CyberSlide 
One of the goals of the Cyber Startup Observatory is to share insight among the 

key stakeholders in securing the financial services, healthcare, critical infrastructure, 
e-commerce, public sector, transportation manufacturing, law enforcement, education, 
enterprise and SMEs as critical components of our Society.

 These key stakeholders include cybersecurity executives, consultants, analysts, 
researchers, entrepreneurs, regulators and law enforcement professionals. 

The France CyberSlide is a powerful decision support tool to help them understand 
the key players coming from the French market, properly categorized following a 
methodology that is consistent across all the markets that the Observatory is analysing. 
It is the result of a research process conducted by the Observatory team that involved 
over 300 French startups and is updated on a weekly basis.

Our methodology and the same categorization consistently used across all markets 
analyzed by the Observatory team, makes life easier for decision makers involved in the 
identification and selection of cybersecurity providers.

The success of the France CyberSlide has been unparalleled, achieving over 15k views 
every week. That amounts for over 60k views a month from over 25 countries.

You can find below statistics regarding the viewers of the France CyberSlide:

Split by Role Split by Vertical Split by Geo

Information Security 
Specialist

32%

Technology Manager
23%

Director / Executive 
Director / CISO

36%

IT Consultant / 9%

Critical Infrastrucures / 
Utilities / 22%

Healthcare
27%

Financial Services
32%

e-Commerce / 10%

Government / 9%

EMEA
45%

LATAM
12%

North America
32%

APAC / 11%

https://cyberstartupobservatory.com/
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The referred categorization is discussed and agreed with every single company.

We have classified the startups under 28 different categories. 

Those categories are:

The latest France CyberSlide is available on our web: 

The CyberSlide - The World Map

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from startups or gathered by our research team will be 
updated in the next Observatory, which is due for July 2019, and weekly on our website.

CYBER RANGE

MOBILE SECURITY

CLOUD SECURITY

ENDPOINT SECURITY

NETWORK SECURITY

WEB SECURITY

APPLICATION SECURITY

EMAIL SECURITY

CYBER POSTURE

COMPLIANCE & DATA LEAKAGE PREVENTION

PRIVACY

INCIDENT RESPONSE & FORENSICS

UEBA

INSIDER THREATS

DETECTION & PREVENTION

CYBER INTELLIGENCE

DECEPTION

SOC

ARTIFICIAL INTELLIGENCE

IDENTITY & FRAUD

ICS/SCADA

IoT - IIoT

BLOCKCHAIN

HEALTHCARE

AUTOMOTIVE

RAIL & METRO

MARITIME

AVIATION & UAVs

Categories

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/the-world-map/
mailto:info%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Future improvements to the France CyberSlide 

At the time of writing this Observatory we are working on a major update to the 
France CyberSlide.

The France CyberSlide will be split into three different flavours:

• Product Companies

• Consulting and Services

• Cyber Risk and Cyber Insurance

This important change pursues a holistic approach to companies involved in the selection 
of cybersecurity solutions. We want to help them to navigate the ocean of cybersecurity 
providers and to find those best suited for their specific needs. We expect to address this 
challenge with the  Product CyberSlide.

Implementation wise, we will strive to identify niche consultancies with core expertise 
in specific cybersecurity disciplines or verticals. As always, this analysis will be market 
specific, providing valuable insight for companies pursuing projects in the markets under 
analysis.

Finally, to have an overall view of the cyber risk incurred by the company, including 
assessment, modeling, mitigation as well as insurance, we are creating a new slide providing 
a detailed view of the ecosystem of providers customized per market. We will include both  
startups and large insurers providing insurance solutions.

As we know that SMEs struggle to find suitable insurance policies, we will focus on their 
specific needs to find companies which could provide solutions to serve those needs.

At the time of writing this observatory, we are working on the preparation of those 
slides. We have started this initiative with the France CyberSlide and will be deploying this 
improvement to the rest of the markets in the short run.

The next page shows the format of the new CyberSlides.

https://cyberstartupobservatory.com/
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France CyberSlide - Product

The categorization of the CyberSlide - Product is very similar to the initial version of 
the slide and is shown below:

The CyberSlide - Product includes 28 categories and 7 sub-categories. We have 
recently added Artificial Intelligence and moved Training, Education and Awareness to the 
CyberSlide  - Consulting and Services.

At the bottom of the CyberSlide, you can find the industry specific buckets, including 
transportation and healthcare.
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France CyberSlide - Consulting and Services

The categorization if the CyberSlide - Consulting and Services is shown below:

The CyberSlide - Consulting and Services includes 15 categories for cross-industry 
companies and 5 categories for industry-specific companies. 

At the bottom of the CyberSlide, you can find a box for large consulting groups. As all 
of them will be well-known in the industry, adding little value to companies looking for 
providers, we dedicate this section to sponsors willing to support our global initiative.

https://cyberstartupobservatory.com/
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France CyberSlide - Cyber Risk and Cyber 
Insurance

The categorization of the CyberSlide - Cyber Risk and Cyber Insurance is shown 
below:

The CyberSlide - Cyber Risk and Cyber Insurance  includes 10 categories for cyber 
risk and cyber insurance startups. 

At the bottom of the CyberSlide, you can find a box for large cyber insurers. As all 
of them will be well-known in the industry, adding little value to companies looking for 
providers, we dedicate this section to sponsors willing to support our global initiative.

https://cyberstartupobservatory.com/


France CyberSlide Product - Detail

• Over 150 cybersecurity startups and established companies.

• Very robust ecosystem across all categories.

• In accordance with the Observatory project strategy, the France 
CyberSlide has a major focus on startups, representing 90% of 
the logos on the slide.

• Important number of players in traditional cybersecurity 
domains.

• Solid offer in Information Privacy, Compliance and DLP.

• A high resolution version of the France CyberSlide is available 
on our website at France CyberSlide
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France CyberSlide Product - Detail

Observatory 
Members

• Over to 30 companies identified securing critical applications 
including:

• Cloud Productivity Apps
• Cloud Infrastructure providers
• Cloud SaaS Apps
• Enterprise Apps
• Big Data Platforms

CLOUD SECURITY



France CyberSlide Product - Detail

• Close to 55 companies identified with focus on protecting 
Web Applications, Websites and the whole Application 
Development Lifecycle:

• Web Application Firewalls

• Application Security: securing applications, uncovering 
vulnerabilities to prevent data breaches

• Zero Trust security solutions for cloud, containers and 
microservices

Observatory 
Members

WEB SECURITY

APPLICATION SECURITY



France CyberSlide Product - Detail

Observatory 
Members

• Over 40 companies addressing:

• Insider Threats, supporting the investigation process and 
preventing data exfiltration

• Cyber Intelligence: to mitigate data breaches through early 
warning breach detection, threat intelligence platforms, 
Information / Incident Sharing, etc.

• Identity & Access Management and Fraud Detection and 
Prevention

CYBER INTELLIGENCE

IDENTITY & FRAUD
IDENTITY & ACCESS MANAGEMENT FRAUD DETECTION & PREVENTION

INSIDER THREATS



France CyberSlide Product - Detail

Observatory
Members

• Over 20 companies focused on improving the overall 
cybersecurity strenth of companies with specific sections 
for Cyber Risk and Third Party Security.

• Compliance and Information Privacy are serious concerns. 
An important number of companies have been indentified 
addressing these two interrelated topics.

COMPLIANCE & DATA LEAKAGE PREVENTION INFORMATION PRIVACY

CYBER POSTURE BREACH & ATTACK SIMULATION

THIRD PARTY SECURITY
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France CyberSlide Product - Detail

Observatory 
Members

• Robust offer in more traditional disciplines:

• Detection & Prevention  
• Incident Response & Forensics, detection, 

threat intelligence platforms, Information / 
Incident Sharing, etc.

• SOC

EMAIL SECURITY

DETECTION & PREVENTION

SOC

PHISHING PREVENTION

UEBA DECEPTION

CRI
DATA
Cyber Risk 
Insurance



France CyberSlide Product - Detail

Observatory 
Members

• Robust offer in more traditional disciplines:

• Detection & Prevention  
• Incident Response & Forensics, detection, 

threat intelligence platforms, Information / 
Incident Sharing, etc.

• SOC

INCIDENT RESPONSE & FORENSICS

BUSINESS CONTINUITY



France CyberSlide Product - Detail

Observatory 
Members

• Robust offer in Network Cybersecurity with overt  25 
specialized companies.

• Solutions purposely designed for Enterprise, Data Centers, 
Cloud and Industrial environments.

• State of the art solutions to address important network 
threats, in particular DDoS attacks.

CYBER RANGE NETWORK SECURITY
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France CyberSlide Product - Detail

Observatory 
Members

• We have recently added the transportation industry to our 
analysis. Although we have identified high quality startups 
with focus or expertise in specific transportation verticals, 
we know that this is not a complete picture. Forthcoming 
Observatories will provide a more accurate view.

• 9 companies identified with purposely designed solutions 
for the Healthcare industry or with important success 
stories in this market.

BLOCKCHAIN

AUTOMOTIVE

HEALTHCARE

MARITIMEAVIATION RAIL & METRO

UAVs



France CyberSlide Product - Detail

Observatory
Members

• Forty companies with different approaches to Endpoint 
and Mobile security: OS-Centric Positive Security, AI, Deep 
Learning.

• Focus on endpoints, servers and mobile devices.

• Broad offer including prevention, detection, response, 
remediation and forensics.

• Support for zero-day and APT attacks.

ENDPOINT SECURITY

MOBILE SECURITY

®
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France CyberSlide Product - Detail

• Roughly 30  companies offering protection for Industrial 
Operational Technology, the Industrial Internet of Things 
(IIoT), Building Systems Cybersecurity, etc.

• Specialized companies offering solutions for other IoT 
applications.

• Interesting IoT labs to secure IoT applications, devices and 
other related infrastructure.

IoT - IIoT
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Cybercriminals take aim at 
Office 365
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Cybercriminals take aim at Office 365

Office 365 is one of the most popular 
productivity suites on the market. 
Businesses using Office 365 benefit from 
its all-in-one platform that combines 
collaboration, messaging, and office 
productivity tools. Using a single login 
credential, a user has access to every 
aspect of their employer’s business—and 
that’s why Office 365 is so popular with 
cybercriminals.

Office 365 email attacks are on 
the rise

With more than 155 million users, Office 
365 has made Microsoft a top target. In a 
recent report by Vade Secure, Microsoft 
was named the number one phished brand 
in the world for the third straight quarter, 
topping popular targets like PayPal and 
Netflix. From SharePoint to OneDrive, 
Office 365 applications house a treasure of 
data, and cybercriminals are getting more 
creative about how to get in the door.

According to IDC, 80 percent of 
cyberattacks start with an email. While 
malware was once the biggest email 
threat to businesses, it has been usurped 
by equally dangerous, although harder to 
detect phishing and spear phishing attacks. 
Moreover, these threats are increasing 
in both volume and sophistication. The 
method of attack in each case differs slightly, 
but what phishing and spear phishing have 
in common is that they are designed to 
trick vulnerable employees into disclosing 
information or completing a desired action. 

When phishing and spear phishing 
are combined, it’s known as a multiphase 
attack, a methodical approach beginning 
with a phishing email designed to gain 
access to Office 365 credentials, followed 
by spear phishing attacks conducted from 
inside Office 365 using compromised 
accounts. “When you find a way to break 
through Microsoft,” says Adrien Gendre, 
chief solution architect at Vade Secure, 
“you break through 155 million corporate 
users.”

For one American company, a multiphase 
attack cost more than $45 million. Over the 
course of several emails, one employee was 
manipulated into sending wire transfers to 
a hacker posing as an executive. “Once you 
have access to a compromised account,” 
Gendre says, “you can launch small attacks 
from the inside and stay under the radar.”

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Adrien Gendre, Chief Solution Architect, Vade Secure

At a glance
•   5 minute read
•    Office 365 Email Attacks are on the Rise
•    How Email Attacks Slip Past Microsoft Security
•    Augmenting Office 365 Security with a New 
Approach to Threat Detection
•    Taking Action When Threats Occur

https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/phishers-favorites-q4-2018/
https://www.vadesecure.com/en/multi-phase-attacks-how-hackers-combine-phishing-and-spear-phishing-to-target-office-365-users/
https://www.vadesecure.com/en/multi-phase-attacks-how-hackers-combine-phishing-and-spear-phishing-to-target-office-365-users/
https://www.sec.gov/news/press-release/2018-236
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How email attacks slip past 
Microsoft security

Common entryways into Office 365, 
phishing and spear phishing emails are 
bypassing Microsoft’s email security filters 
and landing in user inboxes. Once delivered, 
there is little—to nothing—IT admins can 
do to prevent employees from taking the 
bait. Exchange Online Protection (EOP), 
Microsoft’s built-in email filtering service, 
is efficient at stopping spam and known 
threats based on previously identified bad 
senders or malicious content. 

In “Email Security: Maintaining a High 
Bar When Moving to Office 365,” IDC 
analyst Konstantin Rychkov says unknown 
threats like dynamic phishing and spear 
phishing easily bypass EOP. Traditional 
filters like EOP, which use fingerprinting 
and reputation-based methods to detect 
threats, are not built to identify the 
unknown. 

Unlike previous high-volume phishing 
attacks, the latest threats are low volume 
and highly dynamic, featuring content 
randomization and different senders, 
IPs, and URLs in each email. Additionally, 
polymorphic malware is constantly 
changing, so it has no signature to detect.

Secure Email Gateways (SEG) are 
equally ineffective at protecting Office 
365 environments from dynamic threats. 
The rise in cloud adoption, says Rychkov, 
presents challenges for the SEG model, 
resulting in inefficient controls or an 
abundance of false positives. SEGs also 
require MX (mail exchange) record 
changes, which present additional 
challenges. By simply looking up the MX 
record, hackers have visibility into the 
SEG a business uses and can then adjust 
their methods to bypass the product. SEG 
also introduces integration challenges, 
cannot scan internal emails to protect 
against insider attacks, and does not layer 
effectively with Office 365. 

“You have to rethink your architecture 
to make sure you can stack up the layers,” 
says Gendre. “When you set up a cloud 
solution or an SEG in front of Office 365, 
you are just removing the protection Office 
365 is providing. You are not stacking up 
the layers; you are replacing one layer with 
another.” 

“Unlike previous 
high-volume phishing 
attacks, the latest threats 
are low volume and highly 
dynamic, featuring content 
randomization and different 
senders, IPs, and URLs in 
each email.’’

https://cyberstartupobservatory.com/
https://info.vadesecure.com/idc-analyst-connection-office-365-migration
https://info.vadesecure.com/idc-analyst-connection-office-365-migration
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Augmenting Office 365 security 
with a new approach to threat 
detection

Launched at lower volumes and with 
greater precision, phishing and spear 
phishing attacks are increasingly difficult 
to identify. Combatting highly dynamic, 
targeted email threats requires augmenting 
Office 365 security with a predictive 
approach that expands beyond traditional 
fingerprint and reputation-based methods. 

Behavioral-based methods are now 
available that can analyze emails based on 
the content and context of the email. In AI-
based threat detection, machine learning 
models analyze emails based on behavioral 
patterns identified in previous threats, 
such as phishing attacks. Supervised 
machine learning algorithms can identify 
these patterns by analyzing URLs, landing 
page forms, and common obfuscation 
techniques used in phishing emails, such 
as use of redirections and link shorteners. 
“Instead of trying to identify the malicious 
content,” Gendre says, “which is a waste 
of time because it changes constantly, we 
use machine learning to identify malicious 
behaviors.”

Spear phishing emails are designed to 
trick users into completing an action, such 
as changing an account number, scheduling 
a wire transfer, or purchasing gift cards. 
If the content and the sender were not 
previously flagged, the emails will not 
be blocked by a traditional email filter. In 
natural language processing, a subset of 
AI, algorithms scan the email and analyze 
the content and context of the message to 
identify those calls to action.

Machine learning can also detect 
other tactics that bypass traditional email 
security filters. For example, in email 
spoofing, a cybercriminal creates an email 
address that mimics but is not identical to 
an email address of another employee in 
the organization. Unsupervised anomaly 
detection can compare the sender’s 
email address the organization’s entity 
model—known email addresses within the 
organization—to detect email spoofing, 
cousin domains, and other tactics. A 
traditional email filter will not recognize 
this anomaly because the email address is 
not from a known bad sender.

In both examples above, the behavioral 
analysis happens in real-time. This is 
in contrast to traditional sandboxing 
techniques that quarantine emails while 
they undergo analysis, significantly slowing 
email delivery—and slowing business in the 
process. 

Taking action when threats 
occur

A limitation of many email security 
solutions, according to Rychkov, is 
remediation. No security solution, whether 
for email, applications, or any technology, 
can block 100 percent of cybersecurity 
threats.

“Behavioral-based methods 
are now available that can 
analyze emails based on 
the content and context of 
the email. In AI-based threat 
detection, machine learning 
models analyze emails 
based on behavioral 
patterns identified in 
previous threats, such as 
phishing attacks.’’

https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/dedicated-email-security-for-o365/
https://www.vadesecure.com/en/dedicated-email-security-for-o365/
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For threats that bypass security filters 
and land in user inboxes, IT admins need 
the ability to remove the threat from the 
inbox. For false positives that have been 
flagged by a filter, IT admins should be 
able to return non-threatening emails to 
user inboxes—all this should occur without 
affecting the Office 365 user experience. 

Finally, while remediation must occur 
at the IT level, it should also occur at the 
human level. Humans, after all, are the 
target of email threats. Cybercriminals 
rely on them to make mistakes—and they 
do. Users should be immediately alerted 
and trained when they have clicked on 
a phishing link or responded to a spear 
phishing email. 

On-the-fly training reinforces 
the importance of continual security 
awareness and refreshes users’ sense of 
alertness—which is often lost when months 
have passed between security awareness 
training sessions. Users should also be 
trained to report email threats when 
they receive them, creating a feedback 
loop that continually improves machine 
learning models. “I believe instead of being 
the weakest link,” Gendre says, “users are 
actually the last line of defense.”

To learn more about augmenting Office 
365 email security, read the IDC Analyst 
Connection report, “Email Security: 
Maintaining a High Bar When Moving to 
Office 365.”

Adrien Gendre, Chief Solution 
Architect, Vade Secure.

As Vade Secure’s chief solution 
architect, Adrien Gendre is responsible 
for formulating the company’s product 

strategy and road map, overseeing 
integration with security vendors and 
managing the global solutions architect, 
training, documentation and customer 
support teams.

 

 

https://cyberstartupobservatory.com/
https://info.vadesecure.com/idc-analyst-connection-office-365-migration
https://info.vadesecure.com/idc-analyst-connection-office-365-migration
https://info.vadesecure.com/idc-analyst-connection-office-365-migration
https://www.linkedin.com/in/adriengendre/
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01Company Description

Vade Secure is a global leader in predictive email defense, protecting more than 600 
million inboxes worldwide. Powered by artificial intelligence, our solutions provide best-
in-class protection against the most sophisticated email threats, including phishing, 
spear phishing, malware, and ransomware. 

Company Name: Vade Secure
Founded: 12/08
Employees: 100
Web: www.VadeSecure.com 
Headquarters: Hem, France

02Company Information
Other offices: San Francisco, CA, Boston, 
MA, Vancouver, Canada, Montreal, Canada, 
Paris, France, Hong Kong, China, Tokyo, 
Japan
Key Target Verticals: Financial services, 
insurance, education, government, 
manufacturing, ISPs/telcos

03
The Product
Product Category: 
Primary: Email security
Secondary: Detection & Prevention
+ Phishing Prevention
+ Identity & Fraud
Product Stage: Released
Product Names and Brief Description:

• Vade Secure for Office 365
• Vade Secure Cloud
• Vade Secure Gateway
• IsItPhishing Threat Detection

Customer Footprint
• Markets with Customers:

• US, EU (France, Belgium, UK, 
Germany, Poland), Japan

• Relevant Public Success Stories 
per Key Target Vertical:
• ISPs/telco – BT
• Government – Boys and Girls 

Clubs of Puerto Rico
• MSSP - HTG 360
• ASL Airlines - ASL

https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/VS_case_study_BT_EN-1.pdf
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case%20Study_BGCPR_EN.pdf
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case%20Study_BGCPR_EN.pdf
https://www.vadesecure.com/en/htg-360-anti-phishing-office-365/
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case_study-ASL-Airlines_EN.pdf
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04
Product in detail: Vade Secure for Office 365

Vade Secure for Office 365 is the only email security solution that’s fully integrated 
into Office 365, offering a native user experience and best-in-class filtering accuracy 
powered by artificial intelligence. 

How does it work?

Vade Secure for Office 365 blocks advanced attacks from the first email thanks to 
machine learning that performs real-time behavioral analysis of the email, URLs and 
attachments. 

Real-time, Time-of-Click Anti-Phishing – Scans the URL/page at the time of click, 
following any redirections in order to determine whether the final page is fraudulent. 

Banner-Based Anti-Spear Phishing – Detects spoofing (e.g. exact domain, cousin 
domain, visible alias) and alerts the user by displaying a customizable banner in the 
email.

Behavioral-Based Anti-Malware – Analyzes the origin, content and context of emails 
and attachments to block unknown, polymorphic malware.

Phishing Remediation - Admins can instantly remove any malicious email from users’ 
inboxes, mitigating attacks before they disrupt the business.

https://cyberstartupobservatory.com/
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05
Key Benefits: Vade Secure for Office 365

• Ease of deployment: The solution can be deployed in just a few clicks—no MX record 
changes required.

• Native user experience: Because the solution is fully integrated in the Outlook Web 
or Desktop client, there’s no external quarantine or training required.

• Insider threat protection: In addition to incoming emails, Vade Secure for Office 365 
scans internal messages to protect against insider attacks.

• Complement Office 365 Security – Vade Secure enables you to augment native 
Office 365 security (e.g. EOP), rather than displacing it. 

Unique Differentiators

• Native API integration – Vade Secure for Office 365 is the only solution that’s fully 
integrated into Office 365 using the Microsoft Graph API.

• Artificial intelligence – Vade Secure’s machine learning models are fed by data 
from 600 million inboxes worldwide, thanks to our relationships with ISPs, telcos, 
enterprises, and OEM partners.

• Graymail Management – In addition to blocking threats, we automatically classify 
low-priority messages using existing Office 365 folders. 

Future Functionality
• A feedback loop plug-in for end users to report malicious emails, helping the 

product to learn.
• Ability for admins to designate policies at the user group level.

https://cyberstartupobservatory.com/
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06
Product in detail: IsItPhishing Threat Detection

IsItPhishing Threat Detection is an anti-phishing solution that helps SOCs detect 
targeted phishing attacks, increasing the productivity of their analysts while enhancing 
protection of their organization. A lightweight API that easily integrates your existing 
tools, IsItPhishing Threat Detection delivers a real-time verdict on whether suspicious 
URLs are phishing, reducing the number of manual checks performed by analysts. 

How does it work?

To render a verdict, IsItPhishing Threat Detection leverages two components:

• Real-time Threat Intelligence – IsItPhishing Threat Detection first compares a URL 
against the real-time threat intelligence produced by Vade Secure’s email filter engine, 
which detects more than 10,000 new phishing URLs each day. 

• Real-time Phishing Detection  – To detect unknown, zero-day threats, machine 
learning algorithms perform real-time analysis of more than 40 features of the URL 
and page content, following any redirections to determine whether the final page is 
malicious. 

https://cyberstartupobservatory.com/
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07
Key Benefits
• Increased SOC analyst productivity – Real-time phishing detection significantly 

reduces the number of alerts and false positives processed by analysts. 

• Easy integration with SOC tools – An open API, Name, integrates easily with SIEM/
SOAR tools, allowing you to enhance your organization’s security without disrupting 
your existing architecture. 

• Universal phishing defense – IsItPhishing Threat Detection  allows you to instantly 
detect phishing URLs and trigger automated workflows to block access across your 
entire network (email, messaging, web, etc.)

Unique Differentiators
• Rapid detection of zero-day attacks – Thanks to its predictive approach, IsItPhishing 

Threat Detection detects new phishing attacks from the first wave, allowing you to 
block them before they’ve been clicked. 

• Artificial intelligence – IsItPhishing Threat Detection  uses machine learning models 
fed by data from 600 million inboxes worldwide, thanks to our relationships with 
ISPs, telcos, enterprises, and OEM partners.

• Quality threat intelligence – Our threat intelligence is the most accurate, with only 
active URLs and virtually no overlap with feeds. 

Future Functionality
• Additional pre-built connectors to leading SIEM/SOAR tools

https://cyberstartupobservatory.com/
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08
Certifications

• France Cyber Security

Awards

• 2018 SINET 16 Innovator Award

Partners

https://cyberstartupobservatory.com/
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6 challenges to managing unstructured 
data sets when standard protection no 
longer works
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6 challenges to managing unstructured 
data sets when standard protection no 
longer works

The accessibility and usage of 
unstructured data for regulatory, analytic 
and decision-making purposes is driving 
the need to search and scrutinize this data. 
The volume of unstructured data is set to 
grow from 33 zettabytes in 2018 to 175 
zettabytes or 175 billion terabytes by 
2025 (source IDC). What was once cold 
data stored on tape will be used more and 
more for analytics, machine learning and 
business intelligence.

Legacy archiving methods typically fall 
short when compared to cloud computing 
and AI applications where extracting value 
from data is built into storage processing. 
Traditional data management is moving 
towards automation and Delivery as-a-
Service. In order to reduce costs and relieve 
IT management overheads, organizations 
need powerful scale-out unstructured data 
management solutions for the long-term 
which ensure data is readily available.

Traditional backup technologies such 
as Network Data Management Protocol 
(NDMP) max out at approximately 100TB 
of data or 100 million files. With too much 
data and too many files, NDMP does not 
guarantee disaster recovery but rather 
forces many organizations to rely on data 
replication resulting in little or no backup 
history. Cyberattacks also propagate to 
replicated data sets. Limitations in terms 
of IO parallelization or filesystem scanning 
capabilities mean that NDMP backup 
technology and legacy backup software 
have truly served their time.

These traditional approaches are giving 
rise to many challenges that can be solved 
by new technologies for storage and data 
synchronization for petabyte-scale, scale-
out NAS and parallel storages. In other 
words, there will be solutions to continue 
to protect data even when volumes exceed 
the scope of standard protection.

Here are the 6 challenges facing 
unstructured data protection:

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

This data is at risk from 
cybercrime and its 
increased volume raises the 
stakes and potential 
impacts because the more 
intrinsic value data has, the 
greater the cost to business 
in the event of data 
lockdown, ransomware, or 
malicious destruction. 

At a glance
•   5 minute read
•    Long Waiting Period For Detecting New and                            

•    Inability to Protect All Data at Risk
•    Complex Data Management
•    Long Service Level Agreements and Recovery 

•    Lack of Storage Independence
•    Lack of Data Mobility

Changed Data

Time Objective

https://cyberstartupobservatory.com/
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1. Long waiting period for 
detecting new and changed 
data

Scanning a scale-out NAS for changes 
can result in a long and painful wait. Daily 
changes on large volumes of hundreds 
of millions or even billions of small files 
and parsing complete storage filesystems 
require quick and efficient technology. 
Atempo’s Miria FastScan Data Discovery 
quickly collects the list of new, changed and 
deleted files on storage without the long 
and painful parsing of a complete storage 
filesystem. More companies need ways to 
avoid performing full file tree scans each 
time a backup, archive or synchronization 
task is performed.

2. Inability to protect all data at 
risk 

Many organization’s daily backup 
windows simply cannot handle even 
incremental backups because too many 
files are added or changed on a daily 
basis. More often than not, they are 
faced with consequential decisions, such 
as having to choose which volumes of 
data NOT to protect or protect with 
unsatisfactory retentions and frequencies. 
Advanced technical applications such 
as Miria’s Incremental Forever Backup, 
have optimized incremental processes to 
make sure that all new and modified data 
is collected, after the first backup. As a 
result, the backup window is minimized 
and provides complete data restore 
capabilities. 

3. Complex data management 

Traditional approaches regularly rely 
on multiple data protection solutions to 

try to work around the limitations of each 
individual solution. Companies frequently 
possess four or five data protection 
solutions for different requirements raising 
costs of separate hardware/software 
and storage resources. Miria offers a 
scalable and storage agnostic solution on a 
powerful data management platform that 
horizontally scales to hundreds of nodes 
controlled on a single system. 

4. Long service level agreements 
and recovery time objective

Massive data volumes, together with 
the complexity of the various backup 
processes, make data protection, retrieval 
and business continuity a long and 
complex endeavour. SLAs are difficult to 
attain over time and RTOs are not always 
met. Miria’s advanced capabilities offer 
backup and recovery for storages and 
shared filesystems from 100 TB to multi-
petabytes, while automatically controlling 
the volume of storage used through 
automatic consolidation of the number of 
versions.

https://cyberstartupobservatory.com/
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5. Lack of storage independence

Legacy backup limitations often force 
organizations to implement expensive 
replications, which bond their data to one 
storage provider and “attach” their data 
to one brand of storage. Replications, as 
we know, are risky backup replacements 
because replicated data is also easily 
infected in the event of a cyberattack. Miria 
will eliminate dependency on a file system 
and hardware provider. The platform 
offers complete storage independence by 
supporting a broad range of storage options 
- disk, tape, NAS, object, cloud storage and 
more.

6. Lack of data mobility

Organizations that attempt to leverage 
non-scalable backup software to perform 
business sensitive data migrations are 
unable to move data quickly and securely 
between storages. This poses a huge 
challenge in terms of migrating data 
between old and new storage. Atempo’s 
open format solutions move, archive and 
retrieve data across various operating and 
filesystems. Miria enables organizations 
to transparently retrieve and move files 
from one system to another. File system 
attributes and data formats are respected 
whatever your source, whatever your 
destination storages.

At a minimum, unstructured data 
backup and archiving technology must 
handle massive data volumes and meet 
compliance requirements in a cost-
effective manner. The most immediate and 
apparent benefits of handling data with 
Miria are: saving space on the primary 
NAS, the ability to retain data for purposes 
such as regulatory compliance and, lastly, 
cost-effective solutions that enable the use 

of huge data sets for enhanced analytics or 
intelligent workflows.

Miria automates and simplifies the 
process of identifying and inspecting 
unstructured file sets. Miria not only 
protects and archives, but also copies, 
synchronizes and migrates unstructured 
data between storage platforms. Backup 
and Archiving can provide a final rampart 
against cyberattacks. Having multiple 
data copies on different storage targets 
increases your chances of restoring valid 
and valuable data in the event of loss or 
attack. 

“Backup and Archiving can 
provide a final rampart 
against cyberattacks. 
Having multiple data copies 
on different storage targets 
increases your chances of 
restoring valid and valuable 
data in the event of loss or 
attack.”

https://cyberstartupobservatory.com/
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Innovation

ATEMPO
Data Protection Solutions

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory - France 48BACK TO CONTENTS

01Company Description

Atempo is a leading independent European-based software vendor with an established 
global presence providing solutions to protect, store, move and recover all mission-
critical data sets for thousands of companies worldwide. With this feature set and 
an extensive range of supported storage technologies and applications, Atempo is 
suitable for all centralized or multi-site organizations including those having extreme 
scale data volumes, petabyte and above. 

Company Name: ATEMPO
Founded: 1992
Employees: 160
Web: www.atempo.com
Headquarters: Massy, South of Paris, France

02
Company Information

Other French offices: La Ciotat,  Lyon, 
Toulouse, Vannes.
Worldwide offices: UK, Germany, USA, 
Singapore, Korea.

03The Product

Miria: A unique solution to back up 
and migrate or synchronize billions 
of unstructured data files between 
heterogeneous storage.

Tina: Enterprise backup and restore 
solution for physical and virtual machines, 
supporting a wide range of operating 
systems and applications.

Lina: Continuous data protection for 
desktops, laptops and file servers, 
offering self-service restore capabilities.

Customer Footprint
Relevant Public Success Stories:

• Public Administration

• Healthcare

• Research & Higher Education

• Industry & Manufacturing

• Media & Entertainment

• Other

https://cyberstartupobservatory.com/
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Product in detail: Miria

Miria is a powerful and scalable backup, archive, copy/move, migration and 
synchronization solution for petabyte scale unstructured file-based storages.

How does it work?

Miria for Archiving allows organizations to cost effectively manage the growth of their 
file-based data, particularly for data-intensive industries.  
 
Miria for Archiving is a high-performance file management software for large file-based 
data sets that delivers: 
• Cross-platforms backup and restore capability for large scale-out NAS, parallel file 

systems and file servers 
•  Express post-disaster restart for protected NAS by offering direct use of the backup 

target for read/write use
• File and folders on-going synchronization between heterogeneous storages with 

ACLs and remote sites support
• Automated permanent storage migration between heterogeneous platforms with 

ACLs preservation
• End-User driven or automatic Archiving via simple drag-and-drop 

interface allowing end-users  operations without IT staff assistance 
And much more... 

Rapidly back up data from damage and loss 
and ensure lasting protection all from a 
single centralized platform

Migrate very large data volumes 
and billions and files efficiently 
between heterogeneous storages 
and file systems

Miria engine delivers performance 
and manages petabytes 
of data and billions of small files on 
site and in hybrid environments

Moving data where necessary with 
direct and shared access for 
remote teams while maintaining a 
high level of security

Free up storage on high performing 
primary storages and manage storage 
growth requirements

Miria for Data Moving

https://cyberstartupobservatory.com/
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Key Benefits: Miria

• Efficient backup and restore for petabyte-scale volumes and billions of files: 

• Fast-scanning large storages for new, modified or deleted files

• Complying with backup windows constraints

• Preserving users rights/groups (ACLs)

• Making migration or synchronization of very large data set of files between 
heterogeneous storage simple and efficient  

Unique Differentiators

• Heterogeneous platform integration that preserves ACLs across storages, operating 
systems and platforms

• User driven or automated workflows
• Fast data movement due to heavy parallelization and leveraging scalable groups of 

data movers

Future Functionality

• SnapStor – New capability to leverage a GPFS storage as a backup target that 
enables direct and immediate restart of production directly from the backup in 
case of disaster – as well as empowering the rebuilding of the storage platform 
once ready to restart

https://cyberstartupobservatory.com/
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Product in detail: Tina (Time Navigator)

Built for complex, heterogeneous enterprise environments, Tina offers complete data 
protection, whether you manage a single work group or multiple data centers. Time 
Navigator makes it easy to meet backup windows, to ensure digital security and to 
manage tiers of backup storage, regardless of the platform, application or media.

How does it work?

Tina transforms backup by focusing on what matters in your business: recovery of 
data.  Whatever the platform, restore is always based on three simple concepts:

1-Select data.
2-Choose date & time.
3-Restore.

Restore-centric solution that provides visual access to the file system in real-time 
showing not only files and directories but also deleted files.  The user never needs to 
worry about where the data has been saved. Data is tracked throughout its lifecycle 
and can be restored with just 3-clicks regardless of the complexity of its backup history. 
Tina provides a common interface that displays the files in the same way regardless of 
platform.

https://cyberstartupobservatory.com/
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Key Benefits: Tina
• Security and compliance: encryption, digital certificates, key management and 

activity trails can be applied to specific sets of protected data.

• Unique restore:   no need to know where the data resides, only the date/time to 
restore back in time.  File restore operations are made easier by providing a unique 
restore interface across a wide support of platforms and infrastructure.  

Unique Differentiators

• Tina - A unique approach to data restoration locates and restores individual files 
from any point in time and from any tier of storage, enabling both IT staff and end 
users to quickly restore lost files.

• Tina is the ONLY solution able to visualize all files, including deleted ones (from 
physical and virtual machines) and restore them with the same 3-click approach 
through a simple interface.

Future Functionality

• Support of VMware vSphere   

• Enhanced security for data encryption

• Fine granular restore of Active Directory   

• Deduplication for all applications and Operating Systems

• Oracle RMAN script configuration wizard
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Product in detail: Lina

Lina provides a standalone, continuous data protection solution with advanced data 
de-duplication for  remote offices, workstations, file servers and laptops.

How does it work?

With more and more critical data being stored on laptops, data protection is essential 
to protect the business. Lina provides continuous data protection for files residing on 
desktops, laptops and file servers, offering self-service restore capabilities.
 
With Lina, administrators just need to roll-out data protection policies across the 
enterprise and end users are empowered to restore data, through a wizard or a web 
browser.
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Key Benefits: Lina

• End-users benefit from seamless protection of their data. There is no need to ask 
the administrator for the restore

• Administrators save time by not having to deal with numerous end-user restore 
requests

• Infrastructure managers benefit from reduced storage costs and optimized network 
performances

• Continuous data protection, no need to schedule backups, no risk of exceeding 
backup windows

Unique Differentiators

• Lina offers wizards to restore, but also advanced restore features (Time Navigation, 
cross restore).

• Lina can protect laptops and file servers with millions of files. 
• De-duplication mechanism reduces storage space and network use.

Future Functionality

• Multi-servers Architecture

• Encryption

• Fail over Replication

• Restore Audit Trail
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Certifications

Label France CyberSecurity identifying French Cybersecurity quality solutions which 
respects the highest level of computer security requirements.

Atempo is also participating actively to the French Government Program, to bring 
assistance to cyberattack victims, through the Cybermalveillance.gouv.fr platform.

“Startup of the Year” winner for the Infosecurity Product Guide Excellence Awards 2018.

Based on our ability to offer innovative, secure, reliable, and scalable data storage and 
backup services to accommodate the growing data storage requirements, Atempo has 
been recognized by CIO Review magazine as the “Top 10 Most Promising Backup 
Solution Providers – 2018”.

AI Global Media Ltd has put the Cyber Security Awards in place to honour companies 
that have gone above and beyond in this highly competitive sector. Atempo has been 
named: “Best for Data Protection & Restore Software - Europe”, as recognition of our 
outstanding performances within the sector.

 SOLUTION PROVIDERS - 2018

10 MOST PROMISING 

BACKUP

Best for Data Protection & Restore Software – Europe

Have Been Named: 

This is to certify that:

CERTIFICATE

Cyber
Security
awards 2019
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Institutional Partners
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Frederic Jesupret
PCI Compliance Manager,  Allianz Partners

Frederic Jesupret is a PCI 
Compliance Manager with over 20 
years of experience in Information 
Security, Cybersecurity, Data 
Protection, Compliance and Digital 
Transformation.  

In his current role, he works on 
ensuring that all processes related 
to handling credit card information 
by Allianz Partners are compliant 
with the PCI DSS standard.

PCI DSS stands for Payment Card 
Industry Data Security Standard. It is 
a common set of industry tools and 
measurements to ensure the safe 
handling of sensitive information, 
established by the credit card industry 
in response to an increase in identity 
theft and credit card fraud.  Every 
company who handles credit card 
data is responsible for safeguarding 
that information, and can be held 
liable for security compromises.

Allianz Partners is a world leader 
in B2B2C insurance and assistance, 
specializing in the areas of 
international health & life, automotive, 
assistance and travel insurance.  
Operating in over 78 countries, Allianz 
Partners offers global solutions that 
are redefining help, going beyond 
traditional insurance to help and 
protect customers wherever they are 
and whenever they need it.  

Their innovative experts deliver 
future-ready, high-tech, high-touch 
products and services through 
four commercial brands: Allianz 
Assistance, Allianz Care, Allianz 
Automotive and Allianz Travel. Over 
19,000 employees handle more than 
54 million cases each year, motivated 
to go the extra mile to help and 
protect customers and employees 
around the world.

Why did the role of PCI 
Compliance Manager appeal to 
you?

In my role, I set up the PCI framework to 
be implemented within our Business Units 
around the world that handle credit card 
data.  We store, process or transmit credit 
card numbers through merchant websites, 
concierge services, or through our call 
centres. 
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I coordinate local compliance to the 
standard through a set of guidelines and 
common tools so that we remain a best-
in-class network of worldwide service 
providers that can guarantee data safety.

What I enjoy about the role is having 
to understand the business needs of our 
local markets and then supporting them 
individually in reaching compliance. Many 
of our clients and bank partners require 
compliance, and as we are driven to add 
value and benefit to our business partners 
we are committed to reaching and 
maintaining the standard. I enjoy leading 
this process and supporting our teams 
around the world.

What should corporate 
boards know about PCI DSS 
Compliance?

From my perspective, it is crucial that 
board members understand the business 
implications of being PCI Compliant and its 
importance if we want to be a future-ready, 
innovator that can anticipate and respond 
to customer needs. 

PCI Compliance represents a significant 
part of the revenue of our company, and 
showcasing the magnitude of this revenue 
and the number of transactions that are 
compliant can convince the board to 
allocate resources to all teams involved to 
reach and maintain compliance. Therefore 
corporate boards need to see both the 
business benefits as well as the risks if we 
do not comply.

How do you create a PCI 
Compliant culture within Allianz 
Partners?

The first step is to have the right 
internal organization. At Allianz Partners, 
in each local Business Unit, there is a 
local PCI manager who is responsible 
for coordinating and implementing the 
standard. To support our local teams, I, 
as the global lead for the programme, 
designed a framework that provides a 
basis for each assessment. The framework 
allows teams to identify all the areas where 
credit card information is needed, which 
defines, builds and maintains the scope of 
the assessment. I coordinate the rollout 
of the framework within the organization, 
and am the main contact for all local and 
global teams. The right structure helps to 
ensure the processes go smoothly.“It is crucial that board 

members understand the 
business implications of 
being PCI Compliant and its 
importance if we want to be 
a future-ready, innovator 
that can anticipate and 
respond to customer 
needs.”

“Training is also key. We 
invest in sustaining our 
specialist expertise and 
have created several 
e-learning modules to give 
everyone working in this 
area the tools and skills to 
understand the standard 
and its implementation 
within the Group and local 
markets.”
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Training is also key. We invest in 
sustaining our specialist expertise and 
have created several e-learning modules 
to give everyone working in this area the 
tools and skills to understand the standard 
and its implementation within the Group 
and local markets.

What are the biggest challenges 
you face in the year ahead?

We have been PCI Compliant since 
2008. Once you reach compliance, you 
have to maintain it, as we have to renew 
assessments every year. This involves 
continuing regular controls and training. 
Our operational teams locally have many 
challenges and priorities, and every day I 
need to ensure that PCI compliance is one 
of them.

How do you balance PCI 
Compliance and Innovation?

Innovation is key within Allianz Partners, 
and we are dedicated to delivering high-
tech high-touch solutions to our customers 
that can safeguard the safety of their end-
user financial data. 

When we launch new products, in the 
design phase we ensure that all processes 
are compliant to the standard. While there 
is the willingness to go to market as fast as 
possible, my role is to make sure that time 
and resources are allocated so the solution 
fits with the standard. I am involved in 
all phases of the rollout of new products 
involving credit card numbers, so that our 
business partners and their customers 
remain confident in the way we handle 
personal data.  It is indeed a balance, but 
we work hard to get it right.    

How do you collaborate on PCI 
DSS within and outside the 
organization?

Collaboration is one of my priorities. 
After many years working on this subject, 
I am now quite well known within Allianz 
Partners as the PCI DSS expert.  When 
sales are working on a tender involving 
payments, they routinely contact me to 
ensure we can provide the right solutions 
and best service level for the customer. We 
receive more and more tenders, both local 
and multi-market, requesting PCI DSS 
compliance, so there is an expectation in 
the market around this standard.  

Furthermore, we are an active member 
of the PCI community, as Allianz Partners 
is a Participating Organization in the 
PCI Security Standards Council.  We are 
especially active in Special Interest Groups 
to enrich the documents library of the 
standard, which contains a framework of 
specifications, tools and support resources 
to help organizations ensure the safe 
handling of cardholder information at 
every step.

“When we launch new 
products, in the design 
phase we ensure that all 
processes are compliant to 
the standard. While there is 
the willingness to go to 
market as fast as possible, 
my role is to make sure that 
time and resources are 
allocated so the solution fits 
with the standard.”
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I am proud that Allianz Partners 
has been PCI compliant for over 10 
years, and look forward to expanding 
the scope of our compliance across 
the globe. Our teams are constantly 
pushing technological and geographical 
boundaries to meet client needs, and I 
am happy to accompany them on this 
mission, intent on ensuring the safe 
handling of all credit card data, so our 
business partners and their clients can 
count on us at every step.
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01Company Description

Acorus Networks has developed a large-scale, robust, and flexible infrastructure that 
facilitates distinct and complementary methods of both web and network DDoS detection 
and mitigation that ensures both performance and high availability for enterprise and 
service providers whose business activity, data or image depends on the Internet.

Company Name: Acorus Networks
Founded: 11/14
Employees: 18
Web: www.acorus-networks.com 
Headquarters: France

02Company Information
Key Target Verticals: Cloud/SaaS, 
Finance, Web Hosting, Retail, Media, 
Government

03
The Product
Product Category : Advanced DDoS 
protection as managed Services

Product Stage: Released

Product Names and Brief Description:
Acorus Transit Protect: IP Transit service 
protected by access lists configurable 
by customer, via a portal or API

Acorus Infra Protect: Intelligent mitigation 
solution for network and application traffic 
against DDoS attacks

Acorus Cloud Protect: Advanced DDoS 
protection for http/https websites against 
multi-vector attacks

Customer Footprint

Markets with Customers: Finance, 
Cloud/SaaS, Retail, Media, SP, IoT, 
Healthcare, Gambling

Relevant Public Success Stories per 
Key Target Vertical:

• Web hosting: Webedia
• E-commerce: Cdiscount
• Media: Mediapart
• Service provider: LuxNetwork
• Cloud/SaaS: Datacenter.eu

https://cyberstartupobservatory.com/
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Product in detail

IP Transit service which offers from 100Mbps to  100Gbps of Internet bandwidth, 
protected by access lists configured by the customer, via a portal of commands or API 
to filter IP prefixes, standard protocols and ports

How does it work?

• Customer connects Acorus Networks infrastructure with a IP BGP Transit session

• All internet traffic that is better announced by Acorus Networks transit and peering 
policy will cross naturally Acorus internet routers and will match with the configured 
Access lists (ACL)

• ACL can be managed on customer side thanks to API portal. The customers can 
enable their own stateless rules upstream their Internet access and prevent them 
from handling ACL  only on their premises

Acorus Transit Protect
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Key Benefits

• Large and scalable Backbone : nx100G distributed in Europe and US, with over 1,4Tb 
of available capacity

• Numerous Peering Points with Franceix, Hopus, Equinix Paris and NY, Amsix, NL-IX 
Dec-IX, Lu-cix, LINX

• Good quality connections with French eyeballs

Unique Differentiators

• Transit filtering via a customer portal with API:
• Identified source prefixes FW filters
• L4 type UDP, ICMP, TCP protocols by implementing FW filters…
• Capability to rate-limit traffic like UDP…

• Advanced visibility through customer portal
• Monthly Top AS per client
• Blocked traffic volume display vs 95th percentile consumption

Future Functionality

• More enhanced features for control and visibility on API portal for customers

Acorus Transit Protect
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Product in detail

Intelligent mitigation solution for network and application traffic, managed by Acorus 
Networks in its own secure large scale infrastructure, to protect in real time automatically 
your Internet access against DDoS attacks.

How does it work?

• Customers protected prefixes are configured on Acorus Networks portal. DDoS 
attacks filtering service activation is done by BGP redirection of customer’s attacked 
IP addresses to Acorus Networks mitigation systems. 

• All prefixes (up to /32 for transit protect customers) are not announced until 
customer decides to activate mitigation via the Acorus Networks 24/7 NOC or with 
the WebUI. portal

Acorus Infra Protect
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Key Benefits

• Own secure large scale network infrastructure

• Propose Direct BGP connection in addition to GRE tunnel

• No need of on-premises appliance (available as an option)

• Customized portal per client to visualize attacks and provide alerts in real time

Unique Differentiators

• European company (EU Regulation compliancy)

• L3/L4 AND advanced L7 attack Mitigation service (on-demand or always-on)

• Customer API to control mitigation on demand to avoid false positive

• Complete Analytics at Network and Application levels

• Up to /32 prefix mitigation for Transit protect customers

• Mitigation infrastructure spread across the network, not concentrated in one or 
two locations 

Future Functionality

• More enhanced features for control and visibility on API portal for customers

Acorus Infra Protect
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Product in detail

Solution based on a robust reverse proxy architecture, hosted and managed by Acorus 
Networks, to protect http/https websites effectively against DDoS multi-vector attacks.

How does it work?

• HTTP/HTTPS traffic is redirected toward Acorus Cloud Protect™  infrastructure by 
changing the protected site’s domain name in the DNS servers. 

• Acorus Cloud Protect™ infrastructure is based on a reverse proxy architecture. It 
receives the traffic sent to the protected website. The traffic is analyzed and cleared 
off the threats before being sent to the protected website’s hosting server, which can 
be situated at any hosting infrastructure or public cloud (AWS/Azure/Google Cloud).

Acorus Cloud Protect

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory - France 69BACK TO CONTENTS

09

Key Benefits

• Customized portal per client to visualize attacks and provide alerts in real time

• Complete Real Time Visibility

• Deep Analytics at Network and Application levels

• Propose Direct network connection to Customer’s backend web servers to maximize 
performance and security

• Customized portal per client to visualize attacks and provide alerts in real time

Unique Differentiators

• European company (Compliance with EU Regulation)
• Include by default WAF Module with Top 10 OWASP vulnerabilities

Future Functionality

• Portal enhancements
• Advanced Bots’ management (Beta version)
• WAF custom rules

Acorus Cloud Protect
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Certifications

• PCI-DSS on-going certification process

Partners
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Available for download in Press Quality

Cyber Startup Observatory - Infographics - Transportation

Cyber Startup Observatory - Insight

Potential attacks on Connected  Vehicles

Cyber Startup Observatory©  - Insight

Potential Attacks on Connected Vehicles 

•   Engine Control Units (ECUs): including the engine (ECM), 
powertrain (PCM), transmission (TCM), brakes (BCM), central 
contlol (CCM), body (BCM), suspension (SCM), vehicle safety etc.
•   External Device Access through the On-Board Diagnostic 
(OBD) Port:
Could enable attackers to obtain access to the vehicle’s internal 
systems
•   Plugging an Internet-connected gadget into a car’s OBD2 port, 
could take remote control of the car

ENGINE CONTROL UNITS

•   Attacks on the vehicle
(individual car owners, fleets, 
etc.)
•   Attacks on supply chain 
from manufacturers to suppli-
ers, maintenance, etc.

RANSOMWARE

ATTACKS ON CONNECTED & IoT DEVICES

DDoS
•   Connected vehicles are IoT 
endpoints on wheels. We have 
the risk of vehicles being 
enlisted into a Botnet: Botnets 
on Wheels

REMOTE HIJACKING OR
VEHICLE THEFT

•   Wireless Carjacking: using cellular connec-
tions, Bluetooth or any other communication 
protocol available
•   Key Fob Clone: by eavesdropping a single 
signal sent by the original remote, an adversary 
is able to clone a remote control and gain 
unauthorized access to a vehicle

•   Real-time car telematics controllers: including vehicle tracking, 
mobile data, car sharing, usage-based insurance systems
•   On-board Wi-Fi hotspot and other Wireless Media
•   Web Interfaces, Mobile and SMS APIs
•   Entertainment devices
•   GPS Jamming and Spoofing
•   MMW radar attacks
•   Relay and spoofing attacks on LiDAR Sensor
•   Ultrasonic Sensor attacks
•   Camera Sensor attacks
•   External Sensors: spoofing them and forcing the vehicle into taking 
unwanted actions
•   Other Connected vehicle sensors

OTA UPDATES
•   In the past, cars were basically 
air-gapped computers
•   Over-the-Air (OTA) updates have 
important security benefits, but they 
also represent important threats and 
risks

•   Cyber attacks targeting cloud services are 
accelerating at an increasing speed
•   An attack on the Cloud Service could 
potentially enable the hacker to attack many 
cars at the same time

ATTACKS ON THE CLOUD 
AUTOMOTIVE SERVICE PROVIDERS

SO

SO
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01Company Description

CDC Arkhinéo, a  trusted Third Party is the leading French company for the legal binding 
electronic archiving and long term preservation of electronic data. With its Electronic 
Archiving System (SaaS), CDC Arkhineo ensures  long term secure data archiving of all 
kinds of electronic documents (invoices, contracts, payslips, loans, savings, P/O, etc.) 
and the validation/preservation of electronic signatures. 

Company Name: CDC Arkhinéo
Founded: April 2001
Employees: 15
Web: www.cdcarkhineo.com
Headquarters: Paris - France

02
Company Information

Other offices: Stuttgart - Germany.
Key Target Verticals: all.

03
The Product
Product Names and Brief Description:
MyArkhineo : 
Mobile application (iOS/Android) that lets 
you at any time : consult your archives, 
generate compliance certificates and 
access lifecycle logs for your archives, 
statistics, etc. 
Arkhineo :
Transfert & consult archives, generate 
compliance certificates and access 
lifecycle logs for your archives etc. via 
RESTful WebAPI.
Services Provided:
• Legal binding electronic archiving 

(docs)
• Electronic signatures validation & Long-

Term preservation (eIDAS qualified)

Customer Footprint
Relevant Public Success Stories:

• Banking
• Financial Services
• Insurance
• Food
• Automotive
• Healthcare
• Education
• Manufacturing
• Aeronautical
• Real Estate
• Other

https://cyberstartupobservatory.com/
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Product in detail: 
Arkhineo is a legal binding electronic archiving system that allows E.U companies to 
face regulation about archiving of documents (including specific requirements about 
integrity, traceability…). The service ensures digital preservation to keep their documents 
safe, accessible, readable, legally binding and future-proof.  It also provides validation 
and Long-Term preservation of electronic signatures (eIDAS qualified) and a mobile. 
(IOS/Android) application under the name MyArkhineo. 

How does it work?

Arkhineo is a RESTful WebAPi based secure on-line legal binding electronic archiving 
service using a private cloud (fully owned infrastructure).

Your business applications (ERP, CRM, Contract Management, Electronic signature etc.) 
automatically feed the Electronic Archiving System by sending, for each document to 
be archived, the document itself and an XML file containing its metadata. 

Your business apps are also used to access the documents and pieces of evidence. 
This enables users of your business apps to continue using them without needing to 
learn a new dedicated solution (while also relying on your access rights policy). 

To guarantee the document’s probative value, preservation security and original, CDC 
Arkhineo offers a preservation insuring the integrity of the documents (obligation of 
results) and the validation/LT preservation of electronic signatures (E.U eIDAS qualified).
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Key Benefits
• Compliance with E.U regulation regarding archiving of electronic documents and 

electronic signatures.

• Maintain of the probative value of electronic Documents.

• Long-Term safe electronic documents preservation (security, integrity, readability, 
availability). 

• Validation of electronic signatures (eIDAS qualified).

• Long-Term conservation of electronic signatures (eIDAS qualified).

• Personal data protection and compliance.

Unique Differentiators

• Obligation of results regarding data integrity.
• Fully owned platform and French Data Center.
• E.U provider.
• Data Centers localized  within E.U territory (France or Germany according to 

customer’s choice).
• Fully compliant with high level standards : AFNOR Z42-013 & ISO 14641-1 (NF461) 

about electronic archiving, ISO 27001 about Security of Information System, GDPR 
and eIDAS qualified.

• 99,98% SLA average rate for 5 years.
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06
Certifications

• Conception and exploitation of the Electronic Archiving System (NF 461 for ISO 
14641-1) by AFNOR CERTIFICATION.

• Public Archives : French Ministry of Culture’s approval for the retention of archives 
and records.

• ISO/CEI 27001 :2013 “Information technology — Security techniques — Information 
security management systems — Requirements”

• Personal health data : Approval of the French Ministry of Health for the data retention 
(HDS).

• eIDAS : Qualified for validation and Long-Term preservation of electronic signatures.

Awards

• Label France CyberSecurity : Development process corresponding to the software 
industry’s standards. “ France Cybersecurity “ label confirms the “cybersecurity” 
driven design of the platform based on audits realized by independent experts 
(French National Agency for Cyersecurity, Defense Ministry, Finance Ministry and 
HEXATRUST).

Partners
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Is anti-virus obsolete? 5 features to seek in the 
next generation anti-virus whether you’re an 
expert or not!   

The landscape of computer threats 
is in constant evolution. We see new 
trends appearing, agitating the world 
of cybersecurity every year! In 2017, 
ransomware was the star of the party. In 
2018, it seems that the new popular trend 
among hackers is what we call fileless attack 
(meaning attack without files). According to 
the latest Gartner and Forrester research, 
meeting the endpoint security challenge 
will be a central piece of many companies’ 
cybersecurity programs for 2019. Today 
we are giving you a glimpse of the reasons 
why you cannot solely depend on a scanning 
anti-virus anymore, and the features you 
should look for in your next endpoint 
security system. 

Understanding the limits

Back to the basics: antivirus software 
is a necessary part of every multi-layered 
cybersecurity program. Nowadays every 
expert would recommend not even turning 
on a computer without these programs 
installed and updated. 

They are mostly signature based 
applications running in the background of 
your computer that are checking every file 
you open, scanning traffic and looking in a 
known database of threats and attacks in 
order to detect any suspicious signature. It 
is a piece of code of the virus, comparable 
to finger prints that identifies it. 

Each virus has its own signature. Even if 
the virus code is not exactly the same, the 
signature can remain. The interest of the 
scan is to detect viruses before they run. As 
soon as you are downloading a file on the 
disk, the analysis will start. 

The performance impact

Traditional antivirus programs run 
several kinds of scans without considering 
user activity. For example, they can run a 
real-time scan on the files you use to make 
sure they are clean, but it can take up a lot of 
your system resources and a lot of storage 
place on your hard drive. If not properly set 
up, these programs can have a real negative 
impact on productivity and user experience. 

Because of that, we see many staff 
members postponing scans or simply 
deactivating them and endangering the 
whole organization. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

At a glance
•   4 minute read
•   Understanding the limits
•   The performance impact
•    Regular updates, signature-based scans and 
file-less attacks
•    5 key features any organization should 
require for its next antivirus
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Regular updates

Bruno Roques, R&D director at Wooxo 
sums up the situation: 

“The current anti-viruses are regularly 
updated to integrate the patches of 
correction following attacks identified by 
the power plants, but still it is necessary to 
download the updates on each of the posts 
and all the employees do not do it...” 

Even if you are regularly updating your 
software, it is impossible for vendors to 
produce an endless list of new malware 
and attacks. The bad guys are creative and 
will always find a way to create brand-new 
ways to enter your system. 

Signature-based scans

Anti-virus and anti-malware are 
mostly signature-based applications. 
It was sufficient few years ago, but the 
situation has changed, and it now raises 
serious issues: your programs are looking 
for “finger prints” they would recognize 
from their database and identify common 
patterns in the malware’s code, meaning 
that their action is limited to what they 
already know. 

When it comes to a polymorphic or 
metamorphic virus -  a virus that modifies a 
part or all its code during its replication - no 
scanning antivirus will be able to identify 
it by a signature. For example, the famous 
ransomware “Wannacry” and “Petya” 
were polymorphic and metamorphic 
viruses exploiting zero-day vulnerabilities. 
They are vulnerabilities unidentified by 
the product developers, but “waiting” to 
be exploited by hackers before they are 
patched. Your scanning antivirus will also 
not prevent you from this. 

File-less attacks

No file, no notification of classic 
antivirus, no scan and no protection!

They had already existed for many years 
but seem to have gained in popularity since 
2017:  according to the Ponemon Institute, 
77% of the registered attacks last year 
were fileless.

These attacks exploit legitimate, natively 
installed programs (like Power Shell or 
Windows Management Instrumentation) 
that can execute tasks from the control 
console directly from within the RAM of 
the device. 

5 key features any organization 
should require for its next 
antivirus

1. Zero-day protection (ZDP)

Preventing from zero-day attacks 
needs an efficient multi-layer security 
software that looks in depth in your system 
when necessary. There are now engines 
dedicated to the identification of Zero-
day exploits. They are based on hybrid 
detection techniques using statistic and 
behavioral algorithms. 

“These attacks exploit 
legitimate, natively installed 
programs (like Power Shell or 
Windows Management 
Instrumentation) that can 
execute tasks from the 
control console directly from 
within the RAM of the device.’’
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They look in detail at your running 
programs to find any suspicious action that 
could be related to a zero-day exploit. 

2. Static analysis

Because malware are still hiding in 
files and folders, the static analysis is a 
mandatory feature which will scan files 
before their execution, identify the threat 
level and block it in case of high risk. The 
advantage of static analysis comes from 
the fact that it is also checking files at rest 
which are often not seen as a threat by 
classic scanning anti-virus and therefore 
detect a malware before it has been 
executed. 

3. The emulator of environment 
(Sandbox)

Another approach to handle signature 
changes is to employ an emulator of 
environment, or sandbox. This is a virtual 
environment used to isolate and execute 
suspicious programs in order to detect 
any wrong behavior and block them. 
An emulator alone will not be enough 
to provide you with a sufficient level of 
security, but coupled with predictive 
security, such as machine learning, it will 
significantly increase your protection.  

4. Analysis in real condition (Host 
Intrusion Prevention)

This engine will analyze running 
programs and detect suspicious behavior, 
especially when accessing the servers. 
This feature is very useful against 
fileless attacks: for example, visiting a 
website, using a Microsoft Word macro 
or running PowerShell is legitimate, but 
their simultaneous activation can result 
from a phishing attack bringing the user 

to a malicious website. The engine can 
therefore realize that it is not a normal 
operating situation and block affected 
programs. 

5. The machine learning engines

Machine learning is a branch of 
artificial intelligence enabling machines 
to learn by giving them a large amount 
of data to process. While all the features 
mentioned earlier will protect your system 
to an acceptable level, machine learning 
will learn and extract the behavioral 
characteristics useful for detecting 
malicious acts. It creates a detection logic 
applied to running programs. This lifelong 
learning is what allows the engine to detect 
the threats yet unknown! 

Scanning anti-viruses are still a 
mandatory part of your company’s security 
but it cannot only be limited to this feature 
anymore. It should only be one of the 
characteristics you are seeking to get when 
establishing your cybersecurity strategy. 
And beside the whole preventive aspect, 
never neglect a strong curative safeguard 
such as a Backup & Recovery Plan. 
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Innovation

WOOXO
IT Security for Business Continuity
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01Company Description
Wooxo provides business security and continuity solutions to protect business data 
for organisations of all sizes. Our solutions include local and cloud backup and disaster 
recovery.
Wooxo offers business class appliance solutions, Cloud, Hybrid Cloud and Private 
Cloud to match any storage requirements.

Company Name : Wooxo
Founded: 01/2010
Employees: 40
Web: www.wooxo.fr
Headquarters: La Ciotat, France.

02
Company Information

s

Key Target Verticals: all.

03
The Product
Product Category: hardware, software and 
services
Product Names and Brief Description: 
YooShield: Next Generation Endpoint 
Protection 
Pack Cybersecurity: Disaster Recovery for 
laptops, workstations, physical and virtual 
servers.
Services Provided:
Backup, Recovery, Storage, Externalisation, 
Monitoring & Customer Care.

Customer Footprint
Relevant Public Success Stories:

• Architects
• Construction
• Public Sector
• Healthcare
• Manufacturing
• Other

https://cyberstartupobservatory.com/
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04
Product in detail: Pack Cybersecurity 
Disaster Recovery Plan for laptops, workstations, physical and virtual servers which 
includes: Backup, Storage Box, externalisation and Business Continuity Plan, Monitoring 
and Customer Care with two special functionalities: OneKey Restore and OneClick 
Restart.

How does it work?

Pack Cybersecurity combines our 5 areas of expertise:

• Nex Generation Endpoint Protection against ransomwares and other malwares
• Full Backup

The entire computer inventory is saved automatically, locally and on a daily basis. 
Data is saved without any manual operation. The incremental backup (Delta Bloc 
technology) allows a granular level file recovery.

• Cyber-risks protection 
YooBackup software and its embedded proprietary protocol including versioning 
and encryption (AES 256) ensures data integrity. It allows an immediate and clean 
recovery of all systems in case of a cyber-attack. 

• Preventive monitoring tool
This pack includes an automatic supervision of the computer park’s backup status 
and hard drives’ health.

• Technical issues are resolved without any external intervention. 
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05
Key Benefits: Pack Cybersecurity
• The Backup Continuity Plan (BCP) ensures your data is safe even if the main storage 

is unavailable. 

• The Cybersecurity Pack includes 50 Gb of cloud externalisation (on French Data 
Centers certified for hosting health Data).

Unique Differentiators

• YooShield delivers multi-engines security that detects suspicious behavior and 
blocks threats, including known or yet unknown ransomwares.

• The OneClick Restart option is a business continuity Premium Service to allow any 
user, with one simple click, to restart his activity from the Wooxo box without having 
to launch the restore.

• Quick and complete restore of the systems: OneKey Restore.

• Volume Backup is the newest feature of YooBackup software.

• With an ordinary Wooxo USB memory stick, people can launch the full recovery of 
their workstations, servers and hard drives on their own, on any device (Bare Metal 
Restore) in less than a minute. 
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06
Product in detail: YooBackup

YooBackup Software, allows you to back up all your devices without restriction, 
including servers, workstations, laptops, etc. The technology is based on a propietary 
patent and allows to simply restore your files from any device at any time. If disaster 
strikes, YooBackup allows you to quickly resume your activity while complying with all 
the applicable regulations.
Yoobackup is compliant with the GDPR requirements for processing personal data on 
the “Data Protection” level.

How does it work?

• All our clients’ computer inventory is saved on a local storage box which can be 
replicated on another box (on another site) or on the Cloud. 

• Each computer and device has a YooBackup agent which connects it to the box. 
• Everything is automatic and either Wooxo or its partners take care of the monitoring. 
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07
Key Benefits: YooBackup
• Prevention against malware, spyware, exploit, fileless attacks and host intrusions, 

network threat protection.

• Legal framework: YooBackup solution answers to the highest requirements of the 
General Data Protection Regulation (GDPR) concerning backup.

• Hosting solutions associated with YooBackup are also certified for hosting sensitive 
data (health, etc).

• Saved Data encryption (AES 256 bits key) and pseudonymization.

• Embedded proprietary protocol against cryptolockers.

Unique Differentiators

• Made In France: research, development, after-sales service  and support located in 
France.

• Cloud hosting is possible in our French Data centers, Tier 4 certified and authorized 
for hosting sensitive data (important in health and financial departments…).

• Yoobackup’s log annotates all the actions: dates, restorations, externalisations, 
suppressions...

• The Backup continuity plan is guaranteed if the main box in unavailable (BCP)
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08
Certifications

• The “Label France Cybersecurity” identifies French cybersecurity quality solutions 
which respects the highest level of computer security requirements.  

• Wooxo is also chosen for being part of by Cybermalveillance.gouv.fr, a government 
program designed to bring assistance to cyberattack victims.

Awards
• 2019 Cyber Security Awards Winner: Best SME Data Protection Company - France

• The 2018 French Tech Generation – among the 120 best French startups

• The Distribution trophies – Best Brand 2016.

• The “Succès du Numérique” – Security award 2017.

Partners
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Carlo Spada
CISO Europe,  Essilor International

With more than 25 years of 
management experience in 
Information Technology, Change 
Management and Security, Carlo 
is currently Chief Information 
Security Officer - Europe, at Essilor 
International. 

Carlo is responsible for providing 
strategic information security 
leadership, promoting the 
establishment of European security 
standards, solutions and best 
practices across the 120 Essilor 
subsidiaries throughout Europe.

He holds several professional 
certifications, including C|CISO. Carlo 
also earned a Bachelor in Industrial 
Chemistry and a Master’s Degree 
in Business Sciences. He also has 
extensive knowledge and experience 
of ISO 27k, Change Management, 
Scrum Agile, Technology Innovation 
and Transformation.

The CISO’s role is a very high-
pressure, high-stakes job. What 
is the right profile for this job? 

I do believe the key for success for 
most CISOs is 360° communication. The 
main priority for Information Security is 
to understand the business, its language, 
challenges and roadblocks and, of course, 
the community. 

Only after fostering a good relationship 
and communication with this community is 
it possible to translate their challenges into 
Information Security and see together how 
to transform difficulties into added values. 

As a consequence, the right profile for 
the job not only needs to have technical 
and communication skills but, even more 
importantly, needs to be really “business 
oriented” and really connected with the 
business community.

“As a consequence, the right 
profile for the job not only 
needs to have technical and 
communication skills but, 
even more importantly, needs 
to be really “business 
oriented” and really 
connected with the business 
community.’’
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How can security executives get 
that buy-in from the top?

Using easy to understand language 
will make the relationship with the board 
easier and on-going: not too many graphs, 
KPIs, huge reports, treat scenarios, etc. 

I’m quite convinced that ‘relationship 
first and clear communication second’ will 
put the CISO in a position to be listened to 
and get the means he/she needs to secure 
the company. Executives at the top are 
pretty smart and they have to deal with 
tons of information and people. Simplicity 
is the finest way. 

In an information technology 
environment where personnel 
are taking on increasingly 
complex responsibilities, 
what do you think is the role 
of cybersecurity awareness 
training?

For me awareness training is one of 
the most important topics to take care of. 
As we always say in security, first people, 
then process and technology training and 
awareness, conducted in the right manner, 

measuring the improvements and 
targeting the remediation are key for any 
organisation.

Your business is only as strong 
as your weakest partner. Can 
you trust that your partners are 
keeping your data safe from 
attackers/attacks coming from 
inside the company? What are 
the key strategies to address 
this challenge?

A chain is only as strong as its weakest 
link. I believe that in Information Security 
we should consider partners as part of our 
corporate, and therefore the corporate 
security policy must be aligned with our 
partners as well. 

Otherwise it is like spending tons of 
money, time and resources but leaving the 
back door open. I know IT/ISM discussions 
with partners can be tough, but then 
again, communication, comprehension and 
cooperation are mandatory in order to be 
successful together.

“I’m quite convinced that 
‘relationship first and clear 
communication second’ will 
put the CISO in a position to 
be listened to and get the 
means he/she needs to 
secure the company.’’

“A chain is only as strong as 
its weakest link. I believe 
that in Information Security 
we should consider 
partners as part of our 
corporate, and therefore the 
corporate security policy 
must be aligned with our 
partners as well.’’
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How do you make sure you 
know what new projects are on 
the road map and that security 
is baked-in from the process 
side?

It is an interesting and also difficult 
question. For sure, there are always a few 
projects flying under the radar that you 
also want to know about and see how 
to contribute to, from an Information 
Security perspective. For me it is ‘mission 
impossible’, from the CISO office, to try to 
keep an overview of all the projects in the 
corporate. 

I strongly believe in building a security 
community outside the IT organisation as 
well, based on business, operation and HR 
people. This community is the one which 
will address the Information Security 
question in the first place. Then the 
Security team can jump in and give support 
to the project. We need to be partners in 
business rather than police officers.

What is the best way to foster an 
image of information security 
being there to help support the 
business rather than talking 
about raw technology?

I think the best way is by example: take the 
time to listen to the business and see what 
the common Information Security blocking 
points are from their perspective. Work out 
an improvement/solution of this blocking 
point together. 

That way you will be able to show that 
working together is effective and also 
that Information Security can sometimes 

make life easier (e.q. smart travel solutions, 
home working, storage management, data 
protection etc.).

Information Security is all about people 
working together, thinking about the 
right processes and technology to 
protect the business in the best possible 
way. 
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01
Company Description

Encode is at the forefront of reducing the risk of increasingly aggressive cyberattacks on 
businesses. Our industry-leading solutions and unrivalled offensive expertise provides 
detection in depth for companies throughout the globe and reduces incident detection and 
remediation time from a typical 100+ days to a matter of hours.

Company Name: Encode
Founded: 07/2002
Employees: 140
Web: www.encodegroup.com
Headquarters: London, UK

Company Information
Other offices: Athens, Dubai
Key Target Verticals: Finance, Telecom, 
Manufacturing, Retail, Utilities, Education, 
Government, Aerospace, Defense

Product Category: SoC (Incident 
Response & Forensics) 
Services Provided: 

Encode SOCaaS MDR: We are your 
24/7 Security Operations Centre (SOC) 
providing advanced technology, people, 
processes, encapsulated knowledge and 
advanced threat hunting as a service.

 

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services
• Telecom
• Legal Services
• Manufacturing

02
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04
Service in detail

Encode’s MDR service provides defence, mitigation and response against advanced, 
evasive cyber-attacks. The service includes 24x7 real time security event monitoring, 
correlation with machine learning, incident handling with advanced threat hunting and 
automated response combined with expert oversight from our security analysts. 

How does it work?

At the heart of the Encode MDR service is our proprietary Enorasys SOAR platform 
which performs continuous baselining of user and organisation activity. Advanced 
behaviour analytics, threat hunting and automated responses are used to detect and 
appropriately respond to cyber threats.
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05
Key Benefits

• Reduction of cyber security risk by focusing on organisation assets and priorities.

• Enhanced visibility through alert noise reduction and false positive removal.

• Integration with 3rd party tools e.g. ticket management.

• Enjoy a greater ROI by leveraging existing security investments.

• Free up time and resources.

06
Unique Differentiators

• Features a dedicated technology stack tailored to the needs of modern SOCs in 
order to counter sophisticated threats.

• Complete coverage from Endpoint detection to 24x7 hunting and response.

• Encode has been performing Red Teaming exercises/APT simulations for over 15 
years. By leveraging this offensive expertise we are able to continuously enhance 
our defensive capabilities.

07
Encode is committed to the evolution of the platform adding more functionality to further cut 
investigation times and develop more integrations with 3rd party systems to further expand 
automated response capabilities.

Future Functionality
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Securing the Railway Infrastructure
OTA UPDATES SOKey Challenges

Increased 
Connectivity within 

the Digital Train

High Degree of 
Integration between 

IT and OT

Distributed
Architecture

Diversity of supply 
chain and 

technology

Dificulty integrating 
safety and 

cybersecurity worlds

Long lifecycles for 
equipment and 

certification 
processes

Key Challenges
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01
Company Description

Reblaze is a cloud-based, fully managed protective shield for sites and web 
applications: a comprehensive web security solution that includes a next-gen WAF, 
DDoS protection, bot mitigation, scraping prevention, CDN, load balancing, real 
time traffic control, and more. Machine learning provides accurate, adaptive threat 
detection. Dedicated Virtual Private Clouds ensure maximum privacy, performance, 
and protection.

Company Name: Reblaze Technologies LTD.
Founded: 01/12 
Employees: 35
Web: www.reblaze.com
Headquarters: Tel Aviv, Israel

Company Information
Other Offices: Sunnyvale, USA
Key Target Verticals: eCommerce, 
FinTech, Travel, Media, HealthCare, 
Government
 

Product Category: Web Security, 
Application Security, Cloud Security, 
Detection & Prevention
Product Stage: Released
Product Names and Brief Description: 

• Reblaze is a cloud-based 
platform that provides a 
comprehensive, dynamic, 
intelligent security and control 
solution for web platforms and 
services.

Services Provided:
• WAF (Web Application Firewall)
• DDoS protection
• Bot mitigation
• CDN & Load balancer
• Traffic management 

03
The Product Customer Footprint

Markets with Customers: +20
Relevant Public Success Stories per Key 
Target Vertical:

• See published case studies here. 

02
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04

At its core, Reblaze runs a robust Web Application Firewall engine. It detects and blocks 
SQL injection, XSS, OSCi, cookie and session poisoning, malicious payloads, and other 
attacks.

The Reblaze WAF/IPS uses a multivariate approach, including a variety of techniques to 
accurately identify and block malicious traffic. This includes Application Whitelisting, 
Behavioral Analysis, Blacklisting, Fine-grained ACL, and Machine Learning.

Product in detail

WAF (Web Application Firewall)

Multilayer DoS/DDoS Protection

Bot Detection and Mitigation

Reblaze’s DoS/DDoS protection provides multiple benefits: full-scope protection, high 
levels of accuracy and performance, ease of use, and top-tier infrastructure.

Reblaze goes far beyond typical bot detection methods such as browser 
authentication. The platform uses machine learning to construct and maintain 
behavioral profiles of legitimate human visitors. For each user, Reblaze continually 
gathers and analyzes stats such as client-side I/O events, triggered by the user’s 
keyboard, mouse, scroll, touch, zoom, device orientation, movements, and more. 
Continuous multivariate analysis verifies that each user is indeed a legitimate human.

These allow Reblaze to identify and respond to malicious bots and other threats even 
as they become more sophisticated. Updates and upgrades are deployed across the 
network automatically, with no action required on your part. You always have the latest 
protection.
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05
How does it work?
• Reblaze deploys a dedicated VPC for each customer. That is, a dedicated stack 

environment for each protected web platform, deployed immediately and 
automatically, and running across one or more cloud vendors (mainly AWS, GCP 
and Microsoft Azure, although private clouds are supported as well). 

• All incoming traffic is routed through the VPC and scrubbed as it passes through. 
Latency is negligible (generally 1.5 milliseconds or less).  

• Hostile traffic is blocked before it reaches the protected network. Legitimate traffic 
has normal access to the requested resources. 

• Attackers cannot reach, or even find, the targeted web platform.

• Bandwidth, compute, and other resources scale automatically as needed, limited 
only by the capacity of the global cloud. 

• Remote management ensures minimal obligations (of time or expertise) from onsite 
staff.
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How does it work? (Cont.)
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07
Key Benefits
• Runs in a unique Virtual Private Cloud: a full dedicated stack for each protected network, 

which eliminates multi-tenancy vulnerabilities.
• Runs natively on your clouds of choice: AWS, Azure, GCP, IBM, Oracle, AliBaba Cloud, and 

more, in any combination and across multiple regions, with a single unified management 
console to control them all from one place. Rules, policies, signatures, ACLs, and intelligence 
are shared across platforms automatically in real time.

• Uses multivariate threat detection: Reblaze excludes hostile traffic with whitelisting, 
blacklisting, fine-grained ACLs, behavioral analysis, and machine learning. The platform 
goes beyond legacy techniques such as signature detection, and also uses JSON & XML 
schema enforcement, content evaluation, field policy enforcement, argument limitations, 
payload inspection, and other methods.

• Runs in multiple regions, while providing a single unified management console to control 
them all from one place. Rules, policies, signatures, ACLs, and intelligence are shared 
across platforms automatically in real time.

• Runs seamlessly as, and auto-scales into, multi-region clusters, able to process even 
global DDoS assaults.

Unique Differentiators
• Reblaze deploys a Virtual Private Cloud for every customer. The platform’s architecture 

ensures that your network is isolated from Internet threats, with auto-scaling bandwidth 
and the ability to run on multiple cloud providers.

• No installation: As a cloud platform, Reblaze deploys in minutes. Only a DNS change is 
required.

• No risk: You can add Reblaze to your existing security in “report only” mode.
• A fully managed service: Reblaze is managed and kept up-to-date remotely by our team 

of security experts. As new web threats are identified, all global Reblaze deployments are 
upgraded immediately and automatically to defend against them. You always have the 
latest protection.

• Guarantee: Try Reblaze for 30 days. If you aren’t delighted with the results, your account 
will be cancelled and you’ll owe nothing.

• Launch directly from the main cloud providers’ marketplace

• API Gateway and integration with cloud protection services
• Tailor made security user recommendations via Reblaze AI
• Notification center and connectivity to user’s hooks
• IAM and user management connection across multiple providers
• Machine learning detection across clients

Future Functionality
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08
Certifications

Awards

Partners

Reblaze builds its services in accordance with security best practices. Customers can 
be confident that the platform will ensure the confidentiality, integrity, and availability of 
their web assets. Reblaze’s clouds are fully compliant with GDPR, SOC 1/SSAE 16/ISAE 
3402, SOC 2, FISMA Moderate, PCI DSS, ISO 27001, FIPS 140-2, HIPAA, CSA (Cloud 
Security Alliance), and other standards and certifications. Reblaze is a PCI-DSS Certified 
Level 1 Service Provider.

For more info and all certifications see here. 

• Included in Forrester’s Bot Management Report in 2018
• Google’s launch partner for Google Cloud Armor at Google Next 18 (not an award, 

rather an achievement, read more here or here. Or see this video by Google 
showcasing Reblaze at Google Next 18)

https://cyberstartupobservatory.com/
https://www.reblaze.com/compliant-and-certified/
https://blog.reblaze.com/how-to-use-google-cloud-armor-to-automate-your-web-security-983648054d24
https://blog.reblaze.com/google-launches-ddos-attack-on-own-partner-f1dce73cd2ba
https://www.youtube.com/watch?v=Z-IvJ7THK30&feature=youtu.be&t=693
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Winning the face-off against 
cyberterrorists and cybercriminals

The teams at Secure Land 
Communication (SLC), a business unit of 
Airbus, develop professional mobile radio 
communication systems and terminals 
dedicated to Public Safety, Defence 
and Business Critical segments. The 
technology is used for specific and private 
radio frequencies in order to provide voice 
information as well as digital data and 
images, and to be able to offer new services 
to our customers in the future. These 
systems will need to use the LTE (and in 
the near future 5G) digital technology 
and to incorporate such technology, some 
measures will have to be taken in terms of 
cybersecurity to ensure protection against 
the threat of cyberattacks.

Airbus Développement is a small 
subsidiary of Airbus dedicated to the 
sourcing of startup companies to help them 
finance their growth with non-dilutive 
funding. It has suggested that Airbus 
collaborates with a start-up company from 
a Paris Saclay incubator, Incuballiance, 
and tests their multi-biometric technology 
in order to improve the security of SLC’s 

hybrid communication device: the “Tactilon 
Dabat” - the integration of an Android 
smart phone and a TETRA radio in one 
device. Airbus Développement granted an 
innovation loan to United Biometrics in 
order to speed up the time until POC (Proof 
of Concept) and in less than three months, 
an operational solution was developed by 
the startup and is already being offered to 
Airbus customers. Rahim Zaknoun, Head 
of Innovation & Developer Ecosystem at 
Secure Land Communication of Airbus, 
said that he has been positively surprised 
by the customer acceptance of this new 
technology, which seems to match their 
future needs perfectly.

The threat of cyberterrorism and 
cybercrime has become so serious it can 
now be compared to conventional weapons, 
such as intercontinental missiles. The level 
of threat has reached record highs and 
having no appropriate way of detecting 
and responding to this threat could cause a 
huge crisis to occur. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

“The threat of cyberterrorism 
and cybercrime has become 
so serious it can now be 
compared to conventional 
weapons, such as 
intercontinental missiles. 
Most government officials 
are worried that serious 
security incidents could 
impact a country’s reputation 
and therefore interior 
security.’’

At a glance
•   4 minute read
•    Winning the face-off against cyberterrorists 
and cybercriminals
•   The threat of cyberterrorism and cybercrime 
has become so serious it can now be compared to 
conventional weapons
•    Strategic military sites need to anticipate and 
implement strong protection
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Analysts estimate that the cost to the 
global economy and governments is 400 – 
600 billion Euros per year.

Most government officials are 
worried that serious security incidents 
could impact a country’s reputation and 
therefore interior security. The good news 
is that security leads (government and 
military) are aware of the risks and the 
shortcomings, but it is a huge challenge for 
organizations to address them in a short 
period of time. The faster the threat or the 
intrusion can be identified, the better the 
chances of fixing the problem and stopping 
the attackers are.

The “bad guys” have the familiarity, the 
resources and the engineering maturity 
they need to go shoulder to shoulder 
with an established government. But it 
is definitely possible to stop them with 
better cooperation between countries and 
with intelligence sharing, implementing 
appropriate IT tools to prevent intrusions 
at physical checkpoints or on computer 
networks. 

There are solutions, and it is definitely 
possible to slow down the efforts of 
cyberterrorism and cybercrime. 

Biometric authentication, coupled 
with a secure terminal (hybrid Tetra + 4G 
networks) and a secure communication 
ecosystem controlling all events and 
people are among the offered solutions.

There are many use cases when it 
comes to protecting national assets. For 
instance, military bases are particularly 
vulnerable because they store strategic 
weapons, other critical supplies and host 
human resources (soldiers and visitors).

How could people who access the 
military base be controlled? By using a tool 
that everyone holds in their pocket: the 
smartphone, whether on iOS or Android, 
or one dedicated to mission-critical 
operations, such as the Airbus Tactilon 
Dabat. 

Multi-factor biometric authenticators 
are loaded and used to authenticate 
the user at the device boot and at the 
application log so as to prevent criminal 
hackers from cracking the system.

“Biometric authentication, 
coupled with a secure 
terminal (hybrid Tetra + 4G 
networks) and a secure 
communication ecosystem 
controlling all events and 
people are among the 
offered solutions.’’
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During the connection to a secure 
application, the user is prompted to 
authenticate by way of his physical 
characteristics, such as voice, face, 
and behaviour. For instance, some 
terminals, such as the Tactilon Dabat, 
use two biometrics: face and secret 
lock pattern. Therefore, you are 
protecting the terminal against theft 
or loss, securing the connection to 
strictly confidential information, as 
well as your teams.

As a result, for a military base 
controlled access, all visitors 
or permanent resources will be 
checked by their biometrics, thereby 
decreasing the risk of fraud and 
terrorist/criminal intrusion to almost 
zero.

Strategic military sites need to 
anticipate and implement strong 
protection against attacks targeting 
military installations, weapons and IT 
infrastructures and applications. 

A multifaceted solution including 
a highly secure device - Tactilon 
Dabat, a strong authentication 
system - Dual Authenticator from 
United Biometrics – and a secure 
multimedia communication solution 
- Airbus Agnet (secure Voice, Data & 
video communication) is today one of 
the most advanced responses to an 
increasingly sophisticated criminal 
fraud.

The Cyber Startup Observatory 

spoke to Christopher Richard and 
Yves Chemla from United Biometrics, 
who both said: “A key advantage of 
our solution is that the desensitized 
biometric data can be stored 
anonymously. With this process, 
if hackers enter the system, they 
will not be able to attach the stolen 
biometric information to individuals. 

At United Biometrics, we have 
also ensured that our solution is 
compliant with the new European 
Directive PSD2, which requires at 
least 2 strong authentication factors 
and GDPR (General Data Protection 
Regulation) for protection of personal 
and private data.”
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Innovation

United Biometrics 

Anti-fraud Software Platform for Banks, 
Industries, Corporations and Governments
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01
Company Description
United Biometrics, a French Fintech company, has developed a unique ultra-secure 
multi-biometric and behavioral authentication platform for telecom carriers, banks 
and other industries. Patents are delivered in France, Europe and the USA. 

Company Name: United Biometrics 
Founded : 04/2014
Employees: 10
Web: www.unitedbiometrics.com
Headquarters: Paris-Orsay. France

02Company Information

s

Other offices: Regional office
Key Target Verticals:

• Banking & Finance Applications
• Enterprise and other Key Industries
• Government Applications / Public Sector

03
The Product

Product Category:
• Cloud Security
• Mobile Security
• Application Security
• Identity & Fraud

Product Stage: released
Product Names and Brief Description:
Dual Authenticator: Authentication by 2 
biometries of your choice: Fingerprint, 
Voice, Face, Keylock Pattern, Keystroke 
Dynamics and others.
Services Provided:
Installation, support, integration, 
customization services.

Customer Footprint

• Markets with Customers: 
Finance, Corporate, Industry, 
Government

• Relevant Public Success Stories 
per Key Target Vertical:
• Financial Services
• Industry
• Defence

https://cyberstartupobservatory.com/
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04
Product in detail
The solution to replace passwords i.e. Ultra-Secure Authentication Software Platform 
for Key Industry Applications. Principal features of proprietary software platform:

• Multi-biometry
• Double control device + server 
• Anonymous
• Million users scalability 
• OTP 
• Real-time transaction

How does it work?

During the connection to a secured space, the user is invited to authenticate on 
a smartphone, tablet or PC with Multi-factor biometric authenticators thanks to his 
physical characteristics pertaining to every individual such as fingerprint, voice, face, 
iris and behavioural biometries. 

A unique ultra-secure multi-biometric and behavioural authentication system platform. 
The system features: Multi-mobile operating systems iOS, Android, Windows
• 20 Million+ users capacity and scalability tested, specially designed for very large 

databases.
• 7 biometries available per user.
• 3000+ Transactions/second.
• Simultaneous and real-time identity control, supporting transaction speed and 

process.
• Central Monitoring on server or on Cloud.
• API Integration.

Authentication

Carousel
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05
Key Differentiators

Product Benefits
• Multi-biometry to reach a very high level of security.
• Classical & Reversal behavioural biometrics.
• Multi-OS /Multi-device in use (iOS, Android, Windows).
• Non-biometric and anonymous database to protect privacy.
• Double authentication to provide superior security level.
• Very high transactional speed due to patented product architecture.
• High scalibility.
• Capacity to (de)select a biometry for one individual.
• Hardness management.
• Easy integration in client IT environment through APIs.
• Product available in SaaS mode or local mode (on premises).
• Fall Back on itself on another set of biometrics challenge.
• Security by design.
• Full solution protected by international patents.

Future Functionality
• New biometry
• Homomorphic encryption
• Artificial Intelligence
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10
Awards

• I-LAB Best French technology challenge – Ministry of Research France

• ORANGE VivaTech innovation challenge

• TOTAL high technology innovation challenge

• SNCF French Railways innovation challenge

• BNPP Hackathon

• SOCIETE GENERALE innovation challenge

Partners
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Thomas Degardin
Group CISO,  Bouygues Construction

I have been working in the field of 
information security for fifteen years, 
and during that time I have filled 
positions in different sectors such as 
telecom, heavy industries (oil, gas), 
retail, finance and construction.

 It has helped me to discover 
different businesses, different 
approaches, different risks and 
ways to mitigate them. I also filled 
operational positions for the first 
half of my experience and then 
governance positions. 

I’m able to bring to the table this 
double competency: being able to 
talk to the firewall administrator 
and then describe the risks to my 
executive committee.

This journey has taught me to take 
a holistic approach to information 
security, mixing technology and 
process in my strategy – not 

forgetting the human aspect by 
defining awareness campaigns 
which have won first prize in 
communication events.

What is your overall approach to 
information security?

From my point of view, there are 3 
important ways to keep in mind.

My first approach track is to consider 
information security is not only about 
technology. We often talk about a three-
pronged approach. 

The approach must be holistic and 
take into account technology, process and 
human. If you over-invest in one or another, 
you will end up with super procedures but 
nothing to put them in place or with tools 
which protect you from everything except 
your own users, who can’t work due to your 
“too restricted” tools.

“The approach must be 
holistic and take into 
account technology, 
process and human. If you 
over-invest in one or 
another, you will end up 
with super procedures but 
nothing to put them in place 
or with tools which protect 
you from everything except 
your own users, who can’t 
work due to your “too 
restricted” tools.’’
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My second approach track is that 
protection alone is not sufficient anymore. 
For years, we have clearly invested in 
prevention with patch management, 
awareness and pen-testing.

Even with that, it’s not enough anymore. 
Sadly, last year’s attacks have revealed 
that the right question is not “if I will be 
attacked” but “when will I be the next victim 
of an attack? This attack could be targeted 
or I could simply be a collateral victim”.

From my point of view, it is extremely 
important to invest in our detection, 
reaction and recover security capabilities. 
We must be prepared for the next big 
attack and we must be able to put all our 
efforts into getting our business back on 
track as fast as possible. 

My third and final approach track is the 
most important.

We can do a lot, but if our efforts are 
not focused on how to protect the core 
processes of our business, to protect our 
crown jewels, we are just having fun by 
buying nice technologies or writing very 
nice procedures. We must share with our 
directors, and with the operation people: 
we must understand their duties, their 

activity, understand what they fear and 
translate these into the cyber world.

In my opinion, discussing information 
security without “thinking business” is an 
error. We are here to protect our business 
against cyber attacks. 

How can security executives get 
that buy-in from the top?

One simple word: communication.

That being said, there a lot of ways in 
which we can communicate. I consider that 
the cyber risk is only one among several. 
The top executives are used to taking and 
dealing with risks - it’s their job. It is our job 
as security executives to translate cyber 
risks into understandable terms.

Since the last big attacks, I have 
sometimes been surprised at how deep 
my top management can go into technical 
details: they are worried about the patch 
management of the servers. But be careful, 
don’t take it too easy and don’t flood them 
with technical indicators either. Your 
biggest risk is to hear that information 
security is, in the end, an IT issue. You have 
then neglected to share the message that 
cyber risk is a board issue which must be 
addressed as any other risk.

As security executives, we must 
evaluate them, even if it’s a tricky task. 
We must talk about business disruption, 
and financial, client or brand loss. The 
top executives wish to know if each Euro 
spent helps them to reduce the risk to an 
acceptable level or if it’s just a deep pocket.

“We can do a lot, but if our 
efforts are not focused on 
how to protect the core 
processes of our business, 
to protect our crown jewels, 
we are just having fun by 
buying nice technologies or 
writing very nice 
procedures.’’
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To do that, we must gather around 
us all the people who can help us on 
this journey: the risk department, the 
insurance department (if you have one), 
the legal department and the internal 
control, are accustomed to evaluate 
risks. This teamwork will help you to 
better understand the internal processes 
by learning from those transversal 
departments. You will finally show that 
cyber risk is worth the board’s interest and 
the allocated budget.

Information security is a team sport: 
you lose alone or win together.

What advice do you have for 
security leaders?

To be fully efficient, from my point 
of view, I repeat: you must know and 
understand your business.

Understand how they work, know 
their ecosystem, their clients, and their 
opponents. Understand what they fear in 
their world and then translate it into the 
cyber world.

The cyber attackers are so imaginative. 
You can do the exercise: every fraud, every 
malicious behavior has his “avatar” in the 
cyber world.

As soon as you have learned from your 
business, it’s quite simple to go back to 
your comfort zone (cyber stuff) and, at the 
same time, talk about risks and impacts 
your business can handle.

My advice is that the best time to start 
to know your business is at the beginning. 
The second best time is now.

Your business is only as strong 
as your weakest partner. Can 
you trust that your partners are 
keeping your data safe from 
attackers?

I agree that the weakest partner is the 
first to break.

I think the security of our supply chain 
will be one of the major topics in the 
months/years to come.

Nevertheless, I will not talk about trust 
- it is not the right word. The ultimate goal 
is not to see our partners fail. My goal is 
to help them to improve the information 
security capabilities to a level I am 
comfortable with.

In specific business, you have to deal 
with really small partners, some of which 
don’t have an IT budget. How could you ask 
them to invest millions in cybersecurity?

I really believe that anything can 
improve. I don’t “eliminate” partners 
with a lower level than others but with 
the will to improve and learn how to do 
better. I eliminate partners that didn’t 
play along: those who claim they have all 
the certifications required and then don’t 
answer your really simple questions.

“I think the security of our 
supply chain will be one of 
the major topics in the 
months/years to come.’’
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To do that, I keep it simple: I work with 
purchasing and legal departments to insert 
information security requirement into 
tenders and contracts.

To keep it relevant over time, once 
again, communication with your partner. 
Share with him the risks you (and your 
business) fear and what you are expecting 
from him to keep the business safe.

I prefer to share with my partner and 
be fully transparent. I think it’s a better 
approach to share with them instead of 
keeping everything hidden and hope they 
will not make a mistake.

Why do some CISOs use 
technology for its cool factor 
instead of for securing or 
enabling the business?

Honestly, I don’t know if some CISO 
use technology for its cool factor. It could 
happen in Ops teams.

Nevertheless, it’s easy to fall into a 
trap: pile up technologies to protect your 
business against any new threats or to 
deploy the new cool feature. You will end 
up with a technological “mille-feuille”.

The technology must be at the service 
of the business.

If we choose a technology because it 
has such nice lights, yes we are in the « cool 
factor ». But if we choose a technology to 
manage a new risk but without taking into 
account the business, it will not be adopted 
or worse it will block the business.

In the end, it’s our clients who keep the 
business running. The information security 
must help it to become better, not worse.

What is the best way to foster an 
image of information security 
being there to help support the 
business rather than talking 
about raw technologies?

I already talk a lot about this topic: 
nothing can be done in an efficient way 
without the business and not for the 
business.

It’s no secret: communicate and 
communicate. Understand and use the 
business language. Understand what they 
fear and explain the threat to them.

One of your allies could be the 
innovation department. It may be 
surprising because they often work with 
start-ups, they test and security is far from 
their priority.

“If we choose a technology 
because it has such nice 
lights, yes we are in the « 
cool factor ». But if we 
choose a technology to 
manage a new risk but 
without taking into account 
the business, it will not be 
adopted or worse it will 
block the business.’’
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Talk to them, give them five quick 
questions to ask each start-up and you 
will finally discover that nobody wants to 
be the next “data leakage company”. Help 
them to select the right start-up and help 
this start-up, aspiring partner, to improve 
its maturity level.

Never forget that information security 
is not only technology (and cost) - it could 
be process and/or human.

If you are able to do that with one 
project, it will become your best advocate 
and your image will change: you didn’t stop 
the project, you helped it to go further.

CISOs are no longer just IT Security 
men/women. We are at the crossroads 
between IT and business. That’s what 
I like about the job: mixing the best 
of both worlds and helping them to 
understand each other. 

The CISO function is just evolving 
and we have to leave our tools and 
technologies for just a minute to meet 
people who have other interests. It’s 
time to shift if you haven’t done so yet.

Roll up your sleeves. Get ready, the 
best is yet to come!
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Innovation

ERCOM  
Mobile Communications, Data and 

Cloud Security

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory - France 123BACK TO CONTENTS

01
Company Description

Ercom is a French SME founded in 1986 and specialized in securing mobile devices, 
voice/text communications and file sharing. Ercom develops cloud and on-premise 
solutions, with certified and military-grade security to meet enterprise and government 
growing cybersecurity needs. 

Company Name: ERCOM
Founded: 05/1986
Employees: 250
Web: ercom.com
Headquarters: Velizy - France 
Other Offices: Paris, Lyon, Marseille

02Company Information

s

Key Target Verticals: 
• Government
• Defense & Aerospace
• Energy
• Transport

03
The Product
Product Category: 

• Mobile Security
• Privacy 

Product Stage: released
Product Names and Brief Description:

• CRYPTOSMART: The ultimate 
solution to secure mobile 
communications and devices 

• CRYPTOPASS: The professional 
application for secure messaging 
and communications

• CRYPTOBOX: Secure file-sharing 
and collaborative work in the cloud

Customer Footprint
Relevant Public Success Stories:

• French State (Presidency, Ministry 
of Defense, Ministry of Interior, 
Foreign affairs ..)

• Industry & Services (Orano, Qwant, 
Imprimerie Nationale ..)
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04
Product in detail: CRYPTOSMART
CRYPTOSMART is the only French military-grade solution, jointly developed 
with Samsung, to secure consumer smartphones and mobile voice/SMS/data 
communications, by simply installing a CyberSIM and Cryptosmart application on 
latest Samsung Galaxy smartphones and tablets (S9, Note8, TabS4, A8..). ). It provides 
end-to-end encryption of all communication streams, local device encryption, strong 
authentication and protection against hacking attacks through Wifi, USB or malicious 
apps.

How does it work?

• Protect your device and your sensitive communications in mobility, regardless of 
device loss, theft or eavesdropping:
• Cryptosmart solution is based on a full encryption of local files and communication 

streams (voice, SMS, data) performed by a software app and a hardware 
component (CyberSIM) 

• Communications are end-to-end encrypted between two cryptosmart devices, or 
between the devices and a Cryptosmart gateway hosted within the enterprise IT 
system and connected to corporate servers (emails, PBX ..) & to the internet

• Cryptosmart 5.0 has been certified «  Restricted  » by French ANSSI, Europe & 
NATO
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05
Product in detail: CRYPTOPASS
Cryptopass is a privacy-by-design and secure messaging application, featuring end-
to-end encrypted instant messaging (1:1, group) with file transfer. Cryptopass features 
as well secure audio/video calls and audio conference. The solution includes a 
management console to enroll and revoke users, access traffic KPI….

How does it work?

• Protect your sensitive mobile communications and meta-data privacy with a 
professional and easy-to-use app:
• Cryptopass is a mobile messaging app for iOS and Android devices, featuring 

end-to-end encryption of all communication streams and full privacy of user 
meta-data

• Cryptopass is available as a service, with instant rollout, zero infrastructure to 
deploy, yet full administration capabilities through a powerful management 
console

• Once users download Cryptopass from the iOS/Android app store, they can 
securely communicate with their internal and external professional contacts, 
over any 3G, 4G and Wifi networks

• Cryptopass is developped and hosted in France. Certification by French ANSSI is 
on-going
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06
Product in detail: CRYPTOBOX
Cryptobox provides businesses and organizations with a sharing and collaboration 
solution to secure internal and external exchanges, using end-to-end encryption. You 
can now securely access your documents from any device, control your data and costs 
with a scalable architecture and a patented security solution.

How does it work?
• Protect internal and external teamwork with a highly secure solution to share files 

and messages in workspaces, transfer files and synchronize on any device securely:
• Cryptobox solution is based on an end-to-end encryption of files and messages 

exchanged between users and stored on the cloud
• From a web brower or Cryptobox mobile app, users can benefit from a personal 

& secure vault, team workspace, instant messaging, and file transfer through 
secure url

• Cryptobox is available as a service, with instant rollout, zero infrastructure to 
deploy, yet full administration capabilities through a powerful management 
console

• Cryptopass is developped and hosted in France. Cryptobox was certified 
« Restricted » by French ANSSI in 2018
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Cyber Risk Management as a 

Service
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01Company Description

OSI provides  security analytics and risk management services to identify, analyze, 
predict and prevent highly sophisticated security threats in real time. Obrela Security 
Industries collects and analyzes structured and unstructured data generating valuable 
intelligence for new, emerging and advanced security threats giving its clients a unique 
advantage in predictability, preparation and response. 

Company Name: Obrela Security 
Industries Ltd.
Founded: 06/2011
Employees: 48
Web: obrela.com 
Headquarters: London, UK

02Company Information
Other Offices: Athens, Dubai
Key Target Verticals: Telecom, Banking 
& Finance, Critical Infrastructure, Health, 
Retail, Software 

03
The Product

Product Names and Brief Description:
• OBRELA addresses an emerging demand 

and offers an “Umbrella” of turnkey risk 
and threat management services that help 
our clients enhance and orchestrate their 
security operations with real time visibility 
that significantly reduce the mean time to 
detect and respond to cyberattacks.

Services Provided: 
• Threat Management

• MDR
• Threat Prevention

• Exposure Management
• Managed Testing
• Remediation Management

• Risk Management
• Managed Program
• Managed Compliance

Customer Footprint

Markets with Customers: 
• Telecom
• Banking & Finance 
• Critical Infrastructure
• Health
• Retail
• Software
• Shipping 
• Food & Beverage
• Government

https://cyberstartupobservatory.com/
https://www.obrela.com/
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04

How does it work?

• Orchestration & Automation. Reduce overheads, improve operational security 
and rationalize security investments.

• Real Time Risk Management. Integrate real time intelligence from external and 
internal sources and feed algorithms with real time data. 

• SLA driven. Continuous uninterrupted monitoring (24/7/365), 15’ Emergency 
response on Security Incidents, User specific content development and Ongoing 
Blue team support.

• Zero Technology footprint.
• Centralization. Leveraging SWORDFISH platform’s functionality as the Single 

Security Gateway for Operational Security. One through which everyone and 
everything can be managed, measured and monitored. 

• Visibility. SWORDFISH integrates people, process and technology and delivers 
3D (three dimension) security as the substance of next generation Cyber Security. 

Product in detail
Our Threat Detection and Response service includes machine learning tools and 
techniques to analyze user behavior, vulnerability and intrusion data from multiple 
sources while integrating the analysis results to the real-time event correlation 
framework. Our service is engineered to be vendor independent, practically capable to 
detect security events from any product, system, application, network device available 
in the market today.

https://cyberstartupobservatory.com/
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Available for download in Press Quality

Cyber Startup Observatory - Infographics - Transportation

Cyber Startup Observatory - Insight

The Airport of Things (AoT)

SO

Cyber Startup Observatory  - Insight

Identification & 
Access Control

The Airport of Things (AoT)
We use the term Airport of Things to reflect the important role that 
IoT and IIoT devices are playing in the ongoing airport transformation

Personalisation

Boarding Automation Fuel Efficiency

Customer Services 
with Real Time 

Information
In-Flight 

Experience
Luggage Tracking

Operational 
Improvements and 

Cost Efficiency

Maintenance of 
Critical Airport 

Assets

SO cyberstartupobservatory.com
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Foundations for a successful Identity 
and Access Management Program

Identity and Access Management (IAM)
relies primarily on getting answers to three 
basic yet complex questions right: who has 
access to data, systems and applications, 
who needs to have access, and how do 
people or systems with access behave? In 
a digital world now running at high speed 
answering these three questions, has 
become incredibly complicated.

Failure to properly manage and secure 
identities continues to be one of the most 
common causes of today’s enterprise data 
breaches and the problem is not going 
away any time soon. Today, identities exist 
far beyond the traditional barriers that 
come to mind such as employees, partners 
and customers to include a panoply of new 
identities such as automated processes and 
connected things operating in increasingly 
complex technical environments.  While 
the implementation of programs that 
deliver tangible and measurable results is 
important in all areas of cyber security, it is 
becoming paramount in the field of IAM.

What are the foundations for 
implementing an IAM program that not only 
executes and delivers successfully but also 
opens the way and incorporates innovation 
opportunities? Here are 10 critical success 
factors :

1.- Align the program vision and 
scope with the organization’s 
strategy and business 
objectives

A business driven IAM Program 
imply engaging your business lines and 
empowering them from the onset of the 
program. It also means incorporating your 
organisation business context and strategy 
your business case. By doing so, you can 
avoid the common pitfall of a technology-
based foundations that often result in 
protection systems being disjointed and 
ineffective

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

“Failure to properly 
manage and secure 
identities continues to be 
one of the most common 
causes of today’s 
enterprise data breaches 
and the problem is not 
going away any time 
soon.”

At a glance
•   5 minute read
•    Foundations for a successful IAM Program
•    Align the program vision and scope with the 
Organization's strategy and business objectives
•    Nominate sponsor, champions, a security 
committee, governance structure and measure 
•    Select your product methodically, stage your 
demployment and educate.

https://cyberstartupobservatory.com/
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2.- Nominate a sponsor

IAM projects typically fail due to a lack 
of user acceptance within the organization. 
Therefore, it is imperative that all relevant 
stakeholders are engaged from the 
beginning. The sponsor, designated at the 
outset of the program, will be responsible 
for analysing its profitability and initiation. 
When the program is approved and set 
up, the sponsor will bring a team together, 
establish a vision and work towards 
engaging business partners at the C- level

3.- Nominate business 
champions

Engaging and maintaining C-level 
business commitment throughout the 
program life cycle is one of the most 
important success criteria. If business lines 
executives do not understand or cannot 
defend your initiative it will be difficult 
to deploy, acquire tools, resources or be 
empowered to implement an adequate 
level of protection. Business’ champions 
are the C-level business unit’s delegates 
and act as leaders, innovators and will 
eventually be your early adopters. 

Their commitment will contribute 
positively to the transparency, speed of 
execution and success of the program. 
They will also be the empowered and 

accountable for cyber risk reduction 
commitment within their respective units.

4.- Establish a measurable risk-
reduction approach

Adopt a risk reduction approach 
concentrating your efforts on the most 
critical assets. To achieve this, it is essential 
to integrate cyber-risk into the risk 
management framework and develop KRIs 
and KPIs, assuming of course that you 
have good risk management framework 
and risk assessment structure in place. 
This also implies that you have a complete 
and up to date inventory of assets with a 
classification scheme based confidentiality, 
integrity and availability.

5.- Set up a Security Committee

Sustainable support and commitment 
requires building and maintaining trust. 
The Steering Committee, composed of 
members from the areas of both business 
and technology, is a forum where you 
communicate about the program and 
ensure strategic consensus especially for 
decisions or potential change of directions. 
Once appointed the members of the 
Committee meet regularly (usually once a 
month).

6.- Establish a governance 
structure

This governance structure is 
responsible for the budget and  the 
implementation of the program structure.
To be effective, governance should have 
a hierarchical structure and well-defined 
roles and responsibilities. 

“Their commitment will 
contribute positively to the 
transparency, speed of 
execution and success of 
the program. They will also 
be empowered and 
accountable for cyber risk 
reduction commitment 
within their respective units.”

https://cyberstartupobservatory.com/
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One of its main objectives is to 
continually assess the program execution, 
alignment with the initial objectives 
and to adjust orientation if necessary. 
The governance structure defines the 
implementation framework and the 

methodology.

7.- Build an identity-centric 
architecture

Today your organization needs to deal 
with highly distributed identities in multiple 
environments and coming from many 
sources, applications and social networks. 
Moreover, with the adoption of the cloud, 
mobility and the rise of social media, we 
are witnessing a continuous increase in 
information flows. Users should be able 
to access information from anywhere, 
anytime and from a range of different 
communication channels. These and many 
others factors support an adaptation of 
your cyber security defence strategy and 
the business case for an identity-centric 
architecture as the foundation integration 
of new services, greater responsiveness 
and innovation.

8.- Approch your product 
selection methodically

Your criteria and method for selecting 
the technical solution (or solutions) 
should be based on a range specifications 
incorporating not only the whole set 
your business requirements, but also the 
relevant input from your strategic roadmap 
(business and technical).  Beyond your 
business and technical needs consider 
elements related relevant regulations 
(e.g. information security, data protection 
or legal restrictions). In addition, product 
alignment of your selection criteria with 

an international standard such as NIST or 
ISO27001 will ensure that the product 
itself meets security requirements. 

Once your inventory is established and 
approved, prioritize your selection criteria 
and develop a matrix that will allow you to 
measure and compare products based on 
standardized method before moving to the 
RFP stage.

9.- Staged Deployment

Undertake the implementation of 
your projects in stages, starting small 
quantifiable and significant and gradually 
increase the scope. Establish criteria to 
monitor implementation effectiveness. 
Automate, activate and educate.

10.- Educate, educate and 
educate

In a universe incredibly digitalized, 
identity and access management has gone 
far beyond compliance and computer 
security, to become a key driver behind 
improved business performance, digital 
transformation and competitive advantage. 

“In a universe incredibly 
digitalized, identity and 
access management has 
gone far beyond compliance 
and computer security, to 
become a key driver behind 
improved business 
performance, digital 
transformation and 
competitive advantage.”

https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cyber Startup Observatory - France 136BACK TO CONTENTS

The adoption practices by your 
employees, customers and partners 
are probably one of the most critical 
program success factors. In addition to 
training and awareness on tools, business 
process and the rules governing secure 
access management, make education 
a continuous process that also covers 
reputational and financial damage 
of a security breach as well as users’ 
responsibilities.

Identity programs are usually initiated 
for compliance to address audit finding 
and improve the organisation security 
posture. It is now evolving and has become 
a key enabler to digital transformation. 
Regardless the reasons behind your 
initiative, your IAM program is the 
perfect opportunity to evaluate business 
drivers, inventory your existing cyber 
security strategy, consolidate and lay the 
foundations for a mature identity centric 
digital strategy.

Since the creation of the Abicem 
in 2006, we have been committed to 
providing our customers with high-
quality services to optimize their IAM 
programs. We build partnerships to 
deliver services and state-of-the-art 
cyber security solutions. We work with 
our partners to deliver the expertise, 
value-added services and technology that 
strengthens the security of our customers’ 
critical applications and infrastructure 
in a borderless world. Our program 
management delivery framework is the 
result 13 years of global infrastructure 
and transformation IAM initiatives within 
financial sector, telecommunications, 
airport services, as well as in the chemical 
and automobiles industries.

https://cyberstartupobservatory.com/
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01Company Description

For nearly 13 years, Abicem’s consultants have been dedicated to delivering state-
of-the-art information security solutions and consulting services within the financial 
services, telecom, aviation, chemical and automotive industries. Our mission is to help 
organisations of all sizes protect their infrastructure and applications, secure their 
data, reduce risks and gain a competitive edge.

Company Name: Abicem
Founded: 08/2006
Employees: 6
Web: www.abicem.co.uk 
Headquarters: London, UK

02Company Information
Other Offices: Algier, Algeria

03
The Product

Product Category: Identity & Access 
Management, Identity & Fraud, Insider Threats  
Product Stage: Released V1.0
Product Names and Brief Description:

• Amina Identity Governance
• Amina Access Manager

Services Provided: 
• Identity-as-a-service, Identity and Access, 

Process automation, Least Privileged, 
Separation-of-duties (SOD), Access 
recertification

• Access Control, Single-Sign-On (SSO), Multi-
Factor (MFA)

• Real-time event correlation & fraud detection

Customer Footprint

Key Target Vertical: 
• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & 

Intelligence Agencies
• Other

https://cyberstartupobservatory.com/
https://www.abicem.co.uk/
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04

How does it work?

• Amina Identity and Access eliminate the complexities and time-consuming 
processes often required to govern identities and manage control access.

• Our Identity-as-a-service (IDaaS) platform enables organisations of all sizes to 
centrally and efficiently govern the life cycles of all their identities on-premises, 
in the cloud or in hybrid environments. With Amina Identity Governance, 
organisations can achieve efficiency and strengthen security controls with 
identity and access process automation, least privileged principle, separation-
of-duties (SOD) and access recertification.

• Amina Access Manager, simplify and secure access to all resources on-
premises and in the cloud. Reduce complexity, improve productivity and 
enhance user experience with fast, seamless Single-Sign-On (SSO).Strengthen 
security and reduce risk with Multi-Factor (MFA) authentication and real-time 
event correlation and potential fraud detection.

Product in detail

Our Identity and Access platform provides secure access for customers, employees and 
partners for on-premises and cloud environments. We help prevent security breaches, 
efficiently govern identities life cycles, simplify and secure access to all applications 
and infrastructure.

https://cyberstartupobservatory.com/
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Download

Download

Cyber Startup Observatory© US - 2nd Edition
...Is available for download

Cyber Startup Observatory - US

Cyber Startup Observatory - UK

...Is available for download!!!
Cyber Startup Observatory©  UK - First Edition

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/download-observatory-us-second-edition/
https://cyberstartupobservatory.com/download-observatory-uk-first-edition/
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Download

Cyber Startup Observatory Israel - Fifth Edition
...Is available for download

Cyber Startup Observatory - Israel

SO

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/observatory-israel-fifth-edition/


Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate 
receiving your suggestions or comments to help us improve our content, 
services and the way we communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us 
know. It helps us to know that we are delivering our services effectively and 
provides us with an opportunity to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations 
are a valuable input

We strive to cover relevant topics, provide valuable resources and to 
shed some light on important issues. The team welcomes your contribution 
as a way to widen our vision, the quality of the content and the depth of our 
knowledge.

You can contact us at: 

info@cyberstartupobservatory.com
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