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The purpose of the Cybersecurity Observatory is to collaborate to build a safer 
society and to help solve important problems leveraging cybersecurity innovation. Find 
out more and tell us what matters to you by visiting us at:

 cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2019 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Preface

We are thrilled to present the Sixth Edition of the Cybersecurity Observatory – 
Israel Edition.

The Cybersecurity Observatory is a global program focused on the analysis of the 
state-of-the art of cybersecurity innovation around the world.

At the time of writing, this initiative covers twenty markets. For those markets we 
publish weekly updated market maps highlighting the key cybersecurity innovators. For 
four of those markets, US, UK, France and obviously Israel, we have created Cybersecurity 
Observatories, which are updated on a quarterly basis. 

During the last 12 months, over half a million people all around the world have followed 
our publications, daily articles, website, cybersecurity market maps, the CyberSlides, and 
of course the Observatories across our different communication and distribution channels.

Our mission is to foster innovation, share insight and to promote leadership within the 
industry.

The Observatory team is absolutely committed to innovation, too. One of the major 
improvements in this edition is the release of our new global online search engine for 
cybersecurity companies, the @CSOFinder. 

The @CSOFinder allows industry practitioners, innovation and purchase departments 
and other key stakeholders to get real-time access to the best companies, their profiles, 
products and vision. 

We will continue investing in the project to cement and increase our global reach and 
to provide more value to our members, partners, sponsors and followers within the 
cybersecurity community.

We would like to express our sincere gratitude to all the participating companies and 
their teams for their fantastic solutions and their contributions not only to this Observatory, 
but also in securing the referred industries and society as a whole. All of them contribute 
to keeping our companies and lives cyber-safe.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Although we focus our major efforts on startups, the industry is not only driven by 
startups and their entrepreneurs. Established companies and their cybersecurity leaders 
also play an instrumental role in keeping us safe, fighting a grueling battle on a daily basis 
with very challenging responsibilities and important achievements that are not always 
properly recognized. 

CISOs and other cybersecurity leaders, managers, consultants and in general every 
single stakeholder in this process deserve our recognition and respect.

The Cybersecurity Leader of the Week program was created to recognize their 
contribution, not just to the cybersecurity sector but to our society and to share their 
views and insights.  I am very proud to include just a handful of them in this publication.

In particular, we would like to thank:

Noam Krakover, CSO, IAI/ELTA
Tzury Bar Yochay, CTO and co-founder of Reblaze
Raz Oliar, CISO, Zerto
Ilan Abadi, VP and CISO for Teva Pharmaceuticals
Erez Dasa, CISO for Israel Tax Authority
Daniel Ehrenreich, Leading ICS Expert, Presenter and Keynote Speaker

The improvement in each successive release of the Observatory has been remarkable 
and this is only due to your suggestions and ideas.

Finally, I would like to thank my co-editor, Maite Ortega and our Research Director, 
Alicia Peña for their infinite patience and support to the preparation of this publication, the 
startup observatory web and many other key “bits and pieces”, David Bailey for his valuable 
advice and top-notch proofreading services and of course to the fantastic Unsplast photo 
repository (https://unsplast.com) for the fantastic pictures which have been used in this 
publication. Our gratitude goes to all the photographers for their invaluable material.

Maite Ortega
Co-Editor 

maiteo@smartrev-cybersec.com

Jose Monteagudo
Editor-in-Chief

josem@smartrev-cybersec.com

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
mailto:maiteo%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
mailto:josem%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
https://www.linkedin.com/in/jmonteagudoe/
https://www.linkedin.com/in/maite-ortegap/
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Introduction

The Cybersecurity Observatory is a fascinating project that started in Israel one and 
a half years ago. Our team visited the major innovation hubs in Tel Aviv and Be’er Sheva to 
gain an on-site knowledge of the amazing innovation that was - and is still - taking place in 
Israel.

Since that very moment, this project has grown substantially, now having a global reach 
and incorporating insight from other major cybersecurity hubs from all around the planet.

Nevertheless, key elements of the project have been influenced by the views, experience 
and the lessons learned from relevant Israeli cybersecurity entrepreneurs and some of 
our products are still based on those lessons, or maintain those characteristics.

A good example of the referred influence is the categorization of companies. This is 
based on interviews to over 50 CEOs of leading cybersecurity startups in the country.

This categorization has also been kept in our global search engine for cybersecurity 
companies, and although in the future we will enrich the company classification 
incorporating other methodologies or standards, (with NIST being a good example) we 
are still proud of these origins.

Now, the Cybersecurity Observatory is mid-way through its second full year but we 
can honestly say that we are enjoying the creation process as  if it were the first day.

This edition includes a selection of high-quality cybersecurity companies, great articles 
covering leading edge technologies and solutions and interviews with the key executives 
who are defining the future of the industry in Israel and beyond.

Our commitment to the innovation ecosystem in Israel is absolute and we feel privileged 
to have the opportunity to engage with some of the most innovative companies in the field, 
to collaborate with them and to help them grow globally. This is our mission and we are 
having a lot of fun pursuing this goal.

We hope that our readers find this Cybersecurity Observatory interesting, useful for 
their daily duties, technology purchasing processes, scouting activities and for all other 
activities related to both cybersecurity and innovation.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Just a final note to highlight how this document is organized. This methodology is 
also applied to our web (cyberstartupobservatory.com) and will be consistent in future 
editions of the observatory.

All the sections are clasified under the following categories and signposted using the 
following tabs:

Innovation Insight

Leadership Resources

Training Trends



Resources

The Israel CyberSlide



The Israel CyberSlide 

One of the goals of the Cybersecurity Observatory is to share insight among the 
key stakeholders in securing the financial services, healthcare, critical infrastructure, 
e-commerce, public sector, manufacturing, law enforcement, education, enterprise and 
SMEs as critical components of our Society.

 These key stakeholders include cybersecurity executives, consultants, analysts, 
researchers, entrepreneurs, regulators and law enforcement professionals. 

The Israel CyberSlide is a powerful decision support tool to help them understand the 
key players coming from the Israeli market, properly categorized following a methodology 
that is consistent across all the markets that the Observatory is analysing. It is the result 
of a research process conducted by the Observatory team that involved over 350 Israeli  
startups and is updated on a weekly basis.

Our methodology and the same categorization consistently used across all markets 
analyzed by the Observatory team, simplifies the life of decision makers involved in the 
identification and selection of cybersecurity providers.

The success of the Israel CyberSlide has been unparalleled, achieving over 15k views 
within the first 3 days of publication every week. That amounts for over 60k views a month 
from over 25 countries.

You can find below statistics regarding the viewers of the Israel CyberSlide:

Split by Role Split by Vertical Split by Geo

Information Security 
Specialist

32%

Technology Manager
23%

Director / Executive 
Director / CISO

36%

IT Consultant - 9%

Critical Infrastrucures / 
Utilities - 22%

Healthcare
27%

Financial Services
32%

e-Commerce - 10%

Government - 9%

EMEA
45%

LATAM
12%

North America
32%

APAC - 11%



The referred categorization is discussed and agreed with every single company.

We have classified the startups under 28 different categories. 

Those categories are:

The latest Israel CyberSlide is available on our web: 

The Israel CyberSlide 

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from companies or gathered by our research team will 
be updated in the next Observatory, which is due for October 2019, and weekly on our 
website.

CYBER RANGE

MOBILE SECURITY

CLOUD SECURITY

ENDPOINT SECURITY

NETWORK SECURITY

WEB SECURITY

APPLICATION SECURITY

EMAIL SECURITY

CYBER POSTURE

COMPLIANCE & DATA LEAKAGE PREVENTION

PRIVACY

INCIDENT RESPONSE & FORENSICS

UEBA

INSIDER THREATS

DETECTION & PREVENTION

CYBER INTELLIGENCE

DECEPTION

SOC

ARTIFICIAL INTELLIGENCE

IDENTITY & FRAUD

ICS/SCADA

IoT - IIoT

BLOCKCHAIN

HEALTHCARE

AUTOMOTIVE

RAIL & METRO

MARITIME

AVIATION & UAVs

Categories - Product

https://cyberstartupobservatory.com/cybersecurity-landscape-slide-israel/
mailto:info%40smartrev-cybersec.com?subject=Cyber%20Startup%20Observatory
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Our Observatory Members

Please visit our members’ company profiles on our 
online search engine for cybersecurity companies, the  
@CSOFinder: 

    CSOFinder@SO

Gold

Silver

Bronze

Cyber  O f  Things

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/finder/
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Chief Strategy Officer (CSO) of the 
Cyber Division at IAI/ELTA

NOAM KRAKOVER
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Noam Krakover
CSO, IAI/ELTA

Noam’s Professional Expertise:

Cyber Domain: Strategic and 
operational issues, doctrine 
development. 

Specialization in Content 
Management of the following:

• Expertise in cyber defense.

• Management, command, 
direction and training of diverse work 
staff.

• Direction of technological 
disciplines in select organizations. 

• Initiation and execution of 
multidisciplinary projects at the 
cutting edge of cyber technology.

• Experience in issues of: 
planning, budgeting, prioritization, 
marketing and management control.

Noam’s Work Experience:

2018 - Present: IAI/ELTA – Cyber 
Division Chief Strategy officer (CSO)

2016 - 2018: Head of Intelligence 
and assessment Division in Strategy 
and Policy Division in National Cyber 
Directorate in Prime Minister’s Office

2013 - 2016: Head of Intelligence 
branch in National Cyber Directorate 
in Prime Minister’s Office

2004-2012: Leading and 
participating in various Cyber-
Focused Projects

If I gave you an extra Euro / 
dollar, how would you spend it 
on cybersecurity? 

In my opinion, the cyber security mission 
or as I prefer to call it, cyber defense, is 
not a question of an extra dollar or of a 
magic/fancy box. From the question it is 
possible to get the wrong impression that 
the dilemma and the challenges of cyber 
threats can be solved by the investment of 
money.  

“From the question it is 
possible to get the wrong 
impression that the 
dilemma and the 
challenges of cyber 
threats can be solved by 
the investment of 
money.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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As I see it, dealing with cyber threats 
in an efficient way requires a combined 
effort, and needless to say, a Sisyphean and 
continuous one.

This effort should involve different 
critical pillars like:

•  Base-line security.

• Monitoring.

• Awareness and education.

• Information sharing.

• Threat analysis

• Control and decision making.

Each one of these pillars is critical for 
the existence of a robust and resilient 
eco-system (at the organization level and 
above).

And still, if I need to identify the most 
critical pillar, I should say it is the human 
resource and therefore I would invest at 
least some of my “first dollars” in education, 
training and awareness.

How important is it to have 
the CEO thinking that security 
matters?

From my own experience, and also 
from a lot of meetings and conversations 
with customers and colleagues about 
the challenges, and their specific needs 
(technology, financial, operational, human 
resources etc.) it is obvious to me that the 
most important person in the organization 
from the cyber security and defense 
aspects is the CEO.

The older approach that cyber security 
is only the responsibility of the IT team 
or the security officer is not relevant any 
more, and in my personal opinion never 
was.

The only way, in my opinion, to achieve 
the required level of cyber security and 
defense is by a combined and continuous 
all-organization effort.

“It is obvious to me that the most 
important person in the organization 
from the cyber security and defense 
aspects is the CEO.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Therefore, the CEO is the “focal point” 
of the organization. On one hand the CEO 
is the entity which is responsible (according 
to different laws and regulations), together 
with the board, for the cyber security of 
the company or organization (with the 
help of the CISO of course), and on the 
other hand he or she is the person who is 
responsible for the cooperation of all levels 
of the organization with the different 
requirements set by the cyber security 
and defense team, led by the CISO, and 
accepted by the board. 

In an information technology 
environment where personnel 
are taking on increasingly 
complex responsibilities, 
what do you think is the role 
of cybersecurity awareness 
training? 

As I have mentioned earlier, one of 
the most problematic factors in the 
organization from the cyber security angle 
is, of course, the human factor.

A simple check of the major cyber 
incidents in the last few years proves it 
without any doubt. Most of the events 
occurred because of problematic behavior 
and lack of awareness on the part of a 
worker within the organization.

Therefore, we in IAI/Elta recognize 
awareness training and education as one 
of the most important pillars of the cyber 
security and defense solutions that we 
offer.

Another very important characteristic 
of the required awareness training is the 
need for it to be constant, daily, dynamic 

and suitable for the needs and the abilities 
of the different levels of workers in the 
organization, in order to keep up to date 
and relevant with the evolving demands 
and threats that the organization faces.

What are the biggest challenges 
you face in the year ahead? 

• In a dynamic and evolving domain 
like Cyber, the idea of giving a forecast 
about the coming challenges is, in my 
opinion,  a little problematic.

• And still, by analyzing the major 
cyber events over the last few years 
together with the major technological 
trends and developments, in my opinion 
we can recognize a few major cyber trends:

“We in IAI/Elta recognize 
awareness training and 
education as one of the 
most important pillars of 
the cyber security and 
defense solutions that we 
offer.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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1) The cyber domain becomes a war 
domain, and maybe even a war zone, 
alongside the “traditional” domains. We 
can identify consistent efforts by most of 
the players, and especially by the major 
ones, for militarization and weaponizing of 
the domain.

2) At the strategic level we can identify 
a few major trends:

• Increase in state and super power 
level threats.

• Increase in the number and 
level of cyber threats for the financial 
establishment and sector.

• Increase in the number and level of 
cyber threats against MCS and OT systems 
and especially critical information systems.

• Increase in the number and level of 
CNI (Computer Network Influence) type 
attacks against political, economic and 
social (soft) targets.

3) In the technological and operational 
aspects, in my opinion, the main challenges 
are going to be an increase in the use 
and adaptation of new technology and 
operational capabilities by the aggressors. 
Such as:

• The use of the connectivity abilities 
built-in to IOT systems for gaining 
accessibility.

• A new, much more lethal, generation 
of ransomware technology and tools.

• An increase in the efficiency, 
accessibility and lethality of “attach as a 
service”.

Balance between innovation 
and cybersecurity - How can 
CISOs balance security and 
innovation?

In my opinion, this is one of the most 
interesting challenges that CISOs need to 
deal with.

There is a built-in tension in the 
definition of the task of the CISO between 
the “secure and defend” mission on the one 
hand and the need not to harm or damage 
the work and the productivity and the 
efficiency of the organization on the other. 

“There is a built-in tension in the 
definition of the task of the CISO 
between the “secure and defend” 
mission on the one hand and the need 
not to harm or damage the work and 
the productivity and the efficiency of 
the organization on the other.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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According to my experience, the best 
tool to coordinate the work of the CISO and 
to balance between the different needs of 
the organization, like the tension between 
security and innovation, is an advanced 
organizational strategy that refers to such 
incidents and tries in advance to solve such 
tensions and problems.

How important is information 
sharing among financial 
institutions to keep them 
abreast of new threats and 
cybersecurity best practices? 

From our experience in different 
projects, information sharing is one of the 
main pillars of advanced cyber security and 
defense.

This pillar is actually critical for the 
establishment of an operational cyber 
defense eco system.

I would like to emphasize that 
information sharing is needed not only 
for the financial sector, but also for all the 
other sectors and even at the national 
level.

But still, the financial sector provides 
us with a large number of examples for the 
importance of information sharing. One of 
them is the attacks by the “Lazarus group” 
against banks all over the world. This group 
tend to use the same or very similar tools 
for its attacks, and a simple check discovers 
that in the events in which information was 
shared the banks that used the available 
information succeeded in protecting 
themselves, while in the events in which 
no information was shared and more 
frequently, some of the banks failed to use 
the available information, the aggressors 

managed to do real damage and to steal a 
lot of money.

We have to remember that the 
importance of information sharing is not 
only with the “outside environment” of the 
organization, but also within the different 
divisions and units of the organization 
itself.

We also need to bear in mind the unique 
characteristics of information sharing, for 
example the need to keep the anonymity 
of the users in some events, in order not to 
jeopardize their reputation and therefore 
their willingness to share and support the 
eco system.

“I would like to 
emphasize that 
information sharing is 
needed not only for the 
financial sector, but also 
for all the other sectors 
and even at the national 
level.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cybersecurity Observatory Israel 23BACK TO CONTENTS

Conclusion

The cyber age and domain are a 
combination of opportunities and 
challenges. In order to utilize and to enjoy 
the opportunities it is necessary to develop 
efficient and advanced cyber security 
and defense abilities in the organizations, 
sectors and national level institutions. 

Without the proper tools, abilities and 
defense solutions the cyber threat is a real 
risk to the interests, stability, economy and 
reputation of an organization or a state.

An effective and advanced cyber 
solution requires a collaborative 
approach and cooperation between the 

different stake holders, together with a 
resilience focused capacity building effort 
(combination of technology and human 
resources) and tailor-made solutions.

The key player in this effort to create an 
efficient and safe cyber eco-system is the 
CISO, who is the professional element in 
the organization, the advisor and the “right 
hand” of the CEO in the journey towards a 
cyber safe and secure organization.

“The cyber age and domain are a 
combination of opportunities and 
challenges. In order to utilize and to 
enjoy the opportunities it is necessary 
to develop efficient and advanced 
cyber security and defense abilities in 
the organizations, sectors and national 
level institutions.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The new breed of hostile bots (and 
how to defeat them)
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The new breed of hostile bots 
(and how to defeat them)

When a cyberattack appears in the 
news, it’s usually one of two things:

• a massive DDoS, or…

• a high-profile data breach.

Thus, when people discuss 
cybersecurity, they tend to focus on these 
two types of threats.

This is a mistake. DDoS and breaches 
are not isolated problems. They are 
actually symptoms of a larger and more 
important problem: an inability to identify 
(and therefore, an inability to block) hostile 
automated traffic.

Sites and web applications must process 
a constant stream of incoming http/s 
requests. Some of those requests come 
from human users, while the rest are 
generated by automated software “users”—
in other words, bots.

Some cyberattacks consist entirely of 
automated traffic while others use bots in 
their early stages (for example, to perform 
vulnerability scans) before human attackers 
get directly involved.

Therefore, to maintain effective web 
security, an organization must be able 
to accurately identify the bots in their 
incoming traffic stream. This is arguably the 
most important, and the most challenging, 
task that a security solution must perform.

Author: Tzury Bar Yochay, CTO and co-founder of Reblaze

At a glance
•    5 minute read
•    The new breed of hostile bots
•    Overrun by bots
•    Why it matters
•    How to identify them
•    Conclusion

“DDoS and breaches are 
not isolated problems. 
They are actually 
symptoms of a larger and 
more important problem: 
an inability to identify 
(and therefore, an 
inability to block) hostile 
automated traffic.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Overrun by bots

Today, most web traffic is automated. 
Our analytics at Reblaze include hundreds 
of global deployments, processing over 
three billion http/s requests per day—
showing that, on average, only 38 percent 
of incoming requests come from humans.

The remaining 62 percent is automated 
traffic, not all of which is hostile; some of 
the bots, such as search engine spiders, are 
welcome on many sites. These account for 
24 percent of overall traffic.

Thus, on average, 38 percent of 
Internet traffic consists of hostile bots. 
What’s worse is that this number has risen 
steadily over the last few years, with no 
sign of relenting.

Why it matters

Malicious bots can damage an 
organization in multiple ways, both directly 
(via revenue loss) and indirectly (via 
reputation loss). Here are some of the ways 
this can occur.

• Site Downtime: DDoS attacks 

consist of automated traffic. When 
they are successful, your sites and 
web applications are unavailable to 
legitimate users.

• Data Theft: Competitors can use bots 
to scrape prices and other sensitive 
data.

• Content Theft: Some business models 
depend on aggregated data that is costly 
to acquire and maintain. Bots can scrape 
this data and make it available to others.

• Site Breaches: Bots are used in 
vulnerability scans and pen tests. When 
one of them succeeds, a human attacker 
will soon arrive.

• Inventory Hoarding: Bots are used 
to “shop” on ecommerce sites, placing 
items into shopping carts without ever 
concluding the purchase. This can make 
the items unavailable to legitimate 
customers.

• Account Theft: Credential stuffing and 
other mass-login attacks are waged by 
bots.

“On average, only 38 percent of 
incoming requests come from 
humans. The remaining 62 percent is 
automated traffic.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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• Card Testing: Bots are used to test 
stolen credit card numbers through 
fraudulent transactions.

These cause direct losses through 
chargebacks, logistics costs, and 
unrecoverable shipped goods.

• Degraded Customer Experience: 
Heavy bot traffic consumes bandwidth 
and adds latency, which degrades the 
experience of your actual customers.

Evading traditional detection

To identify bots, traditional methods 
include signature detection, blacklisting, 
rate limiting, CAPTCHA/reCAPTCHA 
challenges, and Javascript injection.

Modern bots can evade all of these. For 
example, signature detection is avoided by 
spoofing.

Blacklisting and rate limiting are evaded 
by rotating IP addresses.

CAPTCHA puzzles are straightforward 
for bots to solve, which is why reCAPTCHA 
was introduced to replace them. But 
even these challenges are becoming less 
useful. A few years ago, several Columbia 
University researchers published a method 

to solve reCAPTCHA automatically over 
70 percent of the time.

Javascript injection detects older 
bots: simple automated crawlers without 
Javascript capability.

Modern tools (for example, PhantomJS 
and CasperJS) behave more like actual 
browsers.

Increasing sophistication

Bot developers do not focus merely on 
evading existing detection methods. They 
are continuously pushing forward the 
‘state of the art’ for automated malware.

Roughly three-quarters of all malicious 
bots are now Advanced Persistent Bots 
(APBs). They cycle through random 
IP addresses, enter networks through 
anonymous proxies, change their identities 
frequently, and do a credible job of 
mimicking human behavior.

Increasing volume

In addition to their increasing 
sophistication, modern bots have also 
become far more numerous. 

“What if you could see your 
organization through the eyes of the 
attacker?”“To identify bots, traditional methods 
include signature detection, blacklisting, 
rate limiting, CAPTCHA/reCAPTCHA 
challenges, and Javascript injection.
Modern bots can evade all of these.”

https://cyberstartupobservatory.com/
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Threat actors have built enormous 
botnets, the largest of which contain 
millions of devices, and are constantly 
trying to expand them.

They are also quite creative in 
leveraging other resources into attack 
tools. For example, cellular gateways 
are now being abused to continually 
provide new IP addresses for massed 
bot attacks. Cellular networks maintain 
large pools of IPs in order to handle their 
enormous volume of daily requests, and 
any given address can be used and re-used 
thousands of times per day.

Also, these networks are intended 
to be used by mobile devices which can 
frequently change location and transfer 
between networks.

All this is ideal for concealing malicious 
bot activity. Gateway IPs are almost 
always assigned to legitimate devices, so 
blacklisting them for bot activity is not an 
option. Nor can a security solution block 
a specific requestor based on frequent 
changes of IP or geolocation, because users 
on mobile devices will often do this.

These and other factors make bot 

detection extremely challenging today.

How to identify them

To accurately detect modern bots, a 
multi-dimensional approach is needed. 
Different identification methods will 
catch different types of bots. Therefore, 
achieving a secure environment requires 
using them all. Doing this at scale with 
near-zero latency requires an architecture 
designed for that purpose.

For discussion purposes, I’ll use the 
Reblaze platform as an example of this. At 
Reblaze, incoming traffic is subjected to 
an increasingly strict series of challenges. 
The initial stages detect and exclude large 
groups of bots with minimal processing. 
Stages which require more intensive 
scrutiny then follow, once the remaining 
request volume is much smaller.

For example, the first filtering stage 
uses precise ACLs (Access Control Lists) 
to identify and block requests which meet 
certain criteria. These criteria include 
geolocation, network of origin, anonymizer 
or proxy usage, and more—metrics which 
are instantly available for each request.

“At Reblaze, incoming traffic is subjected to 
an increasingly strict series of challenges. 
The initial stages detect and exclude large 
groups of bots with minimal processing.”

https://cyberstartupobservatory.com/
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Out of the box, Reblaze includes a set of 
ACLs which catches roughly 75 percent of 
global bot traffic. This allows the platform 
to instantly exclude three-quarters of 
hostile bots with no processing workload.

Filtering continues with more advanced 
challenges, including request validation 
and advanced browser environment 
identification. Next is Primary Filtering, 
which includes blacklisting, rate limiting, 
signature detection, payload data 
integrity verification, and positive-security 
enforcement.

(You’ve probably noticed that some 
of these are the traditional methods 
discussed earlier. 

Although they are not sufficient by 
themselves to detect all bot traffic, they 
are still useful in this multi-dimensional 
context; they allow large tranches of older 
bots to be quickly eliminated with minimal 
processing workload.)

Requests that pass the first two stages 
are subjected to Dynamic Filtering. Usage 
of various network resources (data, URLs, 
and so on) is tracked over time. Requestors 
that display anomalous consumption 
patterns (in terms of quantity, pace, 
rhythm, types, methods, etc.) are blocked.

The fourth and final filtering stage is 
Biometric Behavioral Analysis. For each 
application that Reblaze protects, the 
platform uses Machine Learning to build a 
sophisticated, comprehensive behavioral 
profile of legitimate users. It learns and 
understands how authentic users interact 
with each app: their device and browser 
statistics, the typical analytics and metrics 
of each session, the interface events they 
generate (mouse clicks, screen taps, scrolls, 

zooms, etc.), and much more. As a result, 
Reblaze understands how actual humans 
interact with the web apps it is protecting, 
and it continually verifies that incoming 
requests are consistent with these 
patterns. Deviations from them indicates 
that the requestor has hostile intent, and 
therefore, is to be blocked.

Note that the most computationally-
intensive part of this process (using 
Machine Learning to construct behavioral 
profiles) does not need to be done inline 
during traffic filtering; it is a long-term 
analysis of collective user interactions 
with an application. Therefore, it is done 
in a separate process, and only the actual 
verification of a requestor’s behavior is 
performed inline.

“The most 
computationally-intensive 
part of this process does 
not need to be done inline 
during traffic filtering; it is 
a long-term analysis of 
collective user interactions 
with an application.”

https://cyberstartupobservatory.com/
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These sorts of optimizations, when 
applied to the four stages above, allow the 
correct identification of malicious bots 
with negligible latency (averaging about 
one-half of a millisecond). Therefore, this 
multi-dimensional process can be applied 
to all incoming traffic instantaneously, 
without affecting the responsiveness of the 
protected web applications.

Conclusion

Accurate bot detection is one of the 
most challenging, and most important, 
aspects of web security today.

This article used a specific security 
platform (Reblaze) as an example of 
a successful approach to solving this 
problem. The purpose of this article is not 
to claim that Reblaze’s specific approach is 
the only correct one.

Instead, it is to show the technological 
depth that is required for a platform which 
can successfully detect and defeat hostile 
bots today. Executives should consider this 
when evaluating web security solutions for 
their organizations.

About Tzury Bar Yochay

Tzury Bar Yochay is the CTO and co-
founder of Reblaze. Having served in 
technical leadership in several software 
companies, Tzury founded Reblaze to 
pioneer an innovative new approach 
to cyber security. Tzury has more than 
20 years of experience in the software 
industry, holding R&D and senior technical 
roles in various companies. Prior to 
founding Reblaze, he also founded Regulus 
Labs, a network software company. As a 
thought leader in security technologies, 
Tzury is frequently invited to present at 
industry conferences around the globe.

“Accurate bot detection is one of the most 
challenging, and most important, aspects 
of web security today.”
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Tzury Bar Yochay
Co-founder & CTO, Reblaze

Tzury Bar Yochay is the CTO and co-
founder of Reblaze. Having served 
in technical leadership in several 
software companies, Tzury founded 
Reblaze to pioneer an innovative new 
approach to cyber security.

Tzury has more than 20 years of 
experience in the software industry, 
holding R&D and senior technical 
roles in various companies.

Prior to founding Reblaze, he also 
founded Regulus Labs, a network 
software company.

As a thought leader in security 
technologies, Tzury is frequently 
invited to present at industry 
conferences around the globe.

Threats are everywhere and 
always changing. How can we 
address this difficult reality? 

It’s important to acknowledge that this 
is indeed reality—that there will always be 
new threats, and we’ll always need to stay 
vigilant against them.

Unfortunately, there are still many 
executives for whom security is an 
afterthought—who think they can just 
delegate security to IT, and then not pay 
attention to it anymore. That’s a good way 
to become the latest high-profile data 
breach.

The good news is that even in an 
evolving threat environment, effective 
security can still be maintained. But 
executives need to give it the attention it 
deserves. It won’t happen on its own.

“The good news is that even 
in an evolving threat 
environment, effective 
security can still be 
maintained. But executives 
need to give it the attention it 
deserves. It won’t happen on 
its own.”

https://cyberstartupobservatory.com/
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How can executives balance 
security and innovation? When 
the business is steaming along 
and wants to introduce new 
products or services, how do 
you make sure that security is 
plugged in?

The first step is to frame the issue 
correctly. It’s best not to think of security 
as something that gets “plugged in,” 
because that implies it’s a separate item 
that gets added later.

A better approach is to think of security 
as something that gets “baked in” to your 
sites, web applications, and so on, from 
the very beginning. Methodologies like 
DevSecOps allow you to build security into 
your products, services, and environments.

The old approach to security was to 
create and deliver something, put up a 
guardrail around it, and then hope it doesn’t 
get breached. The new approach is to bake 
security into all processes from the very 
beginning—from development through 
to testing, delivery, and production. This 

makes it much more difficult to produce 
a web application that has vulnerabilities. 
Plus, production environments are set 
up to constantly reset themselves to a 
baseline configuration.

In other words, a system’s default state 
is to be secure and compliant, and any drift 
away from that state gets reverted. So, it 
becomes extremely unlikely for an attacker 
to succeed, and whatever damage he 
could do is limited anyway. There are many 
advantages to DevSecOps.

However, there’s a major obstacle 
to implementing all of this. Traditional 
security products like on-premise WAFs 
are not designed to support these 
practices, and so these products will hinder 
an organization in adopting them. On the 
other hand, many cloud security solutions 
support environments built around agile 
methodologies and DevSecOps.

So, executives who want to balance 
security and innovation need to assess 
their current security measures. Traditional 
security products force a choice between 
effective security and constant innovation. 
Newer solutions allow both.

“Executives who want to balance 
security and innovation need to assess 
their current security measures. 
Traditional security products force a 
choice between effective security and 
constant innovation. Newer solutions 
allow both.”

https://cyberstartupobservatory.com/
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Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

Often, big stories about security contain 
a lot of noise. You can usually figure out 
fairly quickly if there’s anything you can 
learn from it, or an action step you should 
take. If not, then you can ignore it.

For example, in 2017 the Equifax breach 
occurred because the company ignored 
a known vulnerability in Apache Struts, 
and left it unpatched for months. So the 
only lesson here is, “Being outrageously 
negligent will cause major problems,” which 
shouldn’t be a new idea to anyone anyway. 
Another example is the 2018 Memcached 
exploit, which allowed for record-breaking 
DDoS assaults. But multiple solutions got 
published for the problem immediately, 
and once you had implemented the 
appropriate solution, you were done. So 
there was nothing more to be learned from 
it, regardless of how long the fuss lasted in 
the media.

Sometimes there are news stories 
that do require close attention. These are 
usually longer-term issues—things that 
aren’t necessarily important immediately, 
but will be very important later. For 
example, the GDPR was proposed in 
2012, was discussed for four years and 
finally became law in 2016, and then 
wasn’t enforced until 2018. Yet judging 
by the panic that occurred then, many 
executives apparently had ignored it until 
the enforcement deadline was almost up 
on them.

Other issues get little coverage as 
“news,” but are still very important—for 
example, the arrival of the cloud as a key 
component of modern cybersecurity. 

Traditional security technologies 
like on-premise WAFs have too many 
disadvantages in today’s environment: 
they don’t scale, they hinder DevOps and 
DevSecOps, they’re difficult to maintain, 
and there are other problems too.

The cloud solves all of these, while 
adding a lot of additional benefits. For web 
security, the cloud is the future.

For an issue like this, staying informed 
requires a little effort. A reasonable 
approach would be to regularly browse the 
reports from industry analysts, and attend 
a conference or two each year.

“The cloud solves all of 
these, while adding a lot 
of additional benefits. For 
web security, the cloud is 
the future.”

https://cyberstartupobservatory.com/
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Financial institutions face strict 
expectations from regulators 
and consumers alike. This 
sets financial institutions 
up for serious reputation 
consequences if they let 
consumers down by suffering 
a data breach or by failing to 
innovate service offerings. How 
can we address this reality?

These expectations are a good thing, and 
we should embrace them. Customers trust 
institutions with their data. Institutions 
should earn that trust, and do their best 
to safeguard their customers’ privacy and 
data security. As for regulators, they are 
merely trying to enforce practices that the 
industry should already be doing anyway.

It’s important to remember that data 
breaches are not inevitable. Most breaches 
occur because the victims allowed them to 
happen—for example, by misconfiguring 
their servers, or by failing to install patches 
promptly. 

Good IT policies within an organization 
will prevent these incidents from occurring.

Other events should be mitigated 
by the security solution. I say “should” 
because few solutions do this well; most 
security solutions today still rely heavily on 
signature detection. This doesn’t work for 
zero-day exploits, or in situations where 
an attack isn’t completely new but the 
solution provider hasn’t yet updated their 
signatures.

A modern security solution avoids these 
problems. Our Reblaze platform uses a 
multivariate approach to threat detection, 
including not only signature detection, but 
also fine-grained ACLs (Access Control 
Lists), a full positive security model, 
behavioral analysis, and more.

Each of these provides benefits 
beyond the traditional approach. For 
example, Reblaze uses Machine Learning 
to build behavioral profiles for each web 
application and API that it protects.

“Our Reblaze platform uses a 
multivariate approach to threat 
detection, including not only signature 
detection, but also fine-grained ACLs 
(Access Control Lists), a full positive 
security model, behavioral analysis, 
and more.”

https://cyberstartupobservatory.com/
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Reblaze learns to recognize legitimate 
users, based on how they behave and 
how they interact with the protected 
application. It analyzes their (anonymized) 
data such as mouse movements, clicks, 
taps, zooms, typical device statistics, and 
more.

Therefore, even if attackers cannot 
be recognized by their signatures, this is 
irrelevant. By definition, all attackers must 
deviate from legitimate user behavior at 
some point. As soon as they do, Reblaze 
blocks them immediately.

So, with legacy security solutions, 
there can be gaps, and therefore possible 
concerns about meeting expectations from 
regulators and customers. But a modern 
solution solves these problems.

What advice do you have for 
security leaders?

Modern threats require modern 
defenses. Traditional approaches 
to security—such as installing a few 
appliances in front of your data center, 
and hoping for the best—aren’t enough 
anymore.

There are very talented people using 
new technologies to create more effective 
threats. For example, Machine Learning is 
starting to be used for all sorts of purposes: 
for instance, to create bots which are 
extremely good at mimicking humans, and 
thus are very hard to detect and block. 
Or, to automate vulnerability discovery 
on potential targets, more thoroughly and 
more

subtly than was possible before, and at 
scale. The list goes on.

Defeating these threats requires an 
even higher level of sophistication. An 
effective security solution today includes 
a variety of technologies, including the 
cloud, Big Data, Machine Learning, and 
more. At the same time, it automates 
everything and provides it in a platform 
that’s straightforward and easy to use, 
while still being effective.

So, my advice to security leaders is to 
avoid being complacent. Keeping current 
on what’s happening and what’s available 
will require some effort—but it’s necessary, 
and it’s worth it.

“Modern threats require 
modern defenses. 
Traditional approaches to 
security—such as 
installing a few appliances 
in front of your data center, 
and hoping for the 
best—aren’t enough 
anymore.”

https://cyberstartupobservatory.com/
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Why IT hygiene becomes key to 
protecting your critical assets

Many CISOs consider zero-day 
threats to be one of their chief concerns. 
However, others believe that even the 
most sophisticated adversaries are using 
surprisingly unsophisticated means to 
wreak havoc, meaning that zero-days are 
actually being employed less frequently.

By 2025, more than 85% of successful 
attacks against modern enterprise user 
endpoints will exploit configuration and 
user errors, rather than make use of 
advanced malware, revealed Gartner’s 
The Long-Term Evolution of Endpoints 
Will Reshape Enterprise Security report 
released in May.

Dave Hogue, the technical director 
of the US National Security Agency’s 
Cybersecurity Threat Operations Center, 
seems to agree.

“Some 90% of incidents are caused by 
human error, while 93% could have been 

prevented if best-practice measures had 
been followed,” he stated. 

It seems like the bad guys no longer 
need to put in the money-consuming 
effort necessary to construct elaborate 
new attacks, because they are patient and 
know they can sneak through companies’ 
defenses and move laterally from breach 
points to their “crown jewels” just by taking 
advantage of poor IT hygiene. 

At a glance
•    4 minute read
•    How come finance services firms are outpaced 
by cyber attackers?
•    The enemy within
•    Banks are green fields for Advanced Persistent 
Threats (APTs)
•    Why automated continuous simulation is 
essential for finance firms

Author: Maya Schirmann, VP Marketing, XM Cyber

“By 2025, more than 
85% of successful 
attacks against modern 
enterprise user 
endpoints will exploit 
configuration and user 
errors.”

At a glance
•    4 minute read
•    The Importance of IT hygiene
•    No Zero-Days in two years 
•    196 Days to identify a data breach
•    Basic steps to address trivial mistakes
•    Tips to improve poor IT hygiene
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No Zero-Days in Two Years

The NSA has revealed that its 
cybersecurity unit has not had to deal with 
a zero-day cyberattack in two years. In the 
meantime, attackers have been able to 
exploit bad practice and human error to 
cause harm.

 “We have not responded to a zero-day 
attack in 24 months. They are attacking the 
edge, or hardware and software updates… 
they are taking advantage of bad security 
practice,” Hogue added.

196 Days to Identify a Data 
Breach

A more than six-month gap between 
when a breach happens and when it is first 
identified might seem awfully slow. Last 
year, it took organizations 196 days, on 
average, to detect a breach, according to 
the 2018 Cost of Data Breach Study by the 
Ponemon Institute.

It turns out that security complexity can 
affect the time to detect and contain a data 
breach. Too much complexity can impact 

the ability to respond to data breaches.

Disruptive technologies, access to 
cloud-based applications and data as well as 
the use of mobile devices (including BYOD 
and mobile apps) increase the complexity 
of dealing with IT security risks and data 
breaches, added the study.

Basic Steps to Address Trivial 
Mistakes

Even as technology evolves and the 
tools used by both cyber criminals and 
cybersecurity professionals change, the 
tactics employed to carry out cyber attacks 
remain similar, with criminals targeting 
widely known security vulnerabilities and 
taking advantage of human error. A lot of 
attacks would have been prevented by 
techniques that had been out there for 
ages, such as whitelisting applications.

Even the SingHealth data breach, 
Singapore’s largest cyber incident, could 
have been prevented if basic steps like 
conducting routine risk assessments and 
improving staff awareness on cybersecurity 
had been implemented.

“Last year, it took organizations 196 
days, on average, to detect a breach”

https://cyberstartupobservatory.com/
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Indeed, Singapore’s July 2018 personal 
data breach of 1.5 million patients, 
including Prime Minister Lee Hsien Loong, 
was caused by bad system management, 
a lack of employee training, and other 
major flaws, according to the 454-page 
report released in January 2019 by the 
investigation committee.

Tips to Improve Poor IT Hygiene

XM Cyber has picked out three wise tips 
to improve your IT hygiene and reduce the 
risks of your company joining the year’s 
feared list of breach victims. For more tips, 
read the full article Top 10 Tips to Spring 
Clean Your Cybersecurity.

Use Multi-Factor Authentication

It’s currently the best way to add an extra 
layer of security to your online accounts. 
Usually, it involves sending a unique code 
sent to your smartphone that you enter 
along with your password. Or you can 
generate an individual code, via your phone 
using apps. It’s also done using something 
you have like a special USB key with a unique 
token or using biometric data from an iris 
scan or fingerprint. It’s important to say 
that multi-factor authentication is relevant 
only during the login phase. It doesn’t help 
protect your device in other attack phases.

Educate your Employees

Protecting your systems from online 
threats starts with educating your 
employees. Ironically, this aspect of IT 
security, which is usually one of the easiest 
and cheapest to implement, is often 
among the most overlooked. Training and 
educating your employees, no matter the 
size of your business, should be one of your 
top priorities. That may include internal 
campaigns against phishing attacks (e.g. 
sending reminders about suspicious links 
and attachments) and several other topics. 
Be creative and, overall, communicative.

Harness the Power of Purple 
Team Automation

What if you could see your organization 
through the eyes of the attacker? Simulate, 
validate and remediate attack paths to your 
critical assets with a fully automated breach 
and attack simulation (BAS) platform. XM 
Cyber’s HaXM continuously exposes attack 
vectors, above and below the surface, from 
breach point to any organizational critical 
asset. HaXM by XM Cyber operates as 
an automated purple team that fluidly 
combines red team and blue team processes 
to ensure that organizations are always one 
step ahead of the cyber attackers.

“What if you could see your 
organization through the eyes of the 
attacker?”

https://cyberstartupobservatory.com/
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Erez Dasa
CISO Innovation Division, Israel Tax Authority

Erez Dasa is an experienced Chief 
Information Security Officer (CISO) 
with a demonstrated history of 
working in the government sector. 

Skilled in Secure SDLC, developing, 
implementing and monitoring 
strategic, comprehensive enterprise 
information security and risk 
management programs, Erez spent 
6 years working for the Ministry 
of Health in Israel as Head of 
Information Security Team and as 
an Information Security Consultant 
in the finance industry.

He is currently the CISO of the 
Innovation division at the Israel Tax 
Authority.

Why did the role of CISO appeal 
to you?

Ever since I can remember I have 
always been intrigued by technology and 
computers and increasingly found myself 
dealing with security issues.

As a head of information security team 
over the past few years I was involved all 
through the day in “hands-on” operations. 

Over time, I wanted to help the 
organization not only from the hands-
on scope, but mainly from the side 
of information security policies, risk 
management and building good defense 
circles in order to maintain and ensure the 
safety of the organization.

A good CISO can lead to fewer 
information security events, resulting in 
fewer “firefighting tasks” by the hands-on 
teams.

“We must remember that 
security is only as strong as 
the weakest link, and this is 
certainly true for 
information security.”

https://cyberstartupobservatory.com/
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How important is it to have the 
senior management thinking 
that security matters?

For an effective information security 
program and strategy, it is necessary 
to have ongoing support from senior 
management. 

Information security can’t be driven up 
from the middle of an organization. A lack 
of commitment and support from senior 
management cascades down and results 
in little support from business owners and 
departments heads. 

This support can be gained by aligning 
information security with business 
strategy and business goals.  

Almost everybody agrees that 
organizations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture?

Internal culture of the organization 
must be taken into account in developing 
a security strategy. Combining a security 

culture with the existing culture is 
necessary for achieving good information 
security responsibilities across the 
organization.

The actions needed to build a culture 
of security are training, education and 
awareness. 

They are vital in the overall strategy 
because security is often weakest at the 
end-user level.

Employee awareness should start from 
the point of joining the organization and 
continue regularly. 

Techniques for delivery need to vary 
to prevent them from becoming boring 
(simple quizzes, phishing campaigns, 
posters about information security, etc.).

We must remember that security is 
only as strong as the weakest link, and this 
is certainly true for information security.

“We must remember that security is 
only as strong as the weakest link, and 
this is certainly true for information 
security.”

https://cyberstartupobservatory.com/
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What should a company do if 
they suspect cyber attackers 
have been successful? 

“There are only two types of companies 
- those that have been hacked and those 
that will be” 

As a CISO we always know that hackers 
never rest and always seek the opportunity 
to attack us. 

That’s why every organization should 
prepare for the next attack and establish a 
well-trained incident response team (IRT).

When a company suspects that a cyber-
attack has been successful, they should 
activate the IRT to start investigating this 
event.

The first step is to validate the incident 
- we don’t want to interrupt the business 
continuity, relying only on suspicions.

The next steps are:

• Assess and prioritize the incident to 
determine if there is a breach of protected 
information.

• Contain and minimize damage 

• Restore affected services

• Determine the root cause

• Implement improvements to prevent 
recurrence

Throughout the incident, status should 
be reported regularly to management.

How can CISOs balance security 
and innovation?

The most secure and convenient way 
for information security managers is a 
PC that is not connected to the Internet, 
a developer that doesn’t develop with 
open source libraries and to disable any 
connection of external media (usb, cd, etc.).

Innovation is the “growth engine” of any 
organization and as information security 
managers we cannot stop organizational 
innovation under the pretext of 
information security risks.

A good CISO knows how to harness 
innovation for information security tasks, 
for example, to allow the use of open source 
libraries, but also use systems and controls 
that automatically scan vulnerabilities in 
these libraries, to perform automatically 
static analyses in any application build, and 
so on.

“There are only two types 
of companies - those that 
have been hacked and 
those that will be.”

https://cyberstartupobservatory.com/
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Innovation is not only beneficial to 
business activity. It is equally useful for 
data security. Data security systems are 
also advanced and provide us capabilities 
we previously would not have known, such 
as data loss prevention (DLP), anomaly 
detection etc.

Our goal is to enable innovation in the 
organization and to protect it with the help 
of innovative information security systems.

How can we address the 
perception of cybersecurity 
holding back the business?

Information security, unlike 
development departments, for example, 
does not provide tangible financial value to 
the organization. I think that here lies the 
great difficulty in changing the approach: 
information security is often perceived as 
a “pump of money” that relies on scenarios 
that do not always exist in the eyes of 
management.

This approach had slowly changed in 
recent years, with corporate executives 
witnessing more and more cyber-attacks 
on small and large companies and the fear 
that I am the next one becoming real.

In order to change the thinking that 
information security holds back the 
organization the CISO should work closely 
with the management, and be involved in 
any technology decision. 

Thanks to good information security 
the organization can continue to work, 
earn money and serve the citizens every 
day anew. Information security does not 
hold back the progress of the organization 
- on the contrary, it allows the organization 
to continue to work continuously and 
efficiently.

Circles of protection through information 
security controls are very important, but we 
must always remember that the last circle of 
protection is our users.

If we manage to make information 
security more accessible to our users, we will 
have a much more secure organization.

In a world where Cyber-attacks are 
taking place at any moment, we, the chief 
information security officers (CISO), are 
here to help the organization to keep moving 
forward.

“Our goal is to enable innovation in the 
organization and to protect it with the 
help of innovative information security 
systems.”

https://cyberstartupobservatory.com/
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How one Israeli AI player is 
thinking big to save the internet 

Israel is home to 1,150 artificial 
intelligence companies accounting for 17% 
of the total number of 6,673 active Israeli 
tech companies, while funding for Israeli 
AI-based startups in Israel hit $2.25 billion 
last year. 

These companies are expanding at 
lightning pace using AI capabilities to 
entirely rethink traditional industries – from 
drug discovery to robotics and education. 
This type of thinking is encapsulated by Tel-
Aviv based CHEQ, whose mission plan is no 
less than using AI to “save” the internet. 

The company has become a leader in 
ad verification, fighting ad fraud, brand 
safety and a lack of viewability, which are 
collectively decimating the $330billion 
budget spent each year on digital 
advertising. 

However, the company has set its sights 
on using advances in AI to block wider harm 
on the internet - from fake news to dodgy 

influencer marketing and cyberbullying. 
CHEQ was recently identified (as was 
recently announced by Israeli media 
and investors) as the pick of the next 10 
unicorns to emerge from the Israeli tech 
scene – showing the faith of investors in AI 
to disrupt industries.

The CHEQ story also shows the power 
of Israeli startups to gain a foothold in 
important markets, through a mix of tech 
talent, army intelligence, and an ability to 
entirely re-imagine industries.

“CHEQ was recently 
identified (as was recently 
announced by Israeli media 
and investors) as the pick of 
the next 10 unicorns to 
emerge from the Israeli tech 
scene – showing the faith 
of investors in AI to disrupt 
industries.”

At a glance
•    4 minute read
•    The CHEQ story 
•    AI and a new approach to fighting online     
enemies
•    Taking the fight to ad fraud
•    Conclusion
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CHEQ was founded in September 
2014 by Guy Tytunovich. Like many Israeli 
founders, Tytunovich is a former Israeli 
military intelligence officer. Tytunovich 
graduated from Israel’s elite and 
clandestine 8200 unit. Previous founders 
from the unit who have founded Israeli-
based tech powerhouses include Avishai 
Abrahami, founder of Wix, Yair Cohen, 
founder of defense electronics company 
Elbit Systems, and Nadav Zafrir, founder of 
cybersecurity leader Team8. 

In creating CHEQ, Tytunovich 
assembled a team that has brought military 
grade cybersecurity and AI to rethink the 
approach by businesses in fighting the 
enemies of the internet. CHEQ is using 
AI to create what he calls the “Trusted 
Web” — rebuilding business and consumer 
confidence in everything from digital 
advertising to news and safety online.   

 Tytunovich says: “The digital ecosystem 
today is compromised by existential 

breaches of trust – fraud: eroding our 
trust in monetary transactions, fake news: 
eroding our trust in content, cyberbullying: 
eroding our trust in social-media and apps, 
and election-meddling: eroding our trust 
in the democratic process. Our vision at 
CHEQ is to create the user and content 
analysis capabilities to mitigate these issues 
and restore trust in our digital ecosystem.”

CHEQ is using the advances in 
technology to provide a new way to 
analyze and stop global internet dangers. 
Since being founded, CHEQ has quickly 
expanded beyond Israel to New York and 
Tokyo as the demand for better ROI on 
campaigns has required new technology to 
stop bad actors online.  CHEQ, like many 
military-born startups, benefits from a 
large pool of engineers in the country and 
experts trained for elite tasks, fine-tuning 
computer algorithms to digest millions of 
surveillance photos and sift out actionable 
intelligence.

“On average, only 38 percent of 
incoming requests come from 
humans. The remaining 62 percent is 
automated traffic.”

“CHEQ is using the advances in 
technology to provide a new way to 
analyze and stop global internet 
dangers.”

https://cyberstartupobservatory.com/
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This type of technology is helping 
to refresh the sector of ad verification, 
providing clearer ROI for advertisers.  
Unlike its competitors, CHEQ’s origins in 
military-grade cybersecurity (80% of its 
staff are engineers) provides (quite literally) 
new vision when it comes to the complex 
challenges of saving digital advertising and 
ending internet harms. Tytunovich adds: 
“First-generation tech has struggled to 
provide accurate, preemptive solutions for 
the challenges of ad-verification. The power 
of AI is the ability to provide unprecedented 
accuracy, automation, customization and 
proactive protection at scale.”

AI and a new approach to 
fighting online enemies

Take the problem of brand safety. 
This is a relatively recent problem that 
has become a huge burden for online 
advertisers. It essentially refers to the 
strategy put into place to help ensure that 
online advertisements or associations do 
not appear on or in websites, videos or 
articles that may conflict with the brand’s 
image, mission or goals.

CHEQ created the Neural-NLP engine, 
capable of analyzing an entire body of 
text in absolute real-time while applying 
sentiment-analysis, conversational-
learning, lexical-semantics, and hyponymy 
modules, operating simultaneously to 
accurately classify the content. 

The company is developing content-
analysis tools for video, including motion-
analysis, audio-recognition, and advanced-
sequencing, classifying video content in 
real-time. This is used today by leading 
advertisers—CHEQ has signed up clients 
including Dentsu, Outbrain, and Subaru—
to ensure their ads never appear alongside 
harmful content.  

The CHEQ AI has been developed for 
five years and trained on millions of pieces 
of content to understand the exact meaning 
of any news source. In milliseconds, the AI 
can confirm with human-levels of accuracy 
what a piece of content is — and is not — 
whether it is a post on body modification, 
an article on personal finance or an essay 
about fine art.

https://cyberstartupobservatory.com/
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Taking the fight to ad fraud 

The AI is also being utilized today by 
the world’s leading advertisers to ensure 
they never serve ads to bots either - ad 
fraud costs around $95 billion a year by 
defrauding advertisers. Using cybersecurity 
training for the first time in the world of 
advertising, CHEQ engineers built an 
engine which examines over 700 different 
user parameters in real-time, including 
Device/Browser/OS Fingerprinting and 
sophisticated honeypots (proprietary bot-
traps). Moreover, CHEQ developed AI to 
detect abnormal and fraudulent behavior, 
comparing millions of events in real time. 
The AI analyzes dozens of different fraud 
reasons in milliseconds, from location 
obfuscation to spoofing of sites. The use 
of AI also allows the CHEQ platform to 
constantly predict new fraud, while CHEQ 
is also using proprietary ‘mouse movement’ 
data to train its AI in millions of data points, 
to understand and distinguish between 
human interaction online compared to 
bots.

The use of AI is allowing the true 
relevance of online content to be 
understood and interpreted faster and 
more accurately than humans can. In 
the words of Forrester report on AI in 
marketing this is the wave of the future: 
“AI-driven marketing’s promise is not to 
add yet one more technology to the heap, 
but to simplify the process of stitching 
together disparate data and sources and 
reducing time and complexity in turning 
them into actionable insights.”

For Israeli companies, their training in 
AI and investment in its future is paying 
off. CHEQ grew rapidly in 2018, securing 
a total of $5million (Series A) funding from 
leading Silicon Valley investor VC Battery 

Ventures. The company now employs more 
than 50 staff and is picking up dozens of 
new clients each week. 

Such companies ensure the spotlight 
will remain on Israeli advances in AI long 
into the future. In the past year, Intel, 
Facebook, Microsoft, and IBM are just 
some of the companies that have unveiled 
AI technologies cooked up from their teams 
in Israel. 

It has become clear that most 
industries will be upended by advances in 
AI. Consultancy, McKinsey, for instance 
estimates AI techniques have the potential 
to create between $3.5T and $5.8T in value 
annually. 

What has also become clear is that, 
punching above the country’s weight, 
Israeli-based companies will be at the 
center of this revolution.

“Consultancy, McKinsey, 
for instance estimates AI 
techniques have the 
potential to create 
between $3.5T and $5.8T 
in value annually.”

https://cyberstartupobservatory.com/
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Ilan Abadi
VP & CISO, Teva Pharmaceuticals

Ilan Abadi is VP and CISO at Teva 
Pharmaceuticals

Ilan Abadi joined Teva in May 2012 
as Global CISO.

In this role, Ilan is responsible 
for defining the Teva Cyber 
security strategy, establishing the 
organization, and managing ongoing 
cyber activities including current 
and future security threats. Among 
his responsibilities, Ilan is managing 
Cyber incident response including 
Cyber technology for Operational 
Technology (SCADA) in a heavily 
regulated environment. Ilan has 20 
years of experience as CISO in Major 
Israeli and global companies.  These 
include YES, an Israeli Satellite 
Services company, and the National 
Israeli Police, where among other 
responsibilities Ilan led Cybercrime 
investigations and served as a 

professional witness in court. He is 
a member of several Cyber national 
teams and is currently completing a 
BA degree in Art History at Tel Aviv 
University.

The CISO’s role is a very high-
pressure, high-stakes job. What 
is the right profile for this job?

In my experience, there is no one right 
profile for the CISO job. In general, I can say 
that today, more than ever, you need the 
ability to work with various technologies 
(cloud based, OT legacy systems etc.), 
handle multi-layer business needs, manage 
the relationship with the company’s board, 
and more. 

“In my experience, there is 
no one right profile for the 
CISO job. In general, I can 
say that today, more than 
ever, you need the ability to 
work with various 
technologies (cloud based, 
OT legacy systems etc.), 
handle multi-layer business 
needs, manage the 
relationship with the 
company’s board, and more.”

https://cyberstartupobservatory.com/
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Personally, what works for me includes 
several characteristics:  I am passionate 
about science fiction, and the CISO role is 
the perfect place for me to be. In addition, 
my interest in art inspires me to be creative, 
another important trait. Cyber security 
threats are evolving every minute, while 
technology is mostly lagging behind with 
no answers, or has limited solutions.  The 
CISO must be a creative person and know 
how to mitigate risks with the current 
available technology. 

How do you convey to the board 
the message that, with regards to 
cybersecurity, you can minimize 
the risk but you are never going 
to be 100 percent secure?

For me, the most dangerous situation 
is when the board has the false sense of 
security that “we are good”. The other 
side of this coin is “the sky is falling in”. The 
expectation from the CISO is to maintain 
the Cyber risk at the levels of “risk 
acceptances” as defined by the board and 
senior management. The understanding 
that we are not “bullet proof” and that it 
is only a matter of time until we have a 
Cyber event are most important. We can 

demonstrate it by showing statistics and 
presenting case studies that have actually 
happened. 

Once you gain this understanding, 
you need to explain the main risks your 
organization is facing, and the maturity 
level you have in facing these risks. Next, 
you need to have a very clear plan of how 
to manage and reduce the exposer to the 
risk. The plan should be presented to the 
board and be easily trackable. Finally, 
the board needs to be familiar with your 
Incident Response policy and join a drill 
from an active position.    

What advice do you have for 
security leaders?  

In this question I would like to share my 
three cents:

a. Don’t be in “hubris mode” – the 
most terrible sin in the days of ancient 
Greece was to be in a situation of hubris.  
For us, after many years of experience, it 
is easy to be overconfident. We must have 
“compensation controls” where we think 
we are doing well or know all there is to 
know.

“For me, the most dangerous situation 
is when the board has the false sense 
of security that “we are good.”

https://cyberstartupobservatory.com/
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b. Technology doesn’t have a solution 
for everything! We wish that were the 
case but unfortunately the bad guys 
are always a step ahead of us, and have 
more funds. We must close the gaps with 
policies, clear guidelines, secure processes 
and awareness!

c. Talk with the business throughout 
all levels of the organization. Sometimes 
we don’t have a good understanding of why 
something goes wrong, despite of the fact 
that we have spent a lot money and effort. 
Speaking with a person in the production 
line can help us understand and realize 
how we can do Cyber Security better. 

Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

Almost every day we hear or see in the 
media news about a cyber-security event. 
If your company has an active board, you 
will sometimes get emails with news about 
attacks, asking if you are aware and if we 
are exposed to this threat. We need all 
kinds of filters to help us define what is 
relevant to our business and what is less 
relevant. 

To be able to track these attacks, you 
need a very good intelligence company 
(or several) that is familiar with your 
business and security mechanisms. You 
need to build a process in which one of 
your employees from the SIEM/SOC team 
will act as the “Intelligence Officer.” They 
should get all the data in a structured 
manner.  This Intelligence Officer needs to 
be able to recognize whether this threat 

can impact your business and what steps 
need to be taken to minimize the exposure 
to this kind of attack.

How can CISOs balance security 
and innovation?

We have already talked about the first 
sin. For me, the second sin is to “fall in love” 
with complex, sophisticated Cyber-attacks 
and prepare for them while neglecting the 
basics. As I live and work in Israel, I am 
exposed to a huge number of innovative, 
cutting edge Cyber solutions. Using 
innovation is mandatory, but do innovate 
where it matters. Define what your major 
gaps are, and try to find the innovative 
solution that can matter and help you 
minimize the exposure to the risk. That 
simple!  Whenever you are able to mitigate 
the exposure by using current tools, 
policies and procedures etc., just do that!  

“We have already talked 
about the first sin. For me, 
the second sin is to “fall in 
love” with complex, 
sophisticated 
Cyber-attacks and prepare 
for them while neglecting 
the basics.”

https://cyberstartupobservatory.com/
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How important is being able 
to communicate with your 
colleagues?

Cyber security can’t be done alone by 
the CISO himself. I could go further and 
say that very little can be done by the CISO 
himself. In dealing with a multi-layer threat 
and attacks, every layer of the company is 
exposed. 

When you understand that, you realize 
that your future is in the hands of your 
colleagues! You need to harness your 

colleagues to play an active role in your 
Cyber security plan. Hold routine meetings 
of teams and colleagues, let them present 
Cyber projects and achievements and let 
them be part of your team. 

A few closing words. My answers here 
come from my 20 years of experience 
- there are probably more and maybe 
even better answers to these questions, 
but I will leave you with two important 
takeaways: don’t go into “Hubris mode” 
and beware of falling in love with very 
highly sophisticated Cyber-attacks.

“Cyber security can’t be done alone by 
the CISO himself. I could go further 
and say that very little can be done by 
the CISO himself.”

https://cyberstartupobservatory.com/
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Should More Protection Really 
Equal More False Positives?

False positives (FPs) occur when a 
security solution raises an alert about an 
issue (e.g., malware, anomalous behavior) 
that doesn’t actually exist. Considering all 
the challenges security professionals face 
every day, reducing false positives may not 
rank very high on their priority lists. But it 
should.

“One false positive is not a big deal. On 
a cumulative basis, however, they cause 
alert fatigue and divert the security team’s 
already limited resources away from real 
issues.”

This doesn’t just waste time and money 
(the cost in time wasted while responding 
to false malware alerts is estimated at 
$1.37 million annually), it also leaves the 
organization more vulnerable to a real 
attack. 

One infamous example is the 2013 
Target breach that resulted in the theft 

of the private data of about 70 million 
customers. The company’s security 
monitoring software reportedly did alert 
staff in Bangalore, India that the attack 
was underway, who in turn notified Target 
staffers in Minneapolis. But no one took 
action because these alerts were included 
with many other alerts, most of them likely 
false.

Security tools that leverage predictive 
algorithms (e.g., machine learning, artificial 
intelligence) are especially susceptible. 
That’s not surprising considering their 
primary shortcoming is in their names. 
Rather than being deterministic, they are 
predictive, and it’s rare that one of these 
solutions can come anywhere close to 
100 percent accuracy in its predictions. 
Whether the product is UEBA (User and 
Entity Behavior Analytics) or NGAV (Next-
Generation Antivirus), it is not uncommon 
to see FP rates over 20 percent. 

Author: Nir Gaist, Co-Founder and CTO, Nyotron

At a glance
•    4 minute read
•    The false positives problem
•    Potential solutions
•    The Indicators of Integrity (IOI)
•    Conclusion
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“Security professionals should not 
have to accept that their efforts to harden 
their organizations’ security postures 
inevitably creates a constant, ever-
growing deluge of false positives. Yet too 
many are resigned to the mistaken belief 
there’s nothing they can do to prevent 
them.” 

About one-third of respondents to the 
2019 Endpoint Security Report ranked 
high rates of false positives in their top 
three endpoint security issues. Moreover, 
a majority (53 percent) estimate that 
between 10 percent and 49 percent of 
endpoints security alerts their systems 
generate are false positives. And an 
additional 17 percent of respondents 
estimate that over half of their alerts are 
false positives. 

What are security administrators to 
do? Facing hundreds or thousands of 
false alarms, it seems they only have two 
choices, neither of them good: either keep 
the settings strict and resign themselves 
to being overwhelmed with the FPs; or 
loosen the defensive settings, which will 
likely result in more intrusions into the 
company’s systems.

Some try to put a positive spin on these 
approaches with terms like “reaching an 
equilibrium” or “finding a balance.” One 
NGAV vendor states that “to provide 
maximum value while reducing the 
pressure on overworked staff, security … 
must balance blocking malicious software 
with avoiding impact on the regular use 
of business applications. This requires a 
robust understanding of an organization’s 
good software, in addition to identifying 
and training on malicious software.”

“The industry should not force 
organizations to pick between being 
overwhelmed by useless alerts and not 
having strong protection. Fortunately, 
there is another way.”

If we approach the problem of malware 
using signatures, we get very few FPs 
because the signature is very specific. 
Trouble is, you can’t create and store 
signatures for the billions of pieces of 
malware prowling the world. Nor you can 
create signatures quickly enough to thwart 
the roughly one million new pieces of 
malware created every day. So, this overly 
specific approach doesn’t work. 

“About one-third of respondents to the 
2019 Endpoint Security Report ranked high 
rates of false positives in their top three 
endpoint security issues.”

https://cyberstartupobservatory.com/
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On the other end of the spectrum is 
a generic approach. This can take the 
form of a rule-based machine (probably 
blacklist-based) that analyzes system 
calls that malware tends to leverage (e.g., 
NtFileDelete for file deletion). 

Being too strict, this approach will likely 
result in too many FPs because these 
system calls can be used by both malicious 
and legitimate applications.

There is also the “application 
whitelisting” approach that reduces 
the attack surface and minimizes false 
positives. However, this typically comes 
with substantial management overhead. 
At a time when so many organizations 
across all industries are struggling to hire 
adequate numbers of skilled security 
professionals, adding more labor-intensive 
defense systems is a recipe for failure.

“What if we apply the whitelisting 
approach to the OS system calls, but 
instead of looking at just the system call in 
question (e.g., file deletion), we look at the 
way a process has arrived to that system 
call? In other words, what if you could 
‘rewind’ the full sequence of calls before 
arriving to this potentially dangerous 
activity? You could see who initiated this 
activity, and whether there was a user 
interaction.”

https://cyberstartupobservatory.com/
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When you can create a “map” of how 
a process is supposed to arrive to this 
activity, you know all the finite number of 
good paths. By definition, all other paths 
will be malicious, and hence those activities 
and processes will be detected and blocked. 
What is especially interesting, the more of 
those conditions we add and the longer we 
make those paths of OS call sequences, the 
fewer are the chances of FPs.

The way to describe those “maps” is 
through Indicators of Integrity (IOIs). IOI 
is a piece of evidence (e.g., a sequence of 
system calls) that consistently precede 
a legitimate activity (e.g., file deletion). 
Instead of trying to identify and prevent 
the infinite amount of “badness” that’s out 
there, you focus on the more finite amount 
of legitimate (i.e., “good”) system activities 
to improve protection and eliminate false 
positives.

With IOIs we can describe the legitimate 
OS behavior, creating a kind of OS behavior 
whitelist. One of the additional benefits 
is that the OS behavior is universal and 
exactly the same at every organization 
irrespective of its industry, user behavior 
and application, eliminating the need for 
baselining and constant management 
traditionally associated with whitelisting 
technologies. Moreover, because its core 
functionality rarely changes, especially in 
the way it works with the file system and 
networking, dramatically reducing the 
need for regular updates. 

“Finally, the more precisely you can 
describe a specific behavior, the higher 
level of security you can achieve while 
simultaneously reducing the rate of false 
positives. As a result, we create stronger 
security (without constant chasing of 
every-evolving “badness”) and at the same 

time fewer false positives.”

Cybersecurity professionals accept 
that some unpleasant aspects of their 
jobs are inevitable. For example, attackers 
don’t take days (or nights) off; end users 
will make a stink whenever a security scan 
slows their devices or interrupts their 
workflows for even just a few minutes; and 
adding more layers to the security stack 
increases the number of false positives. 
There really isn’t anything that can be done 
to change adversaries’ behavior or users’ 
high expectations. But no one should have 
to accept that more protection always 
equals more false positives. 

Nir Gaist, Founder and CTO of Nyotron, 
is a recognized information security expert 
and ethical hacker. Nir has worked with some 
of the largest Israeli organizations, written 
the cybersecurity curriculum for the Israel 
Ministry of Education, and holds patents 
for Behavior Pattern Mapping (BPM), a 
programming language that enables the 
monitoring of the integrity of the operating 
system behavior to deliver threat-agnostic 
protection.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.linkedin.com/in/nirgaist/


Leadership

CISO for Zerto
RAZ OLIAR



cyberstartupobservatory.com Cybersecurity Observatory Israel 62BACK TO CONTENTS

Raz Oliar
CISO, Zerto

Currently acting as the CISO for Zerto, 
a global company that provides 
IT resilience \ business continuity 
software for virtual and cloud 
environments along with backup 
solution.

Former roles include:

• CISO for Radware (NASDAQ: 
RDWR), a service provider of load 
balancing and cybersecurity services 
for data centers.

• CISO for Cellebrite Mobile 
Synchronization, a digital forensic 
company (data extraction, transfer 
and analysis devices for mobile 
devices).

Holds a BSc. in software engineering 
and MBA with marketing 
concentration.

Why did the role of the CISO 
appeal to you?

In my opinion, the role of the CISO 
is one of the most unique out there; it 
requires a lot of special capabilities on both 
the technical and business level.

After holding several positions as 
security junior, system administrator, and 
security expert I started thinking of my 
next steps. Along with upgrading on the 
professional level I started to realize that 
there was a whole world I was missing and 
which was of interest to me - the business 
world.

During my CISO training and CISM 
certification I started understanding 
that there is more than pure security 
professionalism, more than protecting 
your borders and users. It was then that I 
started thinking like a business enabler.

“During my CISO training and 
CISM certification I started 
understanding that there is 
more than pure security 
professionalism, more than 
protecting your borders and 
users. It was then that I 
started thinking like a 
business enabler.”

https://cyberstartupobservatory.com/
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This role requires profound 
understanding of networking, 
infrastructure, people, processes, attack 
vectors and even the psychology that 
motivates an attacker; it requires the 
execution of the delicate balance between 
protecting an organization and allowing 
engineers, executives and secretaries to 
perform their job, as well as the ability to 
explain to a junior QA team member that 
he can’t download a free application and 
a senior product VP that the engineering 
organization needs to patch the next 
version and not deliver the new feature he 
committed to the biggest customer he has.

This special mix is the reason I chose 
to undertake this challenging, unique, 
rewarding and sometimes impossible role.

What should corporate boards 
know about conducting 
information security?

Corporate boards should know that 
information security is not optional.

Information security is a true business 
enabler, as it allows corporates to keep 
their ‘CIA’ (Confidentiality, Integrity and 

Availability) of data - the building blocks of 
every business.

It can make the difference between 
a unique, irreplaceable product and its 
source code published on the internet, or 
a discrete and respected customer list Vs. a 
DB published on the darknet.

 A good practice would be integrating 
information security in every business 
operation and business decision, 
considering the next acquisition 
or investment with someone who 
understands that business and technology 
can make a difference and explain the risks 
and advantages involved.

What advice do you have for 
security leaders?

The necessary leap from a security 
expert to security leader is business 
understanding: you really must understand 
that it is possible to run a business without 
security, whereas you can’t run security 
without the business. 

“The necessary leap from a security 
expert to security leader is business 
understanding.”

https://cyberstartupobservatory.com/
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The whole purpose of security is to 
support the business, and if you practice 
a too strict security approach, so that the 
business can’t run or even runs too slowly, 
then you are doing something wrong!

The best security leaders, in my 
opinion, always find a way to minimize 
(but never completely eradicate!) the risks 
involved with day to day operations of the 
business, even if it means they make purely 
professional security compromises along 
the way.

In essence: take the business first 
approach - it’s at least as important as 
security.

Ransomware and phishing 
are among the risks that 
have threatened all industries 
recently. From your perspective 
how should financial institutions 
address these risks and what 
has really worked for you to 
mitigate these risks that you 
would recommend others might 
also do?

Indeed, it seems that, nowadays, attacks 
are becoming easier to execute while more 
sophisticated and harder to spot, with 
incidents like Sony, Lockheed Martin and 
Stuxnet being good examples.

Risks of Data exfiltration, network 
destruction, denial of service and others 
are becoming more and more popular and 
real.

We see an increasing number of both 
“simple attacks” with malware, maybe 

bought on the darknet or even the internet 
that had been used before and recompiled, 
along with new sophisticated attacks that 
require a lot of effort and resources.

Ransomware attacks could be 
devastating without proper defense 
mechanisms, the reason being that when 
files are encrypted, the demand could be 
out of the organization’s reach, there is 
no guaranty for getting the encryption 
key for restore when ransom was paid, 
or even that the payment process is not 
straightforward for everyone to execute, 
and even if the correct key was received, 
what assurance do we have that there is no 
backdoor for encryption in the future?

The best counter measure is backup! 

Proper backup mechanisms will ensure 
optimal recovery, and the only thing left to 
do is verify there is no backdoor and the 
attack has been contained. 

“The best security leaders, in 
my opinion, always find a way 
to minimize (but never 
completely eradicate!) the 
risks involved with day to day 
operations of the business, 
even if it means they make 
purely professional security 
compromises along the way.”

https://cyberstartupobservatory.com/
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Luckily, Zerto offers an optimal IT 
solution and the fact it is widely deployed 
on my infrastructure really puts me at 
ease. It allows the reversal of malicious 
operations in accordance with our slogan 
“seconds of RPO, minutes of RTO”.

Phishing, on the other hand, is a 
different story, and could be the first stage 
for any attack. It might be used to recover 
credentials, private information, or lead to 
a persistent threat to the organization. 

Every user here is a potential risk, and 
the key in this case is awareness!  

Constant communications, frontal 
lectures, cyber magazines and phishing 
drills are only some of the actions I take, 
and the sky is the limit, considering users 
are always the weakest link.

When the business is steaming 
along and wants to introduce 
new products or services, how 
do you make sure that security 
is plugged in?

That is the million $$$ question: how 
to be that business enabler, verify you 

are relevant to the process and make the 
business approach you proactively.

Being plugged in technically is easy, 
but to really be a part of the business 
process requires effort and good strategic 
planning.

Convincing the business really 
means accepting the risk - for example, 
explaining to the VP of marketing why 
connecting a robust application or SAAS 
to the corporate CRM would be better 
than a newly introduced, untested and 
vulnerable piece of software takes a good 
understanding of security, marketing and 
the business, as it may affect sales and 
revenue.

Which risk is preferred?  Affecting sales? 
Exposing the CRM data to a potential 
attacker? And who accepts it?  

It takes a delicate balance and the right 
justification (just planting fear will not 
achieve this in the long run) to make this 
decision.

“Zerto offers an optimal IT solution 
and the fact it is widely deployed on 
my infrastructure really puts me at 
ease.”

https://cyberstartupobservatory.com/
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How important is being able 
to communicate with your 
colleagues?

Wow…. This is a great question, as the 
CISO becomes closer to the board, taking 
an active part in business operations 
like selling, marketing, and product 
development.

Sometimes this means the CISO drifts 
apart from the execution process, and 
that’s where colleagues step in and make 
the difference.

The execution of the cybersecurity plan, 
relies in many cases on other departments 
in the organization, whether it is IT, MIS, 
employee services or support, and good 
communication and alignment with other 
colleagues is crucial for the overall success.

A CISO who can’t rely on his or her 
own colleagues and is forced to spent 
a significant amount of time and other 
resources following up on them, will not 
spend such precious time on cybersecurity 
related issues.

To summarize the above mentioned, I 
think it’s mostly important to keep in mind 
several things:

• Maintain good relationships with the 
board and even better ones with the 
executives and peers.

• Invest in awareness and education 
of the users.

• Support any security initiative with 
business justification and, more 
importantly, understand why you are 
doing it and how it relates to your 

own risk management program.

• There are two types of organization 
- those that have been hacked, and 
those that just don’t know it!

It’s an honor and a privilege to be 
recognized as CISO of Week. I think this 
initiative is the kind of activity that really 
helps the cybersecurity community, and 
the managers in particular.

At the end of the day, my peers and 
I probably deal with similar dilemmas, 
constraints and decisions.

It is a great way to share and lean from 
others, as this role is rather unique and 
sometimes it feels like it’s you against the 
world.

For any comments of feedback, I am 
available on Linkedin. 

“The execution of the 
cybersecurity plan, relies in 
many cases on other 
departments in the 
organization, whether it is IT, 
MIS, employee services or 
support, and good 
communication and 
alignment with other 
colleagues is crucial for the 
overall success.”

https://cyberstartupobservatory.com/
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Introduction 

Cyber security for Industrial Control 
Systems (ICS) managing water and 
electricity supply, transportation, 
communications and manufacturing 
facilities should be very high on the priority 
list of top-floor executives. Educating 
control engineers and users on cyber 
security risk can only be done through well-
defined methodology. 

This program shall involve a) ICS 
operators and experts who must expand 
their cyber security knowledge, b) IT 
experts who must learn ICS basics and 
about specific risks and solutions related to 
ICS architectures and finally, c) managers 
who must have the knowledge needed to 
make correct decisions related to allocation 
of resources. This paper highlights a few 
important topics and allows you to achieve 
these goals effectively.

Principal differentiation among 
IT and ICS

IT experts interested becoming ICS 
cyber security experts shall adopt a few 
basic principles related to control systems 
in order to deal effectively with ICS Cyber 
security related challenges. 

The Methodology for ICS Cyber 
Preparedness
Author: Daniel Ehrenreich, Consultant and Lecturer, SCCE

“Educating control 
engineers and users on 
cyber security risk can 
only be done through 
well-defined 
methodology.”

At a glance
•    4 minute read
•    Principal differentiation among IT and ICS
•    Methods for analyzing cyber risk factors
•    Methods for ICS cyber defense
•    Educating your staff on cyber security risks
•    Summary

SCCE
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• Prior to dealing with ICS Cyber security 
for their industry, they must study their 
ICS architecture as described in layers 
0-2 of the Purdue Model. Furthermore, 
they need to understand the principal 
differences among IT and ICS. While 
the goal of IT experts is focusing on 
assurance of Confidentiality-Integrity 
and Availability (CIA), the goals of 
ICS experts are focusing on Safety-
Reliability and Productivity (SRP).

• Cyber defense tools and measures for IT 
and ICS are very different. For example, 
a penetration testing process to an IT 
system may cause temporary shutdown, 
and conducting active inspection (i.e. 
penetration testing) on an ICS might 
lead to mechanical damage and even 
put people at risk.

• IT experts are frequently patching, 
updating and upgrading their systems. 
ICS experts cannot do that, as every 
change or update represents risk to 
operating safety and reliability. While 
there is no single cyber defense method 
which may prevent an attack on your 
ICS, the best you can do is deploy layered 
cyber defense combining the PPT 
Triad (People, Processes, Technology) 
principles.

Methods for analyzing cyber risk 
factors

Understanding the attack surface-
related risk vectors is among the key 
principles, as such knowledge allows you to 
predict most paths which an attacker may 
consider. Furthermore, in order to achieve 
a more granular prediction, you may 
correlate these paths with the Industrial 
(Lockheed Martin) Cyber Kill Chain.

• Non-attack risk factors: Prior to dealing 
with cyber-attacks, you must consider 2 
risk-factors which might interfere with 
the ICS process; a) failure of a sensor, 
PLC or a software bug and b) incorrect 
action carried out by an authorized 
person. Both may lead to a panic 
response by the ICS operator as well as 
damage.

• Negligence of people: You must 
consider cyber-attack actions such as 
inserting a foreign USB stick to one of 
the ICS components, failure to detect 
social engineering attack, negligent 
supply chain processes, consistent use 
of simple or repeating password, poor 
physical security, and more.

“Understanding the attack surface-related 
risk vectors is among the key principles, as 
such knowledge allows you to predict most 
paths which an attacker may consider.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cybersecurity Observatory Israel 70BACK TO CONTENTS

• System oriented attacks: The adversary 
may attack the ICS through a “Cloud 
Control” operation, manipulate 
processes coordinated by ERP, or 
reconfigure control processes in 
buildings (air-conditioning, elevators, 
data center cooling, high voltage 
connections, UPS, generators, fire 
alarms, etc).

• Attacking the ICS Network: Direct 
access to the ICS network through 
“Backdoor” connection, MitM access, 
remote access through spoofed identity, 
DDoS attack on the ICS network, 
compromising the firewall between 
the IT and ICS networks, leaking out 
information from the ICS, etc. 

• Attacking the process: Considering 
attacks on the HMI, Engineering station, 
firewalls, PLCs, field sensors, the 
synchronizing GPS, manipulating the 
process through APT attack, exploiting 
Zero-Day vulnerabilities, etc. The goals 
are always directed towards causing 
outage and damaging machinery.

Methods for ICS cyber defense

Deployment of an effective cyber 
defense on ICS must be decided based on 
the overall risk factor, calculated by the 

probability of occurrence and the impact of 
the attack. However, the selected method 
using layered defense should  be defined 
according to the network architecture, 
communication protocols, media, etc. 

• Adhere to corporate policies related 
to secured servicing the ICS devices and 
computers

• Perform updates for the OS, antivirus 
and ICS application only after intensive 
testing 

• Conduct periodic cyber security 
assessment on the ICS for detecting new 
vulnerabilities

• Strengthen the physical security for 
all remote installations which may serve 
attackers

• Deploy hierarchical zoning among 
segments which are not communicating 
with each other

• Prioritize using ICS oriented firewall, 
DMZ or Data Diode between the IT and 
ICS sections

• Use of IDS for detecting ICS-related 
anomaly conditions at levels 0,1,2 of the 
Purdue Model

“What if you could see your 
organization through the eyes of the 
attacker?”
“Deployment of an effective cyber defense 
on ICS must be decided based on the 
overall risk factor, calculated by the 
probability of occurrence and the impact of 
the attack.”

https://cyberstartupobservatory.com/
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• Deploy authentication (i.e. 802.1X) 
prior to connecting ICS devices and 
network equipment

• Perform in-depth inspection of all 
files and media prior to transferring them 
to the ICS network

• Prevent remote access to the ICS, 
network unless it is mandatory for critical 
purposes

Educating your staff on cyber 
security risks

Cyber security experts know full well, 
that a very high percentage of “successful” 
cyber-attacks have been possible because 
people could not prevent these actions due 
to lack of awareness and lack of experience 
with detecting and mitigating such attacks. 
Therefore, periodic education for all 
personnel in the organization should be a 
mandatory requirement for evolving the 
ICS Cyber security awareness. Who should 
attend?

• System operators and ICS 
maintenance engineers who must upgrade 
their cyber security skills

• IT cyber security personnel who 
must learn how ICS operates and how it 
can be protected

• Managers and decision makers who 
must understand this topic for properly 
allocating resources

The training program should include 
frontal sessions on the ICS architecture, 
description of risks on the ICS architecture 
and drills using a live demo illustrating an 
attack in process. The corporate CISO 
and the management must clearly define 
responsibilities in their organization for 
dealing with the following:

• Attack mitigation, preventing 
lateral expansion and minimizing possible 
damages

• Collection of forensics on attack-
related details and reporting to all 
stakeholders

• Effective and rapid restoring of 
the business continuity according to the 
defined BCP

“The training program should include 
frontal sessions on the ICS architecture, 
description of risks on the ICS architecture 
and drills using a live demo illustrating an 
attack in process.”

https://cyberstartupobservatory.com/
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Summary

Industrial organizations must 
have documented methodology for 
preparedness related to cyber incidents 
and response when such an event takes 
place. ICS cyber security experts have the 
knowledge and experience required to 
support their organizations according to 
the described methodology and beyond. 

These actions will help you comply 
with regulations, mitigate incidents 
that might risk the lives of people and 
prevent operating outages and damage to 
machinery. Therefore, the management 
should devote adequate resources and 
acquire the necessary expertise for 
effectively dealing with ICS cyber security.
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Company Description

ELTA systems LTD, a group and subsidiary of Israel Aero Space Industries, is one of 
Israel’s leading Defense Electronics companies and a global leader in the fields of Radar, 
Electronics Warfare, Cyber and Communication. 

IAI ELTA operates as a Defense systems house, based on Electromagnetic Sensors 
(Radar, Electronic Warfare and Cyber Communications) and Information Technology. 
IAI ELTA’s products are designed for intelligence , Surveillance , Target Acquisition and 
Reconnaissance ( ISTAR), Early Warning and Control ( AEW&C), Homeland Security 
(HLS) , Cyber, Self-Protection and Self-Defense. 

Company Name: IAI Elta
Founded: 1967 
Employees: 3500
Web: www.iai.co.il

Company Information
Headquarters: Ashdod, Israel
 

Product Category: Detection & 
Prevention, Incident Response & 
Forensics, Cyber Intelligence, Cyber 
Range, IoT, Training & Education, SOC, 
UAVs, Aviation, Rail & Metro, Maritime
Product Names and Brief Description: 

• CEWC
• Maestro
• Tame Range
• Neptune

 

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• Government
• Financial Services
• Critical Infrastructures
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other

02
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Product in detail: Cyber Early Warning Center - CEWC

National level  monitoring  and detection platform fusing data from internal and external 
sensors automatically creating a situational awarness  picture  for SOC analysts and 
decision makers.

How does it work?

• Data Collection – cross platforms  and cyber  threat intelligence 
• Correlation –  between IT & OT events, indicators and national cross organizations 

incidents 
• Advanced analytics – identifying sophisticated attacks 
• Situational awareness  - state-level picture of national cyber hygiene status

https://cyberstartupobservatory.com/
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05
Key Benefits

• Enhancing deployed cyber solution into one holistic platform

• Automated kill-chain investigation 

• Full incident response cycle management

• Open architecture

Unique Differentiators
• Seamless orchestration  of all cyber sensors into a single point of analysis
• Unified management and display for SOC automation
• Tailor-made technological and methodological solution fitting customer cyber 

threats

Evolved SOC ecosystem build  for land / maritime / aviation

Future Functionality

https://cyberstartupobservatory.com/
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Product in detail: MAESTRO

State of the art automated environment for media investigation

How does it work?

• Automated extraction of all media types
• Automated analysis-based, operator-defined workflows
• Central display of forensic analysis results
• SDK for integration of new forensic tools

Product benefits and unique differentiators

Key Benefits:

• Automated investigation
• Definition of workflows
• Central display of forensic analysis results
• Shared analysis environment for multiple operators
• Retention of forensic investigation processes

Unique Differentiators:

• Workflows running in parallel tools
• Easy integration of new forensic tools
• Secured environment assuring containment of threats 

Future Functionality:

• Mobile analysis platform for IR teams for on-site analysis

https://cyberstartupobservatory.com/
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Product in detail: TAME RANGE
Advanced cyber competency center training security professionals with authentic, 
real-world cyber attack campaigns

How does it work?

• Virtualized, private-cloud based Cyber Lab simulating a real environment
• Assignment of trainees to classes 
• Automatic injection of attacks
• Tracking of trainees’ progress in attack investigation
• Scoring and assessment of trainees 

Product benefits and unique differentiators
Key Benefits:

• Authentic, real-world cyber attack campaigns
• Learning Management System 
• Hands-on experience with the tools, techniques and team skills
• Controlled, isolated and customizable network environments 
• Simulation of OT devices

Unique Differentiators:

• Full attack automation
• Team training
• Auto-scoring function
• Multiple simultaneous courses 

Future Functionality:

• Support of IOT attack scenarios 

https://cyberstartupobservatory.com/
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Product in detail: Neptune

Neptune system detects and reports anomaly behavior of platforms (maritime, 
Aviation, UAVs, Automotive and more ) and systems (e.g. Warfare, C4I, IT Systems 
and more) and generates intuitive, flexible and adjustable cyber situation view.

How does it work?

• The system is composed of:
• WPCM (Warfare Platform Cyber Monitoring)
• PSOC (Platform SOC)
• SOC

• The WPCM Collects data from all the monitored systems
• Performs data normalization and enrichment
• Analyzes the data with respective data model using advanced Machine Learning 

Anomalies Detection Algorithms
• Alerts are being generated toward the PSOC / Central SOC  upon events detection
• Feedback on false alarms (False positives) can be generated from the PSOC/SOC, 

by the user, to improve future detection

https://cyberstartupobservatory.com/
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Key Benefits
• Combine both rule-base and machine-learning
• Able to detect both known and unknown cyber-attacks
• Advanced semi-supervised anomaly detection algorithm incorporates mission/

process context considerations
• Multiple systems event correlation
• Outbound system monitoring
• Seamless integration on legacy platforms
• Able to integrate third party systems and sensors
• Detection of technical failure
• Cyber events report to multiple security centers (on-board and off-board) using very 

low bandwidth
• Intuitive and flexible mission adapted cyber situation view

Unique Differentiators
• Unique and advanced ML algorithms considering mission/process context
• Deep packets inspection normalization and analysis 
• Multisystem cyber events correlation and detection
• No affect on systems behavior and performance
• Technical failure detection
• Generic architecture applicable to a variety of platforms – Maritime, Aviation, UAVs, 

Automotive and more
• HQs central cyber situation awareness viewing cyber status of subordinate platforms

• Organizational & Industrial solutions
• Improved detection swiftness

Future Functionality

https://cyberstartupobservatory.com/
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10
Partners

Israel Aviation Cyber Companies Consortium – IAC3

Israel Cyber Companies Consortium – IC3
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01
Company Description

Reblaze is a cloud-based, fully managed protective shield for sites and web 
applications: a comprehensive web security solution that includes a next-gen WAF, 
DDoS protection, bot mitigation, scraping prevention, CDN, load balancing, real 
time traffic control, and more. Machine learning provides accurate, adaptive threat 
detection. Dedicated Virtual Private Clouds ensure maximum privacy, performance, 
and protection.

Company Name: Reblaze Technologies LTD.
Founded: 01/12 
Employees: 35
Web: www.reblaze.com
Headquarters: Tel Aviv, Israel

Company Information
Other Offices: Sunnyvale, USA
Key Target Verticals: eCommerce, 
FinTech, Travel, Media, HealthCare, 
Government
 

Product Category: Web Security, 
Application Security, Cloud Security, 
Detection & Prevention
Product Stage: Released
Product Names and Brief Description: 

• Reblaze is a cloud-based 
platform that provides a 
comprehensive, dynamic, 
intelligent security and control 
solution for web platforms and 
services.

Services Provided:
• WAF (Web Application Firewall)
• DDoS protection
• Bot mitigation
• CDN & Load balancer
• Traffic management 

03
The Product Customer Footprint

Markets with Customers: +20
Relevant Public Success Stories per Key 
Target Vertical:

• See published case studies here. 

02
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At its core, Reblaze runs a robust Web Application Firewall engine. It detects and blocks 
SQL injection, XSS, OSCi, cookie and session poisoning, malicious payloads, and other 
attacks.

The Reblaze WAF/IPS uses a multivariate approach, including a variety of techniques to 
accurately identify and block malicious traffic. This includes Application Whitelisting, 
Behavioral Analysis, Blacklisting, Fine-grained ACL, and Machine Learning.

Product in detail

WAF (Web Application Firewall)

Multilayer DoS/DDoS Protection

Bot Detection and Mitigation

Reblaze’s DoS/DDoS protection provides multiple benefits: full-scope protection, high 
levels of accuracy and performance, ease of use, and top-tier infrastructure.

Reblaze goes far beyond typical bot detection methods such as browser 
authentication. The platform uses machine learning to construct and maintain 
behavioral profiles of legitimate human visitors. For each user, Reblaze continually 
gathers and analyzes stats such as client-side I/O events, triggered by the user’s 
keyboard, mouse, scroll, touch, zoom, device orientation, movements, and more. 
Continuous multivariate analysis verifies that each user is indeed a legitimate human.

These allow Reblaze to identify and respond to malicious bots and other threats even 
as they become more sophisticated. Updates and upgrades are deployed across the 
network automatically, with no action required on your part. You always have the latest 
protection.

https://cyberstartupobservatory.com/
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How does it work?
• Reblaze deploys a dedicated VPC for each customer. That is, a dedicated stack 

environment for each protected web platform, deployed immediately and 
automatically, and running across one or more cloud vendors (mainly AWS, GCP 
and Microsoft Azure, although private clouds are supported as well). 

• All incoming traffic is routed through the VPC and scrubbed as it passes through. 
Latency is negligible (generally 1.5 milliseconds or less).  

• Hostile traffic is blocked before it reaches the protected network. Legitimate traffic 
has normal access to the requested resources. 

• Attackers cannot reach, or even find, the targeted web platform.

• Bandwidth, compute, and other resources scale automatically as needed, limited 
only by the capacity of the global cloud. 

• Remote management ensures minimal obligations (of time or expertise) from onsite 
staff.

https://cyberstartupobservatory.com/
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How does it work? (Cont.)
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Key Benefits
• Runs in a unique Virtual Private Cloud: a full dedicated stack for each protected network, 

which eliminates multi-tenancy vulnerabilities.
• Runs natively on your clouds of choice: AWS, Azure, GCP, IBM, Oracle, AliBaba Cloud, and 

more, in any combination and across multiple regions, with a single unified management 
console to control them all from one place. Rules, policies, signatures, ACLs, and intelligence 
are shared across platforms automatically in real time.

• Uses multivariate threat detection: Reblaze excludes hostile traffic with whitelisting, 
blacklisting, fine-grained ACLs, behavioral analysis, and machine learning. The platform 
goes beyond legacy techniques such as signature detection, and also uses JSON & XML 
schema enforcement, content evaluation, field policy enforcement, argument limitations, 
payload inspection, and other methods.

• Runs in multiple regions, while providing a single unified management console to control 
them all from one place. Rules, policies, signatures, ACLs, and intelligence are shared 
across platforms automatically in real time.

• Runs seamlessly as, and auto-scales into, multi-region clusters, able to process even 
global DDoS assaults.

Unique Differentiators
• Reblaze deploys a Virtual Private Cloud for every customer. The platform’s architecture 

ensures that your network is isolated from Internet threats, with auto-scaling bandwidth 
and the ability to run on multiple cloud providers.

• No installation: As a cloud platform, Reblaze deploys in minutes. Only a DNS change is 
required.

• No risk: You can add Reblaze to your existing security in “report only” mode.
• A fully managed service: Reblaze is managed and kept up-to-date remotely by our team 

of security experts. As new web threats are identified, all global Reblaze deployments are 
upgraded immediately and automatically to defend against them. You always have the 
latest protection.

• Guarantee: Try Reblaze for 30 days. If you aren’t delighted with the results, your account 
will be cancelled and you’ll owe nothing.

• Launch directly from the main cloud providers’ marketplace

• API Gateway and integration with cloud protection services
• Tailor made security user recommendations via Reblaze AI
• Notification center and connectivity to user’s hooks
• IAM and user management connection across multiple providers
• Machine learning detection across clients

Future Functionality

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Certifications

Awards

Partners

Reblaze builds its services in accordance with security best practices. Customers can 
be confident that the platform will ensure the confidentiality, integrity, and availability of 
their web assets. Reblaze’s clouds are fully compliant with GDPR, SOC 1/SSAE 16/ISAE 
3402, SOC 2, FISMA Moderate, PCI DSS, ISO 27001, FIPS 140-2, HIPAA, CSA (Cloud 
Security Alliance), and other standards and certifications. Reblaze is a PCI-DSS Certified 
Level 1 Service Provider.

• Included in Forrester’s Bot Management Report in 2018
• Google’s launch partner for Google Cloud Armor at Google Next 18 (not an award, 

rather an achievement, read more here or here. Or see this video by Google 
showcasing Reblaze at Google Next 18)

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://blog.reblaze.com/how-to-use-google-cloud-armor-to-automate-your-web-security-983648054d24
https://blog.reblaze.com/google-launches-ddos-attack-on-own-partner-f1dce73cd2ba
https://www.youtube.com/watch?v=Z-IvJ7THK30&feature=youtu.be&t=693
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Company Description
Nyotron delivers a new generation of automatic Endpoint Detection and Response solution 
with integrated prevention called Endpoint Prevention and Response (EPR). 

Our solution automatically whitelists trusted operating system behavior and rejects everything 
else. No manual threat hunting, baselining, machine learning or cloud connectivity required. 
With Nyotron organizations gain true defense-in-depth protection against the most advanced 
attacks.

Company Name: Nyotron
Founded: 10/2011
Employees: 46
Web: www.nyotron.com
Headquarters: Santa Clara, CA, US

02Company Information
Other offices: Herzliya, Israel
Key Target Verticals: Healthcare, 
Transportation / Aviation, Law 
Enforcement, Government /  Public Sector

03
The Product

Product Category (Primary): Endpoint 
Security and Detection & Prevention
Product Category (Secondary): 
Healthcare and Aviation
Product Stage: Released
Product Names and Brief Description:

• Nyotron PARANOID
Services Provided:

• Preventive Endpoint Detection and 
Response (EDR)

• Last line of defense for laptops, 
desktops and servers

• Application Control replacement

Customer Footprint

Markets with Customers: US, UK, 
Israel, Brazil, Thailand
Relevant Public Success Stories per 
Key Target Vertical:

• Healthcare
• Education
• Law Enforcement
• Aviation
• Financial Services

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.nyotron.com/
https://www.nyotron.com/wp-content/uploads/2018/11/Nyotron-piasc-Case-Study_1.pdf
https://www.nyotron.com/wp-content/uploads/2018/07/Nyotron-Haifa-University-Case-Study-July-2018RS_2.pdf
https://www.nyotron.com/solutions/industries/
https://www.nyotron.com/wp-content/uploads/2017/05/Nyotron-El-Al-Airlines-Case-Study.pdf
https://www.nyotron.com/solutions/industries/
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Product in detail

Nyotron’s PARANOID pioneers Endpoint Prevention and Response (EPR). Our product prevents 
damage from malware that evades existing security layers and offers granular visibility 
into the attack. Using the industry’s first OS-Centric Positive Security, Nyotron strengthens 
laptop, desktop and server defenses. By automatically mapping legitimate operating system 
behavior, Nyotron’s PARANOID understands all normative ways that may lead to data or OS 
damage, such as file deletion, data exfiltration, encryption, persistence, MBR modification and 
more. PARANOID focuses on the finite set of “good” actions, making it completely agnostic 
to threats and attack vectors. No manual threat hunting, no signatures, no IOCs or machine 
learning needed. PARANOID works seamlessly with traditional anti-malware solutions to 
provide defense-in-depth protection against the most advanced attacks.

In summary, our customers benefit from:
• Future-proof protection from both known and unknown attacks
• Deep visibility into attacker’s activity
• Leveraging existing or built-in OS security capabilities instead of going through the 

risky and expensive rip & replace process

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work?

Nyotron’s PARANOID takes advantage of the following premises:
• There is a small handful of Operating Systems out there
• Good behavior (intended functionality) of an Operating System is finite
• Operating Systems’ core functionality changes infrequently

PARANOID contains a static map of the entire legitimate behavior of the operating system 
related to file system, registry, IPC and networking. The map is based on Indicators of Integrity 
(IOI), which is a consistent evidence that precede a legitimate activity (e.g. file deletion). This 
deterministic approach does not have a concept of “bad” (only what is good) and hence is 
threat-agnostic. Deployed as a lightweight agent, PARANOID protects systems in real-time 
from both known and unknown malware, fileless attacks and more.

Meanwhile, Nyotron’s War Room provides deep visibility into attack’s source, methods and 
timeliness, arming security teams with relevant, precise intelligence.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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06
Key Benefits
• Endpoint Detection and Response (EDR) without threat hunting and with integrated 

prevention

• Protection from unknown and evasive threats 

• Precise visibility into attack methods and timelines

• Replacement for traditional EDR and Application Whitelisting solutions

Unique Differentiators
• Threat-agnostic, deterministic protection without signatures or machine learning/

AI
• Complements existing anti-malware solutions (including Windows Defender AV), 

requiring no rip & replace
• Supports air-gapped environments, requiring no updates or cloud connectivity

Certifications 09

• Enhanced MSSP support

Future Functionality

07

08

https://cyberstartupobservatory.com/
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PCYSYS 
Automated Penetration Testing

Innovation
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Company Description

Pcysys delivers an automated penetration-testing platform that assesses and 
reduces corporate cybersecurity risk. By applying the hacker’s perspective, its software 
identifies, analyzes and prioritizes remediation of cyber defense vulnerabilities. 
Information security officers and service providers around the world use Pcysys to 
perform continuous, machine-based penetration tests that consistently improve their 
immunity against cyber attacks across their organizational networks. 

Company: Pcysys
Established: 11/15
Employees: 25
Web: www.pcysys.com
Headquarters: Israel

02Company Information

Other Offices: New York,  Canada, UK
Primary Industry Sectors: Financial 
Services, Telecom, Retail, Healthcare, 
Government, Higher Education, Legal, 
e-Commerce, Manufacturing

The Product
Product Category: Automated Penetration Testing Tools
Product Stage: Released                                                                                                                                         
Product Name: PenTeraTM 
Brief Description:
Penetration Testing, as it is known today, is obsolete. Software and algorithms can do a better job at 
penetration testing and helping businesses continually assess and improve their cyber risks using 
an automated, threat-oriented approach.
Pcysys’ flagship product, PenTera, eliminates the need to conduct costly manual penetration testing 
by delivering the power of 1,000 ethical hackers in a software platform. With a click of a button PenTera 
identifies vulnerabilities, conducts ethical hacking to exploit them and prioritizes remediation based 
on the actual achievements. By using PenTera, organizations can continuously build-up their cyber 
resilience while focusing remediation efforts on fewer vulnerabilities that are both exploitable as well 
as damage bearing.  

 Services Provided: Automated Penetration Testing

03
The Product

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.pcysys.com/
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Product in detail: PenTera
Focused on the inside threat, the PenTera automated penetration-testing platform 
changes the rules of the game by enabling continuous pen-testing. The innovative 
hacking program automatically scans and enumerates an organization’s network and 
applies the latest ethical hacking techniques. Upon conclusion of the test, PenTera 
automatically generates an attack summary that illustrates the “attack story” from 
the hacker’s perspective, recommending the most cost-effective security remediation. 
Overcoming manual penetration testing drawback, PenTera offers continuous, 
consistent and network-comprehensive pen-testing that can be performed by every 
cybersecurity team.  

How does it work?

PenTera  works the same way a hacker would.
Stage 1 - Reconnaissance

The software begins with reconnaissance of the network attached assets and enumeration of 
their systems, applications and interfaces. This stage is immediately followed by a full vulnerability 
scan that identifies the vulnerabilities which exist on each device.

Stage 2 - Ethical Hacking
The PenTera attack orchestrator begins exploiting both static and dynamic network vulnerabilities 
that were found, while continuously gathering more information and applying hacking techniques 
such as Relay or Man-in-the-Middle (MitM). The software further advances in attack by injecting 
ethical-Malware to allow for lateral movement across the organization towards privilege escalation 
and the breach goal. 

Relay

Network 
Recon

Cracking
Passwords

Sniffing 
credentials

Ethical 
Exploit

Lateral
Move

Vulnerability 
Assessment

Privilege 
escalation

Malware 
injection

Stage 3 - Reporting and Cleanup 
At the end of each test run, PenTera provides 
a digital summary of the critical remediation 
steps needed based on threat-facing 
priorities relevant to the organization’s 
network and critical assets. The complete 
report includes an executive summary, an 
attack vector and detailed steps for the use 
of the cybersecurity analyst teams.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Key Benefits

• Continuous Protection - a company can maintain the highest resilience posture 
by performing penetration tests as frequently as needed - daily, weekly or monthly. 
PenTera allows you to validate your cybersecurity posture as often as you need, 
keeping your guard up at all times.

• Consistent Validation - hold all of your networks to the same high standard. PenTera 
tests your entire infrastructure with a wide array of hacking techniques ensuring that 
you remain resilient regardless of how the hacker is trying to break in.

• Current Defense - keep up with the latest hacking techniques. Hackers are constantly 
evolving their techniques. PenTera ensures that you match and evolve the depth of 
“off the book” pen-testing techniques. 

06
Unique Differentiators

• Agentless - Zero agent installations or network configurations. PenTera starts with 
physical LAN access without any credentials, just as a hacker would. 

• Automated - Press ‘Play’ and get busy doing other things while the penetration 
test progresses. All you need to do is define a range of IPs and select the type of 
test you want to perform. 

• Complete Attack Vector Visibility - Every step in the attack vector is presented and 
reported in detail to explain the attack “kill chain” and select the minimal amount of 
vulnerabilities to stop the attack.

• Real Exploits, No Simulations - Like a hacker, we perform ethical exploitations 
without disruption of service:  e.g. lateral movement, remote execution, relay 
attacks, password cracking, ethical malware injection and privilege escalation.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Leading Innovator in Cyber 
Intelligence and Anti-Phishing 
Solutions
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01Company Description

As a leading innovator in cyber intelligence and anti-phishing solutions, Segasec 
prevents company brands and online assets from becoming the bait in phishing 
attacks that target their customers and their business integrity. Segasec’s patent-
pending technologies and expert analysis detect early phishing activity and take down 
digital assets used for attacks before people get caught in ruinous phishing schemes. 
Segasec is at the forefront of foiling malicious phishers and keeping billions of dollars 
intact and in the right hands.

Company: Segasec
Established: 05/17
Founded by veteran officers of elite 
cyber and intelligence units in the 
Israel Defense Forces
Web: Segasec.com

02Company Information

Headquarters: Tel Aviv, Israel
International HQ: Toronto, Canada
Key Target Verticals: Finance, Healthcare, 
Insurance, Telecommunications, Blockchain 
& Crypto, Energy, Retail 

Our Cyber Intelligence & Anti-Phishing 
Offering:
Segasec Anti-Phishing
End-to-end service to detect and monitor 
early phishing activity and disarm the attack 
while deceiving and trapping attackers.
Segasec Casper
Web agent which identifies site content 
replication, and tracking of fraudelent 
activities on fake websites.
Segasec Social Bot
Telegram and Slack bots to detect and block 
phishing in social networks.
Segasec Mobile App detector for fraudulent 
mobile appliations.

03The Product Customer Footprint:
Billions in user assets and brand 
equity already have been saved by 
leading

• Banks

• Insurance Companies

• Healthcare Companies

• Logistics 

• Crypto Exchanges 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://segasec.com/
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04Product in detail
Segasec’s end-to-end solutions know where to look telltale footprints of phishing 
planners, how to take down phishing attack sites so they cannot cause damage, and 
when to mount counter-attacks to deceive and trap and block the phishers. As a result, 
cyber criminals are unable to virtually hijack corporate brand identities that fool even 
the most sophisticated users. 

How does it work?

• No installation or onboarding required.
• Segasec algorithms search the web to detect signs and evidence of phishing 

preparations that exploit the online assets of our clients. 
• Suspects are monitored 24/7 for changes in activity and analyzed against historical 

attack data in the Segasec database.
• Automated interventions are applied to block bogus mail servers and to disarm 

duplicate, man-in-the-middle phishing sites and to make sure that end users do not 
fall victim to an attack.

• We partner with thousands of registrars and hosting providers to take down 
malicious sites fast.

• We also partner with Safe Browsing, anti-virus, anti-spam, and DNS vendors to 
make sure end users are not exposed to malicious phishing.

• To deceive and trap cyber criminals, Segasec submits millions of bogus records to 
the attack site to dilute and corrupt the collected data, and leads the attacker into 
honeypots deployed by the organization.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Compelling Benefits

• Protect your brand reputation and business from damaging phishing attacks and 
online fraud

• Prevent your online assets from becoming the BAIT in a phishing attack.

• Protect your customers from ruinous phishing attacks that steal their data and 
dollar assets

• Shield your brand equity from malicious exploitation

• Protect the customer experience with your organization and services

06
Unique Differentiators

• No integration or onboarding process is required
• Segasec’s approach to domain manipulation is not rule based, we use similarity 

algorithms thus providing wider coverage
• Protection starts the minute a list of all company’s online assets is provided.
• End-to end-protection, from detection to removal
• Malicious sites take down takes minutes. 
• No operational cost from the customer
• Also Available:

• Dedicated bots to detect and remove phishing threats on social networks.
• Browser extension to extend coverage and accelerate response on endpoints

Future Functionality
07

• Discovery of fake native mobile applciations
• Email phishing protection 
• Self-service capabilities for SMBs

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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• Segasec is part of the MSFT scalp program

Partners
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Automated Purple Team
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Company Description
XM Cyber provides the first fully automated APT simulation platform to continuously expose 
attack vectors, above and below the surface, from breach point to any organizational critical 
asset. This continuous loop of automated red teaming is completed by ongoing and prioritized 
actionable remediation of organizations’ security gaps. In effect, HaXM by XM Cyber operates 
as an automated purple team that fluidly combines red team and blue team processes to 
ensure that organizations are always one step ahead of the attack.

Already deployed at customers in North America and EMEA, including leading financial 
institutions and critical infrastructure organizations, HaXM has uncovered hidden attack 
vectors within networks in very short timeframes and demonstrated how hackers are able to 
compromise critical assets, despite the modern security controls and processes in place.

XM Cyber was founded by top executives from the Israeli cyber intelligence community and 
employs an elite team of cyber offense and defense veterans with decades of real-world 
experience. The company has offices in the US, UK, Israel and in Australia.

Company Name: XM Cyber
Founded: 04/2016
Employees: 40
Web: xmcyber.com
Headquarters: Herzliya, Israel

Company Information
Other offices: New York, USA,  London, UK 
and Sydney, Australia
Key Target Verticals: Financial, Healthcare, 
Retail, e-Commerce, Critical Infrastructure, 
Manufacturing, High Tech, Telecom, etc. 

Product Category: Breach & Attack 
Simulation, Cyber Posture, Cyber Risk
Product Stage: Released
Product Names and Brief Description: 
HaXM
HaXM by XM Cyber is the first APT 
simulation platform to simulate, validate 
and remediate every hacker’s path to your 
critical assets 24×7. 

03
The Product Customer Footprint

Markets with Customers: North America, 
Europe, Israel, Australia
Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services
• Healthcare
• Retail
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence Agencies

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://xmcyber.com/
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04Product in detail
HaXM by XM Cyber provides the only hyper-realistic APT automated and continuous 
simulation platform which addresses real user behavior, poor IT hygiene and security 
exploits.

The platform exposes continuously attack vectors, above and below the surface, and 
delivers prioritized actionable. As such, HaXM provides the first fully automated purple 
team by automating red and blue teams’ activities.

HaXM by XM Cyber provides:

• Comprehensive and up-to-date attack scenarios using the latest hackers’ techniques 
and methods

• Full mapping of all attack paths at any given time
• Automatic adaptation to the context of the organization, leveraging misconfigurations, 

user activity, credentials and security vulnerabilities in the network 
• Automated remedial reports based on the attack vector’s criticality
• Flexible architecture: on-prem or cloud-based

Customers benefit from:

• A comprehensive mapping of all attack vectors from breach point to critical assets
• Significant reduction of IT hygiene risk
• A focus and optimization of cybersecurity resources
• The capability to make data-driven decisions 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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05How does it work?
HaXM by XM Cyber works in 3 easy steps:
1. Select target assets

You first have to define the organizational assets. These will be the goals for the attack 
simulations. There are several types of assets which can be defined as the ones that 
are crucial to your business: devices, data and networks and the platform can help 
identifying the critical assets.

2. Activate on-going and simultaneous attack scenarios
Once the target assets have been defined, the system automatically runs APT 
simulations. Attack scenarios are safely activated simultaneously and continuously 
within the production environment, exposing attack vectors and compromised assets.

3. Get automated prioritized actionable remediation
Finally, the system generates an automated report containing information on the key 
findings and prioritized actionable remediation. This empowers the security team to 
focus on the most important issues.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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06Key Benefits
By continuously challenging the organizational network with HaXM by XM Cyber, 
organizations gain clear visibility of the cyber risks, and an efficient, data-driven 
actionable remediation plan aimed at the most burning issues to fix.

• The organization knows, at any given moment, the attack vectors to its target assets 
and gets a prioritized actionable remediation plan

• The organization reduces significantly the risks associated with IT hygiene

• The organization can focus and optimize its cyber resources by knowing the fixes 
that have a huge impact on the overall risks

• Through reports and dashboards, the organization can act on data-driven information

07
Unique Differentiators

XM Cyber’s APT simulation & remediation platform addresses the crucial question “are 
my crown jewels really secure?” as hackers are able to compromise critical assets, 
despite the modern security controls and processes in place.

Why XM Cyber is unique:
• Unique approach: XM Cyber  brings a new approach to cybersecurity by taking the 

point of view of APT hackers targeting organizations’ assets, capitalizing  on human 
errors such as misconfigurations, shadow IT and faulty security practices, taking 
advantage of poor IT hygiene and security vulnerabilities. 

• Unique Technology: XM Cyber’s patented technology (over 15 patents) features 
proprietary algorithms that account for the most up-to-date hacking techniques, 
endless customer specific scenarios and the human factor to perform advanced 
APT on the attack path to organizations’ critical assets.

• Unique team: XM Cyber was founded by the highest caliber of security executives 
from the elite Israel intelligence community. Together they bring a second-to-none 
proven track record in offensive and defensive cyber space.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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World Economic Forum – Technology Pioneer 2018 

“Rookie Security Company of the Year” winner for the 
SC Magazine US Awards 2018 

“Overall APT Solution Provider” winner – Cybersecurity 
Breakthrough Award 2018

“Startup of the Year” winner for the Infosecurity Product 
Guidelines Excellence Awards 2019

“NextGen Infosec Startup of the Year” winner for the 
Cyber Defense Magazine Infosec Awards 2019

“Information Security Software” winner – Best Globee 
Awards 2018

Red Herring Top 100 America Winner 

“APT Simulation and Remediation Platform” Frost & 
Sullivan Technology Innovation Award

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Company Description

CHEQ is a global cybersecurity company and a pioneer of Autonomous Brand Safety, 
protecting the digital ad spend for the world’s leading brands. With offices in Tokyo, 
New York and Tel Aviv, the company’s mission is to help sustain the digital ecosystem 
by protecting advertisers from the risks of online advertising and helping them regain 
confidence in the space. CHEQ is a Battery Ventures portfolio company and an alumnus 
of “The Bridge Builders”, Coca-Cola’s, Mercedes’ and Turner’s commercialization 
program. 

Company Name: CHEQ Ltd.
Founded: 01/14
Employees: 50
Web: www.cheq.ai
Headquarters: NYC, USA and Tel Aviv, Israel

Company Information
Other Offices: Tokyo
Key Target Verticals: Online 
advertisers, ad agencies and 
publishers  

Product Category: Detection & 
Prevention, Cyber Intelligence, Fraud 
Detection & Prevention, Web Security, 
UEBA, Deception
Product Stage: Released
Product Names and Brief Description: 

• The CHEQ Platform
Services Provided:

Digital advertising:
• Fraud Prevention
• Brand Safety
• Viewability 

03
The Product Customer Footprint

Markets with Customers: USA, Japan, 
Mexico, UAE
Relevant Public Success Stories per Key 
Target Vertical:

• Advertisers 
• Ad Agencies: CCI
• Members of Pepsico Tech LAB 

(Website launching soon)

02
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CHEQ’s platform protects advertisers, ad agencies and publishers from spending digital 
ad budgets. It replaces traditional ad-verification platforms with a fully autonomous 
and preemptive solution that doesn’t just report the damage, but actually prevents it. 
The CHEQ platform uses next-gen technology driven by military-grade AI and NLP.

Product in detail

CHEQ Platform users have their digital campaigns protected autonomously and in real-
time as follows: 

• Brand Safety: Our AI-driven Autonomous Brand Safety solution utilizes military-grade 
Natural Language Processing capabilities to analyze page-level data in absolute 
real-time. We use proprietary Lexical Semantics and Sentiment Analysis modules to 
infer context with extreme accuracy and speed, allowing us to always prevent your 
ads from serving near content you deem unsafe.

• Anti-Fraud:  Our Cybersecurity based Fraud Prevention solution applies Machine 
Learning algorithms to uncover data-discrepancies and behavioral anomalies at the 
single user level, in real-time. We analyze over 700 user parameters, deploy proprietary 
honeypots (bot traps) and utilize advanced OS Fingerprinting and Dynamic Code 
Patching to ensure you never purchase a fraudulent impression.

• Viewability: Our page-level modules examine multiple types of viewability violations, 
uncovering anything from obstructing objects to malicious ad-stacking and hidden 
Iframes. Together with our strict “Panoramiq” viewability metrics, this allows us to 
guarantee that an impression is only counted once 100% of the pixels are in view on 
the user’s monitor, unhidden and un-obstructed.

How does it work?

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work? 

https://cyberstartupobservatory.com/
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Key Benefits
• Fully Autonomous
• Real-time solution: Real-time Brand Safety Enforcement, Real-Time Fraud Prevention, Real 

Time Viewability
• Prevents the damage before the ad is ever served 

Unique Differentiators
• Verification vendors measure the damage, we prevent it

• In-app ad-fraud prevention

Future Functionality

Certifications

• Currently undergoing an MRC certification process
• IAB Tech Lab Members

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Secure critical information and 
assets from wireless and IoT-born 
threats

Cyber  O f  Things

Innovation
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Company Description
Cy-oT provides the enterprise-grade defense you need to protect your organization 
from vulnerabilities and threats introduced by smart connected devices operating in 
your surrounding airspace. 

Company Name: Cy-oT
Founded: 12/15
Employees:  15
Web: www.cy-ot.com 
Headquarters: Israel

02Company Information
Key Target Verticals: Protecting 
customers who want to secure their 
critical Information and assets from 
wireless and IoT-born threats, including 
financial institutions, government 
agencies, healthcare, manufacturing, etc. 

Product Category: IoT Security / Network 
Security / Detection and Prevention
Product Stage: The Service is G.A. and 
being used by customers.
Product Names and Brief Description:
The Cy-oT Defense gives you total 
visibility into all the smart connected 
devices operating in and around your 
airspace, with the ability to protect your 
business from activity that poses a threat 
to your corporate, security & compliance 
policies & objectivies. 
The Cy-oT Managed Service provides the 
personalized IoT expertise to take care of 
the deployment of Cy-oT and its end-to-
end airspace protection. 

03
The Product Customer Footprint

Key Target Verticals:
• Financial institutions
• Government agencies
• Healthcare
• Manufacturing

• Others

Markets with Customers:
• Americas
• EMEA
• ASIA

Cyber  O f  Things

https://cyberstartupobservatory.com/
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How the CY-oT Defense Works

              Smart Protectors
• Sensors deployed throughout your 

environment, giving you total visibility 
into what’s going on in your airspace.

• Continuously detects & monitors all 
smart connected devices.

• Operates completely independently, 
out-of-band, so there are no agent or 
updates to worry about. 

 

Cyber  O f  Things

               Cloud Service
• Sensors deployed throughout your 

environment, giving you total visibility 
into what’s going on in your airspace.

• Continuously detects & monitors all 
smart connected devices.

• Operates completely independently, 
out-of-band, so there are no agent or 
updates to worry about. 

 

               Managed Service
• Experts deploy your sensors & set up 

your policies to protect against IoT-
based violations & threats.

• Provide ongoing insights into IoT and 
wireless activity in your environment 
& recommendations on best practice 
actions.

 

https://cyberstartupobservatory.com/
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Key Benefits

Fill the Cybersecurity Gap 
Continuously monitor, control & protect against attacks from smart connected devices 
in your airspace to support your cybersecurity and compliance objectives.  

Achieve Greater Security with the Same Team 
The zero-touch, self-managed solution gives you all you need to add IoT security, without 
having to add to your resources. 

Freedom to Embrace IoT and Wireless 
Accelerate your digital transformation - benefit from the use of IoT in your enterprise, 
with the confidence your business remains safe.  

Cyber  O f  Things

Unique Differentiators

Total Visibility 
Analysis of your airspace 24x7 provides continuous insights into what each smart 
connected device in and around your airspace IS doing & what it SHOULD BE doing. 
Proactive Threat Detection
High fidelity alerts that accurately identify all the threats and vulnerabilities created by 
the smart connected devices active in your environment. 
Real-Time Attack Mitigation
Ability to take precise action to neutralize malicious IoT activity, in real-time, to protect 
the integrity & privacy of your sensitive information and ongoing operations .

https://cyberstartupobservatory.com/
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Awards
Cyber  O f  Things

Partners
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01
Company Description
Safe-T®’s Software-Defined Access allows visibility and availability of applications, 
services and networks only after assessing trust, based on policies for authorized user, 
device, location & application. Safe-T reduces cyberattacks by concealing mission-
critical data at the perimeter, making it accessible only to authorized and intended 
entities, on premise or in the hybrid cloud.

Company Name: Safe-T
Founded: 2013
Employees: 60
Web: www.safe-t.com 
Headquarters: Herzliya Pituach, Israel

02Company Information
Other offices: New Jersey, US
Key Target Verticals: Financial Servicies, 
Healthcare, Insurance, Government, 
Education, Manufacturing,  Law Firms, 
Defense and Law Inforcement, Retail

Product Category – Network Security
Product Stage: released
Product Names and Brief Description:

• Software Defined Access Suite
Services Provided:

•  Professional services and support

03
The Product Customer Footprint

Markets with Customers: North 
America, EMEA, APAC and Africa
Relevant Public Success Stories per 
Key Target Vertical:

• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other

https://cyberstartupobservatory.com/
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Product in detail
Safe-T’s Software-Defined Access (SDA) platform protects organizations from cyber-
attacks by reducing the attack surface, making their data invisible, and only available 
to the right people. We empower enterprises to safely migrate to the cloud and enable 
digital transformation. 
With Safe-T’s patented, multi-layer software-defined access, financial services, 
healthcare, utility companies and governments can secure data, services, and networks 
from internal and external threats, by controlling the data access life cycle, putting you 
in charge of who sees the data and how it is accessed and used.

How does it work?
Safe-T protects your entire data access life cycle. After authenticating and verifying 
the user and device, Safe-T’s patented Reverse Access technology pushes out the 
requested data only to the authorized user. With security policy-based access control, 
Safe-T enables you to control data usage, detect risk and create audits and reports.
With a seamless user experience from any device, Safe-T also facilitates and consolidates 
data trust assessment for on premise and hybrid cloud deployments, securing access 
to data and applications everywhere.

The Data Access Lifecycle

By making your data invisible to the outside world, and by controlling the data access 
lifecycle we protect you from cyber-attacks.

• Step 1 Adaptive Access to Services and Data
• Step 2 Control Usage of Data
• Step 3 Report on Data Usage

https://cyberstartupobservatory.com/
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01
Company Description

Cyberbit is the world leading provider of cyber ranges for training SOC teams, OT 
specialists and cybersecurity students in a hyper-realistic simulated environment. 
Cyberbit’s portfolio also includes ICS/SCADA security, Security Orchestration, 
Automation and Response (SOAR), and Endpoint Detection and Response (EDR). 
Cyberbit’s portfolio is based on advanced technologies used for the demanding needs 
of government and military organizations.

Company: Cyberbit
Founded: 2015
Employees: Over 200
Web: www.cyberbit.com
Headquarters: Ra’anana, Israel

02Company Information

Other Offices: USA, Germany, Singapore, 
India
Key Target Verticals: Financial, MSSP, 
Airports, Critical Infrastructure, Higher 
Education

Product: Incident Response & Forensics, 
Training & Education, SOC, IoT, Detection & 
Prevention, Endpoint Security  
Product Stage - Released
Product Names and Brief Description:

• Cyberbit Range – Hyper-realistic 
training and simulation platform for 
cybersecurity professionals 

• SCADAShield – ICS/OT visibility, 
asset discovery, security and 
continuity

• SOC 3D – Security Orchestration 
Automation and Response (SOAR)

• Cyberbit EDR – Behavioral detection, 
endpoint and network-wide threat 
hunting 

03The Product Customer Footprint:

• Markets with Customers:
• Higher Education 
• Critical Infrastructures
• Governments 
• Financial Institutions 
• Service Providers and MSSPs 

• Relevant Public Success Stories per 
Key Target Vertical:

• Education – Regent University, Miami 
Dade College, Metropolitan State 
University

• Financial Services – Bank of Jerusalem
• Critical Infrastructures – Israeli 

government, Delek Pi Glilot
• Telecomm – A1 Telekom
• MSSP – IABG, QOS Technology, Afore 

CyberSec

https://cyberstartupobservatory.com/
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Cyberbit Portfolio

Cyberbit Range 

Cyberbit Range is the most widely deployed cybersecurity training and simulation 
platform. Cyberbit Range dramatically improves IT and OT security team performance 
by providing a hyper-realistic, immersive simulation of cyberattacks in an environment 
that mirrors a real-life network and security operations center (SOC).

Cyberbit SCADAShield

Cyberbit SCADAShield is the most mature industrial control system (ICS) detection 
solution, securing sensitive OT infrastructures for over eight years, with proven, battle-
hardened technology that provides unprecedented visibility, asset discovery, threat 
detection, anomaly detection, operational policy enforcement and continuity.

Cyberbit SOC 3D 

Cyberbit SOC 3D is the only Security Orchestration, Automation and Response (SOAR) 
platform that offers MSSPs and enterprises single pane incident response for the entire 
NIST-defined lifecycle. SOC 3D is unique in leveraging big data to centralize visibility and 
investigation across all data sources, and automates incident response playbooks to 
reduce Mean-Time-To-Respond by up to 90%. 

Cyberbit EDR 

Cyberbit Endpoint Detection and Response (EDR) provides powerful behavioral analysis, 
threat hunting, and detection of threats that have evaded conventional security. 
Cyberbit EDR is used by highly targeted organizations including governments, militaries 
and financial institutions, and is the only EDR solution fully functional in air-gapped 
environments.  

https://cyberstartupobservatory.com/
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01Company Description
ObserveIT is the leading Insider Threat Management solution with more than 1,800  
customers across 87 countries. ObserveIT is the only platform that empowers security
teams to detect insider threats, streamline the investigation process, and prevent 
data exfiltration. 
With 300+ out-of-the-box insider threat indicators of compromise, rich metadata and 
outstanding search capability and playback of any policy violation. ObserveIT provides 
comprehensive visibility into what people – contractors, privileged users and high-risk 
users – are doing, and reduces investigation time from days to minutes.

Company Name: ObserveIT
Founded: 2006
Employees: 150
Web: www.observeit.com
Headquarters: Boston, USA

02Company Information
Other Offices: Israel, UK
Key Target Verticals: Financial Services & 
Banks, Information Technology & Services, 
Manufacturing, Telecommunications, 
Federal and Pharmaceuticals

03
The Product

Product Category: Insider Threat 
Management
Product Stage: Generally Available
Product:  ObserveIT 7.6

Customer Footprint

Markets with Customers:
• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other: Retail

https://cyberstartupobservatory.com/
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04
ObserveIT is the only insider threat management solution that empowers security 
teams to detect insider threats, streamline the investigation process, and prevent data 
exfiltration.

How does it work?
Detect Insider Threats

• ObserveIT provides organizations with ”eyes on the endpoint” to continuously 
monitor data for signs of misuse.  ObserveIT reviews all the actions taken by 
users on an organizations systems to protect data and reduce risk. Organizations 
can also anonymize captured data to protect privacy.

Investigate with Full Context
• When an incident occurs, security teams need visibility and context to understand 

what happened.  ObserveIT simplifies and streamlines investigations by offering 
granular details of user activity.  By capturing and indexing user behavior, 
ObserveIT gives IT and security teams irrefutable evidence to streamline 
investigations.

Prevent Incidents
• Prevent insider threats by getting proactive, letting your users know when their 

behavior veers out of policy, blocking suspicious activities, and educating users 
on security and compliance best practices so that they do not accidentally 
expose you to risk.

Product in detail

https://cyberstartupobservatory.com/
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01Company Description
Radiflow is a leading provider of Industrial Cyber-Security Solutions for critical business 
operations. We offer a complete portfolio of game-changing solutions for ICS/SCADA 
networks that empowers users to maintain visibility and control of their OT networks, 
including an Intelligent Threat Detection tool that passively monitors the OT network for 
anomalies, as well as Secure Gateways that protect OT networks from any deviations 
from set access policies.
Radiflow’s team consists of professionals from diverse backgrounds, from cyber-
experts from elite military units and automation experts from global industrial vendors 
and operators. 
Founded in 2009, Radiflow’s field-proven solutions, validated by leading research labs, 
currently secure thousands of customer facilities.

Company Name: Radiflow
Founded: 09/2009
Employees: 45
Web: www.radiflow.com  
Headquarters: Tel Aviv, Israel

02Company Information
Other offices: USA, Germany, UK
Key Target Verticals: Utilities and production 
facitlities

Product Category: Detection & Prevention, 
SOC, ICS/SCADA
Product Stage: released
Product Names and Brief Description:

• iSID Industrial Threat Detection
• iSAP Smart Probe
• iSEG Industrial Gateway

Services Provided:
• iSEC Security Assessment
• iTED On-site industrial training
• iSOC Managed Services to SOCs

03
The Product Customer Footprint

Markets with Customers: 
• Power Generation & Distribution
• Oil & Gas
• Water
• Transportation
• Building Automation
• Process Manufacturing

https://cyberstartupobservatory.com/
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Product in detail

Radiflow has two main product lines: 
• Non-intrusive - passive: iSID + iSAP
• iSEG -  inline network protection using industrial DPI firewall and access control

How does it work?
Risk Assessment
              The iSID maps all assets and their behaviors, analyzes their vulnerabilities and 
provides risk scoring based on the impact on the business processes
Protect Critical Assets
              The iSEG enforces access policy rights using Identity management and Industrial 
Deep-Packet-Inspection engines
Detect Anomalies
              The iSID detects deviations from baseline including malwares, policy violations 
and behavioral anomalies 
Expert Response 
Radiflow provides a framework (of Tools, People and Procedures) for MSSPs to provide 
OT monitoring and response services

§ iSID Industrial Threat Detection -
Monitoring industrial networks for 
anomalies

§ iSAP Smart Probe – Pre-processing 
traffic in remote site for a central IDS

§ iSEG Secure Gateway – Network 
segmentation with industrial DPI 
firewall and Access Control

Radiflow Monitoring & Protection portfolio
Patents Approved & 

Pending

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Global Perspective 



Our Global Network

Observatory - UK Edition

Observatory - France Edition

Download Observatory US - 
Second Edition

Observatory - US Edition

Download Observatory UK - 
First Edition

Download Observatory 
France - Fourth Edition

https://cyberstartupobservatory.com/download-observatory-us-second-edition/
https://cyberstartupobservatory.com/download-observatory-us-second-edition/
https://cyberstartupobservatory.com/download-observatory-us-second-edition/
https://cyberstartupobservatory.com/download-observatory-uk-first-edition/
https://cyberstartupobservatory.com/download-observatory-uk-first-edition/
https://cyberstartupobservatory.com/download-observatory-uk-first-edition/
https://cyberstartupobservatory.com/observatory-france/
https://cyberstartupobservatory.com/download-observatory-us-second-edition/
https://cyberstartupobservatory.com/download-observatory-uk-first-edition/
https://cyberstartupobservatory.com/observatory-france/


The @CSOFinder 

    CSOFinder@SO

https://cyberstartupobservatory.com/finder/


cyberstartupobservatory.com Cybersecurity Observatory Israel 133BACK TO CONTENTS

01The Product

What is the @CSOFinder?

The  @CSOFinder is a global search engine for cybersecurity practitioners.

On the one hand, it endeavors to help CISOs, cybersecurity consultants, 
technology managers, purchase and innovation departments and other key 
stakeholders to identify the right cybersecurity solutions that address their 
specific needs.

On the other hand, the @CSOFinder provides unparalleled exposure 
for cybersecurity companies to our global audience of over 500k  industry 
practitioners engaging with the Observatory on a yearly basis globally.

    CSOFinder@SO

02How does it work?

The process is very simple:

a) For Cybersecurity Practitioners, they just need to go to the search 
engine by clicking the link below and start the search. For those companies 
that have already completed the profile, it will be displayed, including:

• Company description,
• Product definition and 
• How do they work?
• Key features, unique differentiators and future functionality

b) For Cybersecurity Companies, they just need to Sign Up and complete 
the company profile. This is a free process for companies <3 years old.

    CSOFinder@SO

Sign Up 
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03Look & Feel

What is the @CSOFinder?

1.-Searching companies:

    CSOFinder@SO

2.-Displaying Results:

https://cyberstartupobservatory.com/
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03Look & Feel

What is the @CSOFinder?

3.-Visting the Company Profile:

    CSOFinder@SO

Product description, features, 
differentiators, future 
functionality...

Product Infographics, How Does 
it Work? and other additional 
information to enable the reader 
to quickly understand the value 
proposition.

Additional information included 
on the Observatory website: 
videos, articles, infographics...

https://cyberstartupobservatory.com/
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    CSOFinder@SO

Find Cybersecurity Companies

Sign Up

Sign Up 

https://cyberstartupobservatory.com/finder/
https://cyberstartupobservatory.com/registration-form/


Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate 
receiving your suggestions or comments to help us improve our content, 
services and the way we communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us 
know. It helps us to know that we are delivering our services effectively and 
provides us with an opportunity to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations 
are a valuable input

We strive to cover relevant topics, provide valuable resources and to 
shed some light on important issues. The team welcomes your contribution 
as a way to widen our vision, the quality of the content and the depth of our 
knowledge.

You can contact us at: 

info@cyberstartupobservatory.com
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