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The purpose of the Cybersecurity Observatory is to collaborate to build a safer 
society and to help solve important problems leveraging cybersecurity innovation. Find 
out more and tell us what matters to you by visiting us at:

 cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only and 
does not constitute professional advice. You should not act upon the information contained 
in this publication without obtaining specific professional advice. No representation or 
warranty is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, Smartrev Analytics Consultants SLU, its 
members and employees do not accept or assume any liability, responsibility or duty of 
care for any consequences of you or anyone else acting, or refraining to act, in reliance on 
the information contained in this publication or for any decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2019 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Preface

We are thrilled to present the Third Edition of the Cybersecurity Observatory – US 
Edition.

The Cybersecurity Observatory is a global program focused on the analysis of the 
state-of-the art of cybersecurity innovation around the world.

At the time of writing, this initiative covers twenty markets, for which we publish 
weekly updated market maps highlighting the key cybersecurity innovators. For four of 
those markets, US, UK, France and Israel, we have created Cybersecurity Observatories, 
which are updated on a quarterly basis. 

During the last 12 months, over half a million people all around the world have followed 
our publications, daily articles, website, cybersecurity market maps, the CyberSlides, 
and, of course, the Observatories across our different communication and distribution 
channels.

Our mission is to foster innovation, share insight and to promote leadership within the 
industry, and it goes without saying that the Observatory team is committed to its own 
innovation, too - the most exciting of which is the release of our new global online search 
engine for cybersecurity companies, the @CSOFinder. 

The @CSOFinder allows industry practitioners, innovation and purchase departments 
and other key stakeholders to get real-time access to the best companies, their profiles, 
products and vision. 

We will continue investing in the project to cement and increase our global reach and 
to provide even more value to our members, partners, sponsors and followers within the 
cybersecurity community.

As always, we would like to express our sincere gratitude to all the participating 
companies and their teams for their fantastic solutions and their contributions not only to 
this Observatory, but also in securing the referred industries and society in general. All of 
them contribute to keeping our companies and lives cyber-safe.

Although we focus our major efforts on startups, the industry is not only driven by 
startups and their entrepreneurs. Established companies and their cybersecurity leaders 
also play an instrumental role in keeping us safe, fighting a grueling daily battle with very 
challenging responsibilities and important achievements that are not always properly 
recognized.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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CISOs and other cybersecurity leaders, managers, consultants and in general every 
single stakeholder in this process deserve our recognition and respect.

In order to recognize their contribution, and to share their views and insights, we 
created the incredibly well-received ‘Cybersecurity Leader of the Week’ program, and 
I am extremely proud to include an amazing selection of these industry leaders in this 
publication.

In particular, we would like to thank:

• Arun DeSouza, Chief Information Security & Privacy Officer at Nexteer Automotive
• Garrett Smiley, CISO and Vice President of Information Security at Serco
• Scott T Mathis, CISO at RBC Bank US
• Victor Cortés, CISO at CEMEX
• Garald Beauchelt, Chief Information Security Officer at LogMeIn

I have to say that the Observatory goes from strength to strength with each successive 
release and this owes so much to your suggestions and ideas.

Finally, I would like to thank my co-editor, Maite Ortega and our Research Director, 
Alicia Peña for their infinite patience and support in the preparation of this publication, the 
startup observatory web and many other key ‘bits and pieces’, David Bailey, who now forms 
part of the Smartrev team as Content Manager, and of course to the fantastic Unsplast 
photo repository (https://unsplast.com) for the inspirational pictures which have been 
used in this publication. Our gratitude goes to all the photographers for their invaluable 
material.

Jose Monteagudo
Editor-in-Chief

josem@smartrev-cybersec.com

Maite Ortega
Co-Editor

maiteo@smartrev-cybersec.com

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
mailto:josem%40smartrev-cybersec.com?subject=1st%20Global%20Cybersecurity%20Observatory
https://www.linkedin.com/in/jmonteagudoe/
https://www.linkedin.com/in/maite-ortegap/
mailto:maiteo%40smartrev-cybersec.com?subject=1st%20Global%20Cybersecurity%20Observatory


cyberstartupobservatory.com Cybersecurity Observatory US 13BACK TO CONTENTS

Introduction

Since the launch of the Cybersecurity Observatory program over 18 months ago, 
we have been making progress across the globe in a concerted effort to offer the most 
effective platform for businesses and organisations to find the right cybersecurity solutions 
for their needs.

It goes without saying that we are delighted to consider the US observatory as our 
flagship, and this third edition builds upon the relationships we have forged with many key 
players in the industry here.

And it’s a real bumper edition, full of insightful contributions from leaders in their fields, 
dealing with both hot topics and perennial problems. 

Among the highlights, we have articles dealing with how to select the right type of 
security when the choice seems endless, and how to get past that slick sales pitch; an 
assessment of advertising fraud in a world where our viewing habits (not to mention 
providers) are changing at a pace and the multi-billion dollar consequences of not dealing 
with this fast-growing problem; and an insight into application security, its role within 
organizational change, the challenges that lie ahead in terms of speed of innovation, data 
protection and storage and the agility which now exists within models of service.

Next up, we look at the nightmare scenario of DDoS attacks, how to protect against 
them and how to deal with them when they occur. The persistent threat of ransomware 
and how it can affect our daily lives is an issue that’s been around for decades but just 
won’t go away, and we look at this particularly pertinent issue, given the recent spate of 
attacks in cities across the US. 

Finally, we take a look at how disruption, disinformation and obfuscation are changing 
the paradigm around keeping the privacy and security of data.

As always, we have included fascinating interviews with cybersecurity leaders, giving 
invaluable insight into how they approach the challenges they face in their roles in the 
world of cybersecurity. 

Add to this the latest infographics (both in-house and external), which perform so well 
across all platforms, and I hope you will agree that the third edition of the US Observatory 
is an extremely useful resource for cybersecurity professionals in the quest for a cyber-
safe world.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Just a final note to highlight how this document is organized. This methodology is 
also applied to our web (cyberstartupobservatory.com) and will be consistent in future 
editions of the observatory.

All the sections are clasified under the following categories and signposted using the 
following tabs:

Innovation Insight

Leadership Resources

Training Trends



Resources

The US CyberSlide
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The US CyberSlide 

The dramatic growth experienced within the US cybersecurity landscape in recent 
years  has been more of a revolution than an evolution, and has been driven by two main 
factors: the explosion of cyber events affecting companies of all sizes and flavors, and the 
incredible innovation taking place with the industry - often as a result of such events.

This innovation has on the one hand provided valuable tools to industry practitioners, 
but on the other hand, has made it incredibly difficult to identify the right companies, to 
understand their value propositions and to select the appropriate solutions.

The US CyberSlide, as part of the suite of solutions created by the Cybersecurity 
Observatory  (most notable of which is the @CSOFinder search engine) aims to simplify 
this decision process, showcasing the participating companies by using clear categorization 
that is standardized across the 100+ markets currently on our radar. 

As a result, a CISO from the US, Brazil, France - anywhere in the world, in fact - can 
identify companies more easily, helping them to navigate this ocean of complexity in which 
1000s of new companies spring up every year. 

Given the impossibility of including every single one of these companies on the 
CyberSlide, it’s important to mention that all participating companies have been contacted 
individually in order to ensure the correct categorization process has been negotiated and 
agreed upon.

Furthermore, we are one hundred percent committed to keeping the US CyberSlide 
updated, to promote it regularly to educate the community and to provide the most 
effective support possible to these industry innovators and their mission.

Split by Role Split by Vertical Split by Geo

Information Security 
Specialist

32%

Technology Manager
23%

Director / Executive 
Director / CISO

36%

IT Consultant - 9%

Critical Infrastrucures / 
Utilities - 22%

Healthcare
27%

Financial Services
32%

e-Commerce - 10%

Government - 9%

EMEA
45%

LATAM
12%

North America
32%

APAC - 11%

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


We have classified the startups under 28 different categories. 

Those categories are:

The latest US CyberSlide is available on our web: 

The US CyberSlide 

 If you would like your startup to be considered for inclusion, please contact us at the 
following email address and we will be happy to assist:

info@cyberstartupobservatory.com

All the information provided from companies or gathered by our research team will 
be updated in the next Observatory, which is due for October 2019, and weekly on our 
website.
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mailto:info%40cyberstartupobservatory.com?subject=Cyber%20Startup%20Observatory
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Our Observatory Members

Please visit our members’ company profiles on our online 
search engine for cybersecurity companies, the  @CSOFinder: 

    CSOFinder@SO

Gold

Silver

Bronze

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/finder/
https://safebreach.com/


Insight

How BAS Killed the Pen Test

CYMULATE
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Cymulate’s Breach and Attack 
Simulation (BAS) as-a-Service has forever 
changed pen tests as we know them. From 
months to minutes, cloud-based BAS has 
revolutionized how fast organizations can 
get security assessment results, and how 
much they must pay to know how secure 
they are at any given point in time.

Predicting the Present

In February 2018, Mr. Augusto Barros, 
Research VP at Gartner, predicted that 
breach and attack simulation technology 
(BAS), combined with vulnerability 
assessments, would kill the traditional 
penetration testing.

A year later, we can safely say that 
Barros’ prediction was in fact spot on. 
At least as far as network penetration 
testing is concerned. We are currently 
witnessing the very final days of the 
outdated service paradigm that security 
service and consulting firms—including the 
Big Four—offer their clients. Meanwhile, 

one can easily find new cyber security 
companies that have long been developing 
the automated answer to application 
pentesting, and in this fashion are decisively 
eliminating the old ways of performing pen 
tests.

A Pen Test Paradigm Shift

A good analogy to describe what is 
happening in the pentesting world today 
is to think of consulting firms as the 
equivalent of Nokia, who did not read 
where the market was going, nor the 
changing needs of their customers—all 
while BAS companies are the iPhone (and 
later, Android) of the pentesting world.

How BAS Killed the Pen Test
Author: Eyal Wachsman, Co-Founder and CEO,  Cymulate

At a glance
•    4 minute read
•    Predicting the present
•    A Pen Test paradigm shift
•    Why I founded Cymulate
•    The BAS revolution
•    Cymulate crowned ‘’Cool’’

“We are currently witnessing 
the very final days of the 
outdated service paradigm 
that security service and 
consulting firms—including 
the Big Four—offer their 
clients.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.linkedin.com/in/eyal-wachsman-3936058/
https://cymulate.com/
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They are fast, agile and provide 
organizations with immediate results. You 
can use them on a daily basis, at any given 
moment, to get a clear picture of your 
organization’s security posture.

Twenty years ago, I worked as the CISO 
of a large national telco, during which 
time I consumed consulting services that 
included risk assessments and penetration 
tests.

Today—two decades later—consulting 
firms’ work methodologies have not 
changed an iota. As the manager of an 
organization’s security operations or IT 
security department, you are still expected 
to select one or more consulting firms to 
work with. The consulting firms send over 
their teams of cyber security experts and 
pen testers to conduct audits or pen tests, 
gather information and return to the office 
to write up the report. 

On average, this entire process—from 
the first day of testing until the report is 
submitted—takes no less than 30 days. I 
believe that most security professionals 

would agree that the report, on the day 
of submission, is no longer relevant, as 
the internet is an ever-changing place, 
where cyber threats continuously morph 
and evolve. A report covering tests that 
were performed 30 days earlier is at that 
moment largely irrelevant.

Why I founded Cymulate

Driven by the idea of changing this 
‘old world’ methodology, my colleagues 
and I decided to found Cymulate. Prior 
to starting up the company, I served as 
VP of Business Development at a large 
information security consulting firm. 

I particularly recall an extensive project 
that we carried out for a client in Asia, to 
which we deployed our teams to perform 
the very same tests I mentioned earlier. 
Our experts flew to the client’s premises 
numerous times, ran the tests and wrote 
up their reports. All told, the project took 
half a year to complete.

“Today—two decades later—consulting firms’ 
work methodologies have not changed an 
iota. As the manager of an organization’s 
security operations or IT security department, 
you are still expected to select one or more 
consulting firms to work with.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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On one of those flights, I started 
thinking to myself, “What if we could let 
our clients perform those very same tests 
by themselves? What if we could simply 
impart our knowledge to them? Couldn’t 
they have performed those very same pen 
tests themselves, had they been given the 
knowhow and tools?”

The BAS Revolution

And that is how Cymulate’s breach and 
attack simulation as-a-service was born. 
One should consider that the very same 
project in Asia could have been performed 
today by the client himself within a 
single working day using Cymulate’s 
technology, including the publishing of 
two types of reports—an executive brief 
and a technical brief, complete with all of 
the gaps identified by the platform along 
with practical recommendations on how 
to remediate those security holes in a 
detailed and comprehensive manner. No 
one would have to fly in. No manual pen 
tests would have to be performed. No 
hardware would have to be installed.

 

Cymulate crowned “Cool”

Last year, Cymulate was named a “Cool 
Vendor” in Gartner’s May 2018 “Cool 
Vendors in Application and Data Security” 
report for its BAS platform, which tests an 
organization’s security posture from an 
attacker’s point of view, and uniquely does 
so 100% from the cloud.

Today, we serve customers large and 
small across the globe—delivering multi-
vector security assessments that leverage 
a team of top-notch security researchers 
combined with publicly-available threat 
intelligence. Cymulate takes just a few 
minutes to set up, and only a few more to 
get test results. 

Admittedly, some good ideas can come 
from suffering on long flights… Don’t take 
my word for it, though. See for yourself 
why Cymulate is not only cool, but also 
revolutionary.

“On one of those flights, I started thinking to 
myself, “What if we could let our clients 
perform those very same tests by 
themselves? What if we could simply impart 
our knowledge to them?”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Insight

Organizations are changing - 
Application Security must change, too

CEQUENCE SECURITY
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As I look back on my conversations with 
security practitioners from a broad range 
of industries over the last several months, 
I realize that there are certain trends that 
these organizations are dealing with – and 
looking to vendors for help.

It’s a multi-cloud and multi-CDN world 
out there – Enterprises are using multiple 
cloud and CDN offerings for various 
reasons: economic benefits, decentralized 
IT environments, preference for best of 
breed solutions, and more.

• Security solutions must support multi-
cloud, multi-CDN environments, but 
implementing application security in 
the CDN is extremely limiting in terms 
of flexibility. Application security 
solutions need to keep pace with these 
changing architectures.

Dev-Sec-Ops has to be as fast as Dev-
Ops – Powered by the elasticity of cloud 

environments, new automation tools and 
strong business needs, enterprises are 
now updating applications at a rapid pace. 
On average, a typical consumer-facing 
application gets updated every two weeks.

• Application security solutions 
must not slow down the pace of 
rapid development and deployment 
of applications. Solutions that 
require time-consuming application 
integration or cause any kind of 
friction during deployment will not 
survive.

Organizations are changing -   
Application Security must change, too
Author: Shreyans Mehta, Co-founder at CTO, Cequence Security

At a glance
•    4 minute read
•    Trends that organizations are dealing with
•    Cequence Security is purposely designed to        
support these trends
•    Key Design Principles
•    A winning strategy

“Application security 
solutions must not slow 
down the pace of rapid 
development and 
deployment of 
applications.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.linkedin.com/in/shreyans-mehta-37a529/
https://www.cequence.ai/
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Explosion of APIs and end-points – Due 
to the hyper-connected nature of today’s 
businesses, security teams are being 
asked to protect hundreds (sometimes 
thousands) of applications – web, mobile 
and APIs. 

Just to give you an example, we have a 
fast-growing social media customer with 
close to 30 different APIs/end-points 
for users to log in. Therefore, the attack 
surface has increased exponentially over 
the past few years.

• Security solutions must cover ALL 
targeted end-points accessible 
from the Internet and therefore the 
bad actors. Over the last year, I’ve 
spoken with several organizations 
(who later became Cequence 
customers), that previously required 
between 6 months to 2 years to 
successfully deploy alternative 
security solutions in front of their 
most critical application. Then they 
were exhausted after they realized 
they had to do the same work for 
hundreds of similar applications in 
their organizations.

Rapid movement towards 
microservices, serverless computing – 
Enterprises are moving fast towards using 
these new deployment models. 

It allows them to achieve the ideal scale, 
agility and flexibility that fits their business 
needs. But like many other previous 
technology trends and innovations, 
security is an afterthought in these new 
deployment models.

• Security solutions must blend into 
these new deployment models. 
Discovering new applications being 
deployed in the service mesh and 
automatically protecting them, 
without forcing inorganic routing 
of all application traffic is a key 
requirement to support.

Data Residency and Data Privacy is 
top of mind – With GDPR in place and 
stricter regulations like CCPA pending, 
data privacy and data residency are top of 
mind concerns for enterprises, especially 
when it comes to application security.

“Data Residency and Data Privacy is top 
of mind – With GDPR in place and stricter 
regulations like CCPA pending, data 
privacy and data residency are top of 
mind concerns for enterprises, especially 
when it comes to application security.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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• Application security solutions which 
are purely SaaS solutions or hybrid 
SaaS (analytics in the cloud) will have 
a couple of things to consider in order 
to comply with these regulations: 
increase cost with geo distributed 
SaaS service and decreased efficacy 
due to loss of certain application 
data.

As I consider these trends in the context 
of our strategy at Cequence Security, I feel 
very confident that we have the solution 
architecture and underlying technology 
to meet and exceed our customers’ 
expectations. Our patented Application 
Security Platform (ASP) is built to support 
these emerging trends, and we have always 
maintained a few key design principles:

• Application security goes where ever 
the application goes

• Application security requires deep 
knowledge and context of the 
application

• Application security must not slow 
down application development and 
deployment

• Application security must treat all 
applications with equal importance – 
Web, mobile, API

• Application security must not be a 
headache for our customers with 
respect to compliance with new Data 
Residency and Data Privacy laws

I’m pleased to say that we are winning 
with this strategy –winning customers, and 
winning awards.  

Learn more at www.cequence.ai

“Application security must not be a 
headache for our customers with respect 
to compliance with new Data Residency 
and Data Privacy laws.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.cequence.ai/


Leadership

CISO, Nexteer Automotive
ARUN DESOUZA
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Arun DeSouza
CISO, Nexteer Automotive

Arun DeSouza is currently Chief 
Information Security & Privacy 
Officer at Nexteer Automotive. Arun 
has extensive global IT and security 
leadership experience. 

His interests include the Internet 
of Things (IoT), security analytics, 
blockchain and quantum 
computing. Arun’s areas of expertise 
include strategic planning, risk 
management, identity management, 
cloud computing and privacy. Arun 
earned M.S. and PhD degrees 
from Vanderbilt University and is 
a Certified Information Systems 
Security Professional (CISSP). 
He has won multiple industry 
honors including: CSO50 Award, 
Computerworld Premier 100 IT 
Leaders Award, CIO Ones to Watch 
Award and Network World Enterprise 
All Star Award. 

Can you tell us a little bit about 
Nexteer Automotive?

Nexteer Automotive – a global leader in 
intuitive motion control – is a multibillion-
dollar global steering and driveline 
business delivering electric and hydraulic 
power steering systems, steering columns 
and driveline systems, as well as ADAS and 
automated driving enabling technologies 
for OEMs around the world.

Nexteer has more than 110 years of 
automotive experience, and today, we 
serve more than 60 customers in every 
major region of the world. 

Our global workforce of more than 
13,000 is a rich tapestry of people of 
diverse cultures filled with a collaborative 
spirit and passion for relentless innovation.

https://cyberstartupobservatory.com/
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Why did the role of CISO appeal 
to you?

The CISO role is a real challenge 
especially in my case where leadership of 
an integrated Information Security and 
Privacy program (IS&P) is in scope.  IS&P 
is now a strategic business responsibility 
in this modern digital era fueled by macro 
trends such as the Internet of Things (IoT), 
global privacy regulations, etc.  IS&P has 
major financial implications (e.g., Upper 
limit fines for the Global Data Protection 
Regulation = 4% of global revenue, 
according to GDPREU.org). 

The CISO role must transcend the 
technical dimension and integrate 
People, Process & Technology. A CISO 
needs to be collaborative, as well as 
leverage envisioning, storytelling and 
change management skills to develop 
and communicate the business value of 
IS&P, minimize risk and enable business 
objectives.

How can security executives 
get buy-in from the top? 

Security executives can get buy-in from 
the top through a process which relies on 
the following guiding principles:

• Develop and build relationships and 
earn trust

• Communicate with business leaders 
in layman’s terms 

• Align cybersecurity goals to business 
mission and objectives

• Identify key initiatives to mitigate 
business risk

• Leverage simple visual dashboards to 
illustrate progress and opportunities

• Use storytelling to illustrate 
cybersecurity business value and 
positive outcomes

“A CISO needs to be collaborative, as well 
as leverage envisioning, storytelling and 
change management skills to develop and 
communicate the business value of 
Information Security & Privacy, minimize 
risk and enable business objectives.”

https://cyberstartupobservatory.com/
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In an information technology 
environment where personnel 
are taking on increasingly 
complex responsibilities, what 
do you think is the role of cyber 
security awareness training? 

According to ETC Tech Solutions, 
around 90-95% of security incidents 
are caused by human error. Enlisting 
workforce members as the first line 
of defense is critical. Cyber security 
awareness training can be a game changer 
by providing workforce members with 
the knowledge and skills required to 
protect themselves and the enterprise 
from  rapidly evolving threats such as 
social engineering, phishing and malicious 
e-mails. 

Cyber security awareness training 
can reinforce the benefits of a layered 
security architecture by empowering the 
workforce and helping promote a security 
first culture and a sense of ownership.

Your business is only as strong 
as your weakest partner. Can 
you trust that your partners 
are keeping your data safe 
from attackers? What are the 
key strategies to address this 
challenge?

The following guidelines can help 
enhance business partner security:

• Provide a standard screening 
checklist before contracts are signed 
and review it 

• Request and review Service 
Organization Control reports from 

independent third parties

• Include appropriate security 
constructs in the contracts, including 
right to audit

• Conduct a risk assessment during 
the due diligence process prior to 
engaging a partner 

• Ensure partners have proper 
administrative, technical and 
physical safeguards in place

• Include security and usage 
expectations in contracts (e.g., 
compliance with company security 
policy, reporting incidents, 
safeguards for systems and data 
protection) 

• Require individual accounts for 
access and prohibit shared accounts

• Use strong authentication schemes 
and Multi-Factor Authentication 
(MFA)

• Use encrypted connections for data 
in transit log all access and activities

• Review access logs for suspicious 
activities (e.g., multiple failed logins)

• Implement onboarding and 
offboarding processes (authorize & 
deactivate users)

• Complete periodic user access 
reviews and foster governance

How can CISOs balance security 
and innovation?

The following guiding principles 
can help CISOs balance security and 
innovation:

Business Partnership. Work with the 
business and the CIO to pro-actively 
align priorities, assess risk and implement 
appropriate administrative, physical and 
technical safeguards.

https://cyberstartupobservatory.com/
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Convergence: Deploy a layered 
security architecture integrating data 
and applications.  Unify data management 
with identity and access management to 
foster innovation and protect security and 
privacy.

Change Management: Drive and 
manage change in concert with IT and 
business leaders to leverage synergy and 
avoid gaps in stakeholder expectations. 
Adopt a proactive approach to IT change to 
foster innovation while balancing security 
and privacy.

Strategic Planning. Build a 
cybersecurity strategic plan with clear 
targets and strategic goals supporting 
business objectives.

Could you offer advice on 
how CISOs and CIOs can work 
together?

• Build a trusted partnership centered 
on mutual support and collaboration

• Develop and execute priorities 
jointly

• Enable the business, develop a 
shared vision and support the 
business together

• Establish and respect scope and 
boundaries for each role while 
working in synergy

• Foster a culture of respect and trust 
across organizations

• Leverage constant communication 
to build a strong relationship and 
minimize conflict

Closing statement

Cybersecurity and privacy management 
is the new frontier in this era of the 4th 
Industrial Revolution. The following are 
key themes which are relevant today:

• Leverage Security as a Business 
Enabler: Foster innovation and 
value; minimize risk

• Reengineer Business Processes: 
Drive transversal change and 
enhance business efficiency

• Transform Security Culture:  
Integrate People, Process & 
Technology across the enterprise

• Use Identity as the Digital 
Perimeter: Use identity as a 
cornerstone for Anytime, Anywhere, 
Authorized Access to applications 
and data using Zero Trust and 
Software Defined Perimeter

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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1st Global Cybersecurity Observatory  - Insight

Ransomware - Overview

cyberstartupobservatory.comSO

WHAT IS RANSOMWARE?1
•  Ransomware is a type of malicious software that gains 
access to the victim’s files or systems and blocks user 
access to them or releases the data for public download
•  It uses different techniques but the most common is to 
encrypt the victim’s files, making them inaccessible and 
demanding a ransom payment to decrypt them
•  Recovering the files without the encryption key is an 
intractable problem (it would require huge resources and 
consequently is considered infeasible) 

HOW DOES IT WORK?2

RANSOMWARE FACTS4

PROTECTING AGAINST IT5
 BIGGEST ATTACKS

3

•  SamSam
•  SimpleLocker
•  WannaCry
•  Cerber
•  Ryuk
•  TeslaCrypt
•  Dharma
•  NotPetya

Although it was deemed one of the biggest 
malware threats of 2018, ransomware has 
been in decline over 2018 and 2019 
(although infection decline does not match 
revenue earning). Bigger, better and more 
sophisticated strains are popping up.  The 
most important ransomware attacks have 
been:

1.- Delivery Vectors: 
•  Most ransomware is delivered via email (phishing 
emails with ransomware payloads) when the victim 
clicks a link or downloads an attachment that delivers the 
malicious software
•  Other delivery mechanisms are drive-by-download 
attacks on compromised or malicious websites, bespoke 
Remote Desktop Protocol (RDP) attacks and social 
engineering leveraging social networks messaging 
•  Generic ransonware is rarely individually targeted

2.- The Process: most ransomware variants encrypt the 
files on the affected system, making them inaccessible and 
demanding a ransom payment using cryptocurrencies to 
make it difficult to trace and prosecute the perpetrators

•  Over a quarter of cyber claims received in 2017 had  
ransomware as the primary cause of loss (AIG, 2018)
•  The average ransom is dropping for small and 
medium-sized businesses but getting higher in the case of 
custom, targeted attacks
•  Downtime is increasing and downtime costs are 
becoming substantial
•  The healthcare industry is the most targeted, due to the 
sensitive information stored

1.- Reduce the risk of a ransomware attack: 
•  Principle of Least Privilege: restrict users’ permissions 
and conduct proper credential tracking
•  Education and security awareness training
• Proper endpoint hygiene with proper configuration, 
regular updates and patches
•  Leverage existing advanced threat prevention solutions 
to address all the delivery methods
•  Up to date asset inventory and file integrity monitoring 

2.- Limit the fallout in case of attack:
•  Frequent and reliable backup and recovery
•  Clear and regularly tested recovery plan
•  Crisis management preparation, strategy 
and procedures

•  Katyusha
•  PewCrypt
•  LockerGoga
•  NotPetya
•  Bad Rabbit
•  Jigsaw
•  GandCrab
•  Dharma

Available for download in Press Quality

Cybersecurity Observatory - Infographics - Threats & Attacks

1st Global Cybersecurity Observatory - Insight

Ransomware - Overview

SO
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Where to Start:  Considering a Security 
Program for your Industrial Network

If you’re an operator who is beginning 
to worry about your OT security, I’d like to 
encourage you to think about security in a 
pragmatic way, and give you some tips on 
how to implement it.

Maybe you are like so many operators I 
meet who know they need to do something, 
but they’re beset on all sides by the slick 
pitches of career salespeople sowing fear, 
uncertainty, and doubt. You probably 
suspect there’s something to all the chatter. 
Clearly, plenty of significant attacks have 
taken place which have resulted in real loss. 
It’s easy to think that most of those attacks 
looked for high-profile targets, either 
because they had more opportunities 
for theft, or a greater PR benefit to the 
attacker if the victim suffered a major 
embarrassment. 

But in your world, the blip on the radar 
you represent maybe isn’t quite as big and 
shiny. So, in the spirit of ‘knowing thy enemy’, 

let’s talk about how targets are selected. 
Motivations for destructive hacks are 
varied, and it’s worth thinking about how to 
prepare yourself against the common ones. 

Assuming your facility is connected to 
the internet, it has at least one public IP 
address. By definition, this is an address 
uniquely and randomly assigned to your 
facility that makes you reachable from 
anywhere else on the internet. It’s formed 
as a series of numbers, each of which can 
be one of 255 values. (For the purists, we’re 
assuming IPv4). 

Author: Toby Weir-Jones, Chief Product Officer, Bayshore Networks

At a glance
•    5 minute read
•    Considering a security program for your 
industrial network
•    How targets are selected
•    Set of questions to ask before starting
•    The hard task of identifying solution providers

“Motivations for 
destructive hacks are 
varied, and it’s worth 
thinking about how to 
prepare yourself against 
the common ones.”

https://cyberstartupobservatory.com/
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Chances are, you actually have more 
than one address. Your IT team probably 
exposes a few different services to the 
internet - email, web sites, remote access, 
customer applications and databases - and 
each has its own unique internet location. 

A typical attacker is generally someone 
who wants most of all to feel clever 
and impress other attackers with his 
cleverness. They aren’t specifically thieves, 
though many are; they aren’t state-
sponsored military actors pursuing a covert 
information-warfare objective. Most of 
them will play for a few years, build their 
skills up to a certain level, and eventually 
move on to something more productive. 
A smaller subset will take it further and 
become genuinely dangerous.

Like any other skill, you have to practice, 
and these attackers are no different. They 
run vulnerability-scanning tools against 
large blocks of public IP addresses, and 
whatever results come back define the 
subset that they engage in more detail. 
Your public IP addresses, numerically 
defined, are being touched by these sorts 
of reconnaissance attempts all the time. 

The tools used for this are constantly 
evolving, and just because you may have 
avoided notice last time doesn’t mean you 
will again tomorrow. If your internet-facing 
resources offer up some kind of tantalizing 
result, you should expect to become the 
object of your attacker’s attention.

At that moment you probably have no 
indication of anything going on. You are at 
risk as a function of how well-protected 
your network is at that precise moment. 
In my career, this is where I’ve focused my 
customers more than any other area.

Industrial networks are particularly 
vulnerable because of the order in which 
internet-connected technologies were 
added. For most of you, a process control 
system was in place, but it didn’t include 
internet connectivity. Suddenly, the system 
was part of a digital transformation and 
you had to run network connections and 
ethernet switches and wireless networks 
and everything else. In an effort to make 
these transformations as painless as 
possible, the typical industrial network 
protocol is fairly permissive. 

“Attackers run vulnerability-scanning tools 
against large blocks of public IP 
addresses, and whatever results come 
back define the subset that they engage in 
more detail.”

https://cyberstartupobservatory.com/
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You can plug things in and have them take 
instructions from anything that is willing to 
give them, because they all generally trust 
the nodes on their network. There are no 
authentication steps, no encryption tools 
in widespread use, no implementations of 
the ‘Trust, but Verify’ methodology that has 
become routine on the enterprise security 
side of the house.

Likewise, the number of people who are 
genuinely knowledgeable about industrial 
network security are few and far between, 
and solutions engineers from the product 
vendors inevitably have a certain bias. 

What should you do? Targets are 
randomly selected, but the chances of being 
attacked eventually are nearly certain; you 
don’t have the staff to select and maintain 
the technology and processes to make the 
program very successful. You also know 
the risk is real, and it’s one of those things 
you’ve been avoiding for a few years, but 
really shouldn’t ignore it much longer.

What follows is a simple set of questions 
you can ask before parting with budget in 
pursuit of security improvements:

1. What problem are we trying to solve? 

2. Have we avoided an overly broad 
statement?

3. Is the solution of that problem a one-
time effort or an ongoing process?

4. Do we have the necessary staff 
bandwidth and knowledge to keep the 
solution working properly?

5. Do we have the necessary strategic 
support from the top down to ensure the 
entire organization learns both our goals 
and the method?

6. In a moment of self-reflection, am 
I personally the best person to lead this 
effort?

The last one is a trick question. Anybody 
with management skills and a history of 
real responsibility can learn how to frame 
a security objective in business terms, and 
then manage it through to conclusion. You 
may not have the technical knowledge or 
understanding of particular risks at the 
outset, but you can learn that if you know 
a bit about IT and networks. If all that is 
entirely beyond you, recruit a technical 
assistant to help.

“Targets are randomly selected, but the 
chances of being attacked eventually are 
nearly certain.”

https://cyberstartupobservatory.com/
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As you work through the questions, 
remember you’re trying to converge on 
a few different answers simultaneously. 
Yes, you need to understand more about 
your current exposures, ideally without 
spending huge amounts of money to get an 
answer. Yes, you are trying to avoid setting 
up your operation for failure by choosing 
the wrong goal and having the wrong 
resources to pursue it. And yes, you are 
probably being faced with multiple tactical 
security solutions from eager vendors.

The subtext, though, is more important. 
You need to know how to state the risk 
problem in business terms: “If my water 
plant is contaminated, cleanup will take 
three weeks, 350,000 people will be 
impacted, and the company’s reputation 
will be tremendously damaged. My CEO 
will be on the evening news, and that won’t 
be good for anybody.” 

From that risk statement you might 
ask what devices attached to your 
network could cause the water supply to 
be contaminated, and what options exist 
to protect those devices from malicious 
or accidental changes. Now you have 
a reasonable scope and probably an 
achievable goal.

The hard task that follows is identifying 
solution providers from among the dizzying 
array of buzzwords and marketing fluff. 

If you have a good relationship with an 
ICS value-added reseller or distributor, or 
you’re already working with an integrator 
or engineering firm, start there. Don’t ask 
them about your risk statement, at least not 
at first. Ask them which security products 
and vendors they trust, and why. Every 
security solution you might purchase is 
essentially a kind of insurance - it’s no silver 
bullet, but the good ones can perform well 
if they’re installed correctly and your team 
knows what to do. For maximum assurance, 
a trusted relationship with the vendor 
including full transparency about problems 
and limitations is critical. 

Another great place to identify good 
vendors is at trade or peer group events in 
your local area. Word of mouth sells more 
security solutions than any amount of flashy 
advertising. There is comfort in knowing 
other users of the same tool, because you 
can collaborate on your respective user 
experiences and work jointly on priorities 
for new features and enhancements.

“The hard task that follows is identifying 
solution providers from among the 
dizzying array of buzzwords and marketing 
fluff.”

https://cyberstartupobservatory.com/
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Finally, decide what comfort level your 
management chain can accept regarding 
how big a piece to bite off. Finding success 
on a small, neatly defined project is almost 
certainly a better strategy to begin with 
and the experience you’ll gain working with 
your solution providers and your own staff 
will have a tremendous influence on how 
you approach project #2. 

Thank you for reading, and good luck 
in your security projects for 2019 and 

beyond!

Toby Weir-Jones is the Chief Product 
Officer of Bayshore Networks, a 
provider of inline protection tools for 
PLCs and other devices on industrial 
networks.

https://cyberstartupobservatory.com/
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How to guard against Laptop Theft, 
Cyber Attacks, Damage & Data Loss 

With theft, cyberattacks, physical 
damage, and data loss threatening even the 
most secure organization, businesses are 
up against many risks. It’s been reported 
that the actual cost of losing a computer can 
be upwards of $49,000 and while laptop 
theft may not seem as common a threat as a 
cryptovirus, growing at over 40% in 2017, 
statistics do show that a laptop is stolen 
every 53 seconds. Moreover, 52% of laptop 
theft occurs in the workplace and 10% of 
small businesses have been victims of laptop 
theft. In addition to compromising privacy, 
unmet regulations and invaluable business 
data loss, infected and unprotected files are 
often impossible to recover, making backup 
of workstations and laptops essential for 
any organization, large or small.

IT Manager Needs and Backup 
Use Cases

IT has very specific backup protection 
needs. With data being a top priority in any 
organization, restoring laptop files after 
a cyberattack has to be quick and simple, 

while lost or stolen laptops need to be 
reconstructed immediately. Furthermore, 
IT managers need to be able to empower 
users to manage their own data recovery 
jobs to save both costs and time. Associated 
data storage volumes for backup and 
disaster recovery can also pose high and 
unnecessary costs. So what exactly do 
organizations need to do?

With so much data driving business 
operations and revenue in multiple 
locations, IT managers need continuous 
backup everywhere. Solutions must be able 
to restore files from any destination ideally 
from a browser and in complete security. 
They must also manage rising costs by 
reducing the volume of stored data. In the 
case of stolen or lost devices, organizations 
need the ability to completely rebuild 
a machine with the system, data and 
applications. Lastly, with the immediate and 
constant need for file access, IT managers 
must be able to protect a system without 
impacting the user.

At a glance
•    4 minute read
•    IT manager needs backup use cases
•    Top challenges & solutions to backup & recovery
•    Why is Lina trusted by thousands of organizations
•    Atempo just launched the newest version

“IT managers need to be 
able to empower users to 
manage their own data 
recovery jobs to save 
both costs and time.”

https://cyberstartupobservatory.com/
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Top Challenges & Solutions to 
Backup & Recovery

There are challenges to implementing 
successful recovery and backup strategies. 
From small IT teams, low bandwidth 
connections, and multiple physical storage 
locations all over the globe, organizations 
need effective, simple, user-friendly 
protection and recovery solutions. 
Atempo’s Lina provides reliable and 
powerful security for VIP laptops in SaaS 
mode or remote sites and roaming data 
protection to a centrally located storage. 

Lina has helped major groups 
organizations like Barchester, UK’s largest 
quality care provider, to back up and 
restore critical central office applications 
and protect files at each care home site as 
well as all laptops in circulation around the 
United Kingdom and Ireland. 

Barchester deploys Atempo Lina to 
successfully back up even when bandwidth 
is less than 1 Mbps, as a result of Lina’s 
CDP (Continuous Data Protection) 
feature, which sends data in small blocks 
as a continuous stream. Other companies 
like Babolat, global tennis accessory 

manufacturer, use Lina Live Navigator in 
SaaS mode with a dedicated server in a 
private cloud to enable user autonomy 
and restores from anywhere in the world 
using a web interface. Lina’s inverted proxy 
protects remote sites and roaming laptops 
and enables backup and recovery when 
required, ensuring that VIP laptops are 
fully protected against cyberattacks, theft 
and other data losses.

Why is Lina Trusted by 
Thousands of Organizations 
Around the World?

Continuous Data Backup Everywhere

Backs up your new and modified 
files continually in deduplicated blocks 
eliminating unmanageable backup 
windows.

Restore from Any Destination or Browser 
in Complete Security

A simple network connection lets you 
log on and restore whatever you need from 
wherever you are.

“Atempo’s Lina provides reliable and 
powerful security for VIP laptops in 
SaaS mode or remote sites and 
roaming data protection to a centrally 
located storage.”

https://cyberstartupobservatory.com/
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Empower Users to Restore Data 
Themselves

Users can recover their own files or 
return to a previous version of a file. 

Completely Rebuild Machine Including 
System, Data and Applications

Lina’s Bare Metal Recovery (BMR) 
combined with CDP Continuous 
Data Protection capture enable the 
reinstallation of a complete machine as it 
was prior to the incident.

Reduce Stored Data Volume

Efficient deduplication runs on the 
source side before data blocks are sent to 
the backup server optimizing storage costs.

Protection Without Impacting Users

Rapid and granular recovery means 
almost no production downtime or 
production impact.

Atempo has just launched the newest 
5.0 version of Lina to offer organizations of 
any size transparent back up for desktops, 
laptops and file servers in real-time. Lina 
offers intuitive end-user self-service 
restore and access to all backed-up file 
versions ensuring total recovery of original 
systems. 

“Lina’s Bare Metal Recovery (BMR) 
combined with CDP Continuous Data 
Protection capture enable the 
reinstallation of a complete machine 
as it was prior to the incident.”

https://cyberstartupobservatory.com/
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Dr. Garrett Smiley
CISO, Serco

Dr. Garrett Smiley has over 
twenty-three years of operational, 
technology, educational, and 
management experience in federal, 
military, and private Industry. Dr. 
Smiley is currently serving as the 
Chief Information Security Officer 
(CISO) and Vice President (VP) of 
Information Security at Serco, Inc. 

He is responsible for oversight 
and governance for all information 
and cyber related compliance, risk 
management, and security within 
Serco, Inc. He has developed and 
published dozens of IT and InfoSec 
related e-learning materials including 
books, Computer Based Training 
(CBT)/Learning Management 
Systems (LMS) courses, exam banks, 
instructor’s guides, hands-on labs, 
presentations, and video courses. In 
his function as a dissertation chair 

for NorthCentral University, Dr. Smiley 
has helped dozens of students earn 
their PhDs in business, finance, and 
technically focused areas for the 
past five years.

Where do you see the difference 
between Information Security, 
IT Security and Cybersecurity?

According to SearchSecurity 
(TechTarget), Information Security 
(InfoSec) is a set of strategies for 
managing the processes, tools, and 
policies necessary to detect, document, 
and respond to threats against digital and 
non-digital information. Often, the terms 
for InfoSec and Cybersecurity are used 
interchangeably, but it should be noted 
that InfoSec is a term most often used in 
defensive terms, whereas cybersecurity is 
most often used in offensive terms. 

“Often, the terms for InfoSec 
and Cybersecurity are used 
interchangeably, but it 
should be noted that InfoSec 
is a term most often used in 
defensive terms, whereas 
cybersecurity is most often 
used in offensive terms.”

https://cyberstartupobservatory.com/
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The US government prefers the term 
Information Assurance (IA), which is 
focused on protecting information systems 
and utilizes a risk management framework.

How do you communicate 
information security issues to 
the board (and with others)?

InfoSec’s relationship to other entities 
within the organization can be summarized 
as follows:

• The Board of Directors: inform them 
on risks that present liability to the 
organization

• The Executive Management Team 
(EMT): demonstrate how risk is 
managed within the organization 
with the available spend and staff

• Departments: identify where risk 
can be reduced respective to their 
function

• Employees: educate them on 
avoiding risky behavior

• Third Parties: determine the risk 
they pose to the organization

What advice do you have for 
security leaders?

Build and maintain rapport with 
everyone. Sincerity must be a part of this 
rapport building, else most folks will see 
right through it (regular small talk really, 
really helps here). Without establishing 
and maintaining rapport with people in all 
departments and at all levels, information 
security will never change the culture for 
the better and will ultimately be much 
less effective in its mission to detect and 
respond to threats.

Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

Knowing what you have is critical 
in protecting what you have, so asset 
management is key in quickly finding the 
threat needle in the threat haystack. 

“Without establishing and maintaining 
rapport with people in all departments 
and at all levels, information security 
will never change the culture for the 
better and will ultimately be much less 
effective in its mission to detect and 
respond to threats.”

https://cyberstartupobservatory.com/
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As IT asset management is owned by 
IT Operations (and not by Information 
Security), it is critical that InfoSec partners 
with IT Ops to demonstrate the immense 
importance of establishing and maintaining 
a robust IT asset management baseline 
(complete with metadata such as device 
names, points of contact, etc.), which is 
a must in order to truly and effectively 
manage the threats and vulnerabilities that 
continuously present themselves.

How can CISOs balance security 
and innovation?

The organizational role of InfoSec can 
be summed up in three bullets:

1. Business Enablement: to enable 
the business to achieve its mission, vision, 
goals, and objectives in the most secure 
manner possible based on risk appetite.

2.	 Risk	 Identification: to drive 
awareness of risks and issues posed to the 
organization in a format that is tailored for 
the respective audience, maximizing the 
understanding of the associated material 
impact of those risks and issues.

3. Risk Consultancy: to provide 
informed advice, guidance, and potential 
solutions concerning risks and issues in the 
environment, supporting solution efforts 
when adopted and implemented.

So, we greatly encourage innovation 
(i.e., repeated failures to get to a single 
success), but it needs to be done with 
intentionality regarding risk appetite and 
requirements observation. Requirements 
must be defined in order to architect an 
appropriate solution.

Could you offer advice on 
how CISOs and CIOs can work 
together?

Firstly, it should be noted that the 
mission for the CISO is to detect and 
respond to threats whereas the primary 
mission of the CIO to ensure that the 
IT “trains run on time” (e.g., everyone’s 
email works & everyone can get to the 
Internet). Secondly, it is true that the CISO 
must partner with the CIO in order to 
help identify, prioritize, provide guidance 
on risk remediation and validate those 
efforts, but as partnerships require mutual 
efforts from both parties, the CIO must 
partner with the CISO in order to drive the 
importance and prioritization of that hefty 
amount of remediation work to actually 
get done in a timely manner in light of all of 
the other competing IT priorities. 

“It should be noted that 
the mission for the CISO 
is to detect and respond 
to threats whereas the 
primary mission of the 
CIO to ensure that the IT 
“trains run on time”.”

https://cyberstartupobservatory.com/
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Similar CXO relationships are also 
necessary for the CISO, as IT is simply one 
area in which InfoSec must be present, 
willing, and able to help. We must also be 
active in our function as “risk consiglieri” 
to Contracts, Human Resources, Legal, 
Procurement, etc.

Closing Thoughts

It should be noted that the InfoSec 
purpose, role, and relationships have 
undergone a dramatic shift. It is the shift 
from the historical understanding of 
InfoSec as a control function being nothing 
more than a beat cop, issuing orders to 
stop doing things to a risk management 
function, where InfoSec enables the 
business to do things in a properly risk 
adverse way. InfoSec can partner with 
risk management and internal audit to 

help their organization better identify 
the risk in the organization, regardless of 
what type of risk that may be. It should 
not matter how a risk is categorized (i.e. 
cost, schedule, programmatic, technical, 
etc.), but rather the potential impact and 
likelihood of that risk against critical assets 
for the organization. Just as risks in an 
organization should not be siloed to a 
particular area or department, nor should 
risk management controls be segregated 
within the organization.

Thanks for reading!

Dr. Smiley
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How to Defeat a DDoS Attack

Your organization’s website is down. 
Your servers are non-responsive. Incoming 
traffic has stopped. And you don’t know 
why, or how, any of this has happened. All 
you know is that you got a ransom demand 
from an unknown hacker, promising that 
the DDoS will continue indefinitely until 
you send him several dozen Bitcoins.

This is the nightmare scenario for many 
executives today. DDoS (Distributed Denial 
of Service) attacks can now reach sizes that 
were unthinkable even a few years ago. 
(Last year’s attack on Github reached a 
staggering 1.7 Tbps.) 

Worse, they have become extremely 
common. Around the world, on any given 
day, there are usually one or more attacks 
going on. If your organization hasn’t been 
targeted recently, it probably will be soon. 

Obviously, you cannot prevent an 
attacker from choosing your organization 
as his next victim. However, you can prevent 

his attacks from succeeding, as we’ll discuss 
in this article. 

This assumes though that your 
security posture is set up correctly. For 
many organizations today, this is not 
the case. Before describing the correct 
way to mitigate DDoS attacks, let’s start 
by discussing the mistakes that many 
organizations are still making in this area.

How Not to Mitigate DDoS

There are many different kinds of DDoS 
attacks, but they all have the same goal: to 
make the targeted system unavailable to 
its intended users. The largest and most 
dramatic attacks are volumetric—their goal 
is to overwhelm their targets by sending an 
overwhelming volume of traffic.

Author: Tzury Bar Yochay, CTO and co-founder of Reblaze

At a glance
•    5 minute read
•    How not to mitigate DDoS
•    Defeating an attack: what is needed
•    How to defeat an attack already underway
•    About Tzury Bar Yochay

“DDoS (Distributed Denial 
of Service) attacks can 
now reach sizes that 
were unthinkable even a 
few years ago.”
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For many years, the standard approach 
to DDoS mitigation was an appliance in 
front of the protected network. There 
are different kinds of appliances (physical 
versus virtual, multipurpose WAF versus 
dedicated DDoS device, etc.), but the main 
point here is that an appliance was located 
between the protected network and the 
upstream ISP.

There are several problems with this 
approach. The first is that appliances are 
difficult to administer and keep up to date. 
As new attacks arise, they don’t necessarily 
offer effective protection immediately.

The more important problem is that 
each appliance is downstream from the ISP. 
This means that appliances are inherently 
unable to mitigate DDoS attacks beyond 
a certain size. A large-enough volume 
of traffic can saturate the incoming 
Internet pipe before the appliance has an 
opportunity to scrub it. This can force the 
upstream ISP to defend itself by blackholing 
all traffic for the targeted network. The end 
result is that the victim’s web applications 
become unavailable to customers and 
users. (Notice that this is exactly the goal 
which the attackers are trying to achieve.)

Another problem is that many security 
solutions have not kept pace with the 
evolution of DDoS. For example, modern 
attackers often rotate IP addresses, which 
evades detection methods such as rate 
limiting and blacklisting. 

Also, many security solutions are 
not effective against all forms of DDoS. 
Volumetric DDoS on Layers 3 and 4 (i.e., 
Network and Transport Layer attacks such 
as UDP Floods, ICMP Floods, SYN Floods, 
etc.) are relatively easy to identify. But 
Layer 7 attacks (on the Application Layer) 
are much more subtle and harder to detect. 
Many solutions don’t even address them.

Defeating an Attack: What is 
Needed

When an organization decides to 
improve its DDoS protection, there are 
two possible motives: 

• Executives want to achieve a robust 
security posture before attacks occur

• Executives need to defeat an attack 
which is already underway, and is not being 
mitigated properly by their current security 
solution(s). 

“Many security solutions are not effective against 
all forms of DDoS. Volumetric DDoS on Layers 3 
and 4 (i.e., Network and Transport Layer attacks 
such as UDP Floods, ICMP Floods, SYN Floods, 
etc.) are relatively easy to identify. But Layer 7 
attacks (on the Application Layer) are much more 
subtle and harder to detect. Many solutions don’t 
even address them.”

https://cyberstartupobservatory.com/
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These scenarios might seem different, 
but in practical terms, they’re almost 
identical. An in-progress attack introduces 
one new element: accelerated timing 
(more on this below). But other than that, 
any organization that wants robust DDoS 
protection needs the same thing: a security 
solution with the following feature set. 

Traffic	scrubbing	that	occurs	upstream	
from the ISP, as discussed above.

Immediate and automated updates as 
new forms of attack arise. Generally, this 
requires a fully managed solution which 
ensures that the network’s security posture 
is always effective and up to date.

Comprehensive protection against all 
known forms of DoS and DDoS, including 
on Layer 7. As mentioned previously, 
detecting Layer 7 attacks is more difficult 
than attacks on Layers 3/4. For example, 
there are many ways for an attacker to 
open a legitimate connection to a targeted 
server—but then the attacker interacts 
with it extremely slowly, which keeps the 
session active for a very long time. Doing 
this for hundreds or even thousands of 
sessions simultaneously can consume 
all the server’s resources for incoming 

connections, making it unavailable to 
legitimate users. To prevent DDoS, a 
security solution must provide protection 
across all layers.

Dynamic processing. Older DDoS 
security solutions relied upon packet 
inspection and looked for signatures 
of known attacks within the incoming 
requests. However, modern attacks have a 
variety of ways to avoid detection, generally 
by leveraging and combining legitimate 
requests to create attacks (as illustrated 
by the session exhaustion example above). 
To defeat them, a security solution must 
maintain history and context over time 
for all the server’s connections, sessions, 
requestors, and so on.

Autoscaling of bandwidth and other 
resources to absorb even massive 
volumetric attacks, with a large-enough 
capacity to do so.

Full	 visibility	 into	 incoming	 traffic, 
showing all details for all requests. Most 
security solutions do not display this 
information, which makes it difficult, if 
not impossible, to diagnose an attack and 
implement appropriate countermeasures.

“Full visibility into incoming traffic, showing all 
details for all requests. Most security solutions do 
not display this information, which makes it 
difficult, if not impossible, to diagnose an attack 
and implement appropriate countermeasures.”

https://cyberstartupobservatory.com/
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Sophisticated bot detection abilities 
(since DDoS traffic must, by its nature, 
be automated). This includes the ability 
to accurately identify and track individual 
requestors even as they attempt to evade 
identification. The most sophisticated 
attacks use bots which can rotate among 
different IPs and “identities” to appear as 
completely different requestors. To be 
effective, a security solution must be able 
to defeat these attempts at deception.

Full API protection. API security is a 
very difficult challenge today, especially 
in fast-moving environments like DevOps 
shops (where the APIs might be expanding 
and changing very frequently, which means 
that the attack surface is expanding too). 
Among other things, the security solution 
must be able to automatically ingest (and 
subsequently enforce) API schemas, 
perform deep inspection of request 
payloads, accurately identify bots even 
when many typical detection methods 
(such as JavaScript injection) are irrelevant, 
and more.

A single-tenant environment. Robust 
DDoS protection is insufficient if the 
protected network is sharing resources 
with other clients with lesser forms of 

protection. In a multi-tenant environment, 
it’s possible for a DDoS aimed at one tenant 
to affect them all. 

Choosing a DDoS mitigation solution 
can be confusing. They are many available 
in various forms: physical appliances, 
virtual appliances, cloud platforms, and so 
on.

However, only cloud platforms can 
provide the complete feature set shown 
above. Note too that even among cloud 
platforms, there are significant differences. 
Only a few can provide most, or all of the 
features listed here. Therefore, when 
selecting a solution provider, it’s important 
to carefully consider the options available.

How to Defeat an Attack that is 
Already Underway

An in-progress DDoS can be very 
stressful. Nevertheless, even large 
volumetric assaults can still be shut down 
quickly, if the correct measures are taken.

“Choosing a DDoS mitigation solution can be 
confusing. They are many available in various 
forms: physical appliances, virtual appliances, 
cloud platforms, and so on.”

https://cyberstartupobservatory.com/
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A good cloud security solution can be 
deployed into, and running on, the public 
cloud in just a few minutes. And shortly 
after that, an organization can have all 
its incoming traffic routed through this 
platform for scrubbing, as the requests 
pass through on their way to the protected 
network. (The time required for this second 
step depends on the speed with which a 
DNS change can propagate. Usually, it’s 
only a few minutes.) 

If the cloud security solution is a robust 
platform with the feature set listed above, 
this means that even a massive DDoS can 
be resolved in a matter of minutes. The 
hostile traffic will be blocked before it can 
reach the protected network. Bandwidth 
and other resources will scale automatically 
as needed, limited only by the capacity of 
the global cloud. Meanwhile, legitimate 
traffic passes immediately through to 
the protected network, which remains 
performant and available to customers and 
users.

Obviously, a cloud security platform will 
work the same regardless of the presence, 
or lack, of an in-progress attack at the 
time that the solution is deployed. The 
only real difference is a matter of urgency: 
when no attack is currently occurring, the 
deployment can occur more deliberately. 
The organization can enable the solution 
for one web application at a time, monitor 
and fine-tune it to increase accuracy (by 
eliminating false positives and so on), and 
then go live. 

On the other hand, when an attack is 
occurring, the fine-tuning process can be 
skipped. This will create a small rate of false 
positives and/or false negatives for a short 
time (until the fine-tuning can be done).  

But when an attack is occurring, it’s 
better to have 90 percent of your traffic 
working correctly than to have zero percent 
getting through to your servers—especially 
when the other 10 percent can be restored 
in a few days or less. 

Conclusion: DDoS attacks can be very 
dramatic, and the largest ones receive 
lots of publicity. But effective mitigation 
tools are available, once you know how to 
distinguish among the various solutions 
being offered. 

You won’t be able to stop attackers from 
choosing your network as their target - 
but you can prevent their attacks from 
succeeding. And that’s good enough.

About Tzury Bar Yochay

Tzury Bar Yochay is the CTO and co-
founder of Reblaze. Having served in 
technical leadership in several software 
companies, Tzury founded Reblaze to 
pioneer an innovative new approach to 
cyber security. Tzury has more than 20 
years of experience in the software industry, 
holding R&D and senior technical roles 
in various companies. Prior to founding 
Reblaze, he also founded Regulus Labs, a 
network software company. As a thought 
leader in security technologies, Tzury is 
frequently invited to present at industry 
conferences around the globe.
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Fine-Tuning ICS Threat Models to 
Prioritize Mitigations on the Most 
Vulnerable Devices

CISOs responsible for overseeing 
cybersecurity for industrial control system 
(ICS) networks face challenges that are 
unique to this environment. 

For example, server maintenance is 
typically performed only once or twice a 
year, so security patches must wait—if they 
get applied at all.

Given such constraints, the CISO’s 
primary challenge is to determine which 
devices are most at risk from meaningful 
threats, and then prioritize the process 
of applying the appropriate controls and 
mitigations to reduce or eliminate the 
threats. 

As industrial control systems grow in 
complexity, the ability to evaluate their 
vulnerability to attack becomes increasingly 
important to automate. 

Security assessment tools usually begin 

by determining vulnerabilities of individual 
hosts. Using this and other information, 
such as connectivity between hosts, it’s 
possible to show the potential exploits 
attackers could use and the paths they can 
take to gain unauthorized access to a device 
on the ICS network.

Automating this process ensures that 
every possible attack path is considered, 
and that the paths contain only those 
network entities that the intruder is capable 
of exploiting.

At a glance
•    4 minute read
•    “CIA” defines the device properties tat       
      defenders want to protect
•    Attackers have different levels of capabilities
•    The importance of considering both CIA and      
      attacker capabilities in the threat model
•    Conclusion
•    About Radiflow

“CISO’s primary challenge 
is to determine which 
devices are most at risk 
from meaningful threats, 
and then prioritize the 
process of applying the 
appropriate controls and 
mitigations to reduce or 
eliminate the threats.”

https://cyberstartupobservatory.com/
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“CIA” defines the device 
properties that defenders want 
to protect

Devices and zones in the ICS network 
may have different defense strategies. 
These strategies are often dependent 
on the three properties described in the 
Common Vulnerability Scoring System 
(CVSS) specification, which is the widely 
accepted metric for measuring the severity 
of individual vulnerabilities.

With this metric, it’s possible to 
determine the impact of the vulnerability 
using Confidentiality, Integrity & 
Availability (CIA):

• Confidentiality refers to limiting 
information access and disclosure to 
only authorized users.

• Integrity refers to the trustworthiness 
and veracity of information.

• Availability refers to the state 
of readiness for use of a specific 
component.

For example, the availability of a 
safety PLC is much more critical than the 
availability of a monitoring HMI.

Attackers have different levels 
of capabilities

Modeling attacker capabilities is an 
essential, though often overlooked, step in 
estimating the person’s route through an 
ICS network.

For instance, a highly skilled or 
knowledgeable person is likely to be more 
capable of exploiting industrial protocols 
to compromise network devices and pivot 
throughout the network.

There are three levels of attacker 
capabilities for exploiting various protocols:

• Low – attackers who are capable of 
only exploiting common IT protocols.

• Medium – attackers who are capable 
of exploiting IT and OT protocols. However, 
they are capable of exploiting only OT 
protocols that have open specifications. 

• High – attackers who are capable of 
exploiting IT and OT protocols, including 
reverse-engineering of proprietary OT 
protocols. 

https://cyberstartupobservatory.com/
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Likewise, an attacker’s capabilities 
can be modeled on his ability to exploit 
device vulnerabilities to affect a device’s 
functionality.

The three levels of attacker capabilities 
for exploiting device vulnerabilities are:

• Low – attacker is capable of exploiting 
only publicly known vulnerabilities with 
publicly available exploits.

• Medium – attacker is capable of 
developing his own exploits for known 
vulnerabilities.

• High – attacker is capable of 
performing extensive research to find 
zero-day vulnerabilities and is capable of 
exploiting them.

Therefore, the attacker model accounts 
for the attacker’s level of expertise in both 
exploiting legitimate network protocols 
and in exploiting device vulnerabilities.

The importance of considering 
both CIA and attacker 
capabilities in the threat model 

Radiflow is the only threat assessment 
provider that utilizes a threat model that 
considers both the CIA defense strategy 
and the levels of attacker capabilities. 

These elements are essential for truly 
evaluating the threats against specific 
devices inside an industrial network, which 
in turn helps a CISO select and prioritize 
the actions needed to protect the network. 

For example, say there are two servers 
inside an industrial network. One server is 
an HMI, which uses an open OT protocol 
that anyone can learn. An attacker really 
doesn’t need high level skills for that. 

The second server is an engineering 
station that also communicates with the 
controller, but it uses a proprietary protocol 
to change the PLC configuration. For an 
attacker to use those protocols, he needs 
some expertise dedicated to OT systems.

“The attacker model accounts for the attacker’s 
level of expertise in both exploiting legitimate 
network protocols and in exploiting device 
vulnerabilities.”

https://cyberstartupobservatory.com/
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The CISO needs to decide how to 
prioritize which server to patch first—the 
HMI or the engineering station. 

While the engineering station might be 
a standard Windows PC that is easier to 
patch, if the threat model points toward 
someone who is an IT hacker who has 
no specific industrial knowledge, the 
engineering station is probably out of his 
league. 

It would be better to prioritize patching 
the HMI server because the low-skilled 
attacker is more likely to go after the HMI 
server than the engineering station. What’s 
more, availability of the HMI server is 
more important than its confidentiality or 
integrity, so it’s crucial that the server not 
be knocked offline by an attacker.

However, if the threat model indicates 
an attacker that has an expertise in a 
proprietary protocol, which makes him 
a more expert attacker, then the CISO’s 
effort should be focused on patching the 
engineering station and protecting it over 
the HMI. 

This is because the attacker can cause 
much more damage to the engineering 

station since he has knowledge of the 
proprietary protocol.

CONCLUSION

Many companies have very limited 
time and resources for deploying and 
maintaining security measures on their 
industrial networks. 

Thus, anticipating and accurately 
estimating potential cyber intruder 
activities and what attack path they may 
take to access critical assets is important 
in understanding how to prioritize security 
measures. 

Radiflow’s sophisticated threat models 
encompass the pertinent situational data 
that allows a CISO to prioritize resources 
to the right mitigations on the most 
vulnerable devices.

For more in-depth information on 
Radiflow’s threat modeling, read our white 
paper, “What’s Your Next Move? Optimizing 
OT Security through Automatic Attacker 
Evaluation”.

“Radiflow’s sophisticated threat models 
encompass the pertinent situational data that 
allows a CISO to prioritize resources to the right 
mitigations on the most vulnerable devices.”

https://cyberstartupobservatory.com/
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ABOUT RADIFLOW

Radiflow is a leading provider of cyber security solutions for critical industrial 
automation networks, non-intrusive IDS (Intrusion Detection System) and in-line security 
gateways.

Radiflow’s leadership team consists of cyber experts from elite Israel Defense Forces 
(IDF) cyber defense and warfare units, as well as industrial automation professionals from 
global automation vendors and operators. More at www.radiflow.com.
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Cyber Startup Observatory  - Insight

Artificial Intelligence: Compliance and Regulatory Challenges

cyberstartupobservatory.comSO

PRIVACY & CONFIDENTIALITY1
•  The expansion of AI has implications on personal privacy, 
which is a fundamental human right.
•  Some of the information learned might be private or 
confidential even when the data mined to extract this insight 
might not be considered as PII or confidential.
•  This might be particularly serious under regulations like 
GDPR.

ACCOUNTABILITY & LIABILITY2

BIAS  & DISCRIMINATION4

ALGORITHMIC TRANSPARENCY5

 GOVERNANCE3

•  There are no one-size-fits-all solutions.
•  Governance is going to have 
cross-border nature, requiring global 
dialogue and collaboration.
•  The AI industry is evolving quickly. 
Governance and Regulatory initiatives are 
slow by nature.

AI algorithms have common features that 
will complicate overall governance :

This is both a fascinating and extremely complex issue. 
Several questions arise:
•  Who is going to be liable when autonomous 
decision-making, AI enabled, processes cause damage?
•  Will sophisticated or autonomous algorithms be subject 
to traditional product liability legal frameworks?
•  Is there a need to create a new treatment for “Thinking 
Algorithms”? 
•  Will it be needed to create a classification and specific 
treatment based on their level of autonomy?

•  The AI industry is fast-moving and largely unregulated.
•  Developers will need to avoid “Bias deep inside the code”.
•  Algorithms must not discriminate on grounds of age, 
race or gender.
•  Ethical standards will need to be defined and enforced. 
This is not going to be an easy process for regulators.
•  Bias and discrimination are going to be critical for 
compliance in Financial Services, Government Services and 
generally speaking in highly regulated industries. 

•  If we do not know what an Algorithm is doing, we cannot 
hold it accountable.
•  The transparency topic might be a serious issue in 
particular in regulated industries.
•  This is especially problematic when implicating people, 
and it is not easy to address this problem as just because 
someone has access to the ML code, it does not always 
equal being able to explain how the software works.
•  Transparency affects several dimensions, including:
   •  Data and Algorithms used
   •  Goals and Outcomes
   •  Influence and potential manipulation

Available for download in Press Quality

Cybersecurity Observatory - Infographics - AI

1st Global Cybersecurity Observatory - Insight

AI - Regulatory & Compliance Challenges
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Scott T Mathis

Scott Mathis has been a CPA, 
information systems auditor, 
information security and cyber 
security practitioner since 1995. 

He is currently the CISO of RBC Bank 
US, the United States-based retail 
banking division of the Royal Bank 
of Canada (RBC), which is targeted 
toward Canadian snowbirds, 
expatriates, and frequent tourists.  

In addition, he is the author of Good 
CISO vs Bad CISO, How to measure 
any Cybersecurity Risk starting with 
the Form 10-K.  1st ed, 2019.

Are there any common business 
roadblocks that prevent 
security practices from being 
implemented?

A good CISO is the CEO of their 
business/cyber initiatives.   They take full 
responsibility and measure themselves in 
terms of the success of the business/cyber 
models and how they continue to evolve 
to reduce threat event probability and 
financial impact.  

They are responsible for right business 
initiative/cyber initiative/right time and 
all that it entails.  A good CISO knows the 
context going in (the company business 
models, business processes, revenue 
streams, solutions architecture, control 
environment, threat attack vectors, etc.), 
and they take responsibility for devising 
and executing a durable, available and 
secure plan (no excuses).

CISO, RBC Bank US

“A good CISO knows the 
context going in... and they 
take responsibility for 
devising and executing a 
durable, available and secure 
plan (no excuses).”

https://cyberstartupobservatory.com/
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A bad CISO has lots of excuses. Terrible 
corporate culture, weak IT organization, 
destabilizing politics, not enough funding, 
stupid executive pet projects, politics, 
threat of the week, the engineering 
manager is an idiot, the other bank has 
10 times as many engineers working on 
it, I’m overworked, I’m under paid, I don’t 
get enough direction, blah-blah-blah.  A 
good Board doesn’t make these kinds of 
excuses and neither should the CISO of 
an organization with reasonable cyber 
defenses and cyber initiatives.

When speaking the language 
of business to their boards, are 
there certain phrases CISOs 
should be using?

Good CISOs focus the board on 
cyber models and defense initiatives that 
stabilize revenues with zero down time 
and a durable technology infrastructure 
that prevents revenue loss. 

Bad CISOs focus the board on how 
many technical features the security team 
is building.  Good CISOs define good 
security health checks and metrics that 

can be executed with a strong effort. Bad 
CISOs define good security health checks 
and metrics that can’t be executed or let 
compliance build whatever they want (i.e. 
solve the compliance threat of the week).

Good CISOs decompose security 
problems without combining all problems 
into one.  I keep it simple and clear and 
relate individual cyber issues to the 
two statements the board knows best, 
the Annual (Form 10-K) and Quarterly 
(Form 10-Q) Balance Sheet and Income 
Statements filed with the Securities and 
Exchange Commission (SEC). 

 The Board thinks in terms of delivering 
superior value to the marketplace and 
has a fiduciary responsibility to represent 
shareholders.  

To build a board-comfortable security 
performance health check and metric 
platform they can understand, I start with 
the Form 10-K and map the Trial Balance 
sheet to Business Processes and Revenue 
Streams documented in the Notes of the 
Financial Statements. 

“Good CISOs focus the board on cyber 
models and defense initiatives that 
stabilize revenues with zero down time 
and a durable technology 
infrastructure that prevents revenue 
loss.”

https://cyberstartupobservatory.com/
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Per International Reporting Financial 
Standards (IFRS), all Business Processes 
and Revenue Streams with their 
quantitative results are required to be 
recorded here.  Then, I map all Business 
Processes and Revenue Streams to 
systems/applications (Routers, Load 
Balancers, Server Instances, APIs, Data 
Storage containers and Databases) 
that support their respective business 
initiatives.  

Finally, I use the FAIR Model to 
quantitatively and qualitatively assess the 
event probability and financial impact to 
the top five Revenue Streams that sustain 
the company’s business model for superior 
value and perfect product market fit.  

Now you have a cybersecurity risk 
reporting model that the Board and 
Executive Management can relate to and 
leverage for efficient and scalable strategic 
decisions.

How can CISOs better 
understand a business’ needs?

Good CISOs don’t get all of their time 
sucked up by the various organizations 
that must work together to deliver the 
right cyber initiative for the business need 
at the right time.  It is not ‘One Size Fits All’ 
for all business needs.  

They don’t take all the business team 
minutes, they don’t project manage the 
various functions, they are not gophers for 
project managers or engineering. 

CISOs should be part of the product 
team, and they should manage the security 
initiative of the product team. 

Security and IT professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine what issues really 
matter to them?

Good CISOs think about the 
threats that are actively attacking their 
environments. Bad CISOs worry about 
every possible threat or attack vector 
feature story, even though technically 
accurate, written by the press. Good CISOs 
ask the Security Operation Center team 
if the ‘hot off the press’ written attack is 
actively attacking their environments. Bad 
CISOs assume that any press referenced 
‘attack of the week’ is actively attacking 
their environments.

“I use the FAIR Model to 
quantitatively and 
qualitatively assess the 
event probability and 
financial impact to the top 
five Revenue Streams that 
sustain the company’s 
business model for 
superior value and perfect 
product market fit.”

https://cyberstartupobservatory.com/
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Good CISOs focus on the actual, local 
experienced attacks.  Bad CISOs focus 
mostly on the externalities of the threats 
and never explain the obvious, that their 
in-depth cyber defenses have not detected 
an active attack. Good CISOs effectively 
communicate up the chain and the entire 
organization when active threats are 
identified and detected.  Bad CISOs focus 
on ‘threat of the week’ and what they might 
do after they get into the environment 
without considering how the attacker 
might get into an environment in the first 
place.

When the business is steaming 
along and wants to introduce 
new products or services, how 
do you make sure that security 
is plugged in?

Good CISOs clearly comprehend and 
crisply define the target, the ‘what’ (as 
opposed to the how) and manage the 
delivery of the ‘what.’ Bad CISOs feel best 
about themselves when they figure out 
‘how’. Good CISOs communicate crisply 
to product development and engineering 
in writing as well as verbally. Good CISOs 

don’t give direction informally. Good 
CISOs gather information informally.  
Collaborative new product teams don’t 
consider Good CISOs a ‘security resource.’ 
Good CISOs are the security counterpart 
of the new product team manager.

How could we address the 
perception of cybersecurity 
holding back the business?

Good CISOs create leverageable 
security, FAQs, security presentations. Bad 
CISOs complain that they spend all day 
answering security questions for business 
teams and are swamped. Good CISOs 
anticipate the serious security flaws and 
build real solutions.  

Bad CISOs put out fires all day.  Good 
CISOs take written positions on important 
issues (security silver bullets, tough 
security architectural choices, tough 
security decisions, threats to attack or 
yield). Bad CISOs voice their opinion 
verbally and lament that the ‘powers that 
be’ won’t let it happen. Once bad CISOs 
fail, they point out that they predicted they 
would fail.

“Good CISOs clearly comprehend and 
crisply define the target, the ‘what’ (as 
opposed to the how) and manage the 
delivery of the ‘what.’ Bad CISOs feel 
best about themselves when they 
figure out ‘how’.”
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Background

Data is pervasive in our modern day 
lives. Typically, our data is stored in the 
form of files with some more organized 
entities (i.e. corporations, etc.) also storing 
some sets of data in databases. But most of 
us interact with stored data on a daily basis 
and files in particular are sometimes at the 
center of successes and failures on many 
fronts. Files rule the business world from 
presentations to legal documents and they 
have an enormous impact on our personal 
lives. 

Given the proliferation of social media, 
files are more important now than they 
have ever been and this is especially so in 
the context of protection of our personal 
data. Ultimately modern-day digitization of 
most elements of data (files being a major 
factor here) is making protection of said 
data more important than ever - look no 
further than DocuSign, which even lawyers 

are now using for signed documents that 
can be used in legal proceedings.

For the sake of this article there will 
be no differentiation between files and 
messages (as in messages sent via Signal or 
WhatsApp). The bottom line is that our goal 
is to protect a set of important information 
that exists as an identifiable contiguous 
block of data. The identifiable aspect is 
important because, for instance, if your 
software can identify the type of a file, then 
so can an attacker if unauthorized access is 
achieved.

Entropy, Disinformation, and Obfuscation: 

a paradigm shift to protect your crown jewels

Author: Andres Andreu, Founder and CEO, nTropic Security

At a glance
•    5 minute read
•    The need to protect your crown jewels
•    The challenge
•    A new approach
•    The KDisperse solution

“Given the proliferation of 
social media, files are more 
important now than they 
have ever been and this is 
especially so in the context 
of protection of our personal 
data.”

“Given the proliferation of 
social media, files are more 
important now than they 
have ever been and this is 
especially so in the context 
of protection of our personal 
data.”
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The Challenge

The problem is that files, and/or 
messages for that matter, in their complete 
and identifiable contiguous block form, 
especially at rest, are easy static targets for 
attackers. The typical mistake made in this 
respect is to rely on network security and/
or file server/desktop security to protect 
our data at rest. 

What happens when those traditional 
mechanisms fail? Your files are there, naked 
and exposed for the picking by the entities 
looking to steal/exfiltrate your data. Just 
look at the effectiveness of Ransomware 
cases - the ransomware is only successful 
because a victim’s files are static and 
stationary targets.

In transit it is not rocket science 
to reconstruct file objects given an 
understanding of the communications 
protocol in use (i.e. SMB/CIFS, NFS, HTTP, 
etc.) and if an entity were to strategically 
inject itself on the proper port (physical 
port) of some proper switch (in the context 
of data routing) it could take a copy of 

a file, which it has intercepted during 
transmission, offline for attack purposes. 
And the best part (from the attacker’s 
perspective) is that the recipient would 
never know this happened because he/she 
would have received their transmitted file 
as if nothing ever took place. If you think 
Nation States don’t have those capabilities, 
then clearly you are not in tune with modern 
day interception capabilities (whether 
lawful or not).

Another problem in this entire space is 
that of patterns and pattern recognition. 
And, as human beings are creatures of 
habit, we unconsciously create patterns 
of data and/or working behaviors that give 
savvy attackers an edge in their acts of 
hostility. Moreover, modern day advances 
in Artificial Intelligence (AI) make the 
detection of patterns, even over large data 
sets, far more possible than in times of past. 
Think of Machine Learning (ML) algorithms 
that create clusters of data, some of 
which do so based on pattern detection 
techniques. 

“As human beings are 
creatures of habit, we 
unconsciously create 
patterns of data and/or 
working behaviors that give 
savvy attackers an edge in 
their acts of hostility.”

https://cyberstartupobservatory.com/
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Pattern recognition algorithms 
generally aim to answer the question of 
‘most like’ matches based on input data. 
This is different than pattern matching 
algorithms, which aim to establish exact 
matches based on input data while 
applying pre-set patterns. While typical 
ML algorithms operate at a shallow level 
there is also the realm of deep learning 
which aims to go into multiple levels of 
depth. Ultimately, given the context of this 
article, one needs to understand that these 
are powerful tools that are now becoming 
integral parts of an attacking entity’s 
arsenal. 

I enjoy conversations with security 
experts (it seems everyone is an expert 
these days, but that is another topic 
altogether) because many of them tote the 
encryption flag. They do so not realizing 
that while it may introduce an increase in 
the work factor for a successful breach, 
it will not stop said breach so long as an 
attacker can take the data set (i.e. a file), in 
its contiguous block form, offline and apply 
time and resources as elements of their 
attack methodology. 

Once an encrypted file is residing within 
an attacker’s domain, attack possibilities 
are only limited by the attacking entity’s 
knowledge and access to resources (i.e. 
powerful hardware, advanced attack 
methodologies, etc.). And while there are 
limits today, in terms of attack capabilities, 
the future certainly looks like it will nullify, 
or at least mitigate, some of those limits - it’s 
the normal cycle of this type of technology. 

I mean think about it, there was a time 
when the Triple Data Encryption Algorithm 
(TDEA or 3DES) was effective and time, 
resources, knowledge all chipped away at 
that until around July 2018 when NIST 
officially reported it was retiring 3DES. It 
was first introduced in 1998, so it had a 
good run. 

The Advanced Encryption Standard 
(AES) algorithm of choice is used heavily 
these days and the Rijndael algorithm 
which was picked during the NIST selection 
process was done so in 2001. 

“While encryption may introduce an increase 
in the work factor for a successful breach, it 
will not stop said breach so long as an 
attacker can take the data set (i.e. a file), in 
its contiguous block form, offline and apply 
time and resources as elements of their 
attack methodology.”

https://cyberstartupobservatory.com/
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Some attack types (a very limited list is 
presented here) to be aware of:

• Side channel attacks (i.e. timing 
attacks, differential fault analysis, 
etc.)

• Brute force attacks

• Boomerang attacks

• Linear cryptanalysis

The new approach

A new disruptive, innovative, and 
pro-active solution we have pioneered 
at nTropic Security is a product named 
KDisperse. It provides deep data protection 
based on multiple levels, or layers, of 
protective mechanisms applied to the data 
being protected. Beyond the layers, an 
underlying principle is to never establish, 
or expose, any pattern that an attacking 
entity can latch on to.

Some of the techniques/elements that 
make this methodology/solution effective 
in securing data:

• Distributed and disparate storage 
endpoints

• Entropy based sharding

• Entropy based obfuscation per shard

• Entropy based disinformation

• Entropy based naming per 
obfuscated shard

• Multiple randomly chosen storage 
endpoints

• Metamorphic shards

Distributed and disparate 
storage endpoints

Storage is cheap these days and 
has become commoditized, so building 
an ecosystem of distributed storage 
endpoints is pretty straightforward. The 
ecosystem should consist of a combination 
of local, network accessible, storage 
along with some cloud-based offerings. 
This type of hybrid ecosystem presents 
a great way to disperse obfuscated data 
elements, such that attacking entities are 
challenged in their exfiltration and/or data 
reconstruction efforts.

“A new disruptive, innovative, and pro-active 
solution we have pioneered at nTropic 
Security is a product named KDisperse. It 
provides deep data protection based on 
multiple levels, or layers, of protective 
mechanisms applied to the data being 
protected.”

https://cyberstartupobservatory.com/
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Entropy based sharding

During the phase of the process where 
sharding takes place it is imperative to do 
this in such a way where 2 runs on the same 
data set never yield the same results in 
respect to shard sizes. Otherwise there is a 
pattern for attacking entities to work with.

Entropy based obfuscation per 
shard

If an attacking entity knows the 
encryption algorithm used by its intended 
victim, they already have a key piece of the 
puzzle. KDisperse solves this by using a 
pool of algorithms in its operational mode 
so that once again there is no pattern and 
determining the algorithm used becomes a 
major hurdle to an attacking entity.

Entropy based disinformation

The use of disinformation is at the core 
of KDisperse whereupon an attacker has 
the added challenge of trying to figure out 
what data (at the lowest levels) is real and 
what is not.

Entropy based naming per 
obfuscated shard

In the spirit of giving nothing away via 
patterns each obfuscated shard is named 
randomly via the use of version 4 UUID 
(Universally Unique Identifier).

Multiple randomly chosen 
storage endpoints

So as not to establish a pattern KDisperse 
randomly chooses storage endpoints that 
are under the control of the entity looking 

for this depth of protection.

Metamorphic shards

Metamorphic shards are shards that 
are rewritten over multiple iterations, such 
that each succeeding version of each shard 
is different from the preceding one.

Pure sharding of data is nothing new 
as information dispersal algorithms that 
perform this have been around for some 
time. Encryption algorithms have likewise 
been around for a long time and each one 
of these techniques certainly does positive 
things in terms of increasing an attacker’s 
work factor. Our contention is that a 
combination of those 2 techniques, along 
with the use of disinformation, is slated to 
future proof the protection we apply to the 
data sets we are aiming to secure. And that 
this union of techniques will provide deeper 
security, with even more effective work 
factor increases, than any one of those 
techniques alone. KDisperse provides a 
seamless pathway (via API calls) to the deep 
security described in this article where all 
of the complexity is abstracted away from 
the entity leveraging it for securing their 
data resources.

KDisperse aims to seamlessly integrate 
with existing software entities (i.e. web 
applications, mobile apps, etc.) via REST 
APIs, making it a very modern approach to 
enhance data level security and information 
privacy. 
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Argh! Why Does Ransomware 
Keep Evading Your Defenses?!

Ransomware has long been a menace 
for organizations and consumers. Global 
damage cost estimates reach about 10 
billion USD per year. After all these years, 
why does ransomware continue to be 
so good at being so bad? The answer is 
a combination of the security industry’s 
history of largely ineffective responses, 
and how ransomware developers use 
psychology to trick users.

Ransomware has been around since 
1989. Yet it remains one of the most 
common and successful attack types. 
According to reports, there were over 180 
million ransomware attacks in the first six 
months of 2018 alone. Every 14 seconds, an 
organization somewhere in the world falls 
prey to a ransomware attack. The adoption 
of crypto currencies and Tor have served 
to amplify the prevalence of ransomware 
dramatically.

Even with billions upon billions of 

dollars invested in cybersecurity and 
decades of companies deploying firewalls 
and antivirus solutions, ransomware still 
succeeds. Understanding why requires 
examining how the malware functions, and 
why our existing approaches to fighting it 
keep failing.

How ransomware works

The details of how one attack gets inside 
a system or an organization, i.e., its “attack 
vector” are irrelevant. It can be phishing, 
exposed RDP or any other avenue that 
ransomware developers leverage to get in.  

Author: Nir Gaist, Co-Founder and CTO, Nyotron

“Even with billions upon 
billions of dollars invested in 
cybersecurity and decades of 
companies deploying 
firewalls and antivirus 
solutions, ransomware still 
succeeds. Understanding 
why requires examining how 
the malware functions, and 
why our existing approaches 
to fighting it keep failing.”

At a glance
•    5 minute read
•    How ransomware works
•    Security industry falls short
•    Ransomware detection methods
•    Examples of ransomware
•    Conclusion
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Instead, let’s take a look at what happens 
when ransomware actually interacts with 
your file system and encrypts data. First, 
ransomware process(es) locates the files 
it wants to encrypt. These are most often 
based on file extensions and target your 
most valuable assets such as Microsoft 
Office documents or photos, while leaving 
operating system files intact to ensure that 
system will still boot. Then the malware 
encrypts that data in memory and destroys 
the original file.

One route ransomware takes is to save 
encrypted data into a new file and then 
delete the original. 

Other options include writing that 
encrypted data into the original file itself 
to make it difficult to distinguish between 
encrypted files and those that haven’t been 
encrypted; or creating a new file and using 
rename operation to replace the original. 

Security industry falls short

Now that you have an understanding 
of how ransomware interacts with files 

to encrypt and destroy the originals, let’s 
examine the five most common solutions 
the security industry has developed to 
thwart these attacks. Unfortunately, none 
of them have proven to be consistently 
effective.

First	 up:	 static	 file	 analysis - the 
same technique that’s used for malware 
detection in antivirus, anti-malware or EPP 
products. These products look for known 
malicious code behavior or sequences or 
strings such as lists of those commonly 
targeted file extensions as well as 
commonly used words that often appear 
in ransom notes (e.g., Bitcoin, encryption, 
etc.). It’s a signature- and machine learning-
based method for detecting malicious 
code.

There are some pros to this approach, 
including generating low false positive (FP) 
rates. It is uncommon for a signature-based 
antivirus to flag a benign file as malicious, 
and that’s critical because security 
professionals are overwhelmed by false 
alarms and suffering from alert fatigue. 

https://cyberstartupobservatory.com/
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Another very important point is that 
this technique doesn’t wait for ransomware 
to execute but stops the attack before 
execution so no harm is done, and zero files 
are encrypted. 

However, static analysis has proven 
to be too easy for attackers to bypass. 
Malware writers use packers, crypters and 
other tools to obfuscate and change their 
signatures. It is well-known in the industry 
that efficacy of most modern antivirus and 
next gen antivirus solutions is somewhere 
around 50-80 percent, meaning up to half 
of attacks go undetected. 

The Nyotron Research Team recently 
conducted a study of the efficacy of 
leading antivirus tools and not against 
new, advanced attacks, but against old, 
known malware that has been around for 
years (and in some cases for decades). 
The various tests we performed include 
a simple modification of old malware to 
ever-so-slightly change its signature. The 
result: a dramatic reduction in detection 
efficacy, in some cases dropping to as low 
as 60 percent. Again, this is for old, known 
malware. 

You can read the full report titled The 
Illusive 99.9% on our website.

A second technique relies on the 
blacklist	 of	 file	 extensions	 ransomware	
typically uses and gives to the files it 
encrypted. However, it too is easy to 
bypass. The ransomware can generate 
a new file extension, use a random file 
extension or keep the original file names 
along with the original extensions.

A third technique is the use of so-called 
“honey	 pot	 files” to deceive attackers by 
baiting files and monitoring how attackers 
try to change them. Once they are touched, 
that’s considered an attack. However, 
it generates too many FPs and cannot 
prevent all damage because many files will 
be encrypted until ransomware touches 
the decoy files.

The fourth detection technique is 
monitoring	 the	 file	 system	 for	 mass	 file	
operations such as rename, write, or 
delete within a certain period of time. 
If a defined threshold is exceeded, the 
offending process will be terminated.

https://cyberstartupobservatory.com/
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However, some files will be encrypted 
until that defined limit is exceeded. 
Malware can also bypass this detection 
method by using a “low and slow approach” 
like adding delays between encryptions 
or by spawning multiple encryption 
processes. 

The	 fifth	 method	 is	 tracking	 file	
data change rate. The security product 
performs an entropy calculation to 
measure the randomness of data in a 
file. After a certain threshold of change 
is detected, that’s when the offending 
process will be deemed malicious and 
terminated. 

This generates fewer FPs than the other 
techniques, but the downside is that files 
will be encrypted until a level of confidence 
is reached, so not all damage is blocked. 

Most modern security products attempt 
to leverage the combination of some or 
even most of these techniques in order to 
increase their efficacy with various degrees 
of success. But none of these approaches 
have proven to be very effective.

Here are a few examples of ransomware 
in the wild that have proven adept at 
evading traditional security defenses: 

• CryptoMix, or its latest variant DLL 
CryptoMix: what sets CryptoMix 
apart is the approach attackers 
took to increase the likelihood their 
victims will pay ransom. They claim 
to be from a charity organization 
helping sick children, such as 
International Children Charity 
Organization. I assure you no money 
actually goes to any children. 

“Most modern security 
products attempt to 
leverage the combination of 
some or even most of these 
techniques in order to 
increase their efficacy with 
various degrees of success. 
But none of these 
approaches have proven to 
be very effective.”

https://cyberstartupobservatory.com/
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• LockerGoga: Halted production in at 
least one of the Norsk Hydro facilities 
resulting in a loss of an estimated 
$40 million. It used the method of 
spawning multiple processes for 
encrypting files in order to bypass 
security products. That is, to ensure 
that even if one process touches 
bait files or gets terminated by a 
ransomware detection technique, 
others will continue to encrypt. 

• Chimera: Not new but unique in 
its threat that victims will see their 
sensitive data including photos and 
contact information released on the 
Internet if they don’t pay up. 

• WannaCry: Arguably the most 
famous ransomware impacted 
about 150 countries, hundreds 
of thousands of systems and 
resulted in an estimated $4 billion 
of total economic loss. What made 
WannaCry so frustrating is that 
it was completely preventable. 
Microsoft released the patch against 
the underlying vulnerability almost 
two months prior to the attack. 

WannaCry once again teaches a key 
lesson for all organizations: stay up to date 
with all patches. 

Your organization may still struggle with 
basic asset management. In other words, 
you don’t know what you have. And if you 
don’t know what you have, how can you 
protect it?

It’s also important to implement a solid 
backup strategy. You may already have one 
in place to guard your servers, whether on-
premises or in the cloud. However, your 
endpoints are also at risk because that’s 
where at least some of your company’s IP 
may reside. 

“Your organization may still 
struggle with basic asset 
management. In other 
words, you don’t know what 
you have. And if you don’t 
know what you have, how 
can you protect it?”
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Finally, most security solutions and 
processes only chase “the bad” and that’s a 
game of cat-and-mouse you can’t win. There 
is a practically infinite number of malware 
in the wild, and it just takes one successful 
attack to cripple your IT systems. 

Complement your existing security 
layers with an approach that does the exact 
opposite - ensuring what’s good. Note I use 
the word “complement.” 

I am not advocating for you to stop using 
your existing solutions. Although a single 
detection technique may not be effective, 
the combination of a few provide some 
level of protection against commodity 
ransomware. 

Combine these tools with ones that 
track the good by applying a whitelisting-
like approach to create the most effective 
defense in-depth posture.
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Victor Cortés
Global CISO, Cemex

Over 14 years of experience in aligning 
information technology (IT) with 
business strategies and initiatives. 
Experienced and successful in 
Fortune ~50 companies as employee 
or consultant, with 10 years in 
leadership positions. 

During the last 10 years I have 
specialized in Cybersecurity and 
data compliance, security strategy 
development for different industries 
and sectors. I also have significant 
project management in big scale, 
auditing and compliance, SOC and 
Security Ops, consulting services and 
business development experience 
for Security and IT space.

As Global Chief Information 
Security Officer (CISO) for CEMEX, 

I give executive leadership advice 
on protecting critical information 
resources and oversee enterprise 
cyber security strategy. 

As CISO, my mission includes 
creating a “risk aware” culture that 
places high value on securing and 
protecting customer information 
entrusted to CEMEX. I’m involved in 
the cyber-security and technology 
communities in Mexico and the USA 
and I recently obtained my CISO 
certified with honours, fromCarnegie 
Mellon University Heinz College 
program.

What is your overall approach to 
information security?

I consider my strategy and overall 
approach to information security based 
on risk to the business, individuals or even 
the community, analysing the risks more 
deeply and trying to anticipate something 
that might happen and the learning of 
lessons learned from others.

From a business perspective, I 
recommend running a complete and 
complex analysis over each of the main 
business and IT components, listening to 
concerns from business and evaluating the 
current posture and comparing it with the 
benchmark and future posture that we are 
looking for.
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It’s also critical to consider the 
compliance and regulation challenges 
within the strategy.

I also recommend going back to the 
basics, because it doesn’t make sense to 
think about having advanced protection in 
an environment if you fail to take care of 
the basics.

How important is it to have 
the CEO thinking that security 
matters?

It’s critical for the success of the 
cybersecurity program. Cybersecurity 
is on the current CEO’s agenda for 
any company, and engagement can 
demonstrate the relevance and also 
support from the organization for the 
program; I’m pretty sure that, for the 
success of the program and getting the 
correct protection and security posture, 
it’s essential.

How can CISOs better 
understand a business’ needs?

By steering close conversations with 

business leaders and being aware of each 
initiative or requirement, adapting to the 
business decisions and changes; sitting at 
the right table of conversations is critical 
as well, in order to get the information  
first-hand and be considered as key player 
and business enabler.

What are the biggest challenges 
you face in the year ahead?

I could talk about compliance (i.e. 
GDPR), new cyber risks or complex 
attacks - however, I would swear that the 
biggest challenge for a CISO is for running 
alongside/in parallel to the business with 
the same rhythm and cadence. 

Usually the adoption and understanding 
of business plays a critical part in CISO 
cybersecurity strategy because, you 
know, the business cannot stop and 
the IT innovation is embedded, so the 
ability to incorporate and to adapt your 
cybersecurity strategy is a huge challenge.

“I also recommend going back to the 
basics, because it doesn’t make sense 
to think about having advanced 
protection in an environment if you fail 
to take care of the basics.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Could you offer some advice on 
how CISOs and CIOs can work 
together?

In my opinion, considering that both 
have technical understanding, can measure 
and address the operational efficiencies 
and have alignment of accountability for IT 
risk, they can work together with alignment 
based on eliminating or minimizing the 
risks within the IT environment as well as 
looking at resilience for the IT Services.

How important is being able 
to communicate with your 
colleagues?

Communication is the basis for 
having an alignment and clearly marked 
goals. Also, collaborate as team and as 
members of the organization, looking for 
compliance with business needs and goals. 
This can help to avoid any assumption or 
misunderstanding across any activity or 
plan, as well as eliminate any barrier in real 
time.

Closing Statement

Cybersecurity is a reality and the 
risk, or even an incident, can now 
reach anyone, including any country, 
any company in any industry or even 
individuals, hence the relevance for 
more engagement and awareness 
-- because security is everyone’s 
responsibility. 

“Communication is the 
basis for having an 
alignment and clearly 
marked goals. Also, 
collaborate as team and 
as members of the 
organization, looking for 
compliance with business 
needs and goals.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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SECTORSDRIVERS

Cyber Startup Observatory  - Insight

Cyber Insurance

KEY FIGURES

cyberstartupobservatory.comSO

1
•  Cybercrime Damages are 
estimated to reach $6 trillion by 
2021, up from $3 trillion in 2015
•  Strong growth for cyber insurance 
till 2025 registering a CAGR between 
20-25%
•  US is the largest market followed 
by Europe and APAC (Highest 
Growth) 

Early Adopters:
•  Healthcare 
•  Education
•  Hospitality
•  Gaming
•  Financial Services

Lagging Behind:
•  Manufacturing 
•  Telecom, Media and Technology 

•  Ransomware
•  Breach Costs

•  Cyber Business Interruption
•  Cybercriminal Damage
•  Cyber Liability

•  Crisis Containment
•  Privacy Protection
•  Media Liability

•  Digital Transformation bringing 
huge benefits and important risks
•  Important rise in cyber attacks
•  Regulation
•  Growth in awareness of cyber risks
•  Innovative technology available to 
measure and assess risks 
•  New innovative underwriting 
platforms

2 3

CYBER POLICY: RISKS COVERED4

Key Figures, Growth Drivers, Sectors and Types of Policies

Available for download in Press Quality

Cybersecurity Observatory - Infographics - Cyber Risk

1st Global Cybersecurity Observatory - Insight

Cyber Insurance  
Key	figures,	Growth	Drivers,	Sectors	and	Policies

SO

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/infographics-cyber-risk/
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How one cybersecurity company is fighting 
the $23 billion global ad fraud problem

Global digital ad expenditure is 
predicted to hit $316 Billion in 2019. To put 
this into perspective, this is larger than the 
GDP of Malaysia and almost half that of the 
GDP of Saudi Arabia. In the United States 
alone, spending on online advertising has 
a hit a record-busting $88 billion, marking 
the first time digital overtook television for 
advertising spend. 

When there is such a large market, the 
opportunity for bad actors to hijack budgets 
is inevitable. It is also proving extremely 
costly. A study by the business school at the 
University of Baltimore, and cybersecurity 
company, CHEQ, found that global loss to 
online ad fraud will cost marketers $23 
billion in 2019. Left unchecked, the level 
of online ad fraud is expected to reach $26 
billion by 2020, $29 billion by 2021 and $32 
billion by 2022. The study revealed that up 
to 20% or 30% of all ads are most often only 
seen by bots. In the words of Keith Weed, 
former CMO of Unilever,  which spends 
$9billion on advertising a year: “Bots don’t 
vote, buy products, drink beer or shave. We 

want to know that real people, not robots 
are enjoying our ads. Bots don’t eat a lot of 
Ben & Jerry’s.” 

Sophisticated fraud hitting the 
US

The complexity of the ad ecosystem is 
making attacks on ad budgets harder to 
trace. Professor Cavazos at the University 
of Baltimore, who carried out the research 
on ad fraud with CHEQ, says: “Likelihood 
of fraud increases with the number of 
participants in a complex system, and few 
sectors attract as many players engaged in 
a complex transaction as online advertising. 
Even in a simplified narrative of the process 
of placing an online advert, we see at least 
23 categories of different player in this 
transaction.”

At a glance
•    4 minute read
•    Sophisticated fraud hitting the US
•    The cybersecurity approach to ad fraud
•    Future growth of fraud in the US
•    Conclusion

“The level of online ad 
fraud is expected to 
reach $26 billion by 2020, 
$29 billion by 2021 and 
$32 billion by 2022.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Fraudsters are benefiting from the 
complex ecosystem to perpetrate ever-
more sophisticated attacks. Some 77% of 
online ad fraud is classified in the industry’s 
own terminology as “sophisticated invalid 
traffic” (SIVT) according to CHEQ figures, 
based on 4.1 billion ad requests. This 
contrasts with the easier to detect “general 
invalid traffic” (GIVT). 

This study revealed a rise in such 
sophisticated attacks which use a triple-
lock of interwoven frauds - combining 
sophisticated domain-masking, invalid-
referrals and viewability fraud - in a 
coordinated attempt to evade detection. 
Other prevalent techniques included 
domain spoofing, in which scammers 
create hidden Iframes on webpages to run 
ads that consumers never see, and various 
means used by scammers to manipulate 
and falsify location data.

CHEQ founder and CEO Guy 
Tytunovich says: “Spending on online 
advertising has overtaken traditional 
media like TV, radio, outdoor, and print. 
This makes it wishful thinking to believe 
that fraudsters will not continue to be 
creative and innovative in targeting online 

adverting dollars. Every day we are seeing 
growing sophistication and frequency of 
attacks against online ad campaigns. The 
problem is exacerbated by the number of 
participants in a complex system, and the 
unique circumstances allowing bad actors 
to thrive.”

The cybersecurity approach to 
ad fraud

With its background in cybersecurity, 
CHEQ has realized that it needs to be 
as sophisticated as the fraudsters when 
it comes to attacks.  Like many Israeli 
founders, Tytunovich is a former Israeli 
military intelligence officer. Tytunovich 
graduated from Israel’s elite and 
clandestine 8200 unit. Using cybersecurity 
training for the first time in the world of 
advertising, CHEQ engineers built an 
engine which examines over 700 different 
user parameters in real-time, including 
Device/Browser/OS Fingerprinting and 
sophisticated honeypots (proprietary 
bot-traps). CHEQ developed AI to detect 
abnormal and fraudulent behavior, 
comparing millions of events in real time. 

“Fraudsters are benefiting from the 
complex ecosystem to perpetrate 
ever-more sophisticated attacks. 
Some 77% of online ad fraud is 
classified in the industry’s own 
terminology as “sophisticated invalid 
traffic”.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The use of AI also allows the CHEQ 
platform to constantly predict new fraud, 
while CHEQ is also using proprietary 
‘mouse movement’ data to train its AI in 
millions of data points, to understand and 
distinguish between human interaction 
online compared to bots.

CHEQ CTO Asaf Botovsky adds: 
“It is important today to employ an ad-
verification solution that performs deep 
analysis. It is important to probe vendors 
of services, asking questions such as: how 
many parameters do they have to uncover 
bots? Do they rely on simplistic fake IP lists? 
What techniques do they use to investigate 
the evolving threat? Do they merely report 
on fraud and can they block ad fraud in real-
time?”

He adds that it is important to look out 
for anomalies in marketing campaigns. 
“For example, a programmatic buyer can 
monitor the amount of money spent on 
each site. If, for example, you suddenly 
find you are buying a very large number of 
impressions on a site, this suggests fake bot 
traffic. Be wary of small sites getting lots of 
impressions. Another flag to look for is if 
a small site is suddenly getting you lots of 
impressions in your campaign, or if a very 
niche site in a country is suddenly getting 
you lots of global impressions, which is 
highly suspect and points to location fraud.”

Future growth of fraud in the US 

New opportunities for attacks continue 
undiminished as the advertising landscape 
diversifies across new channels and 
geographies.

The growth of Over the Top (OTT) 
advertising— delivery of film and TV 
content via the internet,

has grown to 2.7 billion in revenue and 
has seen 54% growth last year. The mobile 
app economy is equally expected to grow 
136% by 2020 at a time when more than a 
quarter of mobile app installs worldwide are 
fraudulent. Developing countries’ internet 
growth is fast bringing new potential 
for bad actors. Africa alone moved from 
just 2.1% of the population in 2005 with 
internet connections to over 24% in 2018. 
US regulators and leaders are waking up 
to the problem. Mark Warner berated the 
“prevalence of digital advertising fraud, and 
in particular the inaction of major industry 
stakeholders in curbing these abuses.”

Clearly, the $23 billion ad fraud epidemic 
remains a hidden and little understood 
crime.

Redress in such complex markets is 
unlikely to be immediate. However, action 
is needed to ensure the economic impact 
is curbed in order to restore trust in the 
advertising ecosystem and secure future 
online prosperity.

To download CHEQ’s global ad fraud 
report see:  Ad Fraud Cost

“It is important to look out for 
anomalies in marketing campaigns. 
“For example, a programmatic buyer 
can monitor the amount of money 
spent on each site. If, for example, 
you suddenly find you are buying a 
very large number of impressions on 
a site, this suggests fake bot traffic.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.cheq.ai/adfraudcost
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Gerald Beuchelt
CISO, LogMeIn

I am the Chief Information Security 
Officer at LogMeIn responsible for the 
security, compliance, and technical 
privacy of LogMeIn’s products and 
corporate assets. 

Prior to this, I was Chief Security 
Officer for Demandware, a Salesforce 
Company, responsible for security 
and acting Chief Privacy Officer 
and Data Protection Officer for 
Demandware’s German subsidiary. 

I am a member of the Infragard 
Member Alliance Boston Chapter 
Board of Directors and the IT Sector 
Chief, am on the Advisory Board 
for Protinuum, LLC and sit on 
the Customer Advisory Board for 
Sophos, Inc. I’ve also volunteered 
as Chairman of the Information 
Systems Advisory Committee (ISAC) 
of Burlington, MA. 

Are there any common traits 
to what makes a successful 
security program? 

To ensure security programs are 
successful, having alignment with 
Enterprise goals is key. While this may 
sound like an old adage, alignment with 
corporate objectives needs to be clearly 
designed, explained, and continuously 
reassessed. 

Every organization faces many 
challenges within their respective industry 
or sectors. As such, adjustments to these 
externalities are needed to be successful in 
achieving the organization’s mission. Any 
security program that does not develop 
alongside the enterprise strategy will 
invariably address the wrong problems at 
the wrong time. It is critically important for 
a security leader to stay in tune with the 
business and functional leadership.

“Any security program that 
does not develop alongside 
the enterprise strategy will 
invariably address the wrong 
problems at the wrong time. 
It is critically important for a 
security leader to stay in 
tune with the business and 
functional leadership.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How do you communicate 
information security issues to 
the board? 

Boards and senior leadership are 
generally interested in ensuring the 
success of the organization. As such, 
security issues need to be framed 
within the language and mindset of the 
Chairperson of the Board and other 
business leaders. Focusing on technical or 
operational issues is often not appropriate, 
and senior leadership has limited interest 
and patience in hearing about “day-to-day” 
challenges. Showing a clear understanding 
of the threat and risk landscape, the 
current status of the organization, and 
efforts needed to manage the security 
posture within risk appetite and tolerance, 
are key elements to a successful update. 

To facilitate the latter, it is often 
advisable to frame the discussion within 
a peer comparison to ensure leadership 
understands gaps in the posture in context. 
It goes without saying that the trade-offs 
between business goals, such as growth or 
innovation and security, need to be clearly 
explained. 

Almost everybody agrees that 
organizations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture? 

Security - and technology in general 
- has been focused on balancing people, 
processes, and technology. 

In a modern program, security culture 
should be a top priority for any security 
leader. More often than not, it is much 
more important to focus on people first, 
processes second, and only leverage 
technology as a force multiplier or enabler. 

Without the support from the top, but 
also from all employees within a given 
organization, no security team can be truly 
successful. 

A strong, continuously improving 
security culture program that not only 
addresses security needs but is also very 
accessible and easy to understand is key. 

“Focusing on technical or operational 
issues is often not appropriate, and 
senior leadership has limited interest 
and patience in hearing about 
“day-to-day” challenges.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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What are the biggest challenges 
you face in the year ahead? 

There are so many to choose from. 
Maintaining a solid overall security posture, 
keeping everyone in security and the 
entire company engaged, and addressing 
a plethora of new threats and risks are 
obviously at the top of everyone’s mind. My 
most critical program is probably to ensure 
continuous improvement in developing our 
security and risk culture. Making sure that 
we can drive the change from a mandate-
centric to an engagement-focused security 
model is critical in ensuing the long-term 
success of the entire security program. 

On a more technical note, I have strong 
concerns about the potential impact of 
artificial intelligence and machine learning 
becoming a readily available tool for 
adversaries. Defenders must stay on top 
of this concern through aggressive process 
automation and AI-informed decision 
making.

How can CISOs balance security 
and innovation? 

With a strong focus on leveraging risk 
management as a key decision-making 
tool to drive decision making, security 
and innovation are not contradictory but 
rather orthogonal. 

If the overall success of the 
organization depends on rapid innovation 
and expansion, the risk of implementing 
a control environment that is harmful is 
much more relevant than limited.

 Having a strong security culture 
helps put security as part of the ideation 
phases of development cycles. If the 
engagement of a strong security architect 
or systems engineer can be secured early 
on, innovation projects can avoid critical 
issues and avoid costly re-designs at a later 
phase. 

“My most critical program is probably 
to ensure continuous improvement in 
developing our security and risk 
culture.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How important is being able 
to communicate with your 
colleagues? 

Peer discussions are amongst the most 
useful ways of staying on top of things! 
Security is a very complex topic and it 
is very hard to even stay up to date on 
current developments. 

Every security professional has a 
specialty or unique experience, and 
it is paramount to the success of our 
security program to leverage this shared 
knowledge. Beyond that, it is a lot more fun 
to work with people that share the same 
passion and sometimes even purpose.

Closing statement

LogMeIn is striving to be at the forefront 
of security for our customers’ data and 
critical processes. I am proud of the team 
we have built and the commitment from 
the entire company to support a world class 
security and privacy program. 

Within the company we have realized a 
continuous improvement program which is 
the root in our security culture.

“Every security professional has a 
specialty or unique experience, and it 
is paramount to the success of our 
security program to leverage this 
shared knowledge.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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01
Company Description

Reblaze is a cloud-based, fully managed protective shield for sites and web 
applications: a comprehensive web security solution that includes a next-gen WAF, 
DDoS protection, bot mitigation, scraping prevention, CDN, load balancing, real 
time traffic control, and more. Machine learning provides accurate, adaptive threat 
detection. Dedicated Virtual Private Clouds ensure maximum privacy, performance, 
and protection.

Company Name: Reblaze Technologies LTD.
Founded: 01/12 
Employees: 35
Web: www.reblaze.com
Headquarters: Tel Aviv, Israel

Company Information
Other Offices: Sunnyvale, USA, 
Singapore
Key Target Verticals: eCommerce, 
FinTech, Travel, Media, HealthCare, 
Government

Product Category: Web Security, 
Application Security, Cloud Security, 
Detection & Prevention
Product Stage: Released
Product Names and Brief Description: 

• Reblaze is a cloud-based 
platform that provides a 
comprehensive, dynamic, 
intelligent security and control 
solution for web platforms and 
services.

Services Provided:
• WAF (Web Application Firewall)
• DDoS protection
• Bot mitigation
• CDN & Load balancer
• Traffic management 

03
The Product Customer Footprint

Markets with Customers: +20
Relevant Public Success Stories per Key 
Target Vertical:

• See published case studies here. 

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.reblaze.com/
https://www.reblaze.com/resources/#case-studies
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04

At its core, Reblaze runs a robust Web Application Firewall engine. It detects and blocks 
SQL injection, XSS, OSCi, cookie and session poisoning, malicious payloads, and other 
attacks.

The Reblaze WAF/IPS uses a multivariate approach, including a variety of techniques to 
accurately identify and block malicious traffic. This includes Application Whitelisting, 
Behavioral Analysis, Blacklisting, Fine-grained ACL, and Machine Learning.

Product in detail

WAF (Web Application Firewall)

Multilayer DoS/DDoS Protection

Bot Detection and Mitigation

Reblaze’s DoS/DDoS protection provides multiple benefits: full-scope protection, high 
levels of accuracy and performance, ease of use, and top-tier infrastructure.

Reblaze goes far beyond typical bot detection methods such as browser 
authentication. The platform uses machine learning to construct and maintain 
behavioral profiles of legitimate human visitors. For each user, Reblaze continually 
gathers and analyzes stats such as client-side I/O events, triggered by the user’s 
keyboard, mouse, scroll, touch, zoom, device orientation, movements, and more. 
Continuous multivariate analysis verifies that each user is indeed a legitimate human.

These allow Reblaze to identify and respond to malicious bots and other threats even 
as they become more sophisticated. Updates and upgrades are deployed across the 
network automatically, with no action required on your part. You always have the latest 
protection.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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05
How does it work?
• Reblaze deploys a dedicated VPC for each customer. That is, a dedicated stack 

environment for each protected web platform, deployed immediately and 
automatically, and running across one or more cloud vendors (mainly AWS, GCP 
and Microsoft Azure, although private clouds are supported as well). 

• All incoming traffic is routed through the VPC and scrubbed as it passes through. 
Latency is negligible (generally 1.5 milliseconds or less).  

• Hostile traffic is blocked before it reaches the protected network. Legitimate traffic 
has normal access to the requested resources. 

• Attackers cannot reach, or even find, the targeted web platform.

• Bandwidth, compute, and other resources scale automatically as needed, limited 
only by the capacity of the global cloud. 

• Remote management ensures minimal obligations (of time or expertise) from onsite 
staff.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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06
How does it work? 

Product Video
Effortless Web Security

Protective Shield 
For Your Web Assets

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.youtube.com/watch?v=ZKs97sSfrwk
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07
Key Benefits
• Runs in a unique Virtual Private Cloud: a full dedicated stack for each protected network, 

which eliminates multi-tenancy vulnerabilities.
• Runs natively on your clouds of choice: AWS, Azure, GCP, IBM, Oracle, AliBaba Cloud, and 

more, in any combination and across multiple regions, with a single unified management 
console to control them all from one place. Rules, policies, signatures, ACLs, and intelligence 
are shared across platforms automatically in real time.

• Uses multivariate threat detection: Reblaze excludes hostile traffic with whitelisting, 
blacklisting, fine-grained ACLs, behavioral analysis, and machine learning. The platform 
goes beyond legacy techniques such as signature detection, and also uses JSON & XML 
schema enforcement, content evaluation, field policy enforcement, argument limitations, 
payload inspection, and other methods.

• Runs in multiple regions, while providing a single unified management console to control 
them all from one place. Rules, policies, signatures, ACLs, and intelligence are shared 
across platforms automatically in real time.

• Runs seamlessly as, and auto-scales into, multi-region clusters, able to process even 
global DDoS assaults.

Unique Differentiators
• Reblaze deploys a Virtual Private Cloud for every customer. The platform’s architecture 

ensures that your network is isolated from Internet threats, with auto-scaling bandwidth 
and the ability to run on multiple cloud providers.

• No installation: As a cloud platform, Reblaze deploys in minutes. Only a DNS change is 
required.

• No risk: You can add Reblaze to your existing security in “report only” mode.
• A fully managed service: Reblaze is managed and kept up-to-date remotely by our team 

of security experts. As new web threats are identified, all global Reblaze deployments are 
upgraded immediately and automatically to defend against them. You always have the 
latest protection.

• Guarantee: Try Reblaze for 30 days. If you aren’t delighted with the results, your account 
will be cancelled and you’ll owe nothing.

• Launch directly from the main cloud providers’ marketplace

• API Gateway and integration with cloud protection services
• Tailor made security user recommendations via Reblaze AI
• Notification center and connectivity to user’s hooks
• IAM and user management connection across multiple providers
• Machine learning detection across clients

Future Functionality

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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08
Certifications

Awards

Partners

Reblaze builds its services in accordance with security best practices. Customers can 
be confident that the platform will ensure the confidentiality, integrity, and availability of 
their web assets. Reblaze’s clouds are fully compliant with GDPR, SOC 1/SSAE 16/ISAE 
3402, SOC 2, FISMA Moderate, PCI DSS, ISO 27001, FIPS 140-2, HIPAA, CSA (Cloud 
Security Alliance), and other standards and certifications. Reblaze is a PCI-DSS Certified 
Level 1 Service Provider.

• Included in Forrester’s Bot Management Report in 2018
• Google’s launch partner for Google Cloud Armor at Google Next 18 (not an award, 

rather an achievement, read more here or here. Or see this video by Google 
showcasing Reblaze at Google Next 18)

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://blog.reblaze.com/how-to-use-google-cloud-armor-to-automate-your-web-security-983648054d24
https://blog.reblaze.com/google-launches-ddos-attack-on-own-partner-f1dce73cd2ba
https://www.youtube.com/watch?v=Z-IvJ7THK30&feature=youtu.be&t=693
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01Company Description

Atempo is a leading independent European-based software vendor with an established 
global presence providing solutions to protect, store, move and recover all mission-
critical data sets for thousands of companies worldwide. With this feature set and 
an extensive range of supported storage technologies and applications, Atempo is 
suitable for all centralized or multi-site organizations including those having extreme 
scale data volumes, petabyte and above. 

Company Name: ATEMPO
Founded: 1992
Employees: 160
Web: www.atempo.com
Headquarters: Massy, South of Paris, France

02
Company Information

Other French offices: La Ciotat,  Lyon, 
Toulouse, Vannes.
Worldwide offices: UK, Germany, USA, 
Singapore, Korea.

03The Product

Miria: A unique solution to back up 
and migrate or synchronize billions 
of unstructured data files between 
heterogeneous storage.

Tina: Enterprise backup and restore 
solution for physical and virtual machines, 
supporting a wide range of operating 
systems and applications.

Lina: Continuous data protection for 
desktops, laptops and file servers, 
offering self-service restore capabilities.

Customer Footprint
Relevant Public Success Stories:

• Public Administration

• Healthcare

• Research & Higher Education

• Industry & Manufacturing

• Media & Entertainment

• Other

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.atempo.com/
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04
Product in detail: Miria

Miria is a powerful and scalable backup, archive, copy/move, migration and 
synchronization solution for petabyte scale unstructured file-based storages.

How does it work?

Miria for Archiving allows organizations to cost effectively manage the growth of their 
file-based data, particularly for data-intensive industries.  
 
Miria for Archiving is a high-performance file management software for large file-based 
data sets that delivers: 
• Cross-platforms backup and restore capability for large scale-out NAS, parallel file 

systems and file servers 
•  Express post-disaster restart for protected NAS by offering direct use of the backup 

target for read/write use
• File and folders on-going synchronization between heterogeneous storages with 

ACLs and remote sites support
• Automated permanent storage migration between heterogeneous platforms with 

ACLs preservation
• End-User driven or automatic Archiving via simple drag-and-drop 

interface allowing end-users  operations without IT staff assistance 
And much more... 

Rapidly back up data from damage and loss 
and ensure lasting protection all from a 
single centralized platform

Migrate very large data volumes 
and billions and files efficiently 
between heterogeneous storages 
and file systems

Miria engine delivers performance 
and manages petabytes 
of data and billions of small files on 
site and in hybrid environments

Moving data where necessary with 
direct and shared access for 
remote teams while maintaining a 
high level of security

Free up storage on high performing 
primary storages and manage storage 
growth requirements

Miria for Data Moving

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cybersecurity Observatory US 107BACK TO CONTENTS

05
Key Benefits: Miria

• Efficient backup and restore for petabyte-scale volumes and billions of files: 

• Fast-scanning large storages for new, modified or deleted files

• Complying with backup windows constraints

• Preserving users rights/groups (ACLs)

• Making migration or synchronization of very large data set of files between 
heterogeneous storage simple and efficient  

Unique Differentiators

• Heterogeneous platform integration that preserves ACLs across storages, operating 
systems and platforms

• User driven or automated workflows
• Fast data movement due to heavy parallelization and leveraging scalable groups of 

data movers

Future Functionality

• SnapStor – New capability to leverage a GPFS storage as a backup target that 
enables direct and immediate restart of production directly from the backup in 
case of disaster – as well as empowering the rebuilding of the storage platform 
once ready to restart

https://cyberstartupobservatory.com/
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Product in detail: Tina (Time Navigator)

Built for complex, heterogeneous enterprise environments, Tina offers complete data 
protection, whether you manage a single work group or multiple data centers. Time 
Navigator makes it easy to meet backup windows, to ensure digital security and to 
manage tiers of backup storage, regardless of the platform, application or media.

How does it work?

Tina transforms backup by focusing on what matters in your business: recovery of 
data.  Whatever the platform, restore is always based on three simple concepts:

1-Select data.
2-Choose date & time.
3-Restore.

Restore-centric solution that provides visual access to the file system in real-time 
showing not only files and directories but also deleted files.  The user never needs to 
worry about where the data has been saved. Data is tracked throughout its lifecycle 
and can be restored with just 3-clicks regardless of the complexity of its backup history. 
Tina provides a common interface that displays the files in the same way regardless of 
platform.

https://cyberstartupobservatory.com/
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Key Benefits: Tina
• Security and compliance: encryption, digital certificates, key management and 

activity trails can be applied to specific sets of protected data.

• Unique restore:   no need to know where the data resides, only the date/time to 
restore back in time.  File restore operations are made easier by providing a unique 
restore interface across a wide support of platforms and infrastructure.  

Unique Differentiators

• Tina - A unique approach to data restoration locates and restores individual files 
from any point in time and from any tier of storage, enabling both IT staff and end 
users to quickly restore lost files.

• Tina is the ONLY solution able to visualize all files, including deleted ones (from 
physical and virtual machines) and restore them with the same 3-click approach 
through a simple interface.

Future Functionality

• Support of VMware vSphere   

• Enhanced security for data encryption

• Fine granular restore of Active Directory   

• Deduplication for all applications and Operating Systems

• Oracle RMAN script configuration wizard

https://cyberstartupobservatory.com/
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Product in detail: Lina

Lina provides a standalone, continuous data protection solution with advanced data 
de-duplication for  remote offices, workstations, file servers and laptops.

How does it work?

With more and more critical data being stored on laptops, data protection is essential 
to protect the business. Lina provides continuous data protection for files residing on 
desktops, laptops and file servers, offering self-service restore capabilities.
 
With Lina, administrators just need to roll-out data protection policies across the 
enterprise and end users are empowered to restore data, through a wizard or a web 
browser.

https://cyberstartupobservatory.com/
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Key Benefits: Lina

• End-users benefit from seamless protection of their data. There is no need to ask 
the administrator for the restore

• Administrators save time by not having to deal with numerous end-user restore 
requests

• Infrastructure managers benefit from reduced storage costs and optimized network 
performances

• Continuous data protection, no need to schedule backups, no risk of exceeding 
backup windows

Unique Differentiators

• Lina offers wizards to restore, but also advanced restore features (Time Navigation, 
cross restore).

• Lina can protect laptops and file servers with millions of files. 
• De-duplication mechanism reduces storage space and network use.

Future Functionality

• Multi-servers Architecture

• Encryption

• Fail over Replication

• Restore Audit Trail

https://cyberstartupobservatory.com/
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Certifications & Awards

Label France CyberSecurity identifying French Cybersecurity quality solutions which 
respects the highest level of computer security requirements.

Atempo is also participating actively to the French Government Program, to bring 
assistance to cyberattack victims, through the Cybermalveillance.gouv.fr platform.

“Startup of the Year” winner for the Infosecurity Product Guide Excellence Awards 2018.

Based on our ability to offer innovative, secure, reliable, and scalable data storage and 
backup services to accommodate the growing data storage requirements, Atempo has 
been recognized by CIO Review magazine as the “Top 10 Most Promising Backup 
Solution Providers – 2018”.

AI Global Media Ltd has put the Cyber Security Awards in place to honour companies 
that have gone above and beyond in this highly competitive sector. Atempo has been 
named: “Best for Data Protection & Restore Software - Europe”, as recognition of our 
outstanding performances within the sector.

 SOLUTION PROVIDERS - 2018

10 MOST PROMISING 

BACKUP

Best for Data Protection & Restore Software – Europe

Have Been Named: 

This is to certify that:

CERTIFICATE

Cyber
Security
awards 2019

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cybersecurity Observatory US 113BACK TO CONTENTS

11

Institutional Partners

Atempo has been listed by the CEO Views Magazine as one of the “Top 10 Smartest 
Companies of the Year 2019” in recognition of its outstanding contribution to providing 
the right technology solution to help organizations realize their projects. 

Atempo

 

   

 
  

The CEO VIEWS 2019 list of “ Top 10 Smartest Companies of 
the year 2019”

Disrupting the Industry and driving 
innovation Within!

recognized by                          Magazine as

 
                                

Managing Editor

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Bayshore Networks

Innovation

Active Industrial Cyber Protection



cyberstartupobservatory.com Cybersecurity Observatory US 115BACK TO CONTENTS

01
Company Description

Bayshore Networks is the only industrial cybersecurity company able to monitor, 
alert, and both create and enforce OT safety policies for every major IA equipment 
manufacturer.  Bayshore also offers solutions to provide the same policy monitoring 
and enforcement on external remote Access and on the OT segmentation Gateway 
between OT and IT networks.

Company Name: Bayshore Networks Inc.
Founded: 06/12
Employees: 35
Web: www.bayshorenetworks.com
Headquarters: Durham, NC, USA

02Company Information
Key Target Verticals: Manufacturing, 
Oil & Gas, Critical Infrastructure

03
The Product
Product Category:  Industrial cybersecurity

Product Stage:  Released

Product Names and Brief Description:
• Lighthouse: asset and flow Discovery, 

automated policy building, and wire-
speed monitoring and enforcement

• Beacon: secure remote Access for 
OT networks and endpoints with full 
content-based policy controls

• Channel: software-based OT 
segmentation Gateway to replace 
limited hardware diodes

Customer Footprint
Relevant Public Success Stories per 
Key Target Vertical:

• Manufacturing 
• Oil & Gas / Energy

https://cyberstartupobservatory.com/
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Product in detail: Lighthouse

Lighthouse is the leading content-based OT asset and traffic monitoring and policy 
enforcement solution for all major manufacturers of industrial automation equipment.  
Lighthouse supports native OT protocols and automatically builds policies based on 
discoverted assets and traffic activity between nodes.  Policies allow unidirectional 
permission enforcement, automated threat intelligence monitoring, and a streamline 
management console suitable for use by both OT security analysts and as a real-time 
dashboard in an OT or IT SOC.

How does it work?

• Lighthouse is installed either in-line, as a reverse proxy, or passively as a transparent 
bridge or on a SPAN port or tap.  

• Lighthouse monitors every connection, decodes its content down to the payload 
and register level, and matches it against both explicit policy rules and probable 
unexpected or dangerous activities.  

• These policy violations are rolled up to the management console for investigation or 
automated handling as required by customer preferences.

https://cyberstartupobservatory.com/
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Key Benefits: Lighthouse

• Solves the skills/headcount gap problem for OT security analysis

• Provides a comprehensive flanking-and-containment strategy for OT security risks 
without jeopardizing fragile OT assets and environments

• Optimizes benchmarking performance indicators around a common Top-10 list of 
OT security activities and provides direct guidance for each customer to improve 
their level of practice

Unique Differentiators

• Native policy engine including enforcement options without use of 3rd party products
• Top-10 OT Security Activities for benchmarking and objective performance tracking
• Native, proprietary protocol handlers and policy engine for highest performance 

wire-speed analysis and response 

Future Functionality
• The Lighthouse management console will evolve to provide management of 

Beacon, the secure remote Access solution for OT endpoints and networks, and 
Channel, the OT segmentation Gateway product to be launched in 2Q-2019.  

https://cyberstartupobservatory.com/
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Product in detail: Beacon

Beacon is a cloud-hosted, software-defined network remote access product with 
support for encrypted microtunnels, two-factor authentication, Microsoft Active 
Directory users and groups, and specific endpoint access capabilities oriented around 
OT network security requirements.
Beacon provides content-based in-session policy enforcement for certain defined 
rulesets, and the available list of policies will expand automatically with no user 
intervention required.

How does it work?

https://cyberstartupobservatory.com/
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Key Benefits
• No hardware required, easy setup in 1 day or less

• Integrates with customer’s Active Directory server for user & Security Group 
authentication

• Enables pre-defined Bayshore Policy Enforcement per user/per session

• Outbound-only connection from Endpoint Gateway to Beacon Cloud – no holes 
required through firewall

• Inexpensive and flexible pricing model on annual or monthly subscription basis

• Cloud components hosted at AWS for maximum reliability and uptime performance

Unique Differentiators

• Outbound-only initial connections, unlike Remote Desktop or inbound VPN 
configurations
• The Endpoint Gateway initiates all communications outbound to the Beacon Cloud
• Once established, that SSL tunnel carries all tx/rx session traffic from the Beacon Proxy

• Per-service/per-user/per-group traffic restrictions, unlike any full-duplex VPN tool
• Highly restricted admin configurations enable very granular control per user to any 

given endpoint service
• Batch configuration options via AD Security Groups for rapid add/change/delete of 

services and service groups
• Unique remote network access tool

• A user may connect only to endpoints for which they are authorized, even if that 
endpoint trusts others on the same network

• A user may only connect via the one enabled protocol per service, even if the endpoint 
supports others

• A user may only perform the actions he is allowed to do using the allowed protocols.
Future Functionality

• Expanded default policy library; automated integration with Lighthouse and 
Channel for policy sensitivity adjustments

https://cyberstartupobservatory.com/
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Certifications

Partners

Awards

10 IoT Security Startups to Watch

Product Video
Industrial Cyber Protection Platform
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Company Description
Cequence Security develops award-winning application security solutions that 
protect your Web, Mobile, and API-based applications from a broad range of targeted 
attacks. These include automated bot attacks focused on business logic abuse 
(such as credential stuffing, site scraping, fake account creation, and more) as well 
as attacks designed to exploit both known and unknown application vulnerabilities.  
The foundation of the solution is the Cequence Application Security Platform (ASP), 
a container-based platform easily deployed on premises or in your public or private 
cloud, across any number of locations. The platform is powered by the patented CQAI 
analytics engine and supports two integrated security modules – CQ botDefense and 
CQ appFirewall. 

Company Name: Cequence Security 
Founded: 01/14 
Employees: 50+
Web: www.cequence.ai
Headquarters: Sunnyvale, CA

Company Information
Other Offices: Munich, Germany
Key Target Verticals: The Cequence 
ASP is targeted to today’s “hyper-
connected” organizations across the 
US and Europe. 

Product Category: Application Security, 
Cloud Security,  Web Security.
Product Stage: Released.
Product Names and Brief Description: 

• CQ appFirewall: Application 
Security That Goes Beyond 
Legacy WAFs.

• CQ botDefense: Intelligent 
Automation that Prevents 
Malicious Bot Attacks.

• Cequence Application Security 
Platform (ASP): AI-powered 
platform providing defense 
against attacks on web, mobile, 
and API-based applications.

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• The Cequence ASP (which is 
deployed on customer premises) 
currently processes more than 1 
billion application transactions each 
day and is protecting web, mobile, 
and API-based applications for 
multiple Fortune 500 companies, 
including those in financial services, 
retail, and social media markets.  

• The Cequence solution has received 
multiple industry accolades, include 
the 2018 Gartner Cool Vendor 
designation.

02
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Web Application Firewalls (WAF) have been deployed to address PCI regulatory 
compliance and protect web applications from OWASP Top 10 risks. Today, application 
teams move faster than security and when coupled with attack advancements, WAFs 
have been rendered ineffective at protecting your public facing web applications. 
Additionally, WAFs are hard to manage and their traditional change control approach 
to signature and policy updates can delay the application development lifecycle, often 
impacting user experience.

Product in detail: CQ appFirewall

How does it work?

Taking a new approach to application security, one that uses intelligence, automation 
and a cloud-centric architecture, CQ appFirewall extends beyond traditional WAF 
functionality, allowing your security team to accomplish several key objectives:

• Simplifies management, enabling your team to do more with less. CQ appFirewall 
fully leverages intelligence generated by the CQAI traffic and threat analytics 
engine to virtually eliminate the need to manually create and update applications 
and threat signatures.

• Improves security efficacy with customized application infrastructure defense. 
Threat response options that go beyond traditional alert and block, CQ appFirewall 
allows you to improve security efficacy with creative mitigation techniques such 
as geo-fencing and deception.

• Integrates with your existing security infrastructure. As an integral component of 
Cequence ASP, CQ appFirewall takes advantage of the CQ Connect REST APIs to 
import and export information and thus improve the efficacy of your entire security 
infrastructure. The distributed, container-based architecture enables you to deploy 
CQ appFirewall in the cloud, data center or hybrid locations.

• Enables application security consolidation. Managed centrally, the integrated 
elements of the Cequence ASP, CQ botDefense and CQ appFirewall allow you to 
manage multiple application security functions – bot protection and application 
firewall – with a single pane of glass.

https://cyberstartupobservatory.com/
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Key Benefits
• What sets CQ appFirewall apart is the platform approach that fully leverages the CQAI 

intelligence to address the vulnerability protection and compliance requirements (e.g., 
OWASP Top 10 and PCI DSS Section 6.6) that most organizations have struggled to 
effectively deploy. 

• CQ appFirewall, in conjunction with Cequence ASP, protects your entire modern application 
landscape including mobile and API-based – not just your web applications.

Product Infographic
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Software-only Solution
No need for expensive, 

purpose-built appliances

“Baked in” Security
Prede�ned pro�les & machine learning eliminate 

deployment bottlenecks

Application Firewall
Prevent zero-day attacks and address

OWASP TOP 10 & PCI 6.6 requirements

Flexible Deployments
Deployable on-premises, in the 

cloud, across any number of locations

Application Discovery
Automatically discovers all web, mobile, and 

API application assets across the organization

No In-line Detection
Does not rely on in-line detection, 

which can introduce additional 
latency to the network

No JavaScript or SDK
Does not require use of 

time-consuming JavaScript or 
mobile SDK modi�cations

AI-Powered Platform
With machine learning to provide 
attack detection/analysis in real time

Bot Attack Defense
Provides effective attack defense 
against all channels – web, mobile, 
and API apps

Open Architecture
Allows data to be shared with 
SIEMs, WAFs, and more to improve 
work�ows and response time

Automated Mitigation
Stops attacks fast with customizable, 
automated mitigation policies - 
including blocking, rate limiting, 
and deception

Economic Value
Reduces infrastructure costs, 
�nancial loss, business disruption, 
and damaged reputation

Twelve Ways Cequence Security Is Raising the Bar
on Application Security

© 2019 Cequence Security, Inc., 100 Murphy Avenue, Suite 300, Sunnyvale, CA 94086  1-408-978-3258  info@cequence.ai  www.cequence.ai    All rights reserved.
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Your web, mobile and API-based applications are increasingly targeted by bad actors 
who use a rich repository of resources from the dark web to programmatically attack 
the business logic of your public facing applications with malicious transactions that 
appear to be legitimate, or syntactically correct. These attacks manifest themselves in 
the following abusive ways: account takeover (also referred to as credential stuffing), 
fake account creation, content scraping, denial of inventory, denial of wallet, gift card 
theft and loyalty program fraud. The impact to your business can be seen in the 
following ways:

• Revenue loses directly attributed to fraud, theft and the process of addressing it.

• Decline in user-base from reputation bombing, loss of trust and poor user 
experience.

• Increased infrastructure costs to address the high volume of illegitimate traffic.

• Degradation of user experience, application performance and availability.

Product in detail: CQ BotDefense

How does it work?

CQ botDefense complements CQ appFirewall as an additional security module 
available within the Cequence Application Security Platform (ASP). CQ botDefense 
leverages CQAI, a patented, machine learning, analytics engine to automatically 
discover all of your web, mobile and API-based applications along with the threats and 
vulnerabilities targeting them that may lead to data loss or application infrastructure 
compromise. Armed with this unmatched visibility, your security team can deploy 
policies and accomplish the following application security objectives:

• Prevent automated attacks targeting web, mobile and API-based apps.

• Bake security into your application infrastructure.

• Integrates with your existing security infrastructure.

• Enables application security consolidation.

https://cyberstartupobservatory.com/
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Key Benefits

Research shows that malicious bots represent as much as 35% of the overall web traffic and 
for some customers, these attacks represent 90% or more of their web traffic. CQ botDefense 
takes an intelligent approach to preventing business logic abuse attacks targeting your public 
facing web, mobile and API-based application infrastructure.

Product Infographic
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Twelve Ways Cequence Security Is Raising the Bar
on Application Security

© 2019 Cequence Security, Inc., 100 Murphy Avenue, Suite 300, Sunnyvale, CA 94086  1-408-978-3258  info@cequence.ai  www.cequence.ai    All rights reserved.

Unique Differentiators

Traditional network level protections, such as Web Application Firewalls , CDNs, and 1st 
generation bot mitigation tools, have proven to be largely ineffective and are hard to manage, 
injecting friction into the application development lifecycle and often impacting user 
experience.
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The Cequence Application Security Platform (ASP) protects web, mobile and API-
based application infrastructure from automated attacks, malicious bots, and 
exploits. Cequence ASP is a distributed, container-based architecture that is scalable 
and flexible, allowing you to integrate security into your application infrastructure. 

Cequence ASP is comprised of the following elements: 

• CQAI is the patented intelligence engine for the platform, using machine learning 
and analytics to automatically discover web, mobile and API-based applications 
while uncovering threats and vulnerabilities that may lead to application 
infrastructure compromise and/or data loss. CQAI uses multiple techniques to 
analyze your transactions to provide a complete view of application and threat 
behavior than other technologies that rely on client context alone. Applications 
and threats identified by CQAI can then be used to drive policy creation and 
enforcement within two security modules: 

• CQ botDefense uses the intelligence generated by CQAI to determine the actual 
intent of the application transactions, allowing you to protect all public facing 
web, mobile and API-based applications from a broad range of business logic 
abuse attacks typically orchestrated using bots or human farms. 

• CQ appFirewall takes full advantage of CQAI to intelligently extend traditional 
WAF functionality to address one of the most significant WAF deficiencies: the 
inability to detect and prevent unknown, or zero-day attacks.

Product in detail: Application Security Platform (ASP)

Product Video

Cequence Application Security Platform (ASP) 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.youtube.com/watch?v=2JJTimBX5e4&t=23s
https://www.youtube.com/watch?v=2JJTimBX5e4&t=23s
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How does it work?
Cequence ASP leverages the power of its CQAI analytics engine to analyze every 
interaction from a user, client, network, and application perspective. 

This multi-dimensional analysis provides you with a complete view of behavior – far 
more than what is possible with technologies that rely on client context alone. 

For example, while client-side analysis can reveal unusual header anomalies, 
application-side analysis can see the actual attack behavior of a denial of inventory 
attack where a user repeatedly puts items in his basket without purchasing. 

CQAI then uses an ensemble of machine learning models, behavioral analysis, and 
statistical analysis of hundreds of traits to build a syntactic profile of the application 
used to identify threats and to facilitate policy creation. This includes, but is not limited 
to, heuristic analysis of headers, protocols, other network traffic, and both user and 
application behavior. 

CQAI also performs a statistical analysis of all of these traits to identify patterns and 
anomalies. By tracking the unique multi-step behaviors of real attacks against your 
applications, CQAI distinguishes malicious bots from benign forms of automation 
such as approved content aggregators. 

This same multi-dimensional analysis is used to detect and defend against targeted 
exploits of application vulnerabilities that traditional WAFs cannot detect.Enables 
application security consolidation.

Key Benefits

Container-based software platform can be deployed on premises or in the cloud, wherever 
applications are located. Platform consolidates multiple application security functions, 
simplifying security architecture and eliminating need for specialized appliances. AI-powered 
analytics engine automatically discovers apps, detects threats, and defends against attacks. 
No application changes required, no signatures, no performance impact.

Unique Differentiators
Container-based software platform can be deployed on premises or in the cloud, wherever 
applications are located. Platform consolidates multiple application security functions, 
simplifying security architecture and eliminating need for specialized appliances. AI-powered 
analytics engine automatically discovers apps, detects threats, and defends against attacks. 
No application changes required, no signatures, no performance impact.

https://cyberstartupobservatory.com/
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Certifications

Awards

The Cequence ASP supports OWASP requirements as well as PCI 6.6 compliance.

• 2018 Gartner Cool Vendor
• 2019 CSO Hot Startups
• 2019 InfoSecurity Global Excellence
• 2019 Cyber Defense Magazine InfoSec Award
• 2019 Enterprise Security Top 10 Startup
• 2019 MRC Technology Award

https://cyberstartupobservatory.com/
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Company Description
Cymulate is an award-winning SaaS-based Breach and Attack Simulation (BAS) 
platform that makes it simple to know and optimize your security posture any time, all 
the time.

Company Name: Cymulate
Founded: 06/16 
Employees: 50-100
Web: Cymulate.com

Company Information
Headquarters: Israel
Other Offices: USA, UK, Spain
Key Target Verticals: All verticals 

Product Category: Breach & Attack 
Simulation
Product Stage: Released
Product Names and Brief 
Description: 
The product is comprised of multiple 
attack vectors. 

• Full Kill-Chain APT
• Email Gateway
• Web Gateway
• Web Application Firewall
• Phishing Awareness
• Endpoint Security
• Lateral Movement 
• Data Exfiltration
• Immediate Threat Intelligence

Services Provided:
• Simulate attacks across the full 

kill chain. 
• Evaluate controls to identify gaps. 
• Remediate with actionable 

guidelines.

03The Product Customer Footprint

Markets with Customers: Cymulate’s customers 
are found in markets across North America, EMEA, 
and Asia. 
Relevant Public Success Stories per Key Target 
Vertical:

• Financial Services 
• Euronext “As Euronext’s cybersecurity team, 

we know that cybersecurity is always a work 
in progress. Cymulate allows us to fill a gap 
that for a long time was not closed directly, but 
only indirectly with other security controls. We 
recommend anyone looking for a BAS platform to 
turn to Cymulate.” –Jorge Ruao, Head of Security 
Operations

• Critical Infrastructures
• Connecticut Water “Cymulate enables me to test, 

reconfiugre, increase our security posture, and 
lower our cyber risk – adding great value to our 
security program.” –William Perez, Cyber Security 
Lead

• Communications
• Telit “With pen-testing it’s a long process, which at 

the end can take even 3 months to get the report. In 
that time there might have been new products, new 
attacks and it’s not relevant – we need to be up to 
date with new attacks all the time.” –Itzik Menashe, 
VP Global IT & Information Security

02
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Cymulate is an award-winning SaaS-based Breach and Attack Simulation (BAS) 
platform that makes it simple to know and optimize your security posture any time, 
all the time. Fully automated and customizable, Cymulate challenges your security 
controls against the full attack kill chain with thousands of simulated cyber attacks, 
both common and novel. 

Testing both internal and external defenses, the attack simulations show you exactly 
where you’re exposed and how to fix it-making security fast, continuous, and part of 
every-day activities. With 360° visibility and actionable reporting, Cymulate shortens 
test cycles and offers a counter-breach assessment technology that empowers 
security leaders to validate the effectiveness of their current security controls by 
taking a proactive approach to their cyber stance, so they can stay one step ahead of 
attackers. Always.

Product in detail

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work?

• Tests defenses against the full attack kill chain
We’ve divided the attack surface into nine vectors that can be run ‘a la carte or 
simultaneously to simulate a full Advanced Persistent Threat (APT). Challenging 
both internal and external (perimeter) security controls, Cymulate’s attack 
simulations replicate the modus operandi of real-world threat actors in a safe 
manner, running the full gamut of cyber threats, from ransomware to banking 
Trojans, SQL injections and countless others.

• Attack customization tailored to your needs
By easily customizing attacks to test security controls against specific threats 
or threat components, assessments become much more efficient and time-to-
remediation is shortened.

• KPI-friendly metrics and benchmarking
After running an assessment, a score is generated, reflecting the magnitude 
of potential threats to target systems or resources, with industry-specific 
benchmarking. Cymulate’s risk score is calculated using industry standards such 
as the NIST Risk Management Framework, CSVSS v3.0 Calculator, Microsoft’s 
DREAD and the MITRE ATT&CK Framework.

• Comprehensive reporting and alerting
Instrumental to meeting compliance mandates and demonstrating ROI ,a 
technical and executive summary are generated at the end of each assessment. 
Alerts can be generated to notify personnel when the Cymulate Risk Score 
exceeds a certain threshold.

https://cyberstartupobservatory.com/
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Key Benefits
• Validate your company’s security posture after any sort of change. 
• Assess if your organization is really safe from a breach. 
• Ensure your organization is compliant with GDPR, PCI, HIPPA and all other federal or 

industry regulations that require regular testing of security controls.
• Optimize your cybersecurity budget ROI by comparing the effectiveness of current and 

alternative security solutions.
• Get automated alerts to test your security posture against the very latest threats detected 

in the wild. 
• Check your organization’s defenses across business touchpoints, to ensure they are 

resilient enough to keep 3rd party threats out.

Unique Differentiators
• Deploys in minutes
• Simple to use
• Single agent, unlimited attacks
• Customized attacks
• SaaS-based platform
• Automated or on-demand
• Very latest threats simulated with a few clicks
• Covers the full attack kill chain
• Immediate results
• Comprehensive coverage

• Expanding our integrations and testing capabilities to cover the organization’s entire 
digital footprint across environments including cloud, IoT, and beyond. 

Future Functionality

https://cyberstartupobservatory.com/
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Certifications / Recognitions

Awards

Partners

Tech Startup of the Year, 
Software

Best Breach and Attack 
Simulation Platform

Simulation Platform Best Cybersecurity Startup
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01Company Description
Radiflow develops trusted Industrial Cyber-Security Solutions for critical business 
operations. We offer a complete portfolio of game-changing solutions for ICS/SCADA 
networks that empowers users to maintain visibility and control of their OT networks, 
including an Intelligent Threat Detection tool that passively monitors the OT network for 
anomalies, as well as Secure Gateways that protect OT networks from any deviations 
from set access policies.

Radiflow’s team consists of professionals from diverse backgrounds, from cyber-
experts from elite military units and automation experts from global industrial vendors 
and operators. Founded in 2009, Radiflow’s field-proven solutions, validated by leading 
research labs, currently secure thousands of customer facilities.

Company Name: Radiflow
Founded: 09/2009
Employees: 45
Web: www.radiflow.com  
Headquarters: Tel Aviv, Israel

02Company Information
Other offices: USA, Germany, UK
Key Target Verticals: Utilities and production 
facitlities

Product Category: Detection & Prevention, 
SOC, ICS/SCADA
Product Stage: released
Product Names and Brief Description:

• iSID Industrial Threat Detection
• iSAP Smart Probe
• iSEG Industrial Gateway

Services Provided:
• iSEC Security Assessment
• iTED On-site industrial training
• iSOC Managed Services to SOCs

03
The Product Customer Footprint

Markets with Customers: 
• Power Generation & Distribution
• Oil & Gas
• Water
• Transportation
• Building Automation
• Process Manufacturing

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://radiflow.com/
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Product in detail

Radiflow has two main product lines: 
• Non-intrusive - passive: iSID + iSAP
• iSEG -  inline network protection using industrial DPI firewall and access control

How does it work?
Risk Assessment
              The iSID maps all assets and their behaviors, analyzes their vulnerabilities and 
provides risk scoring based on the impact on the business processes
Protect Critical Assets
              The iSEG enforces access policy rights using Identity management and Industrial 
Deep-Packet-Inspection engines
Detect Anomalies
              The iSID detects deviations from baseline including malwares, policy violations 
and behavioral anomalies 
Expert Response 
Radiflow provides a framework (of Tools, People and Procedures) for MSSPs to provide 
OT monitoring and response services

§ iSID Industrial Threat Detection -
Monitoring industrial networks for 
anomalies

§ iSAP Smart Probe – Pre-processing 
traffic in remote site for a central IDS

§ iSEG Secure Gateway – Network 
segmentation with industrial DPI 
firewall and Access Control

Radiflow Monitoring & Protection portfolio
Patents Approved & 

Pending

https://cyberstartupobservatory.com/
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Company Description

Encode is at the forefront of reducing the risk of increasingly aggressive cyberattacks on 
businesses. Our industry-leading solutions and unrivalled offensive expertise provides 
detection in depth for companies throughout the globe and reduces incident detection and 
remediation time from a typical 100+ days to a matter of hours.

Company Name: Encode
Founded: 07/2002
Employees: 100
Web: www.encodegroup.com
Headquarters: London, UK

Company Information
Other offices: Athens, Dubai
Key Target Verticals: Finance, Telecom, 
Manufacturing, Retail, Utilities, Education, 
Government, Aerospace, Defense

Product Category: SoC (Incident 
Response & Forensics) 
Services Provided: 

Encode SOCaaS MDR: We are your 
24/7 Security Operations Centre (SOC) 
providing advanced technology, people, 
processes, encapsulated knowledge and 
advanced threat hunting as a service.

 

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services
• Telecom
• Legal Services
• Manufacturing

02
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Service in detail

Encode’s MDR service provides defence, mitigation and response against advanced, 
evasive cyber-attacks. The service includes 24x7 real time security event monitoring, 
correlation with machine learning, incident handling with advanced threat hunting and 
automated response combined with expert oversight from our security analysts. 

How does it work?

At the heart of the Encode MDR service is our proprietary Enorasys SOAR platform 
which performs continuous baselining of user and organisation activity. Advanced 
behaviour analytics, threat hunting and automated responses are used to detect and 
appropriately respond to cyber threats.

https://cyberstartupobservatory.com/
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Key Benefits

• Reduction of cyber security risk by focusing on organisation assets and priorities.

• Enhanced visibility through alert noise reduction and false positive removal.

• Integration with 3rd party tools e.g. ticket management.

• Enjoy a greater ROI by leveraging existing security investments.

• Free up time and resources.

06
Unique Differentiators

• Features a dedicated technology stack tailored to the needs of modern SOCs in 
order to counter sophisticated threats.

• Complete coverage from Endpoint detection to 24x7 hunting and response.

• Encode has been performing Red Teaming exercises/APT simulations for over 15 
years. By leveraging this offensive expertise we are able to continuously enhance 
our defensive capabilities.

07
Encode is committed to the evolution of the platform adding more functionality to further cut 
investigation times and develop more integrations with 3rd party systems to further expand 
automated response capabilities.

Future Functionality

https://cyberstartupobservatory.com/
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Certifications

Partners
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Company Description
Nyotron delivers a new generation of automatic Endpoint Detection and Response solution 
with integrated prevention called Endpoint Prevention and Response (EPR). 

Our solution automatically whitelists trusted operating system behavior and rejects everything 
else. No manual threat hunting, baselining, machine learning or cloud connectivity required. 
With Nyotron organizations gain true defense-in-depth protection against the most advanced 
attacks.

Company Name: Nyotron
Founded: 10/2011
Employees: 46
Web: www.nyotron.com
Headquarters: Santa Clara, CA, US

02Company Information
Other offices: Herzliya, Israel
Key Target Verticals: Healthcare, 
Transportation / Aviation, Law 
Enforcement, Government /  Public Sector

03
The Product

Product Category (Primary): Endpoint 
Security and Detection & Prevention
Product Category (Secondary): 
Healthcare and Aviation
Product Stage: Released
Product Names and Brief Description:

• Nyotron PARANOID
Services Provided:

• Preventive Endpoint Detection and 
Response (EDR)

• Last line of defense for laptops, 
desktops and servers

• Application Control replacement

Customer Footprint

Markets with Customers: US, UK, 
Israel, Brazil, Thailand
Relevant Public Success Stories per 
Key Target Vertical:

• Healthcare
• Education
• Law Enforcement
• Aviation
• Financial Services

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.nyotron.com/
https://www.nyotron.com/wp-content/uploads/2018/11/Nyotron-piasc-Case-Study_1.pdf
https://www.nyotron.com/wp-content/uploads/2018/07/Nyotron-Haifa-University-Case-Study-July-2018RS_2.pdf
https://www.nyotron.com/solutions/industries/
https://www.nyotron.com/wp-content/uploads/2017/05/Nyotron-El-Al-Airlines-Case-Study.pdf
https://www.nyotron.com/solutions/industries/
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Product in detail

Nyotron’s PARANOID pioneers Endpoint Prevention and Response (EPR). Our product prevents 
damage from malware that evades existing security layers and offers granular visibility 
into the attack. Using the industry’s first OS-Centric Positive Security, Nyotron strengthens 
laptop, desktop and server defenses. By automatically mapping legitimate operating system 
behavior, Nyotron’s PARANOID understands all normative ways that may lead to data or OS 
damage, such as file deletion, data exfiltration, encryption, persistence, MBR modification and 
more. PARANOID focuses on the finite set of “good” actions, making it completely agnostic 
to threats and attack vectors. No manual threat hunting, no signatures, no IOCs or machine 
learning needed. PARANOID works seamlessly with traditional anti-malware solutions to 
provide defense-in-depth protection against the most advanced attacks.

In summary, our customers benefit from:
• Future-proof protection from both known and unknown attacks
• Deep visibility into attacker’s activity
• Leveraging existing or built-in OS security capabilities instead of going through the 

risky and expensive rip & replace process

https://cyberstartupobservatory.com/
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How does it work?

Nyotron’s PARANOID takes advantage of the following premises:
• There is a small handful of Operating Systems out there
• Good behavior (intended functionality) of an Operating System is finite
• Operating Systems’ core functionality changes infrequently

PARANOID contains a static map of the entire legitimate behavior of the operating system 
related to file system, registry, IPC and networking. The map is based on Indicators of Integrity 
(IOI), which is a consistent evidence that precede a legitimate activity (e.g. file deletion). This 
deterministic approach does not have a concept of “bad” (only what is good) and hence is 
threat-agnostic. Deployed as a lightweight agent, PARANOID protects systems in real-time 
from both known and unknown malware, fileless attacks and more.

Meanwhile, Nyotron’s War Room provides deep visibility into attack’s source, methods and 
timeliness, arming security teams with relevant, precise intelligence.

https://cyberstartupobservatory.com/
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Key Benefits
• Endpoint Detection and Response (EDR) without threat hunting and with integrated 

prevention

• Protection from unknown and evasive threats 

• Precise visibility into attack methods and timelines

• Replacement for traditional EDR and Application Whitelisting solutions

Unique Differentiators
• Threat-agnostic, deterministic protection without signatures or machine learning/

AI
• Complements existing anti-malware solutions (including Windows Defender AV), 

requiring no rip & replace
• Supports air-gapped environments, requiring no updates or cloud connectivity

Certifications 09

• Enhanced MSSP support

Future Functionality

07

08
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Partners

Awards

Endpoint Security 
– Group Test 5/5

Innovator in 
Endpoint Detection

Gold Award for 
Endpoint Security

Most Innovative 
Cybersecurity 

Company
APT Protection

Hot Company – 
Endpoint Security

Next Generation 
Endpoint Security

Innovator in End-
point Security
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Company Description

nTropic Security, LLC was founded to proactively and intelligently provide the deepest 
and most advanced levels of protection to files, crown jewel digital assets, data at 
rest, and data in transit.

Company Name: nTropic Security
Founded: 06/19
Employees: 5
Web: www.ntropicsecurity.com

Company Information
Headquarters: Raleigh, NC, USA
Key Target Verticals: Military & 
Defense, Intelligence Community, 
Finance, Healthcare 

Product Category: Information 
Privacy
Product Stage: Version 1- Beta
Product Names: KDisperse 
Brief Description: 
KDisperse is a disruptive technology 
that utilizes Entropy, Disinformation, 
and obfuscation techniques to 
actively protect data. At the core of 
the product there is a powerful patent 
pending algorithm that ensures 
attackers and hostile entities will face 
a very high work factor.

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• The first Proof of Value (PoV) will 
commence in August 2019 at 
an International Human Rights 
organization.

02
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KDisperse is truly innovative and disruptive technology that will change the face 
of stored data (at rest or in transit) and raise the bar of data security/protection. It 
intelligently couples proprietary disinformation techniques with high levels of entropy to 
establish zero patterns yet still leave data in workable and intelligible states. KDisperse 
imposes extremely high work factors on attackers and utilizes existing hybrid storage 
ecosystems to effectively obfuscate, disperse, and hide data.  

Product in detail: KDisperse

How does it work?

KDisperse works by heavily, and randomly, obfuscating and dispersing a data set that 
is to be protected. The integral parts of the overall process (embodied in a patent 
pending algorithm) are entropy based and have as a core principle that of leaving no 
pattern whereupon an attacker can effectively reconstruct the original data set (even in 
the face of a storage breach). 
Disparate customer owned storage locations, preferably in the form of a hybrid (on-
premise and cloud) ecosystem, are leveraged to disperse the obfuscated shards further 
mitigating the likelihood of data leakage when an entity is protected by KDisperse. 
During the reconstruction process entropy is also used as the obfuscation layers are 
reversed such that an authorized entity has total access to the original data set. 

https://cyberstartupobservatory.com/
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Key Benefits

• Implements an extremely strong, and unprecedented, data security posture
• Creates effective security use of existing network accessible storage ecosystem
• Creates an anti-pattern environment where very high work factors are imposed on attackers 

and hostile entities

Unique Differentiators

• Heavy use of entropy at each step of the process:
• Sharding
• Obfuscation
• Disinformation
• Naming
• Storage

• Implementation of multiple proprietary disinformation techniques
• Will never expose a pattern (neither in data nor behavior)

• Metamorphic shards - these are shards that have already been put through the KDisperse 
engine and are rewritten over multiple iterations such that each succeeding version of 
each shard is different from the preceding one (currently under development).

Future Functionality

https://cyberstartupobservatory.com/
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Company Description

CHEQ is a global cybersecurity company and a pioneer of Autonomous Brand Safety, 
protecting the digital ad spend for the world’s leading brands. With offices in Tokyo, 
New York and Tel Aviv, the company’s mission is to help sustain the digital ecosystem 
by protecting advertisers from the risks of online advertising and helping them regain 
confidence in the space. CHEQ is a Battery Ventures portfolio company and an alumnus 
of “The Bridge Builders”, Coca-Cola’s, Mercedes’ and Turner’s commercialization 
program. 

Company Name: CHEQ Ltd.
Founded: 01/14
Employees: 50
Web: www.cheq.ai
Headquarters: NYC, USA and Tel Aviv, Israel

Company Information

 

Other Offices: Tokyo
Key Target Verticals: Online 
advertisers, ad agencies and 
publishers  

Product Category: Detection & 
Prevention, Cyber Intelligence, Fraud 
Detection & Prevention, Web Security, 
UEBA, Deception
Product Stage: Released
Product Names and Brief Description: 

• The CHEQ Platform
Services Provided:

Digital advertising:
• Fraud Prevention
• Brand Safety
• Viewability 

03
The Product Customer Footprint

Markets with Customers: USA, Japan, 
Mexico, UAE
Relevant Public Success Stories per Key 
Target Vertical:

• Advertisers 
• Ad Agencies: CCI
• Members of Pepsico Tech LAB 

(Website launching soon)

02
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CHEQ’s platform protects advertisers, ad agencies and publishers from spending digital 
ad budgets. It replaces traditional ad-verification platforms with a fully autonomous 
and preemptive solution that doesn’t just report the damage, but actually prevents it. 
The CHEQ platform uses next-gen technology driven by military-grade AI and NLP.

Product in detail

CHEQ Platform users have their digital campaigns protected autonomously and in real-
time as follows: 

• Brand Safety: Our AI-driven Autonomous Brand Safety solution utilizes military-grade 
Natural Language Processing capabilities to analyze page-level data in absolute 
real-time. We use proprietary Lexical Semantics and Sentiment Analysis modules to 
infer context with extreme accuracy and speed, allowing us to always prevent your 
ads from serving near content you deem unsafe.

• Anti-Fraud:  Our Cybersecurity based Fraud Prevention solution applies Machine 
Learning algorithms to uncover data-discrepancies and behavioral anomalies at the 
single user level, in real-time. We analyze over 700 user parameters, deploy proprietary 
honeypots (bot traps) and utilize advanced OS Fingerprinting and Dynamic Code 
Patching to ensure you never purchase a fraudulent impression.

• Viewability: Our page-level modules examine multiple types of viewability violations, 
uncovering anything from obstructing objects to malicious ad-stacking and hidden 
Iframes. Together with our strict “Panoramiq” viewability metrics, this allows us to 
guarantee that an impression is only counted once 100% of the pixels are in view on 
the user’s monitor, unhidden and un-obstructed.

How does it work?

https://cyberstartupobservatory.com/
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How does it work? 

https://cyberstartupobservatory.com/
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Key Benefits
• Fully Autonomous
• Real-time solution: Real-time Brand Safety Enforcement, Real-Time Fraud Prevention, Real 

Time Viewability
• Prevents the damage before the ad is ever served 

Unique Differentiators
• Verification vendors measure the damage, we prevent it

• In-app ad-fraud prevention

Future Functionality

Certifications

• Currently undergoing an MRC certification process
• IAB Tech Lab Members

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Thetaray
Transforming the way the world 

benefits from data

Innovation



cyberstartupobservatory.com Cybersecurity Observatory US 160BACK TO CONTENTS

01Company Description
ThetaRay is a leading Artificial Intelligence & big data analytics company, helping 
financial organizations, cybersecurity divisions and critical infrastructure become 
more resilient and seize opportunities. Its advanced analytical solutions operate with 
unprecedented speed, accuracy, and scale, enabling clients to manage risk, detect 
money laundering schemes, uncover fraud, expose bad loans, uncover operational 
issues and reveal valuable new growth opportunities.

Company Name: ThetaRay Inc.
Founded: 2013
Employees: 65
Web: www.thetaray.com 
Headquarters: New York, NY, USA

02Company Information
Other Offices: 
• Israel - International HQ
• UK - London
• Singapore
Key Target Verticals: Financial 
Institutions, Insurance, Industrial IoT, 
Critical Infrastructure and Cyber Security

03
The Product

Product Category: 
• Artificial Intelligence
• Detection & Prevention
• Fraud Detection

Product Stage: released, production
Product Names and Brief Description:

• ThetaRay for AML
• ThetaRay for Fraud Detection
• ThetaRay ATM Security
• ThetaRay for Preventive Maintenance

Customer Footprint

Relevant Public Success Stories per 
Key Target Vertical: 

• Financial Services
• ABN AMRO, OCBC Bank

• Critical Infrastructure
• Manufacturing

https://cyberstartupobservatory.com/
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Advanced Analytics Platform Powered by Artificial Intelligence

ThetaRay’s patented technology encompasses over two decades of academic 
research designed to uncover unknown unknowns. This approach employs AI and 
machine learning, notably Intuitive AI, to isolate problems that are hiding in plain site—
buried beneath big data, concealed in slow systems, and out of reach of the most 
sophisticated business rules. Proprietary core algorithms are packaged into ThetaRay’s 
enterprise-grade hyper-dimensional multi-domain™ big data platform. 

How does it work?

ThetaRay’s Financial Crime Detection and IoT solutions are built on our big data 
analytics platform as end-to-end products supporting all aspects of the big data 
anomaly detection process; from data processing and storage to anomaly detection, 
forensics and case management.

• Unmatched Detection Performance – to detect unknown risk 
• Industry low false positive rate - to reduce operational costs
• Intuitive AI – to eliminate human bias from detection process
• No “black box” - clearly explained results
• Automated detection - no training, labels, or rules required
• End-to-end solutions - not a toolkit

Product in detail

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Our Global Platform

Observatory - UK Edition

Observatory - France Edition

Download Observatory Israel 
- Sixth Edition

Observatory - Israel Edition

Download Observatory UK - 
First Edition

Download Observatory 
France - Fourth Edition
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01The Product

What is the @CSOFinder?

The  @CSOFinder is a global search engine for cybersecurity practitioners.

On the one hand, it endeavors to help CISOs, cybersecurity consultants, 
technology managers, purchase and innovation departments and other key 
stakeholders to identify the right cybersecurity solutions that address their 
specific	needs.

On the other hand, the @CSOFinder provides cybersecurity companies 
unparalleled exposure to our global audience of over 500k  industry 
practitioners engaging with the Observatory on a yearly basis.

    CSOFinder@SO

02How does it work?

The process is very simple:

a) Cybersecurity Practitioners  just need to go to the search engine by 
clicking the link below and start the search. For those companies that have 
already	completed	the	profile,	it	will	be	displayed,	including:

• Company description,
• Product	definition	and	
• How do they work?
• Key features, unique differentiators and future functionality

b) Cybersecurity Companies just need to Sign Up and complete the 
company	profile.	This	is	a	free	process	for	companies	<2	years	old.

    CSOFinder@SO

Sign Up 

https://cyberstartupobservatory.com/
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03Look & Feel

What is the @CSOFinder?

1.-Searching companies:

    CSOFinder@SO

2.-Displaying Results:

https://cyberstartupobservatory.com/
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03Look & Feel

What is the @CSOFinder?

3.-Visting	the	Company	Profile:

    CSOFinder@SO

Product description, features, 
differentiators, future 
functionality...

Product Infographics, How Does 
it Work? and other additional 
information to enable the 
reader to understand the value 
proposition.

Additional information included 
on the Observatory website: 
videos, articles, infographics...

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


The @CSOFinder 

    CSOFinder@SO

Find Cybersecurity Companies

Sign Up

Sign Up 

https://cyberstartupobservatory.com/finder/
https://cyberstartupobservatory.com/registration-form/


Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate 
receiving your suggestions or comments to help us improve our content, 
services and the way we communicate.

We appreciate receiving compliments

If	 you	 are	 satisfied	 with	 the	 Cyber	 Startup	 Observatory,	 please	 let	 us	
know. It helps us to know that we are delivering our services effectively and 
provides us with an opportunity to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations 
are a valuable input

We strive to cover relevant topics, provide valuable resources and to 
shed some light on important issues. The team welcomes your contribution 
as a way to widen our vision, the quality of the content and the depth of our 
knowledge.

You can contact us at: 

info@cyberstartupobservatory.com

mailto:info%40cyberstartupobservatory.com?subject=1st%20Global%20Cybersecurity%20Observatory
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