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The purpose of the 1st Global Cybersecurity Observatory is to collaborate to build 
a safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

 cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only 
and does not constitute professional advice. You should not act upon the information 
contained in this publication without obtaining specific professional advice. 

No representation or warranty is given as to the accuracy or completeness of the 
information contained in this publication, and, to the extent permitted by law, Smartrev 
Analytics Consultants SLU, its members and employees do not accept or assume any 
liability, responsibility or duty of care for any consequences of you or anyone else acting, 
or refraining to act, in reliance on the information contained in this publication or for any 
decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2019 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Overview

We are proud to present the Fourth Edition of the Cybersecurity Observatory US, 
returning to one of the most dynamic and comprehensive Cybersecurity ecosystems on 
the planet.

The benefits of the US cybersecurity ecosystem are felt far beyond its borders and as 
the 1st Global Cybersecurity Observatory program expands to include new Observatories 
in markets such as APAC and Central Europe,  and with Observatories in both Northern 
and Southern Europe scheduled for the new year, we will continue to strive to ensure our 
relationship with our US partners flourishes on a worldwide scale, building on our three 
key elements:

• Worldwide promotion of cybersecurity innovation
• Information sharing and collaboration across the industry
• Fostering leadership among cybersecurity practitioners

Continuing our commitment to our mission of fostering innovation, sharing insight and 
promoting leadership within the industry, we are proud to have developed a new global 
online search engine for cybersecurity companies, the @CSOFinder, which allows industry 
practitioners, innovation and purchase departments and other key stakeholders to get 
real-time access to the best companies, their profiles, products and vision.

We are also deepening the functionality of the platform by bringing into play a new 
Platinum Membership level, leveraging state of the art technology to provide even 
more value to our members, partners, sponsors and followers within the cybersecurity 
community.

SO

United States

Coming Soon!!!
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Central Europe

France

APAC

Southern EuropeNorthern Europe
Coming Soon!!!

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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https://cyberstartupobservatory.com/platinum-members-contact-us/
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In This Edition

Although we focus our major efforts on startups, the industry is not only driven 
by these crucial companies and their entrepreneurs. Established companies and their 
cybersecurity leaders also play an instrumental role in keeping us safe in their daily battle 
against the bad guys, with very challenging responsibilities and important achievements 
that often go unrecognized. CISOs and other cybersecurity leaders, managers, consultants 
and in general every single stakeholder in this process deserve our recognition and respect.

This recognition is reflected in our ‘Cybersecurity Leader of the Week’ program, in 
which we are honored to share the views and insights of an amazing selection of these 
industry leaders.

In particular, we would like to thank:

• Rebecca Wynn, Head of Information Security, Matrix Medical Network
• Bruce Lobree, CISO  / Cybersecurity Architect
• Greg Rogers, CISO, Legal & General America

We believe that another of our major strengths is the quality of the articles we publish 
from both startups and established companies, and this 4th edition of the US Observatory 
is no exception. We cast a forensic eye on such topics as Industrial Control Systems in 
the Maritime industry in the light of attacks on vessels, and the security options available; 
the reasons why companies are moving to continuous security testing in ever changing IT 
environments; a shift in the cyber threat visibility and intelligence paradigm to an ‘outside-
in’ approach; a unique, life-saving innovation providing a lifeline in disaters; and how one 
online dating leader protects its users and their identities from the bad guys doing their 
best to prove that the ‘course of true love never did run smooth’.

 As the US approaches the Holiday season, the team at the First Global Cybersecurity 
Observatory would like to take this opportunity to give thanks to all the players in the US 
Cybersecurity community and the solutions they provide in making us all cyber safe, from 
the largest organizations to every single individual.  

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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It just remains for me to thank my team here at the Observatory Program - Co-editor, 
Maite Ortega,  Content Manager, David Bailey and Research Director, Alicia Peña for 
their infinite patience and support in the preparation of this publication, as well as a special 
mention for German Duarte, our Platform Manager, who has done a such a great job with 
the @CSOFinder, which now forms a cornerstone of the platform. 

 
Thanks, as ever, to Unsplash photo repository and its second to none photographers 

and creators (https://unsplash.com) for the inspirational pictures which have been used 
in this publication. 

Jose Monteagudo
Editor-in-Chief

Jose Monteagudo
Editor-in-Chief

josem@smartrev-cybersec.com

Maite Ortega
Co-Editor

maiteo@smartrev-cybersec.com

SO

https://cyberstartupobservatory.com/
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All the sections are clasified under the following categories and signposted using the 
following tabs:

Innovation Insight

Leadership Resources

Training Trends

This methodology is also applied to our web cyberstartupobservatory.com and will 
be consistent in future editions of the observatory.

Sections

https://cyberstartupobservatory.com/
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The US CyberSlide 
The US CyberSlide is dedicated to supporting the largest cybersecurity market on the 

planet, and one which continues to grow in this era of rapid technological innovation. The 
solutions offered by the companies populating the US CyberSlide form an integral part 
of our everyday security regime and demonstrate that the fight against the bad guys is 
in full swing.  The CyberSlide is part of a suite of solutions created by the Cybersecurity 
Observatory (most notably the @CSOFinder search engine) which aims to simplify 
the cybersecurity technology selection process and offer the best solution for any 
cybersecurity issue. 

The @CSOFinder showcases the featured companies using a clear categorization that 
is standardized across the 100+ markets currently on our radar. As a result, a CISO from 
the US, France, Israel, the UK - anywhere in the world, in fact - can identify companies more 
easily, helping them to navigate this ocean of complexity in which 1000s of new companies 
spring up every year. 

Given the impossibility of including every single one of these companies on the 
CyberSlide, it’s important to mention that all participating companies have been contacted 
individually in order to ensure the correct categorization process has been negotiated and 
agreed upon. 

Furthermore, we are one hundred percent committed to keeping the US CyberSlide 
updated, to promote it regularly, to educate the community and to provide the most 
effective support possible to these industry innovators and their mission.

Split by Role Split by Vertical Split by Geo

Information Security 
Specialist

32%

Technology Manager
23%

Director / Executive 
Director / CISO

36%

IT Consultant - 9%

Critical Infrastrucures / 
Utilities - 22%

Healthcare
27%

Financial Services
32%

e-Commerce - 10%

Government - 9%

EMEA
40%

LATAM
12%

North America
37%

APAC - 11%

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/finder/


We have classified the startups under 28 different categories:

The latest US CyberSlide is available for download on our web in Press Quality PDF:

The US CyberSlide 

If you want to add your company please follow the link below:
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Named 2017 Cybersecurity 
Professional of the Year - 
Cybersecurity Excellence Awards, 
Chief Privacy Officer (CPO) SC 
Magazine, Global Privacy and 
Security by Design (GPSbyDesign) 
International Council Member, and 
Women in Technology Business Role 
Model of the Year 2018 - Dr. Rebecca 
Wynn is lauded as a “game-changer 
who is ten steps ahead in developing 
and enforcing cybersecurity and 
privacy best practices and policies.” 

She is a “big picture” thinker who 
brings nearly 20 years of experience 
in Information Security, Assurance & 
Technology. 

Recently she led the information 
security, privacy, and compliance 
pre-acquisition, acquisition and 

post-acquisition of LearnVest, Inc. to 
Northwestern Mutual Life Insurance 
Company – a Fortune 100 company. 
She is well known for being a gifted 
polymath, having deep understanding 
of current cyber security challenges 
and privacy issues. 

She has a proven track record of 
taking companies to the next level of 
excellence in many sectors including 
government, financial services, 
fintech, healthcare, information 
technology, legal, semiconductors, 
and retail.

Are there any common business 
road blocked that prevent 
security best practices from 
being implemented?

I have seen it time and time again where 
the pressure to get market share causes 
companies to take security short cuts 
which always seems to cause the company 

Rebecca Wynn
Head of Information Security / Data Protection 
Officer, Matrix Medical Network

“The commonality always 
seems to be that the 
company thought “it will 
not happen to me” and then 
it does.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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to end up on the front page of the news 
due to a data breach, employee/contract 
data thief, data held hostage/ransom and 
so forth.

The commonality always seems to 
be that the company thought “it will not 
happen to me” and then it does. I tell 
companies it is better to think that it WILL 
happen and then what will you do to save 
your contracts, reputation, etc. 

We see this in keeping systems not 
patched, old systems and applications 
running on the network, overuse of 
administration credentials, enterprise/
d o m a i n / n e t w o r k / s y s t e m / b a c k u p 
credentials not under strict control and 
monitoring, relying too much on “it’s 
someone else’s responsibility,” and many, 
many more items that I could list, but you 
have the idea. 

Several industry reports state that it 
takes 99 days or more to recognize that 
there has been a breach and at the same 
time less than 3 days for that breach to 
escalate to having administrative access. 

That should keep more than just the 

CISO up at night. CISOs need to keep 
talking about the big impact, cost of 
lawsuits that may even be class action, 
fines, reputation management costs, etc. 

Don’t let the company be narrow 
and just focus on whether something is 
reportable to the SEC, CMS or another 
agency. In today’s world, it just takes one 
social media post that goes viral to cause 
immense financial losses for the company, 
among so many other things.

When speaking the language 
of business to their boards, are 
there certain phrases CISOs 
should be using?

To make any headway with the board a 
CISO must:

• Understand Your Board’s Business 
Strategy

• Make Your InfoSec Plan More 
Inclusive, Understandable and Measurable

• Communicate with Board Members 
What They Need to Hear

“In today’s world, it just takes one 
social media post that goes viral to 
cause immense financial losses for 
the company, among so many other 
things.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Remember, Security doesn’t necessarily 
need to be aligned with all business 
functions, but it is important to establish 
partnerships with key leaders and 
departments who share similar goals for 
managing business risk or whose functions 
represent the greatest impact to security 
operations and strategy. For me that is 
HR, Legal, Compliance, Finance, GMs/
Presidents, Department Heads, and of 
course technology. 

Understanding the business is one 
thing; however, building an information 
security strategic plan around it is another. 
Many times security leadership cannot 
establish a seat at the table because they 
don’t have a long-term plan that aligns to 
the needs and aspirations of the business. 

Or they fail to recognize the company’s 
tolerance for specific risks related to 
important strategic goals. Granted, it takes 
time to establish an initial plan; however, 
once established, executive leadership 
will expect that the plan is focused on 
mitigating the most likely business risks 
from a breach without unduly hampering 
critical opportunities for growth and 
productivity. 

The challenge is that all boards differ 
from organization to organization and 
change in dynamics when new members 
join and/or persons leave the company. 
What one Board wants to hear in one 
organization can differ dramatically to 
another. Therefore, how do you ensure 
the content of your cybersecurity 
presentations properly align? 

There are three consistent 
recommendations among surveyed 
Board Members to be successful in your 
presentation:

• Establish a 1:1 (or “personal”) 
relationship

• Show the forensics of an attack (non-
technical)

• Benchmark against others and your 
own current state of security

ALWAYS define your bottom line. What 
is the action you need them to initiate? 
Failure to do that, and in many board 
members’ eyes you just wanted their time.

Almost everybody agrees that 
organizations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture?

 I have several initiatives that I support 
every year no matter in which company  I 
am the CISO. Every other month I issue 
a security awareness newsletter for the 
corporation. 

“ALWAYS define your 
bottom line. What is 
the action you need 
them to initiate?’’

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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It is shared and stored on the corporate 
intranet. Monthly introduction to security 
and security awareness trainings to 
new hires is conducted. Partner with 
departments to speak to their team on a 
variety of subjects, with the goal of doing, 
on average, one every  6-8 weeks. 

Two key months that are adopted to have 
extra trainings and events are: October – 
National Cybersecurity Awareness Month; 
and January – National Privacy Month. 
Other days are added into the mix, such 
as Change Your Password Day and Digital 
Spring Cleaning Day. 

Have awareness posters, awareness 
on the huge flat screen TVs around the 
company that follow company themes 
around the holiday. Using phishing 
campaigns to train users up in phishing 
awareness is always critical. 

The core of my philosophy is to make 
Security Ambassadors wherever I go. 
Security is a TEAM support - it’s everyone’s 
responsibility.

Ransomware and phishing 
are among the risks that 
have threatened all industries 

recently. From your perspective, 
how should companies 
mitigate these risks and what 
has worked for you?

For all sizes of companies, the investment 
in cybersecurity and digital emergency 
preparedness plans is of vastly increased 
importance and will continue going 
forward. It should at least be on par with 
preparation for other catastrophic events 
like fire and extreme weather. 

Cybersecurity strategies need to cover 
the full spectrum of possible attacks 
and events that could cause a crippling 
blow to a company’s operations which 
includes nation-state and the attacks on 
infrastructure and/or cloud providers and 
services. 

Ransomware is only one potential attack 
your business faces, but it can be quite 
costly. Traditional insurance policies 
often do not cover ransomware damages. 
Your business can obtain coverage for 
ransomware attacks, and many other 
types of cyber-attacks, through a cyber 
insurance policy. Coverage under cyber 
policies is often broken down into multiple 
“modules” for various types of claims.

“The core of my philosophy is to make 
Security Ambassadors wherever I go. 
Security is a TEAM support - it’s 
everyone’s responsibility.’’

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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You may need coverage for a 
ransomware attack under various modules. 
For example, the ransomware module 
may cover the ransom itself, while the 
business interruption module may cover 
the income your business lost as a result of 
the inability to access data. You must read 
all the modules and exclusions, and ensure 
you understand what is covered. 

Keep in mind that many insurance 
policies predicate coverage on the insured 
taking reasonable steps to ensure cyber 
security. It was determined that WannaCry 
took advantage of a vulnerability in a 
Microsoft operating system. 

This particular vulnerability was 
identified months before the attack and 
Microsoft had issued a patch for it. Some 
carriers took the position that this was 
failure to take reasonable cyber security 
measures and denied coverage. 

Be careful, some cyber policies 
expressly exclude coverage for actions by 
nation states. Always demand the removal 
of any nation-state exclusions in your cyber 
policies. Failure to do so, may result in your 

carrier arguing that there is no coverage if 
it is determined that a country like Russia, 
China, Iran or North Korea is behind the 
phishing, DDoS, network attack.

 It is important for companies to take 
actions to effectively manage these 
risks. The types of exclusions and gaps 
that appear in cyber coverage can be 
complex and difficult to identify. Enlisting 
the assistance of experienced coverage 
counsel to navigate coverage for the ever-
evolving cyber security landscape can help 
ensure your company’s resilience to these 
attacks.

How can CISOs balance security 
and innovation?

The CISO must have a clear line of sight 
into the organizational strategy. It has 
historically been very hard for the CISO. 
Most in our field tend to complain that 
Information Security is the last to know 
about a new project or capability that was 
purchased and that needs to change. We 
need to take ownership of the part we 
played in making that happen. 

“Enlisting the assistance of experienced 
coverage counsel to navigate coverage for 
the ever-evolving cyber security landscape 
can help ensure your company’s resilience 
to these attacks.’’

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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We were trained to focus our attention 
on attempting to stop the data breaches at 
any cost, and have not devoted resources 
to engineering long-term solutions to 
resolving issues. 

Security like IT adopted a “fire drill” 
mentality for dealing with security issues, 
where important projects and initiatives 
get put to the side to deal with the latest 
vulnerability or large data breach. Break 
away from being seen as IT. 

Security needs to focus on helping the 
business make a paradigm shift in how it 
views Security. Security needs to be seen 
as an enabler and as fighting a constant 
cyber war on the front lines. We want to 
get the business through to the solution 
unharmed. 

If Information Security is informed 
early about a needed or wanted capability 
to deliver the service, the more guidance 
can be provided to secure those innovation 
solutions. Being seen by the organization 
as a great partner, and not as a barrier, 
helps here. It takes strong support by 
C-Level and other key stakeholders which 
is beyond the CIO or CTO.

Partner with the Project Management 
Group, Legal and Compliance Team, and 
the GMs/Presidents. Find those key month 
reports that you need to get on the distro 
list. Just remember to work with the 
stakeholders in finding solutions and how 
you can minimize the corporate risk while 
enabling the business to grow.

Could you offer any advice on 
how CISOs and CIOs can work 
together effectively?

 What can the CISO, CIO and/or CTO do 
to create harmony in the office? First, they 
can create a united front in the boardroom 
with all sharing an equal voice, ensuring it is 
understood. 

The CISO will talk more about data 
privacy, security, threats, and the tools 
and personnel needed. The CIO will come 
from the “Land of Budgets” and “Business 
Needs.” They should strive to meet in the 
middle and speak each other’s language. 
Showing a united front in the boardroom 
can help calm the chaos. And, shift the tide. 

Remember that financial services, 
healthcare, Payment Card Industry (PCI) 
and Health Insurance Portability and 
Accountability Act (HIPAA) breaches, 
hacks and cyber-attacks affect everyone. 
They’re not just problems for CISOs.

 

“Security needs to be seen 
as an enabler and as 
fighting a constant cyber 
war on the front lines. We 
want to get the business 
through to the solution 
unharmed.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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To Do List:

• Communicate regularly 

• Be respectful of each position and its     
responsibilities

• Be ingrained in the business

• Avoid spreading fear without 
solutions

• Be immersed with the new 
technology 

• Know the ever-changing threat 
landscape.

• Learn to accept and embrace 
manageable risk

• Learn to protect data while enabling 
the business to run

• Know your scope, and your 
boundaries

• Be clear on the priorities

There is industry consensus that the 
relationship can, and often does, work. 
In my career, I have been fortunate to 
have a great working relationship with 
several CTOs and CIOs, namely Emilia 

Sherifova (CTO, LearnVest; CTO & Head of 
Enterprise Architecture and Engineering, 
Northwestern Mutual) and Mason Dansie 
(CIO/CTO, Matrix Medical Network). 

It has been a pleasure to know them and 
work alongside them over the years. I hope 
that you will be fortunate to have such 
successful working relationships as I have. 
The key is PARTNERSHIP.

Closing Statement

I try to see that the world is beyond me 
even though day-to-day, it’s easy to get 
caught up that ‘’it’s all about you.” 

My philosophy is “always keep learning.” 
Remember, the more you know, the more 
you know you don’t know everything, and 
so always be open to always being a life 
learner, and that’s where I am. I’m always 
trying to learn and pick up new things. It 
helps to keep you young, I hope!” 

“My philosophy is “always keep learning.” 
Remember, the more you know, the more 
you know you don’t know everything, and 
so always be open to always being a life 
learner.’’

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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At a glance
•    6 minute read
•    Introduction and problem statement
•    Solution components and application
•    Types of protection and segmentation
•    Benefits of the solution and its future direction

ICS Security for the Maritime 
Industry

Introduction

Since the first canoe was dugout over 
8000 years ago, the flow of goods and 
people over the world’s oceans and seas 
has been fundamental to advancing the 
world’s economy. 

As with other methods of 
transportation, maritime vessels are 
frantically adopting new technology to 
improve navigation, propulsion, safety, and 
traffic management. 

The Operational Technology (OT) space 
is critical for the operation of vessels and is 
dependent on Industrial Control Systems 
(ICS) and SCADA systems, which have 
become enticing targets for hostile actors. 

Attacks on maritime vessels and key 
infrastructure components has prompted 
the US Coast Guard to publish advisories 
and bulletins and the European Union 
has issued advisories and even a formal 

analysis of this space.

Problem Statement

Many maritime Industrial Control 
Systems (ICS) in service are similar to land-
based applications (building management, 
power, manufacturing, etc.) and yet are 
susceptible to more security issues. 

The key difference with seafaring 
vessels is that hostile actors typically have 
easier physical access to ICS devices and 
the network in which they operate.

There are two main areas to improve 
ICS security on maritime vessels:

1. Remote access (typically satellite  
based)

2. Local network access

Author: Andres Andreu, Chief Technology Officer, Bayshore Networks 

“As with other methods 
of transportation, 
maritime vessels are 
frantically adopting new 
technology to improve 
navigation, propulsion, 
safety, and traffic 
management.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.dco.uscg.mil/Portals/9/DCO Documents/5p/CG-5PC/INV/Alerts/0619.pdf
https://www.dco.uscg.mil/Portals/9/DCO Documents/5p/MSIB/2019/MSIB_004_19.pdf
https://www.enisa.europa.eu/publications/cyber-security-aspects-in-the-maritime-sector-1/at_download/fullReport
https://www.linkedin.com/in/andresandreu/
https://www.bayshorenetworks.com/
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The goal is to increase security while 
not disturbing legitimate functionality and 
ensuring installed security devices provide 
their protective function independently 
and in parallel to Programmable Logic 
Controllers (PLC). 

Security devices must be rugged and 
operate under harsh conditions, endure 
strong vibrations, and withstand above 
normal temperature conditions for general 
computing devices. 

Additionally, power consumption must 
be minimized because security devices 
will most likely be installed in low power 
consuming fanless enclosures.

Introduction to Solution 
Components

Bayshore Networks, Inc. created 
SCADAfuse to address these exact 
challenges. SCADAfuse introduces strong 
security measures and operates via a 
transparent bridge mode at runtime. 

SCADAfuse can be seamlessly 
integrated into existing environments with 
no disruptions. 

It will operate in the standard model for 
transparent bridges where upon a dynamic 
table of MAC Addresses is maintained. 

The SCADAfuse appears invisible to the 
network as it utilizes two network ports 
to transmit and receive in unidirectional 
fashion. 

Due to these traits, the introduction 
of SCADAfuse to an environment seeking 
deep security can go virtually undetected, 
and a strong security posture is achieved 
with very little effort.

SCADAfuse addresses multiple 
requirements:

• It is focused on protecting ICS 
devices that are at risk on the network. 

• It protects itself because it is installed 
on a local network susceptible to the same 
hostile elements as the ICS devices. 

• It supports, at a hardware level, a fail 
open state so outages (i.e. loss of power, 
hardware failure, etc.) cause no operational 
disruptions to legitimate operations.

“The introduction of SCADAfuse to an 
environment seeking deep security can go 
virtually undetected, and a strong security 
posture is achieved with very little effort.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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SCADAfuse is an innovative approach 
to the generation of enforceable security 
policies. Its learning engine is specifically 
designed to provide highly focused security 
rules in the generated policy. 

Rules are constructed based on 
learned traffic encountered in the 
protected environment and surpasses 
what any generic set of rules could achieve, 
given the unique possibilities with ICS 
communication protocols. 

The effectiveness of generic rules 
is generally nullified because in multiple 
environments running the same exact ICS 
communications protocol there can be 
highly customized and modified variants.  

To be truly effective, products 
operating in this space need to understand 
operational ranges of values so that 
threshold, or out of range, violations are 
detected and handled accordingly, based 
on customer needs.

SCADAfuse allows the customer two 
choices in handling violations: 

• raise alerts, or notifications, yet allow 
traffic to flow

• actively block traffic flows

While SCADAfuse effectively operates 
in this learning mode and generates 
security rules and a policy that is subjective, 
experts can make modifications of these 
rules via a web based graphical user 
interface (GUI). 

Bayshore Networks also provides 
generic rulesets based on known best 
practices. These can be included in a given 
security policy or ignored altogether. 

One example of these pre-built 
rulesets is the Line of Sight use case. In this 
case write functions are not allowed and 
communications are enforced to be read 
only at a native protocol function level. 

Typically, this is coupled with allowing 
traffic from specific segments of the 
network with the added granularity of 
function code enforcement.

“To be truly effective, products operating in 
this space need to understand operational 
ranges of values so that threshold, or out of 
range, violations are detected and handled 
accordingly, based on customer needs.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Secure remote access use cases often 
pursue this protection so remote operators 
are allowed access to a given network, 
but only to utilize read function codes to 
a specific target ICS machine or range of 
machines.

Application of Solution

Deploying SCADAfuse is simple and 
requires minimal configuration. Setup and 
management is performed via a virtual 
network interface. 

Once installed, SCADAfuse provides 6 
layers of protection:

1. Reconnaissance activity detection 
and blocking

2. Protocol level protection

3. Denial of Service (DoS) protection

4. Remote access protection

5. Firewall capabilities

6. Network Segmentation

Reconnaissance Activity

Hostile actors physically on board 
a vessel can have easy access to the 
network and the time needed to perform 
reconnaissance. 

This creates an imperative to stop, or at 
least report and/or raise alerts on detected 
reconnaissance activity at the lowest 
of network levels, as close to the actual 
protected ICS devices as possible.

SCADAfuse specifically attempts to 
detect reconnaissance activity by focusing 
on two common early steps hostile actor’s 
reconnaissance activity:

1. Checking if a given host is alive on 
the network

2. Discovering the listening and open 
ports on some potential target device (i.e. 
port scan)

Detection of port scan activity is critical 
because it must be effective in protection 
for SCADAfuse itself and any protected 
ICS device. 

“Deploying SCADAfuse is simple and 
requires minimal configuration. Setup 
and management is performed via a 
virtual network interface.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Moreover, this detection has to be 
intelligent enough to detect sophisticated 
port scanning techniques such as the “slow 
and low” port scans. 

Protocol Level Protection

SCADAfuse provides native protocol 
security. There are many different ICS 
communication protocols with their own 
rules and structures. SCADAfuse has a 
deep understanding of each protected 
protocol. 

This enables SCADAfuse to provide 
deeper protection than a basic firewall or 
simple deep packet inspection (DPI) allows. 

One core tenet that drives SCADAfuse’s 
design is that entire network flows need to 
be analyzed. 

When a scan is performed for anomalies 
or threats both request and response data 
must be scrutinized. Analyzing one half of 
network flows is not sufficient for adequate 
protocol level protection.

For example, in Modbus/TCP standard 
and normal communications requires 
matching function codes be present in a 
request response pair. It is not possible to 
enforce and/or analyze that aspect of the 
specification, on live traffic, if a security 
device only looks at unidirectional traffic.

DoS Protection

Blocking and/or detecting DoS attacks 
at a protocol level is very important and 
relevant to the security of the maritime 
vessel. 

The aspect of this happening at the 
native protocol level, and not the typical 
TCP level, is critical because the traffic is 
radically different between those 2 types 
of DoS.

 For example, stopping a DoS attack at 
a Modbus/TCP or DNP3 level is radically 
different than stopping a SYN Flood attack.

“SCADAfuse provides native protocol 
security. There are many different ICS 
communication protocols with their own 
rules and structures. SCADAfuse has a 
deep understanding of each protected 
protocol.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The security device in place needs to 
natively understand how an attacker would 
manipulate traffic at Layer 7 in order to 
be effective. SCADAfuse comes protects 
against this exact use case.

Remote Access Protection

To provide remote access protection 
the security solution must restrict access 
to what a remote entity can do based on 
the segment of the network where actions 
are sourced. 

Typical Virtual Private Network 
(VPN) solutions allow for, and facilitate, 
unrestricted network access once a remote 
tunnel has successfully been setup. This is 
unacceptable in a maritime environment as 
this introduces unnecessary risk. 

SCADAfuse policies can be structured 
such that it understands the source range 
of IP addresses and only allows specific 
operations sourced from any entity in that 
source range.

Firewalling Capabilities

Standard firewall capabilities are 

inherently part of SCADAfuse. A policy 
can be set to the quintessential “deny all” 
after all other rules in a policy have been 
processed. 

Given the mode of operation being a 
transparent bridge this is very powerful, 
as a policy combining network 5-tuple 
data can be combined with protocol level 
elements for a solid white-list approach. 

Anything outside of the white listed 
elements would simply be blocked by 
SCADAfuse.

Network Segmentation

SCADAfuse easily creates network 
segmentation by using very simple rules in 
the security policy. 

This capability provides the standard 
ability to allow communications from 
specific segments of the network, it can be 
coupled with other elements, such as time 
of day ranges or protocol type, to allow for 
flexible segmentation.

“To provide remote access protection 
the security solution must restrict 
access to what a remote entity can do 
based on the segment of the network 
where actions are sourced.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.nextgov.com/emerging-tech/2019/09/dhs-awards-blockchain-contract-fight-forgeries-immigration/160252/
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Benefits of Solution

One of the undeniable benefits of 
SCADAfuse is that it seamlessly inserts into 
the target network, avoiding the challenges 
of restructuring the target network via IP 
address changes. 

This is achieved due to SCADAfuse’s 
transparent bridge run time mode. This 
seamless insertion allows detection of 
existing attack operations that may be 
taking place at the time of installation.

SCADAfuse introduces a strong security 
posture on the 6 layers of protection 
presented earlier. This includes restricting 
remote user activity at a deeply granular 
level.

Looking at lower operational levels 
within SCADAfuse, one of the true benefits 
is the fact that it can learn:

•  network traffic (5 tuple)

• protocol data (i.e. function codes, set 

point values, ranges of set point values, etc.)

• behavioral elements (i.e. within some 
time range specific function codes are 
utilized from specific areas on the network)

Automated learning yields highly 
subjective, intelligent and enforceable 
policies that can natively protect a given 
environment based on real world activity.

Future Direction

The future of SCADAfuse is to approach 
zero touch autogenerated security policies 
based on very specific Machine Learning 
(ML) algorithms. 

These automated but adaptive policies 
will get more accurate over time, based on 
learned data and behavioral aspects within 
the data itself. 

These processes need to be optimized 
to perform within standalone devices with 
limited computational horsepower, due to 
size and power consumption restrictions.

“One of the undeniable benefits of 
SCADAfuse is that it seamlessly inserts 
into the target network, avoiding the 
challenges of restructuring the target 
network via IP address changes.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Res-Q-Cell, A Lifeline in a Disaster

Background

A vast majority of the world’s 
population, over 5 billion people now 
own mobile phones. Mobile phones are 
ubiquitous in our daily lives, extending 
far beyond simple phone calls and texts. 
Today’s advanced mobile phones are used 
for storing files and pictures, playing music 
and games, viewing websites and videos, 
recording videos, making purchases, 
navigation, etc. 

Cyber professionals constantly warn 
us of the cyber dangers inherent in mobile 
phones, such as data leakage, spyware, 
unsecured Wi-Fi, location tracking and a 
myriad of other threats. However, mobile 
phones are useful for more than keeping 
us connected to friends and loved ones 
and staving off boredom in a doctor’s office 
waiting room - they can actually save lives 
in a disaster situation. 

Should you find yourself in a precarious 
situation such as being trapped without the 

ability to move, or if all the electricity and 
communication services are down, there is 
a solution that can be a lifesaver. 

In the aftermath of a natural disaster 
or terrorist attack, the goal of the first 
responders is to determine how many 
people are trapped in the disaster area, so 
they can accurately locate them as quickly 
as possible, rescue them and get them 
medical attention.

Challenges

When First Responders approach 
a disaster area, they are faced with 
several challenges. Survivors or wounded 
individuals may be dispersed within the 
area, hidden in unattainable locations, 
or under ruins. Rescue teams require 
capabilities for locating the survivors in 
three axes: surface, depth and elevation.

At a glance
•    4 minute read
•    Background
•    Challenges for First Responders
•    The solution for Rescue Teams
•    The RES-Q-CELL system

“Mobile phones are 
useful for more than 
keeping us connected to 
friends and loved ones 
and staving off boredom 
in a doctor’s office 
waiting room - they can 
actually save lives in a 
disaster situation.”

Author: Eddie Kleinmintz, Director of Cyber Engineering Department, 
Cyber Division 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
mailto:ekleinmintz%40elta.co.il?subject=Cybersecurity%20Observatory%20US%20Article
https://www.linkedin.com/in/andresandreu/
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Other challenges rescue teams may 
come up against include fires, hazards, and 
the inability to communicate with survivors, 
which could be the result of their injuries 
or the cellular network being crashed or 
congested.

Solution

To overcome these challenges, there is a 
need for a tactical private cellular network 
with unique geolocation capabilities, which 
allows the rescue team to: 

• Find the location of trapped or lost 
people by locating their cellular phones, 
even if the survivor is unable to use them.

• Find and monitor, in real time, the 
location of the rescue team members and 
their proximity to risks and hazards. 

• Create, in real-time, a “situation 
picture”, allowing rescuers to monitor, 
orchestrate, and coordinate the tactical 
actions and progress of all rescue teams 
involved.

RES-Q-CELL

The RES-Q-CELL system, developed by 
IAI ELTA’s Cyber Division, is the solution to 
these problems. RES-Q-CELL is designed 
for the search and rescue of survivors 
trapped under ruins or in disaster areas 
by accurately geo-locating their cellular 
phones. The basic assumption is that most 
people carry their cellular devices on or 
close to their bodies.

Locating cellular phones under ruins in 
a timely manner increases the probability 
of finding missing people and saving lives 
by getting survivors medical attention in 
the first few critical minutes. The Res-Q-
Cell system activates idle cellular phones 
and locates them by using advanced 
Direction Finding (DF) and geolocation 
capabilities.

“RES-Q-CELL is designed for the search and 
rescue of survivors trapped under ruins or 
in disaster areas by accurately geo-locating 
their cellular phones. The basic assumption 
is that most people carry their cellular 
devices on or close to their bodies.”

“Locating cellular phones 
under ruins in a timely 
manner increases the 
probability of finding 
missing people and 
saving lives.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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 RES-Q-CELL is in use today by 
Israeli First Responders, as well as other 
customers across the globe. Most notably, 
during an underground parking building 
collapse incident on September 15th, 
2016, the RES-Q-CELL system was 
deployed and successfully assisted the 
rescue teams in locating two victims under 
three layers of solid concrete. RES-Q-CELL 
has proven itself to be a life-saving system 
in actual operations. 

ELTA is collaborating with TLC, 
a US based company focused on the 
development and deployment of 
commercial tactical cellular base stations 
and private cellular networks, under 
the framework of the BIRD Foundation, 
an Israel-US bilateral industrial  R&D 
collaboration, to develop an enhanced 
version of a drone-mounted RES-Q-
CELL which is more versatile and robust. 
This version is based on three main 
technologies. 

The first is a set of multiband “mock” 
cellular base stations (developed by TLC) 
that are configured to activate cellular 
phones located in the vicinity of the system. 

The second is a state-of-the-art 
Direction Finding (DF) sensor (developed 
by ELTA), capable of accurately measuring 
the direction of the cell phones’ 
transmission. The third is the system’s 
Management and Control application. 

Upon arrival to a disaster area, RES-
Q-CELL can be set up immediately, 
providing efficient information to the First 
Responders, increasing the likelihood of 
saving lives quickly. The system is drone 
mounted, self-contained, and does not 
require to be adapted to a particular type 
of vehicle. Operation of the system does 
not depend on any prior installation of 
dedicated racks, masts, antennas, etc. 
All accessories are included inside the 
compact tactical package.

“During an underground parking building 
collapse incident on September 15th, 2016,
the RES-Q-CELL system was deployed and 
successfully assisted the rescue teams in 
locating two victims under three layers of 
solid concrete. RES-Q-CELL has proven itself
to be a life-saving system in actual operations.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The system’s algorithm detects and 
locates multiple cellular devices in a very 
short time. Targets are only required to 
transmit for a very short period of time 
for each DF measurement to be effective, 
so the mobile batteries should last until 
rescue teams reach the victim. 

A critical task during a disaster or 
terrorist attack event is the Management 
and Control (M&C) of the first responder 
teams – Fire Fighters, Medical First Aid, 
Police, etc. 

The M&C application provides a central 
situation picture of all active cellular 
devices and displays their locations. The 
situation picture measures the scale of the 
disaster, quantifies the number of trapped 
people, and generates effective rescue 
plans defining priorities for the forces, 
thereby reducing the risks to the Search & 
Rescue teams. 

The enhanced version of Res-Q-Cell is 
installed and operated on small tethered 
drones which enable extended area 

coverage and better accessibility. The 
drones are loaded with tactical carrying 
cases required for the field operation. 

The overall system operation requires 
several drones and accessories. 

Drones can hover much closer to the 
disaster zone, so lower transmission 
power is required, and smaller antennas 
may be used. Since drones have flight 
time limitations due to batteries and can 
be a safety hazard, tethered drones are 
preferred to allow unlimited operational 
time as well as guaranteeing safety. 

The use of drones with extended 
antennas allows operation near the actual 
disaster area, thereby reducing the required 
transmitting power and antenna size. 
After receiving mobile signals, enhanced 
algorithms are used for DF measuring and 
geolocation of targets. Instead of using 
multiple antennas in linear arrays, multiple 
drones with single or dual small antennas 
are activated. 

“The system’s algorithm detects and locates 
multiple cellular devices in a very short time. 
Targets are only required to transmit for a very 
short period of time for each DF measurement 
to be effective, so the mobile batteries should 
last until rescue teams reach the victim.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The enhanced RES-Q-CELL system 
incorporates improved multi-channel 
(GSM, UMTS, LTE) compact cellular base 
stations (3GPP compatible) with special 
logic and algorithms that are capable of 
activating and communicating with idle 
cellular phones in any network worldwide 
(acting as Mobile Identifier - IMEI/IMSI 
Catcher) or page specific “targets”. 

The “mock” base stations can provide 
emergency, ad-hoc, private, full capability, 
local UMTS or LTE cellular network in 
cases where the local infrastructure is 
damaged. These networks may be used by 
First Responders as a backup for the “First 
Net” or as an additional local network. 

The RES-Q-CELL system provides 
First Responders with the ability to 
quickly search for and rescue survivors 
trapped under ruins or in disaster areas 
by accurately geo-locating their cellular 
phones. By locating their cellular phones 
RES-Q-CELL increases the probability of 
finding missing people and saving lives by 
getting survivors medical attention in the 
first few critical minutes. 

It has proven itself in real world 
operations and is available now to First 
Responders.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The Attack Surface

SO

The Attack Surface

DEFINITION

The attack surface of an organization is 
the complete set of attack vectors that  
an attacker can attempt to exploit to 
carry out a successful attack. This 
includes not only software, operating 
systems, network services and 
protocols but also domain names and 
SSL certificates.

VISUALIZATION & KEY 
CONCEPTS

• Visualization: mapping out devices, 
applications, networks, services, etc.
• Indicators of Exposure (IOEs): missing 
security controls, exposed vulnerabilities, 
unsecure configurations or access rules. 
• Indicators of Compromise (IOCs): 
indicator that an attack has already 
succeeded.

REDUCING THE ATTACK 
SURFACE

Organizations can reduce the attack 
surface by removing unnecessary 
software and services, patching all 
known vulnerabilities, updating all 
hardware/software and correcting all 
misconfigurations. Nevertheless, 
reducing the attack surface to zero is 
unrealistic. 

The end goal is to make life hard for the 
adversary. The following resilience 
techniques can help organizations better 
resist and recover from attacks:

• Adaptive Response
• Deception
• Dynamic Positioning
• Non-Persistance
• Realignment
• Unpredictability

Source: Mitre

DISRUPTING THE 
ATTACK SURFACE

TYPES OF ATTACK VECTORS

The attack vectors might be related to 
devices, protocols, interfaces, firmware, 
operative systems, virtual and cloud 
networks, ICS & SCADA,  applications, 
services, other physical and digital 
assets and the human element.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/infographics-threats-attacks/
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Bruce Lobree
CISO / Cyber Security Architect

Mr. Lobree has worked in IT Security 
for over 25 years and has managed 
IT security teams from manager level 
up to having Global responsibilities 
at an executive level.  

In his current role he is helping take 
his company from an on premise 
only environment to a hybrid cloud/
on premise company while pursuing 
ISO 27001 certification.

 His experience includes working 
within several different industries 
creating cost effective client and 
business focused security solutions 
and teams.  

He helped author some of the first 
CISSP training manuals and has 
spoken at conferences and taught IT 
security at the university level.  

His experience includes architecting, 
designing and individually 
implementing or managing the 
implementation of physical and 
logical security systems and controls 
in both public and private sector 
environments. 

Are there any common traits to 
a successful Security Program?

Yes, several, starting with, and most 
importantly, business focus.  If the security 
program does not effectively support 
the business with solutions that enable 
progress, it becomes a hindrance.  When 
this happens, the business will work 
around security basically disabling the 
effectiveness of the program. 

 Next there needs to be a clearly 
communicated and understood strategy 
including documented policies and 
standards, not just in the security team, 
but across the organization. 

“If the security program 
does not effectively support 
the business with solutions 
that enable progress, it 
becomes a hindrance.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The program needs to be understood 
and agreed to by the board and then 
its strategy, policies and standards 
communicated to the whole company.  
Another key trait is team - this means no 
one individual is solely responsible as this 
leads to increased pressure on that person, 
dependence on accuracy and a single point 
of failure in your program.  The best way 
to prevent this is cross training, it also 
improves morale.

Having sufficient staff to not only 
support the program, but also support 
business needs is extremely important in 
making sure security does not become a 
hindrance.

When speaking the language 
of the business to the board, 
are there certain phrases CISOs 
should be using?

Yes, items like cost savings, risk 
avoidance and business enablement.  For 
a business to be successful it needs to be 
enabled to function and at the same time 
minimize costs and risks. 

Security can optimize savings 
through gained efficiencies in eliminating 

overlapping tools, enabling employees to 
work where and how they want to, while 
minimizing the risk to the organization 
through standardized controls that are 
easy to use and effectively manage, 
monitor and respond to security events.

Clearly communicating this operational 
model using effective models in both 
words and diagrams will help the board not 
only understand direction, but reasoning.

What advice do you have for 
security leaders?

Be honest.  One of the biggest problems 
with security today is the continued use 
of fear, uncertainty and doubt as a way to 
either get funding or additional resources.  
When none of this materializes or the 
board feels it has been misled, the battle 
is lost.  Be clear on your communications, 
use real examples of events and don’t be 
political. 

Security needs to be part of the 
program, not an outlier and if you are not 
honest about what is going on the only 
loser will be your company.

“Security needs to be part of the 
program, not an outlier, and if you are 
not honest about what is going on, 
the only loser will be your company.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Threats are everywhere and 
always changing. How can we 
address this difficult reality?

 This is a hard question to answer as it 
involves several issues.  First is the media 
and their ability to scare boards into taking 
unneeded actions.  

Next is the knee jerk reaction to 
events by the executives which creates 
complications in your program and may 
redirect resources needlessly.  

If your leaders understand that we do 
everything we can at a reasonable level to 
protect our resources, that is the first step 
to success. 

 The next is to clearly plan on an event 
happening and practice and train for it until 
everyone is comfortable with the process.  
In this way even when an event occurs, and 
it will, everyone is ready and you will be 
able to limit the damage.  

This also helps the board stay calm 
when they read about another company’s 
tragedy because they know their company 
is prepared.  

How do you make sure you 
know what new projects are on 
the road map and that security 
is baked in from the process 
side?

There are a couple of ways to 
accomplish this.  First is the project 
management side of the house and making 
sure security is at least a check box in the 
process of notification.

As projects or efforts move from 
conception to development and delivery 
the project life cycle needs to include 
check points, not only for security but for 
operations as well.   

While it may only be a notification that 
goes to the security team who approve the 
go forward, it will make the security team 
aware of the project.  Next is the testing of 
any new service.  

Even if a project goes forward without 
notification of the effort to the security 
team, if security signoff before anything 
can go into production is part of the 
delivery cycle, teams will learn that they 
need to have security involved up front so 
they don’t run into delays on the back end.   

As a CISO, it is key that I am aware of 
what is going on and that means getting up 
from my desk and meeting with business 
leaders on a regular basis. This enhances 
the security program’s ability to know what 
is coming down the pipeline.

“As a CISO, it is key that I am 
aware of what is going on and 
that means getting up from my 
desk and meeting with business 
leaders on a regular basis. This 
enhances the security program’s 
ability to know what is coming 
down the pipeline.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How might we address the 
perception of cybersecurity 
holding back the business?

This is one of the hardest problems 
to solve.  For so long security has been 
seen as a disabler, not an enabler.  Time 
to market with anything is key and when 
security delays or slows down that process 
all it does is confirm security as a disabler. 

To change this perception, security 
needs to be incorporated into the 
development process and be quick to 
respond to customer (this includes anyone 
in the business) needs.  Items like security 
spell checking within the development 
process, real time testing within the 
development pipeline with instant 
feedback to the developers are things that 
can help change this perception.   

But in my opinion the single thing 
security can do to fight this perception is 
be responsive.  

Make sure teams know you are aware, 
you are working on it and they understand 
resource availability.

When management understands the 
limitations they can work with them, but 
if they think the problem is being resolved 
and you have no resources to work on it, 
or you let them believe you are working on 
the problem and you are not, all this does 
is re-inforce the belief that security is a 
roadblock. 

Closing thoughts

Being in any role in Security requires 
constant learning and vigilance.  To the 
future security leaders - be aware, listen 
to those around you, most importantly 
the business.  Know that you have to be 
prepared for a breach, but work hard to 
stay in front of it.

“For so long security has been seen as a 
disabler, not an enabler.  Time to market 
with anything is key and when security 
delays or slows down that process all it 
does is confirm security as a disabler.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Intelligence Driven Cyber Posture Management

Background

Year on year, no other discipline 
plays catch-up with adversaries as much 
as Cybersecurity. Threat actors are 
progressively getting smarter, persistent, 
and in most cases, more resourceful than 
ever because of nation-state support. 
Organizations are now dealing with 
‘doomsday’ level threats that can, in one 
incident, abolish their assets, productivity, 
and reputation built over decades. Simply 
putting a fence of security controls around 
enterprise assets isn’t the answer anymore. 

A prediction from Cybersecurity 
Ventures estimated that cybercrime would 
cost the world USD 6 trillion annually by 
2021. To put this into context, by 2021, 
cybercrime will be more profitable than 
the global trade of all major illegal drugs 
combined. Aside from posing as a solid 
motivation for cyber criminals, this detail 
also highlights the lack of a clearly defined, 
standardized approach to check the 
growth of cybercrime.

With increasing innovation, connectivity 

and complexity, cyberattacks will continue 
to have a wide array of social, financial and 
geo-political implications. 

In this regard, cyber threat visibility 
and intelligence is a great equalizer. Rather 
than surrounding the organization with 
security walls of security controls, an 
‘outside-in’ approach can be employed 
wherein threat activities targeting the 
organization or industry can be identified, 
isolated and secured against. A proactive 
approach involving the identification and 
mitigation of evolving cyber threats, rather 
than meeting the fully equipped enemy at 
the gate and hoping for the best.

Industry Pain Points Awaiting 
Intervention 

Despite spending big money, the 
standard response made available to most 
organizations in the name of cyber threat 
visibility and intelligence is merely post-
mortem level details gathered after the 
attack had already hit.

At a glance
•    4 minute read
•    Background
•    Industry pain points awaiting intervention  
•    The Difference Maker: CYFIRMA
•    “Outside-in” is the next paradigm shift in 
      cybersecurity

“With increasing innovation, 
connectivity and complexity, 
cyberattacks will continue 
to have a wide array of 
social, financial and 
geo-political implications.”

Author: CYFIRMA 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.cyfirma.com/
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 Broadly, the following are influential 
gaps in the global cyber threat intelligence 
market:  

• Cyber intelligence companies 
are primarily focused on operational 
intelligence, while equally important 
strategic and management intelligence is 
overlooked. This translates to incomplete 
intelligence and hence, lack of preparedness 
against upcoming attacks.

• Failure to get quicker insights into 
why a cyberattack, who the suspects are, 
and what they were looking for. Broadly, 
the failure to understand the WHO, WHY, 
WHAT, and WHEN of cyberattacks.  

• A majority of organizations are still 
‘reactive’ to cybersecurity events occurring 
in and around their environment. They 
fail to employ cyber threat intelligence 
and insights early that could provide 
proactive cyber posture management by 
identifying threats at the planning stage of 
cyberattacks. 

• Threat hunting often starts with fact 
finding using Indicators of Compromise, 

whereas National intelligence agencies 
always start with an Indicator - this could 
be as simple as a conversation or geo-
political issue driving the cyber threat. This 
hard-coded approach needs to change and 
evolve. 

• Consumption of intelligence is limited 
to just the security controls, although if 
you look at it seriously, intelligence can be 
applied to all the other verticals of cyber 
posture management, including managing 
risk register, compliance management, 
governance, investment, and resource 
management.

• Finally, a distinct lack of deeper 
insights into situational awareness, news, 
cyber event, incidents, vulnerabilities, 
technology or regulatory shift. 

In today’s highly connected world, data 
breaches, hackers and cyberattacks are 
a stark reality, keeping organizations and 
individuals at continual risk of monetary 
and reputational losses.

“Threat hunting often starts with fact finding 
using Indicators of Compromise, whereas 
National intelligence agencies always start 
with an Indicator - this could be as simple as a 
conversation or geo-political issue driving the 
cyber threat. This hard-coded approach needs 
to change and evolve.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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According to a forecast from Gartner, 
Inc., organizations are spending to the 
tune of USD 124 billion on cybersecurity 
controls this year, in the face of growing 
security risks, business demands, and 
developments across the industry. 

However, without real-time threat 
intelligence enabling them to take a 
more proactive and predictive approach 
to cybersecurity, most organizations, 
enterprises, and even government 
institutions will likely succumb to the 
relentless and inventive onslaught of the 
modern day hacking units. 

The Difference Maker: CYFIRMA

Founded in December 2017, backed 
by Goldman Sachs and Zodius Capital, 
CYFIRMA is a cyber intelligence analytics 
platform company. Its proprietary, 
award-winning cloud based Cyber 
Intelligence Analytics Platform (CAP) 
v2.0 is a complete real-time multi-layered 
intelligence product with the illustrative 
dashboard that covers the broadest 

cyber threat intelligence use cases in the 
market. It effectively identifies potential 
threats at the planning stage of the cyber-
attack, provides deep, rich, and contextual 
insights into the cyber threat landscape, 
and amplifies preparedness by providing 
predictive, relevant, and prioritized cyber 
threat visibility and intelligence.

 “Integration of Cyber Threat Visibility 
and Intelligence is a new and effective way 
to elevate and strengthen Cybersecurity 
Posture management,” notes Kumar Ritesh, 
CYFIRMA Chairman & CEO. “Events such 
as trade wars, geopolitical supremacy, 
theft of business secrets, expanding 
attack surface, and most importantly, 
the involvement of state sponsored 
cybercriminals are pushing the boundaries 
that are keeping individuals, organizations, 
and nations safe.’’

‘‘This is the right time to integrate 
Cyber Threat Visibility and Intelligence 
into the organization’s Risk and 
Threat Management, Security Control 
Management, and Regulatory and 
Compliance functions”, he concluded.

“This is the right time to integrate Cyber 
Threat Visibility and Intelligence into the 
organization’s Risk and Threat Management, 
Security Control Management, and Regulatory 
and Compliance functions.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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CYFIRMA’s Cyber threat visibility and 
intelligence platform addresses / provides: 

• Real-time threat insights, visibility, 
and situational awareness.

• Early identification of potential 
threats.

• Proactive and predictive cyber threat 
intelligence - Identify threat indicators to 
model plausible outcomes.

• Threat hunting and correlation.

 • Digital risk management – brand 
impersonation, product infringement, IT/
OT vulnerabilities.

 • Contextual risk assessment and 
scoring – to help organizations prioritize 
risks in relation to external threat landscape.

• Real-time multi-layered intelligence 
and dashboard – Strategic (WHO and 
WHY), Management (WHAT and WHEN) 
and Operational (HOW) intelligence.

• Intelligence driven Incident 
response, Vulnerability Analytics, Cyber 
Education, Brand/Individual monitoring 
– automatic correlation with threat 
landscape to represent affiliations with any 
threat actor, details of campaign and threat 
attribution.

Ironically, increased digitalization 
across all facets of society is helping threat 
actors accomplish their malicious agenda 
with greater precision. The most promising 
solution to this problem is to define the 
hackers’ view of the organization. 

This includes such insights as how 
hackers are looking at the organization as 
a target, why they are interested in this 
target, their background, what they are 
interested in specifically, their motivation, 
how ready they are, and how they will 
potentially attack.

“Ironically, increased digitalization across 
all facets of society is helping threat actors 
accomplish their malicious agenda with 
greater precision. The most promising 
solution to this problem is to define the 
hackers’ view of the organization.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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“Outside-in” is the Next 
Paradigm Shift in Cybersecurity

It is observed that most organizations 
still follow an ‘inside-out’ approach to 
information security; that is, they are still 
heavily reliant on internally configured 
security systems. Unfortunately, the days 
of antiviruses, firewalls, and other legacy 
systems as prime players in the war against 
hackers are long gone. 

CYFIRMA is committed to educating 
organizations to employ the ‘Outside-
In’ approach to cybersecurity. On an 
ongoing basis, and to better prepare and 
protect against imminent cyber-attacks, 
organizations need to look at the application 
of threat visibility and intelligence to their 
strategies, governance, process, procedure, 
controls, and people. 

Additionally, organizations must 
realize that the onus to protect their data, 
infrastructure, and reputation ultimately 
rests with them. 

Information security hinges massively 

on secured systems, constantly revisited 
data management practices, and an 
inclusive approach involving the employees, 
third parties, and other entities in the 
organization’s extended supply chains. 

While threats will inevitably evolve, 
their intended targets can always stay a 
step ahead with predictive threat visibility 
and intelligence. 

For additional details:

 www.cyfirma.com and www.cyfirma.jp

Kumar Ritesh, Chairman and CEO CYFIRMA

“Information security hinges massively on 
secured systems, constantly revisited data 
management practices, and an inclusive 
approach involving the employees, third 
parties, and other entities in the 
organization’s extended supply chains.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
http://www.cyfirma.com/
http://www.cyfirma.jp/
https://www.linkedin.com/in/kumar-ritesh-b82b504/
https://www.cyfirma.com/
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How Zoosk Detects and Mitigates 
Malicious Bots

Organizations around the world are 
building feature rich web, mobile and API-
based applications as a means of extending 
their competitive advantage and improving 
their business. However, the more public-
facing applications an organization 
deploys, the more surface area they expose 
to attackers. 

Today’s bad actors are using a rich 
repository of stolen user information 
and attack toolkits to programmatically 
target these public facing applications with 
malicious transactions that appear to be 
legitimate, or syntactically correct. 

A leader in online dating, Zoosk is 
committed to delivering personalized 
matches to its 40+ million members. With 
the ultimate goal of creating lasting and 
meaningful relationships, protecting their 
users from fraud that may be caused by 
automated bots is a top priority for the 
Zoosk security team.

Finding Love and Romance – 
Securely and Safely

Finding a lasting relationship 
often means letting your guard down. 
Unfortunately, bad actors are adept 
at taking advantage of this to execute 
romance scams. To do this, scammers 
infiltrate popular platforms and attempt 
to build connections with legitimate users 
before asking them to part with their 
money.

However, to bait other users, they first 
need accounts and lots of them. The two 
easiest ways to get them?

Fake Account Creation

Bad actors analyzed the Zoosk user 
interface and mobile applications to 
understand the platform’s account 
creation processes and identify APIs that 
could be targeted. 

Author: Matt Keil, Director of Product Marketing at Cequence Security

At a glance
•    4 minute read
•    The threat to public facing applications
•    Two easy ways to bait users
•    Zoosk looks for their match
•    Finding the perfect partner in Cequence 
Security

“Finding a lasting 
relationship often means 
letting your guard down. 
Unfortunately, bad actors 
are adept at taking 
advantage of this to 
execute romance scams.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.linkedin.com/in/matt-keil-830100/
https://www.cequence.ai/


cyberstartupobservatory.com Cybersecurity Observatory US 57BACK TO CONTENTS

 In one example, they used the 
Android mobile application APIs to 
programmatically establish fake accounts, 
leveraging compromised infrastructure 
to execute their attack and mask their 
identity and location. 

Taking action against fake account 
creation is a challenging game of cat and 
mouse between the application owner 
and bad actors. These attackers are 
continually evolving their approach using 
new automated tools and human farms 
to create fake accounts, and making 
adjustments in language, frequency 
of posting, and location to mask their 
malicious intent. 

However, if security measures against 
them inject too much friction for legitimate 
users, they may become frustrated and 
abandon a platform before they finish 
creating a new account.

 Account Takeover 

Account Takeover (ATO) is a wide-
reaching threat, targeting any organization 
with web, mobile, or API-based applications 
where users are encouraged to create an 
account and interact with business services 

or other users. 

Also known as ‘credential stuffing,’ bad 
actors use automated bots to test large 
numbers of valid credentials acquired on 
the dark web to see if they will also work on 
the Zoosk portal. 

And, because 52% of all consumers 
re-use the same login credentials, the 
success rate makes it an effort worthwhile. 
Accounts with credentials that are 
successfully verified are either resold or, as 
was the case at Zoosk, used as a vehicle for 
romance scams. 

 Automated threats, such as ATO and 
fake account creation often generate high 
volumes of unwanted traffic. In Zoosk’s 
case, they determined that, on an average 
week, 80 to 90% of their traffic was 
synthetic, which significantly increased 
their AWS infrastructure spend.

Zoosk Looks for Their Match

Zoosk’s primary mission is to help 
people connect and find love on their 
platform. 

“Also known as ‘credential stuffing,’ bad actors 
use automated bots to test large numbers of 
valid credentials acquired on the dark web to 
see if they will also work on the Zoosk portal.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.cequence.ai/blog/bulletproof-proxies-the-evolving-cybercriminal-infrastructure/
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So, with a goal in mind to protect 
their users from fraud and improve their 
application security posture, the IT security 
team began evaluating possible solutions.

One of the first bot detection and 
mitigation solutions they implemented 
required client-side JavaScript injection 
and mobile SDK to defend against ATO 
attempts and fake account creation. 

The JS model works by inserting 
a script into your web application that 
‘fingerprints’ the user’s browser to 
differentiate between legitimate user 
activity and bot activity. 

This mechanism requests that the 
client provide browser information so it can 
evaluate the user behavioral data from the 
session, such as whether mouse behavior 
is within the parameters of ‘human-like,’ 
in order to identify malicious automated 
activity or unwanted traffic. 

At first, the approach seemed effective 
enough. However, as time progressed, two 
key issues arose:

• With the client-side approach, 
attackers were able to catch on and began 
to examine and reverse-engineer the 
deployed solution. They subsequently 
evolved their attack strategy to avoid 
detection. Eventually, Zoosk saw that their 
new defense had a diminishing impact on 
stopping bad actors who leveraged bots.

• In addition to their web applications 
and APIs, Zoosk also needed to secure 
their mobile applications. Though the 
original vendor provided Zoosk with an 
SDK, deploying the new security measures 
with every new release for every OS began 
to introduce significant friction into their 
DevOps process. 

Partnering with Cequence 
Security

Realizing they needed a different 
approach for protecting public-facing 
applications against bot activity, Zoosk 
considered other options. 

“Ultimately, they discovered Cequence 
Security’s Application Security Platform 
(ASP) and opted to replace their existing 
bot detection and mitigation solution.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Ultimately, they discovered Cequence 
Security’s Application Security Platform 
(ASP) and opted to replace their existing 
bot detection and mitigation solution.

By tracking the unique multi-step 
behaviors of real attacks against Zoosk’s 
applications, Cequence Security gave the 
Zoosk security team the visibility they 
needed to distinguish malicious bots from 
legitimate activities and mitigate them.

The Cequence ASP analyzes every 
interaction from a user, client, network, 
and application perspective. It then uses 
the resulting data to build a syntactic 
profile through machine learning models, 
behavioral analysis, and statistical analysis. 

This approach allows Zoosk to 
accurately detect automated attacks 
and create informed policies to mitigate 
them – even as bad actors re-tool to avoid 
mitigation. 

How well has the Cequence solution 
worked? In 2018, a breach exposed the 
access tokens of more than 50 million 
Facebook accounts. 

With Cequence, Zoosk was able to 
detect and address the spike in login activity 
generated by bad actors that reused the 
exposed tokens in attempted ATO attacks 
against Zoosk.

After deploying the Cequence ASP, the 
dating company was able to future-proof 
its application security approach, reduce 
AWS spend, and improve user experience. 
Since, after deploying Cequence ASP on 
AWS, their platform efficacy improved.

While Cequence was founded to solve 
some of the hardest real-world application 
security challenges, this story is also 
about the collaboration between both 
organizations. Zoosk cited that the support 
from the Cequence Team has been amazing 
and delivered a great customer experience.

Want to know more?

Watch the full interview with Conor 
Callahan, Technical Lead of Platform and 
Infrastructure at Zoosk here: 

Interview

“After deploying the Cequence ASP, 
the dating company was able to 
future-proof its application security 
approach, reduce AWS spend, and 
improve user experience.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.cequence.ai/products/application-security-platform/
https://www.cequence.ai/products/application-security-platform/
https://www.cequence.ai/products/application-security-platform/
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Greg Rogers 

CISO at Legal & General America

 Greg currently serves as the CISO 
for Legal & General America, a US 
insurance and financial company. In 
this role he leads the development, 
and performs oversight, of the 
corporate information security 
program. 

Prior to his move to the commercial 
world, he spent about 15 years as a 
contractor in the federal government 
sector.

 As a contractor he has filled many 
roles, from system administrator 
and developer, to penetration tester, 
and security engineer and architect. 

It was his work performing mission 
focused risk assessments of 
critical systems that he credits with 
preparing him for the transmission 
to the CISO role.

The job of a CISO is never going 
to be an easy one, no matter 
what you do. The bad guys only 
have to be right once. How do 
you deal with that when it seems 
like an impossible challenge?

 You can’t allow yourself to get 
distracted by every vulnerability or security 
gap, you need to remain focused on the 
bigger picture, the current key risks, and 
your primary responsibilities at that time. 

I find that trust is something you must 
build with the teams across the organization 
that perform the security functions and 
rely on that trust that they are doing what 
needs to be done on a day to day basis to 
protect the organization.

 As the CISO you need to raise your 
concerns with your teams and allow them 
to perform their roles. 

“You need to remain 
focused on the bigger 
picture, the current key 
risks, and your primary 
responsibilities at that 
time.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cybersecurity Observatory US 62BACK TO CONTENTS

You also have to avoid letting people 
push their responsibilities onto you and 
your team because they think it is security 
related, and therefore your job to handle. 

This is where clearly defined roles and 
responsibilities are important, both to 
develop and enforce. It is extremely hard 
to achieve this but developing your own 
personal processes and discipline is critical.

How do you communicate 
security issues to the board? 

Communicating security issues to the 
board can be difficult. No two boards 
are the same, they are each made up of 
individuals who each possess different 
experiences, as well as different levels of 
knowledge and interest in security. 

It is the CISOs job to learn about their 
board, discover what their key concerns 
are, understand their level of knowledge, 
and then develop their communications 
around that. 

Address what you know to be the 
key risks they are concerned with, and 
be prepared to go into detail, answer 

unexpected questions, and be able to 
provide evidence or justification for your 
stance on the position you take. I avoid 
cyber jargon and metrics, but always have 
those at the ready because there always 
seems to be one person at that table that 
wants to dig deeper, or just to know that 
you, as the CISO, have that information for 
your own use.

How can CISOs better 
understand the business needs?

As the CISO, it is my responsibility 
to understand as much about the entire 
organization as I can. I must build close 
relationships with all senior leaders and 
department heads and meet with them on 
a regulator basis. 

The CISO must understand the 
information and systems that each area 
uses, as well as their processes, and know 
the pain points they experience. This 
will help in both developing policies and 
controls that work for the people, while 
enabling the required security, and also 
be able to work with different areas when 
there is an issue, such as a specific control 
having a negative effect on performance.

“I avoid cyber jargon and metrics, but always 
have those at the ready because there always 
seems to be one person at that table that wants 
to dig deeper, or just to know that you, as the 
CISO, have that information for your own use.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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 This also reduces the likelihood of a 
user intentionally circumventing controls. 

Ransomware and phishing 
are among the risks that 
have threatened all industries 
recently. From your perspective, 
how should companies 
mitigate these risks and what 
has worked for you?

For me, it is about minimization of the 
impact. We all know you can’t be 100% 
secure, and that holds true for ransomware 
and phishing attacks. With respect to 
ransomware I address it with three key 
control areas: prevent with tools such as 
anti-malware and user education, minimize 
with network and data segregation to stop 
or slow the spread of the attack, recover 
using frequent, useable backups. 

You want to be sure you can actually 
recover the data from your backups, which 
is a problem we see all too frequently in 
the industry. 

Phishing is an interesting challenge, 
which you have to approach with 
technical controls and user awareness 
and education. You want to balance that 
awareness so that people aren’t scared off 
from opening any external email, but you 
also need them to take the time to analyze 
these emails, as well as texts and voice calls, 
for potential threat and make conscious 
decisions about what is safe. 

Lastly, you want to make people know 
that it is safe to immediately self-report 
when they do open something malicious.

How do you make sure you 
know what new projects are on 
the road map and that security 
is baked in from the process 
side?

This goes back to an earlier comment 
about getting to know and communicating 
with the stakeholders throughout the 
organization. In order to be successful in 
being aware of new projects and plans, 
you must build relationships with the 
organization’s leadership, as well as key 
members of the teams that are most likely 
to implement these projects. It’s both a 
top-down and bottom-up approach to 
operational awareness and intelligence 
gathering. 

Make these relationships bidirectional, 
find ways you can help those you are 
seeking intel from. Lastly, make them feel 
safe in sharing the information you seek, 
let them know it’s not a “witch hunt” or 
formal audit.

“Make these relationships 
bidirectional, find ways you 
can help those you are 
seeking intel from. Lastly, 
make them feel safe in 
sharing the information you 
seek, let them know it’s not a 
“witch hunt” or formal audit.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How important is being able 
to  communicate with your 
colleagues? 

Communication is critical to the success 
of a CISO. Poor communication, including 
failure to speak in the terms of the other 
business stakeholders, will severely harm 
your credibility and authority. 

Communication throughout the 
organization is important to keeping 
abreast of what’s happening, what risks 
may exist, what the new or changing 
business goals are, and help in identifying 
areas in which you can help provide a 
solution to someone’s problem. 

A CISO absolutely cannot protect an 
organization if they have poor situation 
awareness and are not in continual 
communication with stakeholders. 
Communication is how information is 
delivered and information is the lifeblood 
of an effective CISO.

Closing thoughts

Clearly there is a pattern emerging 
from my previous answers, that trust 
and relationships are keys to a CISO’s 
continued success. 

The CISO role is no longer one based 
solely on technical capability, but must now 
include the ability to navigate the maze 
of strategic business goals and corporate 
politics. 

Today’s CISO must possess the skills 
and knowledge to participate in corporate 
leadership alongside other senior 
stakeholders. In my opinion, technical 
knowledge is still exceptionally important, 
but business and leadership skills are also 
now critical.

“The CISO role is no longer one based solely 
on technical capability, but must now include 
the ability to navigate the maze of strategic 
business goals and corporate politics. ”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Five Reasons Companies are Moving 
to Continuous Security Testing

What if security teams could take back 
the advantage of time? Instead of ‘waiting’ 
for an attacker to find their exposure 
points, they would find their security gaps 
first. While it may sound dramatic, that is 
exactly what most companies do when it 
comes to testing the effectiveness of their 
security controls. 

Rather than proactively challenging 
their security defenses, to determine if 
they are safe right now, most companies 
tend to wait until their next periodic pen 
test or red team exercise. 

And while vulnerability scans, 
penetration tests and red team exercises 
are effective at uncovering gaps, relying 
on tests that are—at best—performed on a 
monthly basis is risky. 

Continuous Security Testing 
101

Continuous security testing is the 
practice of challenging, measuring and 

optimizing security controls on an ongoing 
basis with the objective of continually 
reducing an organization’s attack surface 
and improving its security posture. 

Echoing Gartner’s CARTA model, which 
advocates moving from point-in-time 
security decisions to more continuous 
security processes, continuous security 
testing leverages automated testing 
tools to give back to security teams the 
advantage of time. 

According to a recent SANS Institute 
poll, only 14.1% of organizations test their 
security on a weekly basis, the rest of 
them testing only on a monthly (19.7%), 
quarterly (21.7%) annual (26.3%) or 
occasional basis (15.7%), or only after an 
incident or breach occurs (2.5%).

“While vulnerability scans, 
penetration tests and red 
team exercises are effective 
at uncovering gaps, relying 
on tests that are —at best— 
performed on a monthly 
basis is risky.”

At a glance
•    3 minute read
•    The risk of waiting for an attack to happen
•    Continuous security testing
•    Motives for continuous control validation
•    Explore testing à la continuous

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cymulate.com/resources/collateral/sans-state-of-security-controls-testing/?utm_campaign=cyber_observ_usa&utm_source=article
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Motives for Continuous Control 
Validation 

But if your organization is looking to 
take a ‘lean forward’ stance to its cyber 
posture, rather than rely on months-old 
reports from previous engagements; if it’s 
looking to preemptively find security holes 
before threat actors do, then automated, 
continuous security risk assessments 
should be at the top of your list. Here’s why: 

• New threats emerge daily – 
According to av-test.org, 350,000 new 
malware strains and potentially unwanted 
applications are identified on a daily 
basis. With so many new indicators of 
compromise (IoCs) to identify, it stands to 
reason to ensure your security controls 
are catching these variants as frequently 
as you can. 

These types of immediate threats may 
include ransomware payloads, banking 
Trojans, generic keyloggers, cryptominers, 

cryptostealers and other menaces. 

• Stealth techniques evolve – New 
tactics, techniques and procedures (TTPs) 
are continually discovered and exploited 
in the wild, which may or may not be 
detected by traditional security controls. 
It is therefore advisable to check that 
behavior-based detection tools such as 
sandboxes, EDRs, EPPs, NGAVs and other 
tools that leverage machine-learning can 
spot suspicious maneuvers when they 
occur. 

These include evasion-by-design 
techniques such as file obfuscation to 
thwart AV software, C2 communications 
kept hidden via encryption, and others. 
Identifying fileless attacks using living-off-
the-land techniques also requires behavior 
-based detection tools, as these exploit 
legitimate tools such as PowerShell and 
Regsvr32 to mask malicious activity.

 Figure 1: Continuous security testing helps defend against the latest threats faster

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://thehackernews.com/2019/09/its-been-summer-of-ransomware-hold-ups.html
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• IT environments change frequently 
– Day to day operations may inadvertently 
affect an organization’s security posture. 
Network policy changes, tool configuration 
updates, the rollout of new applications 
or software and the addition of new 
endpoints, servers and cloud service may 
all create cracks in your defenses. 

Are your crown jewels still protected?  
The only way to know if your SIEM is 
generating critical alerts from your security 
arsenal of 20, 40 or more security controls is 
to test it following any change made to your 
IT environment, moving from speculation 
to simulation. 

• State sponsored threat actors – 
Most organizations cannot compete with 
the resources of state-sponsored APT 
groups. Equipped with the knowhow and 
resources needed to discover and exploit 
vulnerabilities, as well as the time required 
to perform reconnaissance. 

APTs start with credible spear-phishing 
emails, gain a foothold on ‘patient 0’ using 
advanced TTPs and move laterally in 
your network to find critical and lucrative 
information assets. 

As your adversary’s day job is to attack 
and compromise your network, continually 
testing across the APT kill chain, from 
pre-exploitation (attack delivery) to 
exploitation (system compromise) to post-
exploitation (action on objectives) enables 
your organization to consistently reduce 
its attack surface to thwart sophisticated 
attacks.

 • Touchpoints with supply chains 
– Save for air-gapped networks used by 
government and military organizations, no 
company is an island. Companies usually 
interface to some extent with customers, 
suppliers and contractors to offer services, 
enable transactions and collaborate.

 

 Figure 2: Threat Modeling using MITRE ATT&CK enables testing across various TTPs

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://blog.cymulate.com/myth-vs-reality-testing-security-controls
https://blog.cymulate.com/myth-vs-reality-testing-security-controls
https://en.wikipedia.org/wiki/Air_gap_(networking)
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Health Information Exchanges (or HIEs) 
bridge between pharmacies, healthcare 
providers and insurance plans. Payment 
gateways connect customers to merchants 
and card schemes. 

And threat actors are known to launch 
water-holing attacks by exploiting IT 
ticketing portals and MSSP websites, 
disguising malware infection points as links 

to software updates. 

Frequently challenging your controls 
against these potential touchpoints helps 
reduce the risk arising from supply chain 
attacks. 

Explore Testing À La Continuous 

To discover why organizations 
are moving to automated continuous 
effectiveness testing, get your 
complimentary copy of Gartner’s report, 
titled How to Respond to the 2019 Threat 
Landscape. 

Ready to experience automated security 
risk assessments using breach and attack 
simulation technology? 

Download the brochure, read about 
Testing Security Effectiveness with the 
MITRE ATT&CK™ solution brief, or sign up 
for a free trial today.

Figure 3: Automated, continuous testing with Cymulate’s breach and attack simulation 
platform

“Are your crown jewels still 
protected?  The only way to 
know if your SIEM is 
generating critical alerts from 
your security arsenal of 20, 
40 or more security controls 
is to test it following any 
change made to your IT 
environment, moving from 
speculation to simulation.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://en.wikipedia.org/wiki/Health_information_exchange
https://blog.cymulate.com/how-breach-attack-simulation-optimizes-defense-against-supply-chain-attacks/?utm_campaign=cyber_observ_usa&utm_source=article
https://blog.cymulate.com/how-breach-attack-simulation-optimizes-defense-against-supply-chain-attacks/?utm_campaign=cyber_observ_usa&utm_source=article
https://cymulate.com/resources/collateral/gartner-report-threat-landscape-security-posture/?utm_campaign=cyber_observ_usa&utm_source=article
https://cymulate.com/resources/collateral/gartner-report-threat-landscape-security-posture/?utm_campaign=cyber_observ_usa&utm_source=article
https://cymulate.com/resources/collateral/cymulate-breach-and-attack-simulation-made-simple/?utm_campaign=cyber_observ_usa&utm_source=article
https://cymulate.com/resources/collateral/testing-security-effectiveness-with-mitre-attck/?utm_campaign=cyber_observ_usa&utm_source=article
https://cymulate.com/resources/collateral/testing-security-effectiveness-with-mitre-attck/?utm_campaign=cyber_observ_usa&utm_source=article
https://cymulate.com/free-trial/?utm_campaign=cyber_observ_usa&utm_source=article
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Available for download in Press Quality
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1st Global Cybersecurity Observatory - Insight

Disrupting the Attack Surface
Source: MITRE

SO

GOAL

By disrupting the Attack Surface, the 
defenders expect to:
• Impede the adversary from getting 
correct and timely information
• Trick the adversary into making 
incorrect assumptions, waste 
resources, or prematurely disclose 
malware
• Provide defenders an opportunity to 
get ahead of the attack and defeat the 
adversary 

WHAT CAN BE DONE

• Adaptive Response: by reallocating resources to 
tasks or functions and by changing how defensive 
mechanisms are used based on changes in the 
operational environment
• Deception: by establishing, maintaining and 
directing adversaries to deception environments 
and providing deliberately false information to 
mislead and track adversaries
• Dynamic Positioning: by physically or logically 
reallocating assets, functionality and defensive 
mitigations
• Non-Persistance: refreshing services and 
connections to eliminate adversary foothold
• Realignment: offloading functions to service 
providers and removing or disabling risky 
implementations
• Unpredictability: change behavior or state at times

PEOPLE AND POLICIES
Specific skills and policies are required:
• Enterprise architect who understands 
APT activities, destructive malware, 
cyber resiliency goals, objectives and 
techniques
• System admins and cyber defenders  
with a collaboration culture and shared 
situational awareness
• Strategic Planning

• Adaptive Response’s use of 
Unpredictability, Non-Persistence and 
Dynamic Positioning
• Deception’s use of Unpredictability 
and Dynamic Positioning in deceiving 
the adversary
• Dynamic Positioning’s use of 
Unpredictability, Non Persistance and 
Adaptive Response to most effectively 
position key resources to maintain 
functionality while disrupting the 
adversary’s actions

SYNERGIES BETWEEN 
TECHNIQUES

BARRIERS TO ADOPTION
• Conflict between techniques
• Cultural resistance to the concept that 
the adversary may be and probably is 
already present in the environment
• Regulatory environment: for example, 
challenges with banking regulations

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/infographics-threats-attacks/
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01
Company Description

Bayshore Networks is the only industrial cybersecurity company able to monitor, 
alert, and both create and enforce OT safety policies for every major IA equipment 
manufacturer.  Bayshore also offers solutions to provide the same policy monitoring 
and enforcement on external remote Access and on the OT segmentation Gateway 
between OT and IT networks.

Company Name: Bayshore Networks Inc.
Founded: 06/12
Employees: 35
Web: www.bayshorenetworks.com
Headquarters: Durham, NC, USA

02Company Information
Key Target Verticals: Manufacturing, 
Oil & Gas, Critical Infrastructure

03
The Product
Product Category:  Industrial cybersecurity

Product Stage:  Released

Product Names and Brief Description:
• Lighthouse: asset and flow Discovery, 

automated policy building, and wire-
speed monitoring and enforcement

• Beacon: secure remote Access for 
OT networks and endpoints with full 
content-based policy controls

• Channel: software-based OT 
segmentation Gateway to replace 
limited hardware diodes

Customer Footprint
Relevant Public Success Stories per 
Key Target Vertical:

• Manufacturing 
• Oil & Gas / Energy

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.bayshorenetworks.com/
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04
Product in detail: Lighthouse

Lighthouse is the leading content-based OT asset and traffic monitoring and policy 
enforcement solution for all major manufacturers of industrial automation equipment.  
Lighthouse supports native OT protocols and automatically builds policies based on 
discoverted assets and traffic activity between nodes.  Policies allow unidirectional 
permission enforcement, automated threat intelligence monitoring, and a streamline 
management console suitable for use by both OT security analysts and as a real-time 
dashboard in an OT or IT SOC.

How does it work?

• Lighthouse is installed either in-line, as a reverse proxy, or passively as a transparent 
bridge or on a SPAN port or tap.  

• Lighthouse monitors every connection, decodes its content down to the payload 
and register level, and matches it against both explicit policy rules and probable 
unexpected or dangerous activities.  

• These policy violations are rolled up to the management console for investigation or 
automated handling as required by customer preferences.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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05
Key Benefits: Lighthouse

• Solves the skills/headcount gap problem for OT security analysis

• Provides a comprehensive flanking-and-containment strategy for OT security risks 
without jeopardizing fragile OT assets and environments

• Optimizes benchmarking performance indicators around a common Top-10 list of 
OT security activities and provides direct guidance for each customer to improve 
their level of practice

Unique Differentiators

• Native policy engine including enforcement options without use of 3rd party products
• Top-10 OT Security Activities for benchmarking and objective performance tracking
• Native, proprietary protocol handlers and policy engine for highest performance 

wire-speed analysis and response 

Future Functionality
• The Lighthouse management console will evolve to provide management of 

Beacon, the secure remote Access solution for OT endpoints and networks, and 
Channel, the OT segmentation Gateway product to be launched in 2Q-2019.  

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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06
Product in detail: Beacon

Beacon is a cloud-hosted, software-defined network remote access product with 
support for encrypted microtunnels, two-factor authentication, Microsoft Active 
Directory users and groups, and specific endpoint access capabilities oriented around 
OT network security requirements.
Beacon provides content-based in-session policy enforcement for certain defined 
rulesets, and the available list of policies will expand automatically with no user 
intervention required.

How does it work?

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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07
Key Benefits
• No hardware required, easy setup in 1 day or less

• Integrates with customer’s Active Directory server for user & Security Group 
authentication

• Enables pre-defined Bayshore Policy Enforcement per user/per session

• Outbound-only connection from Endpoint Gateway to Beacon Cloud – no holes 
required through firewall

• Inexpensive and flexible pricing model on annual or monthly subscription basis

• Cloud components hosted at AWS for maximum reliability and uptime performance

Unique Differentiators

• Outbound-only initial connections, unlike Remote Desktop or inbound VPN 
configurations
• The Endpoint Gateway initiates all communications outbound to the Beacon Cloud
• Once established, that SSL tunnel carries all tx/rx session traffic from the Beacon Proxy

• Per-service/per-user/per-group traffic restrictions, unlike any full-duplex VPN tool
• Highly restricted admin configurations enable very granular control per user to any 

given endpoint service
• Batch configuration options via AD Security Groups for rapid add/change/delete of 

services and service groups
• Unique remote network access tool

• A user may connect only to endpoints for which they are authorized, even if that 
endpoint trusts others on the same network

• A user may only connect via the one enabled protocol per service, even if the endpoint 
supports others

• A user may only perform the actions he is allowed to do using the allowed protocols.
Future Functionality

• Expanded default policy library; automated integration with Lighthouse and 
Channel for policy sensitivity adjustments

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cybersecurity Observatory US 78BACK TO CONTENTS

08

Certifications

Partners

Awards

10 IoT Security Startups to Watch

https://cyberstartupobservatory.com/
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01
Company Description

ELTA systems LTD, a group and subsidiary of Israel Aero Space Industries, is one of 
Israel’s leading Defense Electronics companies and a global leader in the fields of Radar, 
Electronics Warfare, Cyber and Communication. 

IAI ELTA operates as a Defense systems house, based on Electromagnetic Sensors 
(Radar, Electronic Warfare and Cyber Communications) and Information Technology. 
IAI ELTA’s products are designed for intelligence , Surveillance , Target Acquisition and 
Reconnaissance ( ISTAR), Early Warning and Control ( AEW&C), Homeland Security 
(HLS) , Cyber, Self-Protection and Self-Defense. 

Company Name: IAI Elta
Founded: 1967 
Employees: 3500
Web: www.iai.co.il

Company Information
Headquarters: Ashdod, Israel
 

Product Category: Detection & 
Prevention, Incident Response & 
Forensics, Cyber Intelligence, Cyber 
Range, IoT, Training & Education, SOC, 
UAVs, Aviation, Rail & Metro, Maritime
Product Names and Brief Description: 

• CEWC
• Maestro
• Tame Range
• Neptune

 

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• Government
• Financial Services
• Critical Infrastructures
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.iai.co.il/cyber-hls/cyber
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04

Product in detail: Cyber Early Warning Center - CEWC

National level  monitoring  and detection platform fusing data from internal and external 
sensors automatically creating a situational awarness  picture  for SOC analysts and 
decision makers.

How does it work?

• Data Collection – cross platforms  and cyber  threat intelligence 
• Correlation –  between IT & OT events, indicators and national cross organizations 

incidents 
• Advanced analytics – identifying sophisticated attacks 
• Situational awareness  - state-level picture of national cyber hygiene status

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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05
Key Benefits

• Enhancing deployed cyber solution into one holistic platform

• Automated kill-chain investigation 

• Full incident response cycle management

• Open architecture

Unique Differentiators
• Seamless orchestration  of all cyber sensors into a single point of analysis
• Unified management and display for SOC automation
• Tailor-made technological and methodological solution fitting customer cyber 

threats

Evolved SOC ecosystem build  for land / maritime / aviation

Future Functionality

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Product in detail: MAESTRO

State of the art automated environment for media investigation

How does it work?

• Automated extraction of all media types
• Automated analysis-based, operator-defined workflows
• Central display of forensic analysis results
• SDK for integration of new forensic tools

Product benefits and unique differentiators

Key Benefits:

• Automated investigation
• Definition of workflows
• Central display of forensic analysis results
• Shared analysis environment for multiple operators
• Retention of forensic investigation processes

Unique Differentiators:

• Workflows running in parallel tools
• Easy integration of new forensic tools
• Secured environment assuring containment of threats 

Future Functionality:

• Mobile analysis platform for IR teams for on-site analysis

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Product in detail: TAME RANGE
Advanced cyber competency center training security professionals with authentic, 
real-world cyber attack campaigns

How does it work?

• Virtualized, private-cloud based Cyber Lab simulating a real environment
• Assignment of trainees to classes 
• Automatic injection of attacks
• Tracking of trainees’ progress in attack investigation
• Scoring and assessment of trainees 

Product benefits and unique differentiators
Key Benefits:

• Authentic, real-world cyber attack campaigns
• Learning Management System 
• Hands-on experience with the tools, techniques and team skills
• Controlled, isolated and customizable network environments 
• Simulation of OT devices

Unique Differentiators:

• Full attack automation
• Team training
• Auto-scoring function
• Multiple simultaneous courses 

Future Functionality:

• Support of IOT attack scenarios 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Product in detail: Neptune

Neptune system detects and reports anomaly behavior of platforms (Maritime, 
Aviation, UAVs, Automotive etc.) and systems (e.g. Warfare, C4I, IT Systems etc.) and 
generates intuitive, flexible and adjustable cyber situation view.

How does it work?

• The system is composed of:
• WPCM (Warfare Platform Cyber Monitoring)
• PSOC (Platform SOC)
• SOC

• The WPCM Collects data from all the monitored systems
• Performs data normalization and enrichment
• Analyzes the data with respective data model using advanced Machine Learning 

Anomalies Detection Algorithms
• Alerts are being generated toward the PSOC / Central SOC  upon events detection
• Feedback on false alarms (False positives) can be generated from the PSOC/SOC, 

by the user, to improve future detection

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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09
Key Benefits
• Combine both rule-base and machine-learning
• Able to detect both known and unknown cyber-attacks
• Advanced semi-supervised anomaly detection algorithm incorporates mission/

process context considerations
• Multiple systems event correlation
• Outbound system monitoring
• Seamless integration on legacy platforms
• Able to integrate third party systems and sensors
• Detection of technical failure
• Cyber events report to multiple security centers (on-board and off-board) using very 

low bandwidth
• Intuitive and flexible mission adapted cyber situation view

Unique Differentiators
• Unique and advanced ML algorithms considering mission/process context
• Deep packets inspection normalization and analysis 
• Multisystem cyber events correlation and detection
• No affect on systems behavior and performance
• Technical failure detection
• Generic architecture applicable to a variety of platforms – Maritime, Aviation, UAVs, 

Automotive and more
• HQs central cyber situation awareness viewing cyber status of subordinate platforms

• Organizational & Industrial solutions
• Improved detection swiftness

Future Functionality

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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10
Partners

Israel Aviation Cyber Companies Consortium – IAC3

Israel Cyber Companies Consortium – IC3

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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01
Company Description

CYFIRMA is a cyber intelligence analytics platform company which offers a 
cyber threat visibility and intelligence suite and services aimed at keeping your 
organization’s cybersecurity posture up-to-date, resilient and ready against 
upcoming cyber-attacks.

Company Name: CYFIRMA.
Founded: 06/2019 (Has existed as part of 
Antuit Group since 2017)
Employees: 54
Web: www.cyfirma.com 
 www.cyfirma.jp

Company Information
Headquarters: Singapore, Tokyo 
Other Offices: Bangalore
Key Target Verticals: Cyber Threat 
Visibility & Intelligence, Cyber Posture 
Management, Predictive Cyber 
Security

Product Category: Primary:- Cyber 
Intelligence; Secondary:- Cyber Posture
Product Stage: Released
Product Names and Brief Description: 

• Cyber Intelligence Analytics Platform 
(CAP) v2.0 is a complete real-time multi-
layered intelligence product with illustrative 
dashboard which covers the broadest 
cyber intelligence use cases in the market. 
It effectively identifies potential threats 
at the planning stage of cyber-attack, 
provides deep insights into the cyber threat 
landscape, and amplifies preparedness by 
providing predictive, relevant, and prioritized 
cyber threat visibility and intelligence. 

Services Provided:
• Threat Visibility & Intelligence, Cyber 

Situational Awareness, Cyber Incident 
Analytics, Cyber Vulnerability Analytics, 
Cyber Education, Cyber Risk Scoring, Band/
Individual Cyber Risk Monitoring.

03
The Product Customer Footprint

Markets with Customers: Japan, US, SEA, 
India
Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services 
• Critical Infrastructures
• Manufacturing

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.cyfirma.com/
http://www.cyfirma.jp
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How does it work?

CAP v2.0 is a cloud based, Software as a Service (SaaS) platform. At the core of the 
platform it applies the following principles:
• Data collection
• Filtering and analysis on collected data
• Analytics using 5 AI/ML engines
• Dissemination of insights specific to organization, industry and geography

CAP v2.0 effectively identifies potential threats at the planning stage of cyber-attack, 
provides deep insights into the cyber threat landscape, amplifies preparedness by 
providing predictive, relevant, and prioritized cyber threat visibility and intelligence.

CAP v2.0 assists organizations to understand corelated view of current threat 
landscape – threat actors to IOCs journey, insights into new emerging threats and 
digital risks, situational awareness of global and local cyber events; to automatically 
apply intelligence into cyber posture management.  The platform provides flexibility 
to access insights, data and report across multiple interfaces, devices and languages 
(English and Japanese).

04

CAP v2.0 delivers contextual and predictive insights by detecting threat indicators, 
performing probability modelling to understand likelihood, severity, the impact of 
potential indicators and providing most effective recommendations. CAP v2.0 is 
complete real-time multi-layered intelligence product with illustrative dashboard 
which covers the broadest Cyber Intelligence use cases in the market. 

Product in detail

CAP v2.0 

05

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work? (Cont’d)

CYFIRMA’S UNIQUE 
APPROACH TO 
CYBERSECURITY

CYFIRMA provides 
an outside-in view 
to cyber risks

Companies 
concentrate 

inward when they 
also should look 

outward

1

CYFIRMA’s Unique 
Approach to 
Cybersecurity

Why choose 
CYFIRMA

Product 
Core

1 2 3QUICK 
GUIDE

8 SERVICE MODEL

CO
LL

ECTION

DATA

100% RELEVANT 
RESULTS

Threat visibility and intelligence uniquely 
applicable to the client’s organization:

Hackers compile and share 
information: 
 System/network vulnerabilities
 Breach techniques and 
organizations’ defense tactics

{CAP} CYBER INTELLIGENCE
ANALYTICS PLATFORM

Most organisations  
focus on internal protection, building 
barriers to keep hackers out – an 
ine�ective approach in the face of 
constantly evolving attacks.

PREDICTIVE
Predict upcoming cyberattacks 
by gaining insights into emerging 
threats, attack, motives and 
methods within CYRFIRMA’s early 
warning systems

RELEVANT
Make critical cybersecurity decisions based on a 
complete understanding of threats to your industry 
and specific IT environment

PRIORITIZED
Enables organisations to make informed 
decisions to prioritise cyber investment, 
resources and initiatives

Unique Approach to present 
risks and threat indicators at 
the planning stage, versus the 
execution and exploitation phase 
of a cyber-attack

WHO

WHAT

WHEN

WHY

HOW

INTELLIGENCE 

LEVELS

2

5 Analytical 
Engines of 
CYFIRMA

Data Collection 3 Tiered 
Intelligence Levels 
of CYFIRMA

5 6 74 8

4

Out of 
CYFIRMA’s 20 
Early Warnings, 
12 have been 
found live in 
the wild

EARLY 
WARNINGS

FOUND 
LIVE

20

12

7

5 ANALYTICAL ENGINES
Powered by AI and Machine Learning:

upcoming cyber-attack, vulnerability, digital risk

data including the deep and dark web

5

Service ModelPredictive 
Intelligence 
Di�erentiator

900+

CO
LL

ECTION

DATA

ANONYMITY 
NETWORKS
In deep / dark web

360º CYBERSECURITY SERVICE
MONTHLY SUBSCRIPTION

BASIC CYBER SERVICE
INDUSTRIAL REPORT / MSS MODE

Awareness, Early Warning Advisory
ONE TIME SERVICE

INITIAL OBSERVATION / 1 TIME FEE
DATA LEAK INVESTIGATION / MONTHLY FEE 

PLATFORM
YEARLY SUBSCRIPTION

PER SHEET SUBSCRIPTION
CUSTOM SUBSCRIPTION TERMS

INDIVIDUAL
Cyber Incident Analytics,
Cyber Education, 
Cyber Vulnerability Analytics, 
Brand and Individual Monitoring, 
Cyber Risk Scoring

282k DATA  
COLLECTION

Intelligence

Forum

Channels

6

Identify the hackers interested in you, their 
background, past acts

Sense their motivation (financial gains, 
reputation damage, productivity loss etc.) 
because of which they are interested in you

Crown Jewels because of which they want to 
target you, personally identifiable information, 
sensitive data including patents, IP, credentials etc.

The point you could potentially be targeted 
based on hacker’s readiness 

The point you could potentially be targeted 
based on hacker’s readiness

3

ENGINES

ANALYTICAL

WHO

WHY

WHAT

WHEN

HOW

MULTI-LAYERED INTELLIGENCE LEVELS 

 STRATEGIC: Optimize resource allocation and risk- management initiatives by understanding 
the strategic threat landscape.

 MANAGEMENT INTELLIGENCE: Integrating insights on threat actors’ campaigns, attack 
mechanisms and tools into internal processes.

 TACTICAL INTELLIGENCE: Safeguard your cyber posture by blocking known malware 
signature, malicious domains, command and control centers or indicators of compromise.

Deep & Dark 
Web Monitoring

Threat Actor 
Attribution & 

Tracking

Early Detection 
of Cyber Threats

Threat Hunting 
& Correlation

Digital Risk 
Management

Intelligence 
Driven Incident 

Response

Brand & Executive 
Risk Monitoring

Contextual Risk 
Assessment & 

Scoring

Cyber 
Education

Rich Situational 
Awareness

CYBER RISKS
THREATSAND

UNRAVELLING

CYFIRMA  is a cyber intelligence analytics platform company.
 

Our proprietary, award-winning cloud based Cyber Intelligence Analytics Platform (CAP) v2.0  
is a complete real-time multi-layered intelligence product with illustrative dashboard which covers the broadest cyber 

provides deep insights into the cyber threat landscape, and amplifies preparedness by providing predictive, relevant, 
and prioritized cyber threat visibility and intelligence.

PREDICTIVE CYBER SECURITY

Access CAP v2.0 @ 
https://cap.cyfirma.com

THREAT VISIBILITY  
AND INTELLIGENCE
Comprehensive multi-dimensional 
strategic, management and 
tactical intelligence and insights. 
The answers to WHO, WHY, WHAT, 
WHEN and HOW of looming 
cyber threats; with supporting 
recommendations.

BRAND / INDIVIDUAL 
CYBER RISK MONITORING
Find potential infringements, 
impersonations to your brand or 
product and suspicious activity 
concerning key executives.

CYBER SITUATIONAL 
AWARENESS
Real time In-depth insights 
of global cyber events - 
trends, latest cyber news, 
technology, and regulatory 
changes, emerging cyber-
attacks, vulnerabilities and 
exploits.

CYBER RISK SCORING 
A snapshot of your cyber risks 
created by looking at your 
external threat profile and 
footprint.

CYBER INCIDENT 
ANALYTICS
Supercharge your reactive 
incident response with an 
intelligence driven approach 
to get a complete picture of 
your threats and risks.

CYBER EDUCATION 
Your cyber education 
program needs to be up 
to date with knowledge 
of the latest and greatest 
tools and techniques used 
by active hackers, rather 
than an old out of date 
education program.

CYBER VULNERABILITY 
ANALYTICS
Prioritize your remediation 
using vulnerability insights 
with detailed mapping to 
available exploits, attributed 
indicators of compromise, 
associated threat actor, 
motive and mechanism 

www.cyfirma.com | www.cyfirma.jp

PREDICTIVE CYBER SECURITY

CAP v2.0 is a cloud based Software 
as a Service (SaaS) platform

Real-time threat insights, visibility 
and situational awareness

Early identification of potential 
threats

Proactive and predictive cyber 
threat intelligence - Identify 
threat indicators to model 
plausible outcomes

Threat hunting and correlation

Digital risk management – 
brand impersonation, product 
infringement, IT/OT vulnerabilities

Contextual risk assessment and 
scoring – to help organizations 
prioritize risks in relation to threat 
landscape

Real-time multi-layered 
intelligence and dashboard 
– Strategic (WHO and WHY), 
Management (WHAT and 
WHEN) and Operational (HOW) 
intelligence

Intelligence driven Incident 
response, Vulnerability Analytics, 
Cyber Education, Brand/
Individual monitoring – automatic 
correlation with threat landscape 

threat actors, details of campaign 
and threat attribution

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Unique Differentiators
• CAP v2.0’s seven modules are all consolidated into one tool, one platform
• CAP v2.0 presents a single view of an event and its association with different sources. 

This provides cyber executives and management team the ability to understand the 
holistic impact

• Quality and depth of insights provided using Strategic, Management and Tactical 
intelligence is real-time and tailored to client’s environment. It is not focused only on 
Operational intelligence

• CAP v2.0’s applies intelligence on each of the seven modules to enable clients to have 
intelligence driven cyber posture

• CAP v2.0 differentiates in effectively utilizing NLP, ML and AI engines to contextually 
correlate threat information from different sources and present in-depth analysis

• CAP v2.0 provides to organization, answers to WHO, WHAT, WHY, WHEN and HOW of a 
threat

• Building ecosystem around CAP with 5+ ancillary systems, to be launched for community 
consumption and creating awareness

• Enhancing the Mobile Application for iOS and Android
• Enhancement of ML and AI engines 

Future Functionality

06
Key Benefits
CAP v2.0 provides:
• Real-time threat insights, visibility and situational awareness 
• Early identification of potential threats
• Proactive and predictive cyber threat intelligence - Identify threat indicators to model 

plausible outcomes 
• Threat hunting and correlation
• Digital risk management – brand impersonation, product infringement, IT/OT vulnerabilities
• Contextual risk assessment and scoring – to help organisations prioritize risks in relation 

to threat landscape
• Real-time multi-layered intelligence and dashboard – Strategic (WHO and WHY), 

Management (WHAT and WHEN) and Operational (HOW) intelligence
• Intelligence driven Incident response, Vulnerability Analytics, Cyber Education, Brand/

Individual monitoring – automatic correlation with threat landscape to represent affiliations 
with any threat actors, details of campaign and threat attribution

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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08
Awards

Partners

CYFIRMA has been Selected for the Coveted list of CIO Application’s  “Top 25 Cyber 
Security Companies – 2019”

CYFIRMA has been selected by Enterprise Security as “Top 10 AI solution provider 
in 2019” for advanced AI algorithms in the cybersecurity field. Awarded out of 230 
competitors

CYFIRMA named in Business Headlines Magazine’s “10 Sought After Risk Management 
Solution Providers in 2019”

CYFIRMA has been recognized on the CyberSlides Japan, Singapore and APAC as one 
of the “Most innovative cybersecurity companies”.

“Most Innovative Cybersecurity 
Companies”, listed under the Singapore 

CyberSlide

“Most Innovative Cybersecurity 
Companies”, listed under the APAC 

CyberSlide

“Most Innovative Cybersecurity 
Companies”, listed under the Japan 

CyberSlide

CIO Application’s  Top 25 Cyber Security 
Companies – 2019

Business Headlines Magazine’s “10 
Sought After Risk Management Solution 

Providers in 2019”

Enterprise Security as Top 10 AI solution 
provider in 2019 for advanced AI algo-

rithms in the cybersecurity field

Japan CyberSlide

Innovation - Platinum

SO

APAC CyberSlide

Innovation - Platinum

SO

Singapore CyberSlide

Innovation - Platinum

SO

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cybersecurity Observatory US 94BACK TO CONTENTS

09
Company Video

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://youtu.be/VbdTE5hdies


Cequence Security

Innovation

AI-powered software to stop attacks 
targeting web, mobile and API applications
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01
Company Description
Cequence Security develops award-winning application security solutions that 
protect your Web, Mobile, and API-based applications from a broad range of targeted 
attacks. These include automated bot attacks focused on business logic abuse 
(such as credential stuffing, site scraping, fake account creation, and more) as well 
as attacks designed to exploit both known and unknown application vulnerabilities.  
The foundation of the solution is the Cequence Application Security Platform (ASP), 
a container-based platform easily deployed on premises or in your public or private 
cloud, across any number of locations. The platform is powered by the patented CQAI 
analytics engine and supports two integrated security modules – CQ botDefense and 
CQ appFirewall. 

Company Name: Cequence Security 
Founded: 01/14 
Employees: 50+
Web: www.cequence.ai
Headquarters: Sunnyvale, CA

Company Information
Other Offices: Munich, Germany
Key Target Verticals: The Cequence 
ASP is targeted to today’s “hyper-
connected” organizations across the 
US and Europe. 

Product Category: Application Security, 
Cloud Security,  Web Security.
Product Stage: Released.
Product Names and Brief Description: 

• CQ appFirewall: Application 
Security That Goes Beyond 
Legacy WAFs.

• CQ botDefense: Intelligent 
Automation that Prevents 
Malicious Bot Attacks.

• Cequence Application Security 
Platform (ASP): AI-powered 
platform providing defense 
against attacks on web, mobile, 
and API-based applications.

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• The Cequence ASP (which is 
deployed on customer premises) 
currently processes more than 1 
billion application transactions each 
day and is protecting web, mobile, 
and API-based applications for 
multiple Fortune 500 companies, 
including those in financial services, 
retail, and social media markets.  

• The Cequence solution has received 
multiple industry accolades, include 
the 2018 Gartner Cool Vendor 
designation.

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.cequence.ai/
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04

Web Application Firewalls (WAF) have been deployed to address PCI regulatory 
compliance and protect web applications from OWASP Top 10 risks. Today, application 
teams move faster than security and when coupled with attack advancements, WAFs 
have been rendered ineffective at protecting your public facing web applications. 
Additionally, WAFs are hard to manage and their traditional change control approach 
to signature and policy updates can delay the application development lifecycle, often 
impacting user experience.

Product in detail: CQ appFirewall

How does it work?

Taking a new approach to application security, one that uses intelligence, automation 
and a cloud-centric architecture, CQ appFirewall extends beyond traditional WAF 
functionality, allowing your security team to accomplish several key objectives:

• Simplifies management, enabling your team to do more with less. CQ appFirewall 
fully leverages intelligence generated by the CQAI traffic and threat analytics 
engine to virtually eliminate the need to manually create and update applications 
and threat signatures.

• Improves security efficacy with customized application infrastructure defense. 
Threat response options that go beyond traditional alert and block, CQ appFirewall 
allows you to improve security efficacy with creative mitigation techniques such 
as geo-fencing and deception.

• Integrates with your existing security infrastructure. As an integral component of 
Cequence ASP, CQ appFirewall takes advantage of the CQ Connect REST APIs to 
import and export information and thus improve the efficacy of your entire security 
infrastructure. The distributed, container-based architecture enables you to deploy 
CQ appFirewall in the cloud, data center or hybrid locations.

• Enables application security consolidation. Managed centrally, the integrated 
elements of the Cequence ASP, CQ botDefense and CQ appFirewall allow you to 
manage multiple application security functions – bot protection and application 
firewall – with a single pane of glass.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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05
Key Benefits
• What sets CQ appFirewall apart is the platform approach that fully leverages the CQAI 

intelligence to address the vulnerability protection and compliance requirements (e.g., 
OWASP Top 10 and PCI DSS Section 6.6) that most organizations have struggled to 
effectively deploy. 

• CQ appFirewall, in conjunction with Cequence ASP, protects your entire modern application 
landscape including mobile and API-based – not just your web applications.

Product Infographic
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JAVA

SDK

Software-only Solution
No need for expensive, 

purpose-built appliances

“Baked in” Security
Prede�ned pro�les & machine learning eliminate 

deployment bottlenecks

Application Firewall
Prevent zero-day attacks and address

OWASP TOP 10 & PCI 6.6 requirements

Flexible Deployments
Deployable on-premises, in the 

cloud, across any number of locations

Application Discovery
Automatically discovers all web, mobile, and 

API application assets across the organization

No In-line Detection
Does not rely on in-line detection, 

which can introduce additional 
latency to the network

No JavaScript or SDK
Does not require use of 

time-consuming JavaScript or 
mobile SDK modi�cations

AI-Powered Platform
With machine learning to provide 
attack detection/analysis in real time

Bot Attack Defense
Provides effective attack defense 
against all channels – web, mobile, 
and API apps

Open Architecture
Allows data to be shared with 
SIEMs, WAFs, and more to improve 
work�ows and response time

Automated Mitigation
Stops attacks fast with customizable, 
automated mitigation policies - 
including blocking, rate limiting, 
and deception

Economic Value
Reduces infrastructure costs, 
�nancial loss, business disruption, 
and damaged reputation

Twelve Ways Cequence Security Is Raising the Bar
on Application Security

© 2019 Cequence Security, Inc., 100 Murphy Avenue, Suite 300, Sunnyvale, CA 94086  1-408-978-3258  info@cequence.ai  www.cequence.ai    All rights reserved.

https://cyberstartupobservatory.com/
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Your web, mobile and API-based applications are increasingly targeted by bad actors 
who use a rich repository of resources from the dark web to programmatically attack 
the business logic of your public facing applications with malicious transactions that 
appear to be legitimate, or syntactically correct. These attacks manifest themselves in 
the following abusive ways: account takeover (also referred to as credential stuffing), 
fake account creation, content scraping, denial of inventory, denial of wallet, gift card 
theft and loyalty program fraud. The impact to your business can be seen in the 
following ways:

• Revenue loses directly attributed to fraud, theft and the process of addressing it.

• Decline in user-base from reputation bombing, loss of trust and poor user 
experience.

• Increased infrastructure costs to address the high volume of illegitimate traffic.

• Degradation of user experience, application performance and availability.

Product in detail: CQ BotDefense

How does it work?

CQ botDefense complements CQ appFirewall as an additional security module 
available within the Cequence Application Security Platform (ASP). CQ botDefense 
leverages CQAI, a patented, machine learning, analytics engine to automatically 
discover all of your web, mobile and API-based applications along with the threats and 
vulnerabilities targeting them that may lead to data loss or application infrastructure 
compromise. Armed with this unmatched visibility, your security team can deploy 
policies and accomplish the following application security objectives:

• Prevent automated attacks targeting web, mobile and API-based apps.

• Bake security into your application infrastructure.

• Integrates with your existing security infrastructure.

• Enables application security consolidation.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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07
Key Benefits

Research shows that malicious bots represent as much as 35% of the overall web traffic and 
for some customers, these attacks represent 90% or more of their web traffic. CQ botDefense 
takes an intelligent approach to preventing business logic abuse attacks targeting your public 
facing web, mobile and API-based application infrastructure.

Product Infographic
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JAVA

SDK

Software-only Solution
No need for expensive, 

purpose-built appliances

“Baked in” Security
Prede�ned pro�les & machine learning eliminate 

deployment bottlenecks

Application Firewall
Prevent zero-day attacks and address

OWASP TOP 10 & PCI 6.6 requirements

Flexible Deployments
Deployable on-premises, in the 

cloud, across any number of locations

Application Discovery
Automatically discovers all web, mobile, and 

API application assets across the organization

No In-line Detection
Does not rely on in-line detection, 

which can introduce additional 
latency to the network

No JavaScript or SDK
Does not require use of 

time-consuming JavaScript or 
mobile SDK modi�cations

AI-Powered Platform
With machine learning to provide 
attack detection/analysis in real time

Bot Attack Defense
Provides effective attack defense 
against all channels – web, mobile, 
and API apps

Open Architecture
Allows data to be shared with 
SIEMs, WAFs, and more to improve 
work�ows and response time

Automated Mitigation
Stops attacks fast with customizable, 
automated mitigation policies - 
including blocking, rate limiting, 
and deception

Economic Value
Reduces infrastructure costs, 
�nancial loss, business disruption, 
and damaged reputation

Twelve Ways Cequence Security Is Raising the Bar
on Application Security

© 2019 Cequence Security, Inc., 100 Murphy Avenue, Suite 300, Sunnyvale, CA 94086  1-408-978-3258  info@cequence.ai  www.cequence.ai    All rights reserved.

Unique Differentiators

Traditional network level protections, such as Web Application Firewalls , CDNs, and 1st 
generation bot mitigation tools, have proven to be largely ineffective and are hard to manage, 
injecting friction into the application development lifecycle and often impacting user 
experience.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The Cequence Application Security Platform (ASP) protects web, mobile and API-
based application infrastructure from automated attacks, malicious bots, and 
exploits. Cequence ASP is a distributed, container-based architecture that is scalable 
and flexible, allowing you to integrate security into your application infrastructure. 

Cequence ASP is comprised of the following elements: 

• CQAI is the patented intelligence engine for the platform, using machine learning 
and analytics to automatically discover web, mobile and API-based applications 
while uncovering threats and vulnerabilities that may lead to application 
infrastructure compromise and/or data loss. CQAI uses multiple techniques to 
analyze your transactions to provide a complete view of application and threat 
behavior than other technologies that rely on client context alone. Applications 
and threats identified by CQAI can then be used to drive policy creation and 
enforcement within two security modules: 

• CQ botDefense uses the intelligence generated by CQAI to determine the actual 
intent of the application transactions, allowing you to protect all public facing 
web, mobile and API-based applications from a broad range of business logic 
abuse attacks typically orchestrated using bots or human farms. 

• CQ appFirewall takes full advantage of CQAI to intelligently extend traditional 
WAF functionality to address one of the most significant WAF deficiencies: the 
inability to detect and prevent unknown, or zero-day attacks.

Product in detail: Application Security Platform (ASP)

Product Video

Cequence Application Security Platform (ASP) 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.youtube.com/watch?v=2JJTimBX5e4&t=23s
https://www.youtube.com/watch?v=2JJTimBX5e4&t=23s
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How does it work?
Cequence ASP leverages the power of its CQAI analytics engine to analyze every 
interaction from a user, client, network, and application perspective. 

This multi-dimensional analysis provides you with a complete view of behavior – far 
more than what is possible with technologies that rely on client context alone. 

For example, while client-side analysis can reveal unusual header anomalies, 
application-side analysis can see the actual attack behavior of a denial of inventory 
attack where a user repeatedly puts items in his basket without purchasing. 

CQAI then uses an ensemble of machine learning models, behavioral analysis, and 
statistical analysis of hundreds of traits to build a syntactic profile of the application 
used to identify threats and to facilitate policy creation. This includes, but is not limited 
to, heuristic analysis of headers, protocols, other network traffic, and both user and 
application behavior. 

CQAI also performs a statistical analysis of all of these traits to identify patterns and 
anomalies. By tracking the unique multi-step behaviors of real attacks against your 
applications, CQAI distinguishes malicious bots from benign forms of automation 
such as approved content aggregators. 

This same multi-dimensional analysis is used to detect and defend against targeted 
exploits of application vulnerabilities that traditional WAFs cannot detect.Enables 
application security consolidation.

Key Benefits

Container-based software platform can be deployed on premises or in the cloud, wherever 
applications are located. Platform consolidates multiple application security functions, 
simplifying security architecture and eliminating need for specialized appliances. AI-powered 
analytics engine automatically discovers apps, detects threats, and defends against attacks. 
No application changes required, no signatures, no performance impact.

Unique Differentiators
Container-based software platform can be deployed on premises or in the cloud, wherever 
applications are located. Platform consolidates multiple application security functions, 
simplifying security architecture and eliminating need for specialized appliances. AI-powered 
analytics engine automatically discovers apps, detects threats, and defends against attacks. 
No application changes required, no signatures, no performance impact.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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10
Certifications

Awards

The Cequence ASP supports OWASP requirements as well as PCI 6.6 compliance.

• 2018 Gartner Cool Vendor
• 2019 CSO Hot Startups
• 2019 InfoSecurity Global Excellence
• 2019 Cyber Defense Magazine InfoSec Award
• 2019 Enterprise Security Top 10 Startup
• 2019 MRC Technology Award

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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SaaS-based Breach & Attack 
Simulation Platform
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Company Description
Cymulate is an award-winning SaaS-based Breach and Attack Simulation (BAS) 
platform that makes it simple to know and optimize your security posture any time, all 
the time.

Company Name: Cymulate
Founded: 06/16 
Employees: 50-100
Web: Cymulate.com

Company Information
Headquarters: Israel
Other Offices: USA, UK, Spain
Key Target Verticals: All verticals 

Product Category: Breach & Attack 
Simulation
Product Stage: Released & Deployed
Product Names and Brief 
Description: 
The platforms simulates attacks 
across multiple vectors: 

• Full Kill-Chain APT
• Email Gateway
• Web Gateway
• Web Application Firewall
• Phishing Awareness
• Endpoint Security
• Lateral Movement 
• Data Exfiltration
• Immediate Threat Intelligence

Services Provided:
• Simulate attacks across the full 

kill chain. 
• Provides immediate actionable 

insights, including an exposure 
score and remediation guidelines. 

• Offers automated reporting and 
alerting.

03The Product Customer Footprint

Markets with Customers: Cymulate’s customers 
are found in markets across North America, EMEA, 
and Asia. 
Relevant Public Success Stories per Key Target 
Vertical:

• Financial Services 
• Euronext “As Euronext’s cybersecurity team, 

we know that cybersecurity is always a work 
in progress. Cymulate allows us to fill a gap 
that for a long time was not closed directly, but 
only indirectly with other security controls. We 
recommend anyone looking for a BAS platform to 
turn to Cymulate.” –Jorge Ruao, Head of Security 
Operations

• Critical Infrastructures
• Connecticut Water “Cymulate enables me to test, 

reconfigure, increase our security posture, and 
lower our cyber risk – adding great value to our 
security program.” –William Perez, Cyber Security 
Lead

• Communications
• Telit “With pen-testing it’s a long process, which at 

the end can take even 3 months to get the report. In 
that time there might have been new products, new 
attacks and it’s not relevant – we need to be up to 
date with new attacks all the time.” –Itzik Menashe, 
VP Global IT & Information Security

02

https://cyberstartupobservatory.com/
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Cymulate is an award-winning SaaS-based Breach and Attack Simulation (BAS) 
platform that makes it simple to know and optimize your security posture any time, 
all the time. Fully automated and customizable, Cymulate challenges your security 
controls against the full attack kill chain with thousands of simulated cyber attacks, 
both common and novel. 

Testing internal and external defenses, the attack simulations show you exactly where 
you’re exposed and how to fix it—making security fast, continuous, and part of every-
day activities. With 360° visibility and actionable reporting, Cymulate shortens test 
cycles and offers a counter-breach assessment technology that empowers security 
leaders to validate the effectiveness of their current security controls by taking a 
proactive approach to their cyber stance, so they can stay one step ahead of attackers. 
Always.

Product in detail

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work?

• Tests defenses against the full attack kill chain
We’ve divided the attack surface into nine vectors that can be run ‘a la carte or 
simultaneously to simulate a full Advanced Persistent Threat (APT). Challenging 
both internal and external (perimeter) security controls, Cymulate’s attack 
simulations replicate the modus operandi of real-world threat actors in a safe 
manner, running the full gamut of cyber threats, from ransomware to banking 
Trojans, SQL injections and countless others.

• Attack customization tailored to your needs
By easily customizing attacks to test security controls against specific threats 
or threat components, assessments become much more efficient and time-to-
remediation is shortened.

• KPI-friendly metrics and benchmarking
After running an assessment, a score is generated, reflecting the magnitude 
of potential threats to target systems or resources, with industry-specific 
benchmarking. Cymulate’s risk score is calculated using industry standards such 
as the NIST Risk Management Framework, CSVSS v3.0 Calculator, Microsoft’s 
DREAD and the MITRE ATT&CK Framework.

• Comprehensive reporting and alerting
Instrumental to meeting compliance mandates and demonstrating ROI ,a 
technical and executive summary are generated at the end of each assessment. 
Alerts can be generated to notify personnel when the Cymulate Risk Score 
exceeds a certain threshold.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Key Benefits
• Validate your company’s security posture after any sort of change. 
• Assess if your organization is really safe from a breach. 
• Ensure your organization is compliant with GDPR, PCI, HIPPA and all other federal or 

industry regulations that require regular testing of security controls.
• Optimize your cybersecurity budget ROI by comparing the effectiveness of current and 

alternative security solutions.
• Get automated alerts to test your security posture against the very latest threats detected 

in the wild. 
• Optimize your cybersecurity budget ROI by investing resources according to where your 

cyber exposure is highest.

Unique Differentiators
• Deploys in minutes
• Simple to use
• Single agent, unlimited attacks
• Customized attacks
• SaaS-based platform

• Expanding our integrations and testing capabilities to cover the organization’s entire 
digital footprint across environments including cloud, IoT, and beyond. 

Future Functionality

Product Video

• Automated or on-demand
• Very latest threats simulated with a few clicks
• Covers the full attack kill chain
• Immediate results
• Comprehensive coverage

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.youtube.com/watch?v=Ot8NMx_VXxs&feature=youtu.be
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Certifications / Recognitions

Awards

Partners

Tech Startup of the Year, 
Software

Best Breach and Attack 
Simulation Platform

Simulation Platform Best Cybersecurity Startup

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Fully Managed Protective Shield for 

Sites and Web Applications

Innovation



cyberstartupobservatory.com Cybersecurity Observatory US 111BACK TO CONTENTS

01
Company Description

Reblaze is a cloud-based, fully managed protective shield for sites and web 
applications: a comprehensive web security solution that includes a next-gen WAF, 
DDoS protection, bot mitigation, scraping prevention, CDN, load balancing, real 
time traffic control, and more. Machine learning provides accurate, adaptive threat 
detection. Dedicated Virtual Private Clouds ensure maximum privacy, performance, 
and protection.

Company Name: Reblaze Technologies LTD.
Founded: 01/12 
Employees: 35
Web: www.reblaze.com
Headquarters: Tel Aviv, Israel

Company Information
Other Offices: Sunnyvale, USA. 
Singapore
Key Target Verticals: eCommerce, 
FinTech, Travel, Media, HealthCare, 
Government

Product Category: Web Security, 
Application Security, Cloud Security, 
Detection & Prevention
Product Stage: Released
Product Names and Brief Description: 

• Reblaze is a cloud-based 
platform that provides a 
comprehensive, dynamic, 
intelligent security and control 
solution for web platforms and 
services.

Services Provided:
• WAF (Web Application Firewall)
• DDoS protection
• Bot mitigation
• CDN & Load balancer
• Traffic management 

03
The Product Customer Footprint

Markets with Customers: +20
Relevant Public Success Stories per Key 
Target Vertical:

• See published case studies here.

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.reblaze.com/
https://www.reblaze.com/resources/#case-studies
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At its core, Reblaze runs a robust Web Application Firewall engine. It detects and blocks 
SQL injection, XSS, OSCi, cookie and session poisoning, malicious payloads, and other 
attacks.

The Reblaze WAF/IPS uses a multivariate approach, including a variety of techniques to 
accurately identify and block malicious traffic. This includes Application Whitelisting, 
Behavioral Analysis, Blacklisting, Fine-grained ACL, and Machine Learning.

Product in detail

WAF (Web Application Firewall)

Multilayer DoS/DDoS Protection

Bot Detection and Mitigation

Reblaze’s DoS/DDoS protection provides multiple benefits: full-scope protection, high 
levels of accuracy and performance, ease of use, and top-tier infrastructure.

Reblaze goes far beyond typical bot detection methods such as browser 
authentication. The platform uses machine learning to construct and maintain 
behavioral profiles of legitimate human visitors. For each user, Reblaze continually 
gathers and analyzes stats such as client-side I/O events, triggered by the user’s 
keyboard, mouse, scroll, touch, zoom, device orientation, movements, and more. 
Continuous multivariate analysis verifies that each user is indeed a legitimate human.

These allow Reblaze to identify and respond to malicious bots and other threats even 
as they become more sophisticated. Updates and upgrades are deployed across the 
network automatically, with no action required on your part. You always have the latest 
protection.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work?
• Reblaze deploys a dedicated VPC for each customer. That is, a dedicated stack 

environment for each protected web platform, deployed immediately and 
automatically, and running across one or more cloud vendors (mainly AWS, GCP 
and Microsoft Azure, although private clouds are supported as well). 

• All incoming traffic is routed through the VPC and scrubbed as it passes through. 
Latency is negligible (generally 1.5 milliseconds or less).  

• Hostile traffic is blocked before it reaches the protected network. Legitimate traffic 
has normal access to the requested resources. 

• Attackers cannot reach, or even find, the targeted web platform.

• Bandwidth, compute, and other resources scale automatically as needed, limited 
only by the capacity of the global cloud. 

• Remote management ensures minimal obligations (of time or expertise) from onsite 
staff.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work? 

Product Video
Effortless Web Security

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.youtube.com/watch?v=ZKs97sSfrwk
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Key Benefits
• Runs in a unique Virtual Private Cloud: a full dedicated stack for each protected network, 

which eliminates multi-tenancy vulnerabilities.
• Runs natively on your clouds of choice: AWS, Azure, GCP, IBM, Oracle, AliBaba Cloud, and 

more, in any combination and across multiple regions, with a single unified management 
console to control them all from one place. Rules, policies, signatures, ACLs, and intelligence 
are shared across platforms automatically in real time.

• Uses multivariate threat detection: Reblaze excludes hostile traffic with whitelisting, 
blacklisting, fine-grained ACLs, behavioral analysis, and machine learning. The platform 
goes beyond legacy techniques such as signature detection, and also uses JSON & XML 
schema enforcement, content evaluation, field policy enforcement, argument limitations, 
payload inspection, and other methods.

• Runs in multiple regions, while providing a single unified management console to control 
them all from one place. Rules, policies, signatures, ACLs, and intelligence are shared 
across platforms automatically in real time.

• Runs seamlessly as, and auto-scales into, multi-region clusters, able to process even 
global DDoS assaults.

Unique Differentiators
• Reblaze deploys a Virtual Private Cloud for every customer. The platform’s architecture 

ensures that your network is isolated from Internet threats, with auto-scaling bandwidth 
and the ability to run on multiple cloud providers.

• No installation: As a cloud platform, Reblaze deploys in minutes. Only a DNS change is 
required.

• No risk: You can add Reblaze to your existing security in “report only” mode.
• A fully managed service: Reblaze is managed and kept up-to-date remotely by our team 

of security experts. As new web threats are identified, all global Reblaze deployments are 
upgraded immediately and automatically to defend against them. You always have the 
latest protection.

• Guarantee: Try Reblaze for 14 days. If you aren’t delighted with the results, your account 
will be cancelled and you’ll owe nothing.

• Launch directly from the main cloud providers’ marketplace

• API Gateway and integration with cloud protection services
• Tailor made security user recommendations via Reblaze AI
• Notification center and connectivity to user’s hooks
• IAM and user management connection across multiple providers
• Machine learning detection across clients

Future Functionality

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Certifications

Awards

Partners

Reblaze builds its services in accordance with security best practices. Customers can 
be confident that the platform will ensure the confidentiality, integrity, and availability of 
their web assets. Reblaze’s clouds are fully compliant with GDPR, SOC 1/SSAE 16/ISAE 
3402, SOC 2, FISMA Moderate, PCI DSS, ISO 27001, FIPS 140-2, HIPAA, CSA (Cloud 
Security Alliance), and other standards and certifications. Reblaze is a PCI-DSS Certified 
Level 1 Service Provider.

• Included in Forrester’s Bot Management Report in 2018
• Google’s launch partner for Google Cloud Armor at Google Next 18 (not an award, 

rather an achievement, read more here or here. Or see this video by Google 
showcasing Reblaze at Google Next 18)

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.reblaze.com/blog/use-google-cloud-armor-automate-web-security/
https://www.reblaze.com/blog/google-launches-ddos-attack-partner/
https://www.youtube.com/watch?v=Z-IvJ7THK30&feature=youtu.be&t=693
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Security Defense
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Company Description

TrapX Security is a leader in deception based cyber security defense.  Our solutions 
rapidly detect, deceive and defeat advanced cyber attacks and human attackers in real 
time.  DeceptionGrid provides automated, highly accurate insight into malicious activity 
unseen by other types of cyber defense. 

By deploying DeceptionGrid, you can create a proactive security posture, fundamentally 
halting the progression of an attack while changing the economics of cyber attacks by 
shifting the cost to the attacker.  The TrapX Security customer base includes Forbes 
Global 2000 commercial and government customers worldwide in sectors that include 
defense, healthcare, finance, energy, consumer products, and other key industries.

Company Name: TrapX Security
Founded: 2010-11 
Employees: 50+
Web: trapx.com

Company Information
Headquarters: San Jose, CA
Other Offices: Israel, UK, Mexico
Key Target Verticals: 
Manufacturing, Healthcare, 
Financial Services

Product Category: 
• Deception

Product Stage: released
Product Names and Brief Description:
DeceptionGrid
TrapX’s DeceptionGrid is used level the 
playing field and flip the economics of 
cyberattacks. DeceptionGrid is the only 
solution to detect previously unseen attack 
techniques and patterns that bypass other 
cyber-defenses.

03
The Product Customer Footprint

Markets with Customers: Manufacturing, 
Healthcare, Financial Services, 
Government
Relevant Public Success Stories per Key 
Target Vertical:
• Financial Services
• Healthcare
• Manufacturing
• Government
• Other

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://trapx.com/


cyberstartupobservatory.com Cybersecurity Observatory US 119BACK TO CONTENTS

04
Product in detail: DeceptionGrid
TrapX’s DeceptionGrid is used to level the playing field and flip the economics of 
cyberattacks.

DeceptionGrid is the only solution to detect previously unseen attack techniques and 
patterns that bypass other cyber-defenses. This highly scalable platform deploys 
hundreds of deceptive traps requiring minimal resources or support. Artifacts in the 
form of workstations, users, devices, and networks pose as company assets. 

Each decoy is a powerful emulation camouflaged to look like a valuable resource 
including protocols, credentials, applications and data. They are, however, closely 
monitored and isolated by the automated DeceptionGrid software. Everywhere an 
attacker turns, they face fake assets ready to instantly report any disturbance to 
the network. Once a trap is sprung, DeceptionGrid works alongside other security 
measures to quickly identify and contain the threat while actively engaging the attacker 
to gather intelligence. Alerts are over 99% accurate in providing immediate cyber threat 
detection, response, and intervention.

How does it work?
An ability to reach every corner of the largest networks is key to TrapX success. 
Management of the DeceptionGrid is easy and gives organizations the ability to monitor 
expansive networks and a high volume of traffic. Automation allows these entities the 
ability to deploy thousands of traps in their most vulnerable points. As compared to 
other cybersecurity efforts, total cost of ownership is quite low and limited to a few 
virtual machines. 

Less than 10% of FTE is needed to maintain decoys and fight threats with the TrapX 
DeceptionGrid in a large network. Integration with ecosystem technologies such as 
network access control (NAC) use incident of compromise (IOC) data to trigger 
immediate isolation of an attacker. The emulation engine is able to deploy over 500 
decoys on a single standard appliance.

In addition, the BYOT (Build Your Own Trap) feature, allows organizations with non-
traditional OT/IOT devices to quickly and easily emulate an existing network device and 
utilize it as an active trap. 

05

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Unlike virtualization-based deception that requires many resources, additional software 
and can be taken over as jumping point, DeceptionGrid emulation engine is safe, 
requires no additional software and can run hundreds of decoys on a single appliance.

DeceptionGrid’s traps have been confirmed by independent testing to fool even the 
most sophisticated attackers that were able to fingerprint other deception solutions. 

Dynamic Deception enables Traps to shift continuously to create a moving minefield 
that no attacker can avoid. After a Trap is interacted with and the cyber-attack is 
thwarted, the Trap will change its shape and location, so the attacker will not be able to 
determine the difference between the real asset and the Trap.

How does it work?
05

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Key Benefits
• Deception technology finds sophisticated attackers that may be present and 

undiscovered by traditional cybersecurity solutions.
• Extremely low TCO and fast time to value (easy and quick to deploy, no false positives, 

minimum ongoing operational burden)
• A multi-tier architecture enables better detection, deeper attacker engagement, and 

comprehensive containment.
• The DeceptionGrid passively integrates itself with existing operations and other 

vendor solutions already in place.
• TrapX alerts are over 99% accurate and provide immediate cyber threat detection, 

response, and intervention.

Unique Differentiators
• Powerful emulation camouflages traps as any attack surfaces with out of the box 

templates for industry-specific items such as medical devices, POS terminals, 
SCADA, ATMs, and more.

• Highly scalable - each appliance supports 500 traps, requiring few resources even 
for largest Enterprise wide deployments.

• End-to-end integration with existing solutions, automatically translating intelligence 
to mitigation.

• Detailed Forensics and threat intelligence allowing you to know the mind of the 
attacker and disposition alerts swiftly and decisively.

• Build Your Own Trap (BYOT) enables users to create fake attack surfaces and apps 
tailor-fit for environments or devices.

• Dynamic Deception enables artefacts to continuously shift to create a moving 
minefield that attackers cannot avoid.

• The DeceptionNet network allows users to share counter-measures and share traps 
made by other community members.

07Awards
• Gartner Cool Vendor
• SC Magazine 2007/2018 Award 

Winner
• 2015 Computing Security Winner
• 2017 Frost & Sullivan Best Practices

• 2018 Cyber Defense Magazine INFOSEC 
Award

• Quadrant Best Deception Technology
• Cyber Security Excellence Award
• The Golden Bridge Award – Best 

Worldwide

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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A NEW PARADIGM IN DATA SECURITY
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Company Description

nTropic Security, LLC was founded to proactively and intelligently provide the deepest 
and most advanced levels of protection to files, crown jewel digital assets, data at 
rest, and data in transit.

Company Name: nTropic Security
Founded: 06/19
Employees: 5
Web: www.ntropicsecurity.com

Company Information
Headquarters: Raleigh, NC, USA
Key Target Verticals: Military & 
Defense, Intelligence Community, 
Finance, Healthcare 

Product Category: Information 
Privacy
Product Stage: Version 1- Beta
Product Names: KDisperse 
Brief Description: 
KDisperse is a disruptive technology 
that utilizes Entropy, Disinformation, 
and obfuscation techniques to 
actively protect data. At the core of 
the product there is a powerful patent 
pending algorithm that ensures 
attackers and hostile entities will face 
a very high work factor.

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• The first Proof of Value (PoV) will 
commence in August 2019 at 
an International Human Rights 
organization.

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
http://www.ntropicsecurity.com
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KDisperse is truly innovative and disruptive technology that will change the face 
of stored data (at rest or in transit) and raise the bar of data security/protection. It 
intelligently couples proprietary disinformation techniques with high levels of entropy to 
establish zero patterns yet still leave data in workable and intelligible states. KDisperse 
imposes extremely high work factors on attackers and utilizes existing hybrid storage 
ecosystems to effectively obfuscate, disperse, and hide data.  

Product in detail: KDisperse

How does it work?

KDisperse works by heavily, and randomly, obfuscating and dispersing a data set that 
is to be protected. The integral parts of the overall process (embodied in a patent 
pending algorithm) are entropy based and have as a core principle that of leaving no 
pattern whereupon an attacker can effectively reconstruct the original data set (even in 
the face of a storage breach). 
Disparate customer owned storage locations, preferably in the form of a hybrid (on-
premise and cloud) ecosystem, are leveraged to disperse the obfuscated shards further 
mitigating the likelihood of data leakage when an entity is protected by KDisperse. 
During the reconstruction process entropy is also used as the obfuscation layers are 
reversed such that an authorized entity has total access to the original data set. 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Key Benefits

• Implements an extremely strong, and unprecedented, data security posture
• Creates effective security use of existing network accessible storage ecosystem
• Creates an anti-pattern environment where very high work factors are imposed on attackers 

and hostile entities

Unique Differentiators

• Heavy use of entropy at each step of the process:
• Sharding
• Obfuscation
• Disinformation
• Naming
• Storage

• Implementation of multiple proprietary disinformation techniques
• Will never expose a pattern (neither in data nor behavior)

• Metamorphic shards - these are shards that have already been put through the KDisperse 
engine and are rewritten over multiple iterations such that each succeeding version of 
each shard is different from the preceding one (currently under development).

Future Functionality

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Autonomous Brand Safety

Innovation
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Company Description

CHEQ is a global cybersecurity company and a pioneer of Autonomous Brand Safety, 
protecting the digital ad spend for the world’s leading brands. With offices in Tokyo, 
New York and Tel Aviv, the company’s mission is to help sustain the digital ecosystem 
by protecting advertisers from the risks of online advertising and helping them regain 
confidence in the space. CHEQ is a Battery Ventures portfolio company and an alumnus 
of “The Bridge Builders”, Coca-Cola’s, Mercedes’ and Turner’s commercialization 
program. 

Company Name: CHEQ Ltd.
Founded: 01/14
Employees: 50
Web: www.cheq.ai
Headquarters: NYC, USA and Tel Aviv, Israel

Company Information
Other Offices: Tokyo
Key Target Verticals: Online 
advertisers, ad agencies and 
publishers  

Product Category: Detection & 
Prevention, Cyber Intelligence, Fraud 
Detection & Prevention, Web Security, 
UEBA, Deception
Product Stage: Released
Product Names and Brief Description: 

• The CHEQ Platform
Services Provided:

Digital advertising:
• Fraud Prevention
• Brand Safety
• Viewability 

03
The Product Customer Footprint

Markets with Customers: USA, Japan, 
Mexico, UAE
Relevant Public Success Stories per Key 
Target Vertical:

• Advertisers 
• Ad Agencies: CCI 
• Members of Pepsico Tech LAB 

(Website launching soon)

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
http://www.cheq.ai/
https://www.thedrum.com/news/2018/10/31/cci-looks-take-brand-safety-the-next-level-japan-after-partnering-cheq
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CHEQ’s platform protects advertisers, ad agencies and publishers from spending digital 
ad budgets. It replaces traditional ad-verification platforms with a fully autonomous 
and preemptive solution that doesn’t just report the damage, but actually prevents it. 
The CHEQ platform uses next-gen technology driven by military-grade AI and NLP.

Product in detail

CHEQ Platform users have their digital campaigns protected autonomously and in real-
time as follows: 

• Brand Safety: Our AI-driven Autonomous Brand Safety solution utilizes military-grade 
Natural Language Processing capabilities to analyze page-level data in absolute 
real-time. We use proprietary Lexical Semantics and Sentiment Analysis modules to 
infer context with extreme accuracy and speed, allowing us to always prevent your 
ads from serving near content you deem unsafe.

• Anti-Fraud:  Our Cybersecurity based Fraud Prevention solution applies Machine 
Learning algorithms to uncover data-discrepancies and behavioral anomalies at the 
single user level, in real-time. We analyze over 700 user parameters, deploy proprietary 
honeypots (bot traps) and utilize advanced OS Fingerprinting and Dynamic Code 
Patching to ensure you never purchase a fraudulent impression.

• Viewability: Our page-level modules examine multiple types of viewability violations, 
uncovering anything from obstructing objects to malicious ad-stacking and hidden 
Iframes. Together with our strict “Panoramiq” viewability metrics, this allows us to 
guarantee that an impression is only counted once 100% of the pixels are in view on 
the user’s monitor, unhidden and un-obstructed.

How does it work?

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work? 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Key Benefits
• Fully Autonomous
• Real-time solution: Real-time Brand Safety Enforcement, Real-Time Fraud Prevention, Real 

Time Viewability
• Prevents the damage before the ad is ever served 

Unique Differentiators
• Verification vendors measure the damage, we prevent it

• In-app ad-fraud prevention

Future Functionality

Certifications

• Currently undergoing an MRC certification process
• IAB Tech Lab Members

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Innovation

Observe IT
Insider Threat Management 

solution 
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01Company Description
ObserveIT is the leading Insider Threat Management solution with more than 1000 
customers globally. ObserveIT empowers security teams to detect insider Threats, 
streamline the investigation process, and stop data exfiltration. 
With 350+ out-of-the-box Insider Threat indicators of compromise, rich metadata and 
outstanding search capability and playback of any policy violation, ObserveIT provides 
comprehensive visibility into what people – contractors, privileged users and high-risk 
users – are doing, and reduces investigation time from days to minutes. For more 
information visit: www.observeit.com. 

Company Name: ObserveIT
Founded: 2006
Employees: 150
Web: www.observeit.com
Headquarters: Boston, USA

02Company Information
Other Offices: Israel, UK
Key Target Verticals: Financial Services & 
Banks, Information Technology & Services, 
Manufacturing, Telecommunications, 
Federal and Pharmaceuticals

03
The Product

Product Category: Insider Threat 
Management
Product Stage: Generally Available
Product:  ObserveIT 7.8

Customer Footprint

Markets with Customers:
• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence 

Agencies
• Other: Retail

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.observeit.com/
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ObserveIT is the only insider threat management solution that empowers security 
teams to detect insider threats, streamline the investigation process, and prevent data 
exfiltration.

How does it work?
Detect Insider Threats

• ObserveIT provides organizations with ”eyes on the endpoint” to continuously 
monitor data for signs of misuse.  ObserveIT reviews all the actions taken by 
users on an organizations systems to protect data and reduce risk. Organizations 
can also anonymize captured data to protect privacy.

Investigate with Full Context
• When an incident occurs, security teams need visibility and context to understand 

what happened.  ObserveIT simplifies and streamlines investigations by offering 
granular details of user activity.  By capturing and indexing user behavior, 
ObserveIT gives IT and security teams irrefutable evidence to streamline 
investigations.

Prevent Incidents
• Prevent insider threats by getting proactive, letting your users know when their 

behavior veers out of policy, blocking suspicious activities, and educating users 
on security and compliance best practices so that they do not accidentally 
expose you to risk.

Product in detail

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


THETARAY
Artificial Intelligence and Big Data

Innovation
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01Company Description
ThetaRay is a leading Artificial Intelligence & big data analytics company, helping 
financial organizations, cybersecurity divisions and critical infrastructure become 
more resilient and seize opportunities. Its advanced analytical solutions operate with 
unprecedented speed, accuracy, and scale, enabling clients to manage risk, detect 
money laundering schemes, uncover fraud, expose bad loans, uncover operational 
issues and reveal valuable new growth opportunities.

Company Name: ThetaRay Inc.
Founded: 2013
Employees: 65
Web: www.thetaray.com 
Headquarters: New York, NY, USA

02Company Information
Other Offices: 
• Israel - International HQ
• UK - London
• Singapore
Key Target Verticals: Financial 
Institutions, Insurance, Industrial IoT, 
Critical Infrastructure and Cyber Security

03
The Product

Product Category: 
• Artificial Intelligence
• Detection & Prevention
• Fraud Detection

Product Stage: released, production
Product Names and Brief Description:

• ThetaRay for AML
• ThetaRay for Fraud Detection
• ThetaRay ATM Security
• ThetaRay for Preventive Maintenance

Customer Footprint

Relevant Public Success Stories per 
Key Target Vertical: 

• Financial Services
• ABN AMRO, OCBC Bank
• Critical Infrastructure
• Manufacturing

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://thetaray.com/
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Advanced Analytics Platform Powered by Artificial Intelligence

ThetaRay’s patented technology encompasses over two decades of academic 
research designed to uncover unknown unknowns. This approach employs AI and 
machine learning, notably Intuitive AI, to isolate problems that are hiding in plain site—
buried beneath big data, concealed in slow systems, and out of reach of the most 
sophisticated business rules. Proprietary core algorithms are packaged into ThetaRay’s 
enterprise-grade hyper-dimensional multi-domain™ big data platform. 

How does it work?

ThetaRay’s Financial Crime Detection and IoT solutions are built on our big data 
analytics platform as end-to-end products supporting all aspects of the big data 
anomaly detection process; from data processing and storage to anomaly detection, 
forensics and case management.

• Unmatched Detection Performance – to detect unknown risk 
• Industry low false positive rate - to reduce operational costs
• Intuitive AI – to eliminate human bias from detection process
• No “black box” - clearly explained results
• Automated detection - no training, labels, or rules required
• End-to-end solutions - not a toolkit

Product in detail

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Global Perspective 



Our Global Platform

Observatory - Israel Edition

Observatory - UK Edition

Download Observatory 
France - Fifth Edition

Observatory - France Edition

Download Observatory 
Israel - Seventh Edition

Download Observatory 
UK - Second Edition

https://cyberstartupobservatory.com/observatory-france/
https://cyberstartupobservatory.com/download-observatory-us-second-edition/
https://cyberstartupobservatory.com/download-observatory-us-second-edition/
https://cyberstartupobservatory.com/observatory-israel/
https://cyberstartupobservatory.com/download-observatory-uk-first-edition/
https://cyberstartupobservatory.com/download-observatory-uk-first-edition/
https://cyberstartupobservatory.com/download-observatory-uk/
https://cyberstartupobservatory.com/observatory-israel/
https://cyberstartupobservatory.com/observatory-france/
https://cyberstartupobservatory.com/download-observatory-uk/


The Observatory Product

Product Video

The Observatory 
Platform

 Product Video

cyberstartupobservatory.com
Videographics - Our Products

SO

https://cyberstartupobservatory.com/wp-content/uploads/VIDEOS/Video_Infographics/The_Cybersecurity_Observatory_Value_Proposition.mp4
https://cyberstartupobservatory.com/


The @CSOFinder 

    CSOFinder@SO

https://cyberstartupobservatory.com/finder/
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01The Product

What is the @CSOFinder?

The  @CSOFinder is a global search engine for cybersecurity practitioners.

On the one hand, it endeavors to help CISOs, cybersecurity consultants, 
technology managers, purchase and innovation departments and other key 
stakeholders to identify the right cybersecurity solutions that address their 
specific needs.

On the other hand, the @CSOFinder provides cybersecurity companies 
unparalleled exposure to our global audience of over 500k  industry 
practitioners engaging with the Observatory on a yearly basis.

    CSOFinder@SO

02How does it work?

The process is very simple:

a) Cybersecurity Practitioners  just need to go to the search engine by 
clicking the link below and start the search. For those companies that have 
already completed the profile, it will be displayed, including:

• Company description,
• Product definition and 
• How do they work?
• Key features, unique differentiators and future functionality

b) Cybersecurity Companies just need to Sign Up and complete the 
company profile. This is a free process for companies <2 years old.

    CSOFinder@SO

Sign Up 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/finder/
https://cyberstartupobservatory.com/registration-form/
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03Look & Feel

What is the @CSOFinder?

1.-Searching companies:

    CSOFinder@SO

2.-Displaying Results:

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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03Look & Feel

What is the @CSOFinder?

3.-Visting the Company Profile:

    CSOFinder@SO

Product description, features, 
differentiators, future 
functionality...

Product Infographics, How Does 
it Work? and other additional 
information to enable the 
reader to understand the value 
proposition.

Additional information included 
on the Observatory website: 
videos, articles, infographics...

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The @CSOFinder Product Video

    CSOFinder@SO

The @CSOFinder
 Product Video

cyberstartupobservatory.com
Videographics - Our Products

    CSOFinder@SO

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/finder/
https://cyberstartupobservatory.com/wp-content/uploads/VIDEOS/Video_Infographics/The_@CSOFinder_Value_Proposition.mp4


The @CSOFinder 

    CSOFinder@SO

Find Cybersecurity Companies

Sign Up

Sign Up 

https://cyberstartupobservatory.com/finder/
https://cyberstartupobservatory.com/registration-form/
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                 Cybersecurity Observatory 1st Global 

Platinum Members

SO

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The Platinum Club

In order to deliver outstanding value through our 
Platinum Program, every Observatory Market  is 
limited to 5 Platinum Members, subject to approval.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Platinum Members

SO

Go to the Platinum Lounge...

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/platinum-members-contact-us/


Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate 
receiving your suggestions or comments to help us improve our content, 
services and the way we communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us 
know. It helps us to know that we are delivering our services effectively and 
provides us with an opportunity to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations 
are a valuable input

We strive to cover relevant topics, provide valuable resources and to 
shed some light on important issues. The team welcomes your contribution 
as a way to widen our vision, the quality of the content and the depth of our 
knowledge.

You can contact us at: 

info@cyberstartupobservatory.com

mailto:info%40cyberstartupobservatory.com?subject=1st%20Global%20Cybersecurity%20Observatory
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INNOVATION - INSIGHT - LEADERSHIP

    CSOFinder@SO

https://cyberstartupobservatory.com/finder/
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